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Server Workstation User Smartcard

AS

TIME,  Nc,  Nas

Userid,  SNc,  TIME,  Ku

Userid, SNc, TIME, E(Ku, TIME)

E[ Ku, f(TIME) ],  Nas

Visual 

comparison

Nc = E [Kc, TIME] 
Ku = Nc − PINu
Nas = E [Kc, f(TIME)]
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2   6   7   1   9   0

9   4   5   2   5   2

7   2   2   1   4   2

Composing Ku

with digit−by−digit subtraction

Nc

PIN

Ku

Composing Ku 

by rearrangment

0    1    2    3    4    5    6    7    8    9 Index

2   6   7   1   9   0

5   0    7    4    4    9
Ku

PIN

9    4    5    2    5    2    0    7    1    4 Nc

A.
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