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Abstract

Transparenproxiesarebeingwidely deployedin the currentinternetto enablea vastvariety of applications.These
includeWeb proxy caching transcodingservicedifferentiationandloadbalancing.To ensurehatall IP pacletsof an
interceptedr CP connectiorareseenby theinterceptingransparenproxy, they mustsit atfocal pointsin the network.
TranslucentProxyingof TCP (TPOT) overcomeghis limitation by usingTCP optionsandIP tunnelingto ensurethat
all IP pacletsbelongingto a TCP connectionwill traversethe proxy thatinterceptedhefirst paclet. This guarantee
allows thead-hocdeploymentof TPOT proxiesanywhee within the network. No extra signalingsupportis required.
In additionto theadvantage§ POT proxiesoffer attheapplicationlevel, they alsogenerallyimprovethethroughpubf
intercepted CPconnectionsin this papemwe discusshe TPOT protocol,explainhow it enables/ariousapplications,
addressleploymentandscalabilityissuesandsummarizeheimpactof TPOT on TCP performance.

1 Introduction and Related Work

Transparenproxiesare commonlyusedin solutionswhen an applicationis to be proxiedin a mannerthat is
completelyoblivious to a client, without requiringary prior configuration. Recently therehasbeena greatdeal of
actiity in the areaof transparenproxiesfor Web caching. Several vendorsin the areaof Web proxy cachinghave
announcediedicatedVeb proxy switchesandappliance$l, 2, 7, 10].

In the simplestscenarioa transparenproxy interceptsall TCP connectionghatareroutedthroughit. This may
berefinedby having the proxy interceptT CP connectionslestinedbnly for specificports(e.g.,80for HTTP), or for a
specificsetof destinatioraddressesTheproxy respondgo theclientrequestmasqueradingstheremotewebsener.
Scalability is achieved by partitioning client requestsnto separatehashbuckets basedon the destinationaddress,
effectively mappingweb senersto multiple cachesttachedo the proxy.

In the eventof a cachemiss,the cachere-issueghe requesto the web sener, and pipesthe responset receves
from the web sener backto the client, keepinga copy for itself (assuminghe responseés cacheable)Note that, in
general this mechanisnmay be repeatedwherea subsequenproxy alongthe path may interceptan earliercache
miss,andsoon.

The proxy describedabore is oftentermedasa Layer4 switch, or simply L-4 switch, sinceTCP is a Transport
Layerprotocol,whichmapsto Layer4 in the OSI networking stack.In avariantof theabove, the proxy/switchparses
the HTTP requestand extractsthe URL andpossiblyotherfields of the HTTP Requestheforedecidingwhatto do
with therequest.Sincesucha switchinspectehe HTTP Requestwhich is an Application Layeror Layer 7 function,
it is calledanL-7 switch[2].

An acuteproblemthat limits the useof transparent.-4 andL-7 Web proxies,is the needto have the proxy at
a locationthatis guaranteedo seeall the paclets of the request7]. Sinceroutingin an IP network canleadto
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situationswheremultiple pathsfrom clientto sener canhave the lowestcost,pacletsof aconnectiormay sometimes
follow multiple paths. In sucha situationa transparenproxy may seeonly a fraction of pacletsof the connection.
Occasionallyit is alsopossiblethat routeschangemid-way througha TCP connectiondueto routing updatesn the
underlyingIP network. For thesereasongransparenproxiesare deployed exclusively at the edgesor focal points
within the network — suchasgatevaysto/from single-homedlientsor seners. This is not alwaysthe bestplaceto
deploy acache.n generalbnewould expecthigherhit ratesfor objectscacheddeepeinsidethe network [8].

TPOT solvesthis problemby makinganinnovative useof TCP-OPTIONsandIP tunnels. A sourceinitiating a
TCPconnectiorsignalsto potentialproxiesthatit is TPOT-enabledy settinga TCP-OPTIONwithin the SYN paclet.
A TPOT proxy, on seeingsucha SYN paclet, interceptst. The ACK pacletthatit returnsto the sourcecarriesthe
proxy’s P addresstuffed within a TCP-OPTION.Onreceving this ACK, thesourcesendsherestof the packetsvia
theinterceptingproxy over anIP tunnel. Theprotocolis discussedn detailin Section3.

Theabove mechanisnwill work if theclientis TPOT enabledIn asituationwheretheclientis not TPOT enabled,
we maystill beableto useTPOT. As long astheclientis single-homedandhasa proxy atafocal point,we canTPOT
enablethe connectiorby having the proxy behave lik e a regulartransparenproxy on the sidefacingthe client, but a
TPOT (translucentproxy onthesidefacingthesener.

Thegeneraideaof usingTCP-OPTIONsasa signalingschemdor proxiesis not new [16]. However combining
this ideawith IP tunnelingto pin downthe pathof a TCP connectiorhasnot beenproposedeforeto the bestof our
knowledge.

Onealternatve to TPOT is the useof Active Network techniqueg26]. We believe that TPOT is a relatively
lightweight solutionthat doesnot requirean overhaulof existing IP networks. In addition, TPOT canbe deployed
incrementallyin the currentlP network, without disruptingotherinternettraffic.

The authorsof [21] alsousethetermtranslucento distinguishtheir proposedveb cachingproposalfrom trans-
parentcadhing. However, their work is distinct andlargely complementaryo TPOT. In [21], the routersalongthe
pathfrom the clientneedto beenhancedothatthey canprovide the next-hop cacheinformation,to the previous-hop
cache.Thisrequiresroutersto know in advancetheinformationof next-hopcachesTPOT ontheotherhanddoesnot
requireary suchinformation,andis thereforeeasietto administeandmanage.

Theproposain [21] hasa maximunmumberof request®ptionthatcanbeexploitedin TPOT aswell, to limit the
numberof TPOT proxiesthatcanintercepta TCP connection.We couldinsertthis aspartof the TCP-OPTION,and
decremenit everytime theconnectioris interceptecby a TPOT proxy.

1.1 Paper Overview

Section2 highlightstwo classe®f applicationsof TPOT. Section3 describeghe TPOT protocol. In additionto
thebasicversion,a pipelinedversionof the protocolis alsodiscussedPathologicalcasesgxtensionsandlimitations
arealsostudied. Section4 discussesleploymentissues. Section5 discusse®ur approachto solving this problem
usinga techniquethat we call TPARTY, which employs a farm of senersthat sit behinda front-endmachine. The
front-endmachineonly farmsout requestgo thearmyof TPOT machineghatsit behindit. We addresshe TCPlevel
performancef TPOT in Section6. Dueto spacdimitations,wewere unableto coverthe detailshere. A discussiorof
theperformanceof TPOT usingbothanalysisand experimentsnaybefoundin an extendedrersionof this paper[23].
Thetednical report also covers a prototypeimplementatiorthat was usedin theseexperiments.Finally Section7
highlightsour major contrikutions,discusse$uturework, andpossibleextensionso TPOT.

2 Applications of TPOT

As mentionedn Sectionl TPOT allows the deploymentof TCP proxiesarywherein the network. While several
applicationsexist, in this sectionwe describetwo that shov how TPOT may be appliedto importantreal world
problems.



2.1 Hierarchical Caching and Content Distribution Trees

In additionto allowing the placementof transparentVeb proxy cachesarywherein the network, TPOT also
enablesewer architecturegshat employ Web proxy networks In sucharchitectures proxy locatedalongthe path
from the client to the sener simply picks up the requestand satisfiesit from its own cache,or letsit passthrough.
This, in turn, maybepickedup by anotheproxy furtherdown the path. Thesencrementahctionsleadto thedynamic
constructionof spontaneousierarchiesootedat the sener. Sucharchitecturesequirethe placementof multiple
proxieswithin the network, not just at their edgesand gatavays. Existing proposalg13, 17, 28] eitherneedextra
signaling,or they simply assumehat all paclets of the connectionwill passthroughan interceptingproxy. Since
TPOT explicitly providesthis guaranteeimplementingsucharchitecturesvith TPOT is elegantandeasy With TPOT
no extra signalingsupportor prior knowledgeof neighboringproxiesis required.

2.2 Transcoding

Transcodingefersto a broadclassof problemsthat involve somesort of adaptatiorof content(e.g.,[11, 19)),
wherecontentis transformedso asto increasdransferefficiency, or is distilled to suit the capabilitiesof the client.
Anothersimilar useis the notion of enablinga transformeitunnel[25] over a sggmentof the pathwithin which data
transferis accomplishedhroughsomealternatetechniquethat may be bettersuitedto the specificpropertiesof the
link(s) traversed. Proposalghatwe know of in this spacerequireone end-pointto explicitly know of the existence
of the otherend-point— requiringeithermanualconfigurationor someexternalsignaling/disceery protocol. TPOT
canaccomplishsuchfunctionality in a superiorfashion. In TPOT an end-pointnon-invasively flags a connection,
signifying thatit cantransformcontent— without actuallyperformingary transformationOnly if andwhenasecond
TPOT proxy (capableof handlingthis transformationseeghis flag andnotifiesthefirst proxy of its existence does
thefirst proxy begin to transformthe connection.Note thatthis doesnot requireary additionalhandsha&for thisto
operatecorrectly sincethe TPOT mechanisnplaysoutin concertwith TCP’s existing 3-way handshak.

3 TheTPOT Protocol

This sectiondescribeshe operationof the basicandpipelinedversionsof the TPOT protocol. Pathologicalcases,
extensionsandlimitationsarealsostudied.Beforedescribingthe operationof the TPOT protocol,we provide abrief
backgroundf IP andTCPwhichwill helpin betterunderstandinPOT. See[24] for adetaileddiscussiorof TCP

31 IPand TCP

EachIP paclet typically containsan IP headeranda TCP segment. The IP headercontainsthe paclet's source
anddestinationlP addressThe TCP sggmentitself containsa TCP header The TCP headercontainsthe sourceport
andthedestinatiorportthatthe pacletis intendedor. This 4-tupleof the P addresseandportnumbersf thesource
anddestinatioruniquelyidentify the TCP connectiorthatthe pacletbelonggo. In addition,the TCP headeicontains
a flag thatindicateswhetherit is a SYN paclet, andalsoan ACK flag andsequenceaumberthat acknavledgesthe
receiptof datafrom its peer Finally, a TCP heademight alsocontainTCP-OPTIONsthat canbe usedfor custom
signaling.

In additionto the above basicformatof anIP paclet, anIP paclet canalsobe encapsulateth anotherP paclet.
At the sourcethis involvesprefixinganIP headewith the IP addres®f anintermediatg¢unnelpointon anlP paclet.
Onreachingheintermediat@unnelpoint, theIP headeof theintermediaryis strippedoff. The(remaining)IP paclet
is thenprocessedsusual.SeeRFC 2003 [22] for alongerdiscussion.

3.2 TPOT: Basic Version

In thebasicversionof TPOT asourceSthatintendsto connecwith destinatiorD via TCR asshovnin Figurel(a).
Assumethatthe first (SYN) paclet sentout by S to D reacheghe intermediaryTPOT proxy T. (S,Sp,D,Dp) is the
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Figurel: The TPOT protocol

notationthatwe useto describea paclketthatis headedrom Sto D, andhasSp andDp asthe sourceanddestination
portsrespectiely.

To co-exist peacefullywith otherend-pointghatdonotwishto talk TPOT, we useaspeciallf CP-OPTION'TPOT,”
thata sourceusedo explicitly indicateto TPOT proxieswithin thenetwork, suchasT, thatthey areinterestedn using
the TPOT mechanismlf T doesnot seethis option, it will take no action,andsimply forwardsthe pacletonto D on
its fast-path.If T seesa SYN pacletthathasthe TCP-OPTION“TPOT” set,it respondgo S with a SYN-ACK that
encodests own IP addressT in the TCP-OPTIONfield. On receving this packet, S mustthensendthe remaining
pacletsof thatTCPconnection|P tunneledo T. Fromanimplementatiorstandpointhiswould imply addinganother
20 byte IP heademith T's IP addressasdestinatioraddresgo all pacletsthat S sendsout for that TCP connection.
Sincethis additionalheadeis removedonthenext TPOT proxy, thetotal overheads limited to 20 bytesregardlessof
the numberof TPOT proxiesinterceptingthe connectiorfrom the sourceto thefinal destination.This overheadcan
befurtherreducedy IP headeicompressiorfi9, 15|.

For applicationssuchasWeb CachingwhereT may be ableto satisfya requestfrom S, the responsés simply
senedfrom oneor morecachesttachedo T. In the caseof a “cachemiss” or for otherapplicationsvhereT might
connectto D afterinspectingsomedata, T communicatesvith the destinationD asshown in Figure1(a). Note that
theproxy T setsthe TCP-OPTION“TPOT” in its SYN to D to allow possiblyanotherTPOT proxy alongtheway to
againproxy the connection NotethatFigurel only shaovsthe singleproxy scenario.

3.3 TPOT: Pipelined Version

In certainsituationsonecando betterthatthe basicversionof the TPOT protocol. It is possiblefor T to pipeline
the handshak by sendingout the SYN to D immediatelyafter receving the SYN from S. This pipelinedversionof
TPOT is depictedn figure 1(b).

Thedegreeof pipeliningdepend®nthe objective of theproxyingmechanismin thecaseof anL-4 proxy for Web
Caching,theinitial SYN containsthe destinationlP addressand port number Sincel-4 proxiesdo not inspectthe
content,no furtherinformationis neededrom the connectiorbeforedecidinga courseof action. In sucha situation
aSYN canbesentoutby T to D almostimmediatelyafter T receveda SYN from S, asshown in Figure1(b). In the
caseof L-7 switching,however, the proxy T would needto inspectthe HTTP Reques{or ata minimumthe URL in



the Request).Sincethis is typically not sentwith the SYN, a SYN sentoutto D canonly happenrafterthe first ACK
isrecevedby T from S. Thisis consistentvith Figurel.

3.4 Pathological Cases

While thetypical operationof TPOT appearsorrect,we areawareof two pathologicalcaseghatalsoneedto be
addressed.

1. In asituationwhena SYN is retransmittedy S, it is possiblethatthe retransmittedSYN is interceptecoy T,
while thefirst SYN is not— or vice versa.In sucha situation,S mayreceive SYN-ACKSs from both D aswell
asT. In suchasituationS simply ignoresthe secondSYN-ACK, by sendinga RST to the sourceof the second
SYN-ACK.

2. Yetanotherscenariojs asimultaneouspenfrom Sto D andvice-versathatuseshesameportnumber Further
T interceptonly oneof the SYNs. This is a situationthatdoesnot arisein the client-sener applicationavhich
weervisionfor TPOT. SinceS canturnon TPOT for only thoseTCPconnectiongor which TPOT is appropriate,
this scenarids nota causeor concern.

3.5 Extensions

As afurthersophisticatiorto the TPOT protocolit is possiblefor multiple proxied TCP connectionsataclientor
proxy thatterminateat the same(next-hop) proxy, to integratetheir congestiorcontrolandlossrecovery atthe TCP
level. MechanismsuchasTCP-Intproposedn [4] canbe employedin TPOT aswell. Sincethe primary focus of
TPOT, andthis paper is to enableproxy serviceson-the-fly ratherthanenhancegerformanceve do not discusghis
further. Theinterestedeadelis directedto [4] and [27] for sucha discussion.

Note that an alternatve approachs to multiplex several TCP connectionsonto a single TCP connection. This
is generallymore complex asit requiresthe demarcatiorof the multiple data-streamsso that they may be sensibly
demultiplexedattheotherend. ProposalsuchasP-HTTP[18] andMUX [12], which usethis approachmayalsobe
built into TPOT.

3.6 Limitations

As showvn in Figure 1 the TCP connectiorthatthe intermediatgproxy T initiatesto the destinationD will carry
T’sIP addressThis defeatsary IP-basedaccess-contradr authenticatiorthatD may use.Notethatthis limitation is
notgermaneo TPOT, andin generaljs true of ary transparenor explicit proxyingmechanism.

In a situationwherethe entire payloadof an IP pacletis encryptedasis the casewith IPsec,TPOT will simply
notbeenabled.This doesnotbreakTPQOT, it simply restrictsits use.

Thepurist may alsoobjectto TPOT breakingthe semanticof TCPR sincein TPOT aproxy T in generainteracts
with S, in afashionthatis asynchronouwith its interactionwith D. While it is possibleto constructversionof TPOT
that preseresthe semanticf TCR, we do not pursueit here. In defensewe point to several applicationsthatare
prolific onthe Internettoday(suchasfirewalls) thatarejustaspromiscuousis TPOT.

4 Deployment Issues

The value of ary proposedadditionto the standardnternetprotocolschiefly dependsn the deploymentissues
involved. To maketheprotocolvaluableit hasto addres$our criteria. First,it shouldbe possibleto deplgy theprotocol
graduallywithout negatively impactingtherestof the Internet.Secondhe new protocolshouldallow interoperability
betweerthe modifiedandunmodifiednetwork elements.Third it shouldbe possibleto gain benefitsearlyonin the
deploymentwhenonly a few network elementsunderstandhis new protocol. Fourth the proposedprotocol hasto
scaleto the sizeandspeedof the currentandfuture Internet. The remainingpartof this sectionwill addresghe first
threecriteriawhile the scalabilityissuesareaddresseth sectionb.



TPOT addressethefirst criterion,viz., gradualdeploymentwithout negativeimpact,by its inherentature. TPOT
utilizes standardlT CP and IP tunneling. Thereforethe impacton traffic thatis not TPOT enabledis minimal. One
possibleimpactis thatthe roundtrip timesanderrorratesof individual TCP connectionghatareproxiedis reduced.
Theotherpotentialnegativeimpactis thatsinceTPOT forcesall pacletsof a TCP connectiorthroughanintermediate
proxy that is determinedduring the connectionestablishmenphase,changesn routesduring the lifetime of the
connectionmay resultin sub-optimakoutes sincethe intermediategroxy mayno longerbe on thedirectpathto the
destination.However, sinceTPOT will uselP routing to automaticallyroutethe next connectionon the direct path,
sucha sub-optimalityis not only rare,but alsoshort-lived.

TPOT dealswith the interoperabilitycriterion by utilizing TCP optionsasits signalingmechanismTCP options
have the built in featurethatif arecever of a TCP option doesnot supportor doesnot wantto supporta particular
optionit canjustignorethe option.

Sofarwe have aguedthat TPOT will not negatively impactthe performanceandconnectvity of todaysinternet.
We now addresghe third criterion by shaving that TPOT will provide substantiabenefitsin the early stagesf its
deploymentaswell.

The applicationsdescribedn section2 assumeshatthe end-clientsare TPOT enabled.For the nearfuture this
is mostcertainlyan unrealisticassumption.To circumventthe problemof updatingthe networking stackof all end-
clientmachinesvith TPOT, we ervisionthat TPOT will befirstimplementednly in proxiesinsidethe network. The
client-sideof theedgeproxywill behaelikeatransparenproxy. To circumventthesplit-pathproblemattheedge the
edgeproxy hasto be placedat afocal pointwith respecto theclient. This seemgo introducethe samedisadwantage
currenttransparenproxieshave. However, deepetin the network, it addsthe advantageghat cachehierarchiescan
be built without configurationor additionalsignalingoverhead.Indeedit is deepeiin the network wherehit ratesare
higherandthe costof a cacheis morejustifiable.

Enablingthe placemenbf proxy cachesdeeperinto the network is particularly interestingfor ISPswith well-
connectechetworks. In highly densenetworks the only focal point wherea TCP connectioncanbe interceptedby
atransparenproxy is mostlikely at the point of present{POP).However, the low aggrejatetraffic at mary dial up
POPsandthe managememntverheadorohibitsthe placemenbf cachesn all POPs.Edgeproxiessolve this problem.
A transparenedgeproxy with no cachingfunctionality but with the solepurposeof enablingTPOT on outgoingTCP
connectionscan be built in a small plug and play, disk-lessand fan-lessbox at a fairly low cost. This allows the
placemenbf edgeproxieswithin all POPsandthe placemenof a reducechumberof the moreexpensie andharder
to maintaincachesleepeiin the network.

5 Scalability Issues

As describedn Section4 scalabilityis a majorissuefor ary protocolwhich shouldbe deployedin the Internet.
Fortunately TPOT canbe easilyparallelized.This allows the scalingof TPOT to supporta potentiallylarge number
of TCPconnectionsisingwhatwe call TPARTY

INTERNET

Figure2: TPARTY: parallelizingTPOT proxies.

TPARTY asshaown in figure 2 canbe usedto scaleTPOT in casesvhentheload cannotbe supportecby a single



TPOT machine.TPARTY usesafarmof TPOT proxiesfront-endedby a modifiedrouter In additionto routing, the
routerforwardsTCP SYN pacletsfor certainTCP port numberswhich have the TPOT option enabled(andarenot
recevedontheline cardconnectedo the TPOT subnet)towardsoneof the TPOT machines.

WhenaTPOT-enabledSYN arrivesatthe TPOT machinethe TPOT machinedecidesf it canhandleanadditional
requestlf it cannothandletherequestthe SYN is sentbackto therouterandthe packetis routedasusualto thefinal
destinationIn eithercaseall subsequergiaclketsontherouterareroutedasplain IP paclets. Thereforetheadditional
processingn therouteris limited to detectingandforwardingof TPOT enabledSYN paclets.

5.1 Buffer Size

Thebufferingrequiredonthe TPOT machiness anothercostof performingproxyingin themiddle of thenetwork.
Eachproxy requiresa sendandreceise buffer to terminatethe TCP connection.In theoryall buffering will happen
beforethe worstlink (somecombinationof the highestRTT andhighestpaclet droprate),andlittle or no buffering
would berequiredthereafterin generalpuffering onthe orderof theadwertisedwindow by theremoterecever of the
TCP connectioron the proxy is required. More studiesneedto be conductedor estimatingthe buffer requirements
for the TPOT proxy.

5.2 Port Numbers

Another scaling problemarisesfrom the fact that demultiplexing of TCP connectionss basedon sourceand
destinationlP addresseand port numbers. The destinationaddressand port numberare usuallyfixed. The source
addressseenby the final destinatiorwill be the addressf the last TPOT proxy. This limits the last proxy to open
at most64K connectiongrangeof the port numberspace)o a singlesener. Sinceportsmaytime out substantially
afteraconnections closedthe numberof active connectionghelast TPOT proxy canhandleis far lower. The exact
numberdepend®on the TCP implementationput clearly this is a potentialbottleneck.Solutionsto this problemare
multiplex several TCP connection®ntoa single TCP connectiorandmultihomingthe TPOT machine.

6 Proxy Performance

Dueto thesizelimitation of theworkshopsubmissiorwe refertheinterestedeaderto theextendedversionof this
paperf23] for adetailedperformanceanalysis.

Contraryto what we initially expected, TPOT typically improvesthe performanceof TCP connections. This
apparentounterintuitive resulthasbeenobsenedbefore[3, 6, 14], thoughin somavhatdifferentcontexts. In [3] a
modifiedTCPstackcalledindirect TCPis employedfor mobilehoststo combatproblemsof mobility andunreliability
of wirelesslinks. Resultsshowv thatemploying Indirect TCP outperformsegular TCPR In [14] similarimprovements
are reportedfor the casewhen TCP connectionsover a satellitelink are split using a proxy. Finally, in [6], the
authorsdiscussat lengthhow TCP performancemay be enhancedy usingproxiesfor HFC networks. The notion of
insertingproxieswith thesolereasorof enhancingerformancéasrecentlyledto thecoiningof thetermPerformance
EnhancingProxies(PEP).An overview is providedin [5]. Asshavnin [23], TPOT doesindeedenhancegerformance,
but unlike PER this is not the motivationbehindTPOT.

The extendedpaper[23] also detailsa prototypeimplementationof TPOT in Scout[20], which is usedin the
experimentsyve conductedor assessingPOT’s performance.

7 Conclusions and Future Work

In this paperwe evaluatedhe benefitsof usingTPOT — a translucenimechanisnfor proxying TCP connections.
In general transparenproxiesdo not alwaysseeall the packetsof a TCP connectionpunlessthey areplacedat focal
pointswithin the network. TPOT proxiesdo not suffer from this limitation becausef a novel way in which TCP-
OPTIONsandIP tunnelingareusedto pin downTCP connections.



Webproxy cachesuilt usingTPOT thushave thefreedomof beingplacedanywheein thenetwork, whichin turn
enablesew architecturesuchasspontaneougveb proxy networkswhereproxy cachinghierarchiesaredynamically
constructedIn addition,transcodingandseveral otherapplicationscanbenefitirom TPOT.

We believe theresultsof our work indicatethat TPOT is viable,andcanbe practicallydeployedin a high-speed
network to enablea variety of applications We arecurrentlyinvestigatingts usein building zeo-maintenanc@roxy
cachingnetworksfor the Weh
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