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Abstract—In this paper, the weighted fractional Fourier trans-
form (WFRFT) signal domain is introduced to enhance the
security performance of two-way trusted relay systems at the
signal level. The proposed scheme, which requires only a single
relay node, leverages the multi-component energy distribution
characteristics of WFRFT signals to improve security with low
complexity and high power efficiency. The inherent security
mechanism of WFRFT analyzed in this paper can be simply
summarized as follows: the superposition of components in
WFRFT signals that do not satisfy specific constraints will
result in the inability to perfectly reconstruct the message signal.
Based on this, confidential information is encoded into WFRFT
signals with private transform orders, allowing legitimate users
to achieve perfect decoding. Since WFRFT signals exhibit en-
ergy concentration only in specific transformation domains,
mismatched transform orders adopted by the eavesdropper cause
energy loss in the information-bearing signal, leading to inter-
component interference that further degrades the quality of
the recovered signal. The advantages of the proposed scheme
in limiting information leakage and improving the achievable
secrecy sum rate (SSR) are analyzed. Numerical results validate
the theoretical analysis and demonstrate the secrecy performance
of the proposed scheme.

Index Terms—Physical layer security (PLS), two-way trusted
relay, weighted fractional Fourier transform (WFRFT), power
efficiency.

I. INTRODUCTION

Traditionally, secure communication is guaranteed by en-
cryption algorithms on the higher layers to prevent the inter-
ception of information based on computational security. Al-
though these key-dependent algorithms have proven effective
in certain communication scenarios, key management and dis-
tribution, as well as high computational power requirements,
pose significant challenges for multi-node or lightweight net-
works [1]. As an alternative, physical layer security (PLS) can
provide secure communication from the bottom layer of the
system [2]–[4]. Recently, there has been increasing attention
paid to PLS in two-way relay networks due to the network’s
ability to expand coverage, increase spectral efficiency, and
reduce overall power consumption.

In two-way trusted relay (TWTR) systems with eavesdrop-
pers, relay selection is efficient for enhancing the difference
between the legitimate channel and the wiretap channel, which
is based on channel selection using sufficient space domain
resources. A low-complexity relay selection criterion is pro-
posed in [5] to improve the security performance of large-scale
two-way amplify-and-forward (AF) relay systems, and the

impact of node density is analyzed. Additionally, [6] proposed
a relay selection criterion that relies only on the channel state
information (CSI) of legitimate channels, based on the inherent
secrecy characteristics brought by the superimposed legitimate
signals. Cooperative jamming (CJ) schemes can actively re-
duce the quality of the received signal at the eavesdropper,
and they are typically combined with relay selection for better
performance [7], [8]. For instance, in [7], the node with the
best connection with two legitimate sources is selected as the
relay to enhance the legitimate links, and the weakest node
is selected as a jamming node. Unlike the aforementioned
single-antenna-based systems, secure precoding schemes with
multi-antenna base station [9], relay [10], or both [11] show
better secrecy performance. However, these schemes are often
difficult to apply to systems with lightweight requirements.

In general, existing methods to ensure security performance
for TWTR systems rely on two aspects: 1) increasing spatial
domain resources through system complexity, such as multiple
relay nodes and multiple antenna devices; and 2) increasing
cooperative resources through energy consumption. Therefore,
this paper aims to address the challenge of ensuring secure
communication for lightweight systems without consuming
valuable transmit power.

Motivated by the above, the weighted fractional Fourier
transform (WFRFT) signal domain is introduced into TWTR
systems to provide additional security gains at the signal level.
Although in our previous work [12], we introduced WFRFT
into multi-antenna Intelligent Transport Systems (ITS) to en-
hance the security performance of the system, the focus was
on the impact of imperfect CSI caused by the mobility of
Vehicle User Equipment (VUE) and the theoretical expression
of performance in high signal-to-noise ratio (SNR) regions.
This paper focuses on the design of a general single-antenna
node lightweight PLS scheme and a detailed analysis of the
security mechanism based on the multiple components of
WFRFT at the signal level. The contribution of this paper
can be summarized as:

1) The inherent security mechanism provided by the four
components of the WFRFT is analyzed in detail, and
a quantitative expression for the security gains is de-
rived. Specifically, the superposition of WFRFT signal
components violating specific constraints hinders perfect
signal reconstruction. A mismatched transform order at
the eavesdropper causes energy loss in the information-



Fig. 1. System model with two-way trusted relay model.

bearing signal, which transforms into inter-component
interference, further disrupting the eavesdropper.

2) A WFRFT-based signal domain secure communication
scheme for TWTR systems is proposed. Additionally,
we derive the achievable secrecy sum rate (SSR) when
the eavesdropper uses either maximum ratio combining
(MRC) or selection combining (SC). Notably, we also
highlight the advantages of the proposed scheme when
the eavesdropper can separate the superimposed signals
from legitimate nodes, where traditional TWTR security
features fail, further underscoring the benefits of signal-
level security.

II. SYSTEM MODEL AND SIGNAL MODEL

A. Secure Two-Way Relay System Model

Consider the problem of secure communication between
two nodes assisted by an AF relay, where each node is
equipped with only a single antenna. We assume that there
is no direct communication link between two source nodes.
One complete two-way communication process between Alice
and Bob requires two consecutive phases, namely the multiple
access (MAC) phase and broadcast (BC) phase.

As shown in Fig. 1, Alice and Bob communicate with each
other through the assistance of the TWTR Carlo, which has
been authenticated and is not eavesdropping on the exchange
of messages. However, a passive eavesdropper named Eve,
attempting to decode the information-bearing signals, is pre-
sented in the system. In phase 1, Alice and Bob simultaneously
transmit their information bearing signals to Carlo. In phase
2, Carlo forwards the superimposed signals received in phase
1 to Alice and Bob, who decode their desired signals after
removing the residual self-interference. During each of these
processes, Eve attempts to decode the information from the
eavesdropped signals. For simplicity, all channels are assumed
to be quasi-static and reciprocal. We denote the channel
coefficients of the ”Alice ↔ Carlo” and ”Bob ↔ Carlo”
links as hac and hbc, respectively. Moreover, gae, gbe and gce
represent the channel coefficients from Alice, Bob, and Carlo
to Eve, respectively. Without loss of generality, we assume
that hac and hbc are publicly known to all nodes, but gae, gbe
and gce are not available for the legitimate nodes.

B. WFRFT Signal Model

WFRFT is a generalization of the Fourier transform, and can
be expressed as a weighted sum of the 1 to 4 times of the nor-
malized discrete Fourier transform (DFT) of a sequence. For

an N -length complex sequence x = [x0, x1, . . . , xN−1]
T ∈

CN×1, the α-order WFRFT can be defined as:
Fα

4 [x] = (ω0I + ω1F + ω2Π+ ω3ΠF) x, (1)
where the N -points normalized DFT transform matrix
[F]n,k = (1/

√
N) · exp(−i2πnk/N) and I denotes an N ×N

identity matrix. [Π]n,k = δ (⟨n+ k⟩N ) denotes an N × N
permutation matrix, in which δ(·) and ⟨·⟩N denote Kronecker
delta and modulo-N calculation, respectively. The weight
coefficients ωl(α)(l = 0, 1, 2, 3) of the four components of
WFRFT can be respectively expressed as:

ωl(α) = cos

[
(α− l)π

4

]
cos

[
2(α− l)π

4

]
exp

[
3(l − α)πi

4

]
. (2)

The necessary properties of WFRFT for the proposed
scheme can be summarized as:
• Boundary property: F0

4 [x] = x, F1
4 [x] = F [x];

• Additive property: Fα+β
4 [x] = Fα

4 [F
β
4 [x]] = Fβ

4 [Fα
4 [x]];

• Unitary property: [Fα
4 ]

−1
[x] = [Fα

4 ]
H
[x];

• Periodicity property: Fα
4 [x] = Fα+4

4 [x];
• Parseval’s Theorem:

∑N−1
n=0 |xn|2 =

∑N−1
n=0 | [Fα

4 [x]]n |2.
The boundary property and additive property ensure that the

information can be recovered by inverse-WFRFT iff with cor-
responding transform order, i.e., x = Fα

4

[
F−α

4 [x]
]
. Unitary

property is the basis for applying WFRFT to communication
systems and periodicity property provides guidance for the
convention and delivery of WFRFT transformation order.
Parseval’s Theorem is necessary for analyzing the energy
distribution of the signal in subsequent scheme design.

III. WFRFT-BASED SECURE TRANSMISSION SCHEME
WITH THE TWO-WAY TRUSTED RELAY

In this section, the proposed WFRFT-based scheme with
two-way trusted relay is introduced from the aspects of signal
description, security mechanisms, and security performance.
A. Communication Process Among Legitimate Nodes

In the first phase, Alice and Bob perform α-order and β-
order WFRFT on their data symbol sequences sa ∈ CN×1 and
sb ∈ CN×1, thus the transmitted signal vectors xa = Fα

4 [sa] ∈
CN×1 and xb = Fβ

4 [sb] ∈ CN×1 are obtained. Then, Alice and
Bob send xa and xb to Carlo, simultaneously. The received
signal vector y ∈ CN×1 of Carlo can be expressed as:

y =
√

Pahacxa +
√

Pbhbcxb + n

=
√
PahacFα

4 [sa] +
√
PbhbcFβ

4 [sb] + n, (3)
where n ∈ CN×1 is the zero-mean complex additive white
Gaussian noise (AWGN) with covariance matrix σ2

nIN . Pa and
Pb denote the transmit power of Alice and Bob, respectively.

In the second phase, Carlo amplifies the received signal y
according to its available transmit power and forwards a scaled
signal r = ξy. The amplification coefficient is given by:

ξ =
√
Pc/[(|hac|2Pa + |hbc|2Pb + σ2

n)], (4)
where Pc denotes the transmit power of Carlo. Subsequently,
the received signals at Alice and Bob are given by:

rA = ξ
√
Pah

2
acxa + ξ

√
Pbhachbcxb + nA, (5)

rB = ξ
√
Pahbchacxa + ξ

√
Pbh

2
bcxb + nB , (6)



where nA = ξhacn + n′
a and nB = ξhbcn + n′

b are
the total AWGN at Alice and Bob, respectively, in which
n′
a ∼ CN (0N , σ2

nIN ) and n′
b ∼ CN (0N , σ2

nIN ). Thus, the
elements of nA and nB are i.i.d. CN (0, ξ2|hac|2σ2

n + σ2
n)

and CN (0, ξ2|hbc|2σ2
n + σ2

n), respectively. Since Alice knows
its transmit signal, it could subtract the self-interference term
ξ
√
Pah

2
acxa from (5). Then Alice could restore the data

symbol by WFRFT with matching transform order −β. The
process can be expressed as:

pA = F−β
4 [rA − ξ

√
Pah

2
acxa]

= F−β
4

[
ξ
√
PbhachbcFβ

4 [sb]
]
+ F−β

4 [nA]

= ξ
√
Pbhachbcsb + nA′

, (7)

where nA′
= F−β

4 [nA] is the AWGN after WFRFT, which has
the same distribution characteristics as nA. Similar to (7), the
restored data symbol of Bob can be expressed as:

pB = ξ
√
Pahbchacsa + nB′

, (8)

where nB′
= F−α

4 [nB ] has the same distribution characteris-
tics as nB . According to (7) and (8), the instantaneous SNR at
Alice (sb is the desired data) and Bob (sa is the desired data)
can be respectively expressed as:

γA =
ξ2Pb|hac|2|hbc|2

ξ2|hac|2σ2
n + σ2

n

, γB =
ξ2Pa|hbc|2|hac|2

ξ2|hbc|2σ2
n + σ2

n

. (9)

B. Analysis of Signals Received by the Eavesdropping Node

Assuming that Eve has full knowledge of the WFRFT
technique, but lacks real-time and precise transform orders
of WFRFT used by Alice and Bob. This assumption can be
easily met in practical systems, owing to the extremely small
data volume of the WFRFT transform order. For example,
parameters can be guaranteed through an additional secure
link, while reliable upper-layer cryptography encryption tech-
nology or dynamic parameter codebooks agreed upon by legal
nodes can be utilized to safeguard the parameters against Eve
during the communication process. Specifically, traditional key
generation protocols such as Diffie-Hellman key exchange, or
physical layer key generation techniques, can ensure the secure
and dynamic exchange of WFRFT parameters.

In the first phase, Eve receives the superimposed signal of
xa and xb, which can be expressed as:

z1 =
√
Pagaexa +

√
Pbgbexb + e1, (10)

where e1 ∈ CN×1 is the zero-mean AWGN with covariance
matrices σ2

eIN . According to (10), the information bearing sig-
nal shows the superposition of sa and sb undergoing different
orders of WFRFT. When Eve adopts (−α̂)-order WFRFT to
restore sa, the result is given by:

pEA
1 = F−α̂

4 [
√
PagaeFα

4 [sa] +
√
PbgbeFβ

4 [sb] + e1]

=
√
PagaeF∆α

4 [sa] +
√
PbgbeFβ−α̂

4 [sb] + e1′, (11)

where ∆α = α− α̂ is the WFRFT transform order error used
by Eve to restore sa. e1′ = F−α̂

4 [e1]. Due to the parameter
mismatch with Alice, the eavesdropper is inevitably affected
by the inter-component interference brought by the energy

aggregation characteristics of WFRFT signal in specific trans-
form domain. According to the Parseval’s Theorem, WFRFT
does not affect the energy of the second term of (11). Thus,
the power of inter-user interference is Pb|gbe|2, and the inter-
component interference only exists in the first term.

According to the Additive Property of WFRFT, F∆α
4 [sa] =

F−α̂
4 Fα

4 [sa]. Therefore, the information bearing signal for Eve
in F∆α

4 [sa] is equal to the component of data sequence sa that
can be recovered by performing F−α̂

4 [·] on sequence Fα
4 [sa].

At the same time, the inter-component interference of Eve
in F∆α

4 [sa] is caused by the inability of each component
in WFRFT to be effectively superimposed into the form of
WFRFT signal.

According to (2), the weighted coefficients in the transform
F−α̂

4 [·] can be expressed as:
ωl(−α̂) = ωl(−α+∆α)

= cos [(−α+∆α− l)π/4] cos [2(−α+∆α− l)π/4]

exp [−3(−α+∆α− l)πi/4] , l = 0, 1, 2, 3. (12)

In order to restore the data in Fα
4 [sa], it is necessary to

reconstruct the transform matrix F−α
4 . Therefore, expanding

the cosine function in (12) to construct ωl(−α̂), which can be
further expressed as:

ωl(−α̂) = ωl(−α)φ(∆α) + νl(α,∆α), (13)

where φ(∆α) is the energy attenuation factor and νl(α,∆α)
is the weighted coefficient of the l-th additive interference
component, when the signal sequence Fα

4 [sa] is restored by
(−α̂)-order WFRFT. The expression for φ(∆α) is given by:

φ(∆α) = cos[∆απ/4] cos[2∆απ/4] exp[−3∆απi/4]. (14)

It can be seen that φ(∆α) with period 4 only depends
on ∆α and is independent of the specific transform order α.
νl(α,∆α) in (15) can be expressed as:

νl(α,∆α) =
2∑

n=0

ϕn,l(α,∆α) exp[3(α−∆α+ l)πi/4], (15)

where ϕn,l(α,∆α)(n = 0, 1, 2) can be expressed as:

ϕ0,l(α,∆α) = cos[ul(α)] sin[2ul(α)] cos[m(∆α)] sin[2m(∆α)],

ϕ1,l(α,∆α) = sin[ul(α)] cos[2ul(α)] sin[m(∆α)] cos[2m(∆α)],

ϕ2,l(α,∆α) = sin[ul(α)] sin[2ul(α)] sin[m(∆α)] sin[2m(∆α)],

(16)

where ul(α) = (α+ l)π/4 and m(∆α) = ∆απ/4.
Based on the above analysis, the recovery result of Eve for

the first term in (11) can be further expressed as:
F−α̂

4 [Fα
4 [sa]] =

∑3
l=0ωl(−α̂)F l [Fα

4 [sa]]
=

∑3
l=0[ωl(−α)φ(∆α) + νl(α,∆α)]F l [Fα

4 [sa]]
= φ(∆α)

∑3
l=0ωl(−α)F l [Fα

4 [sa]] +ψ(α,∆α, sa)
= φ(∆α)sa +ψ(α,∆α, sa), (17)

where ψ(α,∆α, sa) ∈ CN×1 is the total inter-component
interference, its specific form can be expressed as:

ψ(α,∆α, sa) =
∑3

l=0
νl(α,∆α)F l [Fα

4 [sa]] , (18)

where the inter-component interference generated by the l-th



Fig. 2. Energy distribution characteristics of information bearing signal and
inter-component interference versus ∆α (α = 0.5).

component is νl(α,∆α)F l [Fα
4 [sa]].

Therefore, the restoration result of the received signal with
respect to the data sequence sa at Eve in (11) can be further
expressed as:

pEA
1 =

√
Pagaeφ(∆α)sa︸ ︷︷ ︸

information bearing signal

+
√
Pagaeψ(α,∆α, sa)︸ ︷︷ ︸

inter-component interference

+
√
PbgbeFβ−α̂

4 [sb]︸ ︷︷ ︸
inter-user interference

+ e1′︸︷︷︸
AWGN

. (19)

In (19), the energy of the information bearing signal is given
by P inf

a,1 = Pa|gae|2|φ(∆α)|2. According to (14), |φ(∆α)|2 ≤
1 always holds, thus the energy loss of the restored information
bearing signal by Eve is inevitable when ∆α ̸= 4m,m ∈ Z.

Based on the form of ψ(α,∆α, sa) as shown in (18), the
total energy of the inter-component interference is given by:

P int,c
a,1 = Pa|gae|2

∑3
l=0|νl(α,∆α)|2

a
= Pa|gae|2

(
1− |φ(∆α)|2

)
, (20)

where (20) is derived based on the Parseval’s Theorem of
WFRFT. Specifically, the total energy of sa and F−α̂

4 [Fα
4 [sa]]

are equality. Since the energy of the information bearing signal
in F−α̂

4 [Fα
4 [sa]] is |φ(∆α)|2, the total energy of additive

interference generated by all four components is 1−|φ(∆α)|2.
That is to say, the energy of inter-component interference
that only affects Eve is entirely attributed to the energy loss
incurred when recovering the useful signal, rather than the
system’s consumption of extra transmit power. This effectively
enhances the energy efficiency of the system.

Fig. 2 shows the impact of the energy distribution character-
istics of the WFRFT signal (α = 0.5) on the eavesdropper, as
∆α changes over one period. Additionally, the WFRFT signal
with different α exhibits different levels of inter-component
interference of each component. However, the energy distri-
bution of the total inter-component interference obtained by
their superposition remains the same.

Then, the instantaneous received signal to interference-plus-
noise ratio (SINR) for the wiretap link ”Alice → Eve” in the
first phase can be expressed as:

γEA
1 =

Pa|gae|2|φ(∆α)|2

Pa|gae|2 (1− |φ(∆α)|2) + Pb|gbe|2 + σ2
e

. (21)

Similarly, in the first phase, when Eve adopts (−β̂)-order
WFRFT to restore sb for the link ”Bob → Alice”, the resulting
expression is given by:

pEB
1 =

√
PbgbeF∆β

4 [sb] +
√
PagaeFα−β̂

4 [sa] + e1′′,

=
√

Pbgbeφ(∆β)sb +
√
Pbgbeψ(β,∆β, sb)

+
√
PagaeFα−β̂

4 [sa] + e1′′, (22)

where φ(∆β) is the energy attenuation coefficient of sb,
ψ(β,∆β, sb) is the total inter-component interference gener-
ated by sb, and e1′′ = F−β̂

4 [e1]. The instantaneous received
SINR for the wiretap link ”Bob → Eve” in the first phase is:

γEB
1 =

Pb|gbe|2|φ(∆β)|2

Pb|gbe|2 (1− |φ(∆β)|2) + Pa|gae|2 + σ2
e

. (23)

In the second phase, Eve receives the signal r forwarded by
Carlo, and the received signal can be expressed as:

z2 = gceξr + e2
= gceξ

√
PahacFα

4 [sa] + gceξ
√
PbhbcFβ

4 [sb] + e2′, (24)

where e2′ = gceξn + e2 is the total AWGN, whose elements
are CN (0, |gce|2ξ2σ2

n + σ2
e). Comparing (10) and (24), it

can be seen that the form of the signal received by Eve is
similar in both phases. Similarly, assume that Eve adopts the
same methods as the first phase to restore sa and sb in z2,
respectively. Thus, the instantaneous received SINRs for the
link “Carlo (sa) → Eve” and “Carlo (sb) → Eve” in the second
phase, respectively, are given by (25) and (26).

In order to maximize the total SINRs of the wiretap links,
Eve can perform whatever operations with the signals in the
previous two phases. In this paper, we consider two most
common and effective signal combining techniques in current
communication systems, viz., MRC and SC. The proposed
secure transmission scheme is still effective in improving the
secrecy performance of the system when Eve utilizes other
operations. Because the mechanism that using WFRFT signal
characteristics to reduce the SINR of the eavesdropper is not
affected by different signal combining techniques.

Under the MRC and SC techniques as discussed in [8], [9],
the instantaneous SINRs of the wiretap links ”Alice & Carlo
(sa) → Eve” and ”Bob & Carlo (sb) → Eve” are given by:

γEi
MRC = γEi

1 + γEi
2 , γEi

SC = max
{
γEi
1 , γEi

2

}
. (27)

where i ∈ {A,B}.

γEA
2 =

Paξ
2|gce|2|hac|2|φ(∆α)|2

Paξ2|gce|2|hac|2 (1− |φ(∆α)|2) + Pbξ2|gce|2|hbc|2 + ξ2|gce|2σ2
n + σ2

e

, (25)

γEB
2 =

Pbξ
2|gce|2|hbc|2|φ(∆β)|2

Pbξ2|gce|2|hbc|2 (1− |φ(∆β)|2) + Paξ2|gce|2|hac|2 + ξ2|gce|2σ2
n + σ2

e

. (26)



C. Secrecy Performance Analysis

The achievable secrecy rate for each one-way link can be
expressed as:

Ri
ϱ =

1

2

[
log(1 + γ ī)− log(1 + γEi

ϱ )
]+

, (28)

where i, ī ∈ {A,B} and i ̸= ī, A and B denote the commu-
nication link ”Alice → Carlo → Bob” and ”Bob → Carlo →
Alice”, respectively. [·]+ = max{·, 0}, and ϱ ∈ {MRC,SC}
denotes different signal combining techniques adopted by Eve.
Further, the achievable SSR is given by:

Rsum
ϱ = RA

ϱ +RB
ϱ . (29)

It is apparent that when ∆α = ∆β = 0, the proposed
scheme achieves the same achievable SSR as the traditional
TWTR system. However, when ∆α or ∆β is non-zero, the
introduction of the WFRFT enhances the achievable SSR of
the system by decreasing the capacity of wiretap channels.

Since Eve is a passive eavesdropper, it is difficult for
legitimate nodes to know the CSI of wiretap channels, and
hence to perform optimal power allocation. Next, we analyze
the secrecy performance of the proposed scheme when all
nodes are assigned equal power, i.e., Pa = Pb = Pc = P . At
the same time, without loss of generality, assume σ2

e = σ2
n.

D. Analysis When the Eavesdropper Can Separate the Signals
of Two Legitimate Nodes

In traditional TWTR system, the superimposed signals at
Eve provide a natural PLS advantage. However, considering
the complex distribution of nodes in practical system and
the randomness of the location of passive eavesdroppers, a
specific practical scenario should be considered as follows.
In the first phase, Eve only receives the information bearing
signal from one of the legitimate nodes without interference
from the other legitimate node. Based on this, in the second
phase, Eve can separate another information bearing signal
from the superimposed signal forwarded by the trusted relay
through self-interference cancellation.

In this scenario, the inherent security advantage of the
two-way relay system and the security performance provided
by relay selection algorithms no longer exists. However, the
proposed scheme can still ensure the secrecy performance
from the perspective of WFRFT signal domain.

Consider that Eve only receives the signal from Alice (or
Bob; hereafter, Alice is used as an example) in the first phase,
and it could separate the superimposed signal in the second
phase. Specifically, in the first phase, the second term of (10)
no longer exists, the received signal is given by:

z1,a =
√
PagaeFα

4 [sa] + e1. (30)

When Eve adopts the same method as (11) to restore sa,
the result can be expressed as:

pEA
1,a =

√
Pagae [φ(∆α)sa +ψ(α,∆α, sa)] + e1′. (31)

In the second phase, Eve could remove the first term in (24),
in order to restore sb. Considering the most favorable situation
for Eve, which is when Eve separates the sb term without

introducing any additional interference, including AWGN. The
signal to be restored can be expressed as:

z2,b = gceξ
√
PbhbcFβ

4 [sb] + e2′. (32)

Thus, the restoration result of (32) can be expressed as:

pEB
2,b = gceξ

√
Pbhbc [φ(∆β)sb +ψ(β,∆β, sb)] + e2′′, (33)

where e2′′ = F−β̂
4 [e2′] is the AWGN, whose elements are

CN (0, |gce|2ξ2σ2
n + σ2

e). Based on the above strict assump-
tions, Eve can perform serial interference cancellation (SIC)
in the second phase in order to achieve better restoration
performance for sa, i.e., removing z2,b in (32) from z2 in (24).
Under the condition of perfect SIC, the restoration result for
sa can be expressed as:

pEA
2,a = gceξ

√
Pahac [φ(∆α)sa +ψ(α,∆α, sa)] . (34)

Moreover, according to (34) and (31), the SINRs of the
wiretap link ”Alice & Carlo (sa) → Eve” under MRC and SC
techniques, respectively, can be represented as:

γEA
MRC =

Pa|gae|2|φ(∆α)|2

Pa|gae|2 (1− |φ(∆α)|2) + σ2
e
+

|φ(∆α)|2

1− |φ(∆α)|2

γEA
SC =

|φ(∆α)|2

1− |φ(∆α)|2
.

(35)

Comparing (35) with (27), in the scenario of this subsection,
the energy of the information bearing signal does not decrease,
and inter-user interference no longer exists for Eve. However,
the inter-component interference provided by the WFRFT
signal domain is not affected and can still effectively reduce
the SINR of the signal restored by Eve, thereby ensuring the
secrecy performance of the system.

For the wiretap link ”Bob & Carlo (sb)→ Eve”, Eve could
restore sb without inter-user interference. According to (33),
the SINR can be represented as:

γEB =
Pbξ

2|gce|2|hbc|2|φ(∆β)|2

Pbξ2|gce|2|hbc|2 (1− |φ(∆β)|2) + ξ2|gce|2σ2
n + σ2

e

. (36)

Considering (35) and (36) jointly, the achievable SSR can
be expressed as:

Rsum
ϱ = RA

ϱ +RB . (37)

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, simulation results are provided to evalu-
ate the secrecy performance of the proposed WFRFT-based
schemes for TWTR systems. The noise variances σ2

n = σ2
e = 1

and the path loss coefficient is 3. For simplicity and without
loss of generality, we assume that Alice, Bob, Carlo and Eve
are located at (−1, 0), (1, 0), (0, 0) and (0, 0.5), respectively.
Additionally, for the scenario where eavesdroppers have signal
separation capability, as discussed in Section III.D, we assume
that Alice, Bob, Carlo, and Eve are located at coordinates
(−1, 0), (1, 0), (0, 0), and (−1, 0.5), respectively. The relay
selection scheme in [4] is taken as the baseline, where K
relays are uniformly distributed within a square region with
diagonal vertices at (−0.5,−0.5) and (0.5,0.5).

Fig. 3 shows the achievable SSR under MRC or SC versus
the SNR with different ∆α and ∆β. The achievable SSR



Fig. 3. Achievable secrecy sum rate under MRC or SC versus the SNR,
with different ∆α and ∆β.

(a) MRC. (b) SC.

Fig. 4. Achievable secrecy rate under MRC or SC versus the SNR with
different ∆α and ∆β, when Eve can separate the signals of Alice and Bob.

monotonically increases with the SNR, and increasing of
∆α and ∆β within the range of [0,1] also enhances the
secrecy performance of the system. This is because as SNR
increases, the achievable information rate of the legitimate
links monotonically increases without an upper bound, while
the wiretap links saturate to a constant rate. Based on the
energy distribution characteristics of the WFRFT signal do-
main discussed in III.A, increasing ∆α and ∆β within the
range [0,1] reduces the achievable information rate of wiretap
links, which leads to an improvement in the achievable SSR.
Even though the relay selection scheme requires more system
resources, the proposed scheme demonstrates better perfor-
mance under certain conditions. Additionally, compared to SC,
the eavesdropper can achieve a higher SINR and thus a higher
achievable information rate when using MRC. However, when
∆α = ∆β = 1, regardless of the combining technique, the
eavesdropper cannot intercept any information. In this case,
the proposed scheme performs the same and optimally under
both combining techniques.

For the scenario discussed in Section III.D, Fig. 4 also
shows the achievable secrecy rate versus the SNR with dif-
ferent ∆α and ∆β under MRC and SC, respectively. For the
discussed communication scenario, the secrecy performance of
both the traditional two-way relay system (∆α = ∆β = 0) and
the relay selection scheme is poor, and secure communication
on link ”A → C → B” cannot be achieved at all. Due to
the introduction of inter-component interference, the proposed
scheme can significantly improve the achievable secrecy rate
of both legitimate links, thereby bringing higher achievable
SSR to the system. Moreover, when Eve adopts SC, link ”A
→ C → B” can achieve similar secrecy performance to link

”B → C → A” with the increase of SNR.

V. CONCLUSION

In this paper, WFRFT signal domain secure communica-
tion scheme for TWTR systems is proposed. The proposed
scheme achieves PLS in a single-antenna two-way relay
system without requiring meaningless cooperative jamming
or extra nodes. Specifically, the proposed scheme reduces
the energy of information bearing signal at the eavesdropper
in both phases, and the lost energy transforms into additive
inter-component interference, which further reduces the SINR
at the eavesdropper. Although the eavesdropper can extract
more information by MRC compared to SC, its achievable
information rate is still limited by a constant upper bound
and even to zero under certain conditions. In particular, when
the eavesdropper can separate the superimposed signals of
legitimate nodes, the proposed scheme can still guarantee
secure communication, whereas the traditional scheme cannot.
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