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ABSTRACT

The detection of forged images is an important topic in dig-
ital image forensics. There are two main types of forgery:
copy-move and splicing. These forgeries are created with im-
age editors that apply JPEG compression by default, when
saving the forged images. As a result, the authentic and falsi-
fied areas have different compression statistics, including his-
tograms of DCT coefficients that show inconsistencies in the
case of double JPEG compression. Therefore, the detection of
double JPEG compression (DJPEG-C) is an important topic
for JPEG-related image forensic detectors. Since the emer-
gence of deep learning in image processing, AI-based com-
pression methods have been proposed. This paper is the first
to consider AI-based compression with digital image analysis
tools. The objective is to understand whether AI-based com-
pression can be a new unintended counter-attack for JPEG-
related image forensic detectors. To verify our hypothesis, we
selected the best detector to date, an AI-based compression
method and the Casia v2 database that contains both splic-
ing and copy-move (all publicly available). We focused our
experiment on benign post-processing operations: AI-based
and JPEG recompressions (with different quality levels). The
evaluation is performed using different metrics (average pre-
cision, F1 score and accuracy, PSNR, SSIM) to take into ac-
count both the impact on detection and image quality. At
similar image quality, AI-based recompression achieves a de-
crease in performance at least twice higher than JPEG, while
preserving high visual image quality. Thus, AI-based com-
pression is a new unintended counter-attack, which can no
longer be ignored in future studies on image forensic detec-
tors.

Index Terms— Image Forensic Detectors, Double JPEG
Detection, AI-based Compression, Counter-Forensics Attack.

1. INTRODUCTION

With the rise of social networking and access to new technolo-
gies that make them easier to take, pictures and videos have
become commonplace in our daily lives. In parallel to this
phenomenon, image editors have developed and are now easy

to access and use, leading to potentially malicious modifica-
tions. These falsifications can affect various aspects of our
society (political, social, etc.). Moreover, they are increas-
ingly difficult to distinguish with the naked eye. Digital Im-
age Forensics (DIF [1]) is a field that provides tools for the
blind analysis of images and the localization of certain forg-
eries. The main manipulations are splicing, where part of an
image A is merged into an image B, and cloning, also known
as copy and paste, where part of an image is copied onto it-
self. The localization of these forged regions is done by an-
alyzing the artifacts that result from the process of creating a
digital image. This process consists of three stages: acquisi-
tion, post-processing and storage. The storage stage includes
JPEG compression, which creates artifacts in the image. No-
tably, blocks of pixels are converted into frequency space by
the discrete cosine transform (DCT) during the quantization
step. These artifacts have been particularly used in the litera-
ture to detect malicious manipulations. Forgeries are created
with image editors that often apply further JPEG compression
while saving the forged image, leading to double compressed
images. As a result, authentic and falsified areas do not have
the same compression statistics, as shown by Lukas et al. in
[2]. In this context, Lin observed inconsistencies in the his-
tograms of DCT coefficients, with missing values and peaks,
in the case of double compression [3]; whereas these his-
tograms should follow a Gaussian distribution in the case of
single compression. Based on these initial analyses, the detec-
tion of double JPEG compression (DJPEG-C) has become an
important topic of discussion inside the image forensics com-
munity. Most of the methods were based on the analysis of
histograms of DCT coefficients. There are different cases of
double compression that have been addressed. In fact, double
compression artifacts change depending on the quality factors
applied. The most likely case is where the 1st quality factor
(QF1) is different from the 2nd (QF2). In the case of a similar
quantization matrix (i.e. QF1 = QF2), no anomaly exists in
the histograms, which makes the detection much harder. As
this case is particularly challenging, there are some articles
about identical quantization matrix [4]. Similarly, there are
two possibilities of applying double compression depending



on the position of DCT blocks: non-aligned (NA-DJPEG-C)
[5] or aligned (A-DJPEG-C). As these DCT blocks are of size
8 × 8, there is only one possibility for the 2nd to be aligned
with the 1st one (i.e. 63 out of 64 to be non-aligned). Of
course, aligned double JPEG compression is also a case to
consider, although it is less common.

The analysis of statistics related to JPEG compression is
thus an important topic in digital image forensics. Recently,
with the rise of deep learning (DL), some AI-based compres-
sion methods have emerged. These solutions were mainly
based on auto-encoders, which are composed of two parts: the
encoder that reduces the input into a bottleneck containing the
main features and the decoder that reconstructs the input from
the bottleneck. With the emergence of an innovative com-
pression process, the JPEG organization decided to evaluate
these AI-based compression methods to create JPEG-AI1 as
the next image coding standard. The aim of this new compres-
sion standard is to provide a better compression for humans
and machines. Thus, instead of having a single output (i.e.
the reconstructed image), JPEG-AI aims to provide three so-
lutions: the standard reconstruction, an image processing task
(e.g. denoising) and a computer vision task (e.g. image clas-
sification) [6]. This new compression format is expected to be
available in the next few years (estimated in April 2024), as
the JPEG-AI proposals will be presented and discussed at the
96th JPEG meeting (July 2022). As a result, the field of DIF
could be impacted, and in particular image forensic detectors
that are based on JPEG artifacts. This new standard based
on deep learning (a trendy field) could become the next de-
mocratized compression method. Therefore, we are the first
to face both domains to study the impact of AI-based com-
pression on image forensic detectors that are based on JPEG
artifacts. The purpose is to determine whether AI-based com-
pression can be a potential unintended attack, in anticipation
of the future JPEG-AI standardization.

This section has introduced the topic of DJPEG-C detec-
tion, as well as the main objective of our paper. In the section
2, we present the state of the art of detectors based on JPEG
artifacts. In the section 3, we detail the process of our method,
as well as the models selected for this purpose. The results of
our evaluation are presented in section 4. We conclude our
work in section 5.

2. RELATED WORKS

Early methods based on compression artifacts, for localiz-
ing falsifications, used DJPEG-C detection as a solution for
finding forged areas. In [7], A and NA-DJPEG-C have been
taken into account with a method based on the derivation of a
unified statistical model characterizing the DCT coefficients.
The result is a likelihood map of the images indicating if the
blocks are double compressed or not, which allows finding the

1https://jpeg.org/jpegai/index.html

forged areas. In [8], localization of splicing is addressed using
NA-DJPEG-C detection, in the case of QF2 higher than QF1,
with a region-wise algorithm. With the development of deep
learning (DL) in the last decades, deep architectures have
been used for digital image forensics, and thus for forgery de-
tection. In particular, convolutional neural networks (CNNs)
[9] have been widely used for this task, with some prepro-
cessing before or in the network. In fact, DL methods for dig-
ital image forensics require a preprocessing module to extract
relevant artifacts that are overshadowed by the image content
[10]. In this section, we detail the state-of-the-art methods
with their different architectures and preprocessing modules.

Wang et al. propose a method [11] based on histograms
of DCT coefficients, which are mainly used to detect DJPEG
compressed images. As stated in the paper, the artifacts are
handcrafted by concatenating the histograms before feeding
the network. An interval is set to solve the problem of vari-
able histogram size and reduces the computation with negli-
gible information loss, resulting in a 99 × 1 vector to feed
the network. Their architecture is based on a basic CNN with
convolutional layers followed by three fully connected lay-
ers for classification. Their model performed well in the case
of NA-DJPEG-C, especially when QF2 was higher than QF1
and even for small patches (64 × 64). Barni et al. present
the first method [12] based on the CNN that extracts arti-
facts, thanks to a pre-processing module integrated into the
network. In fact, three preprocessing techniques are detailed:
i) based on the pixel domain with the subtraction of the image
mean (handcrafted); ii) based on the noise domain with the
residual noise (handcrafted); iii) with the histograms of DCT
coefficients (embedded). The results show that the network
based on handcrafted artifacts localizes better when dealing
with A-DJPEG-C, while the CNN based on embedded mod-
ule is the best on NA-DJPEG-C. Furthermore, the CNN based
on embedded module is able to work even with some basic
processing operations.

Although previous methods have been successful, this
was only in specific cases (notably NA-DJPEG-C) and for
certain quality factors (e.g. QF2 > QF1). In [13], Park et
al. propose a solution to detect DJPEG-C in general cases
with mixed quality factors to localize splicing and copy-
move. First, a new dataset dedicated to DJPEG-C detection
is detailed, with the objective of being more realistic. They
selected 1,120 quantization tables (QF between 0 and 100)
from JPEG images that they extracted from their forensic
tool, which guarantees the authenticity of images and is avail-
able on a public website to characterize real-world scenarios.
To create their dataset, they applied single and double com-
pressions to RAW images by randomly selecting from these
1,120 quantization tables. The method is based on DCT
coefficient histograms with an embedded module in the net-
work and quantization tables that are reshaped into vectors
and added to the classification part. These quantization ta-
bles, contained in the header file, are generally not used for

https://jpeg.org/jpegai/index.html


DJPEG-C detection because the quality factor is fixed, which
is not the case here (mixed QFs). In [14], Verma et al. follow
the same process with the use of the DenseNet architecture,
which is fed by histograms of DCT coefficients, whose size
has been calculated to be optimal. The results obtained by the
state-of-the-art methods for DJPEG-C detection (on dataset
from [13]) and the performance for forgery localization (on
RAISE [15]) are summarized in the table 1.

Methods DJPEG-C (Acc.) Copy-move (F1) Blurring (F1)
Wang [11] 73.05%
Barni [12] 83.47% 0.6323 0.6450
Park [13] 92.76% 0.7704 0.7428

Verma [14] 94.49% 0.7992 0.7744

Table 1. Performance of the state-of-the-art methods for
DJPEG-C detection (accuracy, on the dataset from [13]) and
forgeries localization (F1-score, on RAISE database [15]).

3. PROPOSED FRAMEWORK

The objective of this paper is to provide a first study on the
combination of two fields that have never been confronted:
digital image forensics and AI-based compression. In partic-
ular, we want to analyze the impact of such recompression on
JPEG-related image forensic detectors. Recompression can
degrade the artifacts used in forgery localization. This can oc-
cur when distributing images, whether on social networks or
via messaging applications, as they apply compression. Thus,
recompression, whether JPEG or AI based, is a non-malicious
process, which could unfortunately affect forgery detectors.
In contrast, other post-processing operations (e.g. median fil-
tering, Gaussian blur, additional noise, etc.) are applied with
the intention to degrade their performance. In this paper, we
want to study the impact of a possible unintended counter-
attack on JPEG-related image forensic detectors. Thus, this
paper mainly focuses on AI-based and JPEG recompressions,
which are considered benign. The objective is to select the
best methods in each area and to confront them through a
framework to evaluate whether AI-based compression can be
considered as a new unintended attack on JPEG-related image
forensic detectors. Our framework is based on three elements
that are publicly available: CAT-Net (detector2), HiFiC (com-
pressor3) and on the Casia v2 (database4).

CAT-Net [16] is a detector capable to localize splicing
and copy-move, based on DJPEG-C detection (accuracy of
93.93% on the dataset of [13]). It was evaluated on six
databases for forgery detection and for robustness to recom-
pression (with four JPEG QFs) and outperformed several

2https://github.com/mjkwon2021/CAT-Net
3https://github.com/Justin-Tan/

high-fidelity-generative-compression
4https://github.com/namtpham/casia2groundtruth

methods in the literature. The CAT-Net analyses the DCT
and RGB domains via two streams that process the raw DCT
coefficients of the Y-channel with a quantization table and
the RGB image respectively. Both streams use the HRNet
architecture [17], which maintains high resolution represen-
tations, and a fusion step is applied to their outputs to obtain
a prediction map. The RGB stream is the HRNet itself, while
its first stage is replaced by a JPEG learning artifact module
for the DCT stream. We chose CAT-Net over state-of-the-art
methods for three main aspects: i) the use of the DCT volume
representation, which preserves spatial information (better for
localization); ii) the feeding of the network with DCT RAW
coefficients (instead of histograms); iii) the pre-training of
the DCT stream on DJPEG-C detection.

The literature on AI-based compression is quite recent.
Toderici et al. published an article (2017) that discusses com-
pression with rational rates based on recurrent neural net-
works (LSTM, GRU, etc.) with a single learning [18]. Ballé
et al. have also proposed a work (2018) [19] that presents an
end-to-end network to improve the quality of compression,
including distortion rates. However, our choice is the HiFiC
[20] (High-Fidelity Compression), which is the first AI-based
compression method using a GAN (Generative Adversarial
Network). Mentzer et al. presented three aspects of their
method that outperform the state of the art: i) high perceptual
fidelity close to the input, with half the bit rate; ii) applica-
ble to high resolution images; iii) optimization of the method
with different metrics (PSNR, MS-SSIM, etc.). In addition,
they propose three different models with increasing quality:
low, medium and high.

Methods from related work (section 2) have been tested
on RAISE database, which contains only copy-move. How-
ever, Casia v2 database is dedicated to forgery detection with
both splicing and copy-move. CASIA v2 database contains
7,200 authentic images and 5,123 forged images of various
sizes (320×240 to 800×600). As stated in [21], the ground-
truth masks were available through a third party user [22].

4. EXPERIMENTAL RESULTS

Based on these elements, we decided to apply AI-based and
JPEG recompressions to Casia V2 database images. All the
original images are in JPEG format, leading to high detection
performance with CAT-Net. In accordance with our frame-
work, we applied different versions of HiFiC, as well as JPEG
compression (N.B. QF from 50 to 80, with a step of 5) on
these images. We also included additive white Gaussian noise
(AWGN, sigma = 5.1), which affects the image quality in
the same way as HiFiC-high compression, to give a reference
with respect to malicious operations. To evaluate our exper-
iment, we used the same metrics as in [16], based on binary
segmentation with true positives (TP), false positives (FP),
true negatives (TN) and false negatives (FN). Thus, we used
the accuracy (Acc = TP+TN

TP+TN+FP+FN ) for authentic images,

https://github.com/mjkwon2021/CAT-Net
https://github.com/Justin-Tan/high-fidelity-generative-compression
https://github.com/Justin-Tan/high-fidelity-generative-compression
https://github.com/namtpham/casia2groundtruth


Type of Operations No JPEG Compression HiFiC Compression AWGN
Parameters 50 55 60 65 70 75 80 Low High σ = 5.1

Objective Quality PSNR (dB) 33,7 33,9 34,14 34,41 34,78 35,19 35,81 31,9 33,75 33.81
SSIM 0.915 0.92 0.926 0.932 0.938 0.945 0.954 0.787 0.901 0.861

Forged Images Average Precision 0.94 0.45 0.46 0.49 0.58 0.96 0.90 0.84 0.67 0.20 0.3
F1 score 0.79 0.35 0.33 0.32 0.37 0.40 0.38 0.43 0.17 0.12 0.28

Authentic Images Accuracy (%) 88.48 83.88 86.44 86.67 90.76 91.24 87.98 91.56 92.11 92.25 80.97

Table 2. Results of forgery localization, with accuracy (%), F1 score and average precision, according to various operations.
Objective quality of processed images is furnished (PSNR, SSIM). original - important drop - the hugest drop.

while we calculated the F1 score (F1 = 2TP
2TP+FN+FP ) that

emphasizes the positive class for forged images. As accu-
racy and F1 score depend on a fixed threshold, they also used
the average precision (area under the recall-precision curve),
which is a threshold-free performance.

Fig. 1. Comparison of visual image quality of each opera-
tion (same objective quality) with a region of an image from
CASIA. (a) QF50 (b) AWGN (c) HiFiC-Hi (d) original.

Table 2 shows the results of our experiment on the Casia
v2 database. On the one hand, the accuracy is quite high re-
gardless of the compression quality, which means that authen-
tic images are not affected by recompression. On the other
hand, according to the F1 score, AI-based compression has a
more negative impact than JPEG compression. Average pre-
cision gives additional hints on each operation, with various
results according to the chosen parameters. Low quality fac-
tors have more impact on localization than high factors for
JPEG, while the opposite is true for AI-based compression.
Overall, if we compare both compressions at equivalent ob-
jective image quality (PSNR, SSIM), the localization perfor-
mance is more impacted (at least twice as much) by AI-based
compression than by JPEG or even a malicious operation like
AWGN (orange vs. red in the Tab 2). Moreover, HiFiC has
been optimized for reducing the bitrate (twice less than JPEG
[20]), while preserving a high visual image quality (see Fig.
1). Therefore, HiFiC-high is able to overcome the detector
without compromising the image quality.

5. CONCLUSION

This manuscript is the first to address AI-based compression
and digital image forensics together. The purpose is to eval-
uate the impact of AI-based recompression on JPEG-related
image forensic detectors. Therefore, in this article we re-
viewed the literature of such detectors, and we proposed a
framework that confronts both fields with their respective
best methods to date. Our framework is based on three ele-
ments that are publicly available: CAT-Net (detector), HiFiC
(compressor) and the Casia v2 (database). We applied HiFiC,
JPEG compression and AWGN to 50 images from CASIA
to compare their impact on forgery localization. Our result
shows that HifiC-High is the most effective operation to lead
to a considerable decrease in performance while maintaining
high visual image quality. AI-based compression is a new
unintended counter-attack for JPEG-related forgery detec-
tors and should be considered in further studies in image
forensics.
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