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Before IoT

>Video Protection
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Before IoT

> Video Pretection Surveillance
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IoT: composition

BINSTITUT =

CARNOT P
ol [etcom s Sociéte numerique. EURECOM



Slide Courtesy of T. Goodspeed
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Dynamic Firmware analysis

* Executing code on the device :

— Limited visibility

— Difficult to perform advanced analysis
* Emulators

- Looks like the perfect solution
- E.g., QEMU supports many architectures
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Function Code
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EURECOM

D Used peripherals
[j Unused peripherals
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EURECOM

D Used peripherals
[j Unused peripherals

~

Function Code
Application Code

Instruction Set

Kernel and Driver Code

/ CPU Core pArchitecture \

System On Chip

y
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Embedded System
Firmware
/\ External Hardware
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EURECOM

D Used peripherals
[j Unused peripherals
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;- Embedded System '
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Too many peripherals to emulate

(a) Type-1 Linux Systems (DTB corpus)

Arch |SoC| | Unique P | y + o P/SoC | x P/SoC
ARM 1,310 6,858 58 + 26 55
ARM64 430 3,653 58 + 24 59
MIPS 20 270 21 £ 11 16
PPC 196 1,422 31 +£19 27

(b) Type-2 and Type-3 ARM Cortex Systems (SVD corpus)

Vendor |ISoC| | Unique P | y + o P/SoC | x P/SoC
Atmel 147 416 34 + 10 30
Freescale 133 561 49 + 13 47
Fujitsu 100 237 44 + 9 41
NXP 24 374 28 + 18 21
STMicro 72 852 50 + 22 58
SiliconLabs 10 62 40 + 2 40
Spansion 88 193 44 + 9 42
TI 52 95 27 +4 26

SoK: Enabling Security Analyses of Embedded Systems via Rehosting
A. Fasano, T. Ballo, M. Muench, T. Leek, A. Olienik, B. Dolan Gavitt, M. Egele, A. Francillon, L. Lu, N. Gregory, D. Balzatotti, W. Robertson
ACM ASIACCS 2021
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Emulators exist
but are not sufficient

* Virtual machines are used extensively
- Usually emulate limited set of basic peripherals

- Desktop/server operating systems will load the right
drivers

* Embedded devices are often very custom
- Very specific peripherals

- Firmware will only include the code for the right
peripherals

* won't execute properly without the right peripheral interactions
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Devices access

* Device and debug available: more control over
the software execution

* Or completely
* Device availab

nlack-box
e but no debug/firmware

* Development c
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Approaches are as diverse as the
devices

 How generic Is the code to test ?

- Web Interface, Linux application or bare metal
application

* Which analysis methods to use
- Dynamic: Fuzzing, Symbolic execution ?
— Static: Simple or advanced binary analysis?

EURECOM




Dynamic analysis techniques
for security evaluation

Techniques that are typically used on a PC
* Advanced debugging techniques
* Tracing
* Fuzzing
* Tainting
* Symbolic Execution

e
m——
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Dynamic analysis techniques
for security evaluation

Techniques that are typically used on a PC
* Advanced debugging technigues

* Tracing Trace
* Fuzzing |

* Tainting f

* Symbolic Execution } y

B~ W
X X X
i1 n
o~ b

Collecting an execution trace
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Dynamic analysis techniques
for security evaluation

Techniques that are typically used on a PC
* Advanced debugging technigues

) TraC|_ng Testcase A

* Fuzzing X =4

* Tainting B
: . Testcase B

* Symbolic Execution =D

Testing with random input
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Dynamic analysis techniques
for security evaluation

Techniques that are typically used on a PC
* Advanced debugging technigues

* Tracing V=X+Y
* Fuzzing X=<input> Z=23
* Tainting ;:8
* Symbolic Execution
Data flow tracking
X
Y
Z

tainted
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Dynamic analysis techniques
for security evaluation

Techniques that are typically used on a PC
* Advanced debugging technigues
* Tracing
* Fuzzing

* Tainting X=<3
* Symbolic Execution X>3

Multipath exploration

3<X=s7/
X=4 X=9
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Dynamic analysis techniques
for security evaluation

Techniques that are typically used on a PC
* Advanced debugging technigues
* Tracing
* Fuzzing
* Tainting
* Symbolic Execution

Multipath exploration

3<X=s7
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3 Categories of devices

Type-I: Type-Il:
General purpose OS-based Embedded OS-based
Type-Ill:

No OS-Abstraction

EURECOM




Measuring effect of device type

Platform
Desktop Type-| Type-Il Type-lll
Format String X X
Stack-based buffer overflow
(opaque) (hang)
Heap-based buffer overflow X X
(late crash)
Double Free X g
(malfunc.)
Null Pointer Dereference X
(reboot) (malfunc.)

What You Corrupt Is Not What You Crash: Challenges in Fuzzing Embedded Devices
Marius Muench, Jan Stijohann, Frank Kargl, Aurélien Francillon, Davide Balzarotti
NDSS 2018

B INSTITUT ———

CARNOT e
" ‘ Télécom & Société numérique E U RECOM




Rehosting for
Dynamic Firmware Analysis

* |n general emulation of firmware is difficult:
- Manual
- Imperfect
- Leads to incorrect executions

e Can we automate this?

EURECOM
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Rehosting for
Dynamic Firmware Analysis

* In general emulation of firmware is difficult: Manual, Imperfect

e Automate it?

System Focus: ] Rehosting £ Other Targeted Devices: [J Desktop Type-I Type-Il O Type-ill Type of code: [D Source @ Binary
: n ; - = —Hybrid Approaches - -
- : —{__ Inception

: f : : z : —( Mousse
: L( Avatar : : . : : :

Symbolic Abstractions

SRR ? FIE : ; (" FirmUsB ) |
(" KEE  p———————t "5k : ; : ;
: : : | Firmalice ——f_ angr ——{__Laelaps
- Hardware-in-the-loop Emulati : -
; : ~+ Prospect — Kamnﬁ:lelter Charm ; 7 Frankenstein
T FEMU 2 : 1 2 i : : : : ! i
: : : : : i Surrogates ) : Y avatarz 1 . FirmCorn
Emulation-only
i i ; 3 - HALucinator —— Clements'21
: _.Un_icorn BaseSafe
: : : : Firmadyne I_ FirmAE )
: F Costin'16 Y FmarL ) | pam ——{ DIcE
QEMU~ : - PartEmu | | 1’21
<2010 2010 - 2011 2012 2013 - 2014 - 2015 - 2016 2017 ¢ 2018 - 2019 - 2020 ¢ 2021

Figure 5: Timeline of Rehosting Systems.

SoK: Enabling Security Analyses of Embedded Systems via Rehosting

A. Fasano, T. Ballo, M. Muench, T. Leek, A. Olienik, B. Dolan Gavitt, M. Egele, A. Francillon, L. Lu, N. Gregory, D. Balzatotti, W. Robertson
ACM ASIACCS 2021
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Avatar?

* Our hardware-in-the-loop rehosting approach

 \When we have the firmware and the device with
debug access

3
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Avatar? overview

mov r2, rO I In-memory
mov r3, rl [ stub
add r3,r3, #1 Analysis
Idr r2, [r2, #0] olugins
cmp r2,r3
A
Memory
Registers
CPU state
—
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Avatar? overview

mov r2, rO I Y In-memory
mov r3, rl [ stub
add r3,r3, #1 Analysis
Idr r2, [r2, #0] olugins
cmp r2,r3
A
Memory
Registers
CPU state
—
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Avatar? overview

mov r2, rO Y ‘ > In-memory

mov r3, rl [ stub

add r3,r3, #1 Analysis
Idr r2, [r2, #0] olugins
cmp r2,r3
A

Memory

Registers

CPU state

Analysis script —
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Avatar? overview

mov r2, rO A 4 ‘ > In-memory
|
mov r3, rl | stub
add r3,r3, #1 Analysis A
Idr r2, [r2, #0] plugins
cmp r2, r3
A Y
Memory
Registers
CPU state
Analysis script —
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Avatar? overview

mov r2, r0 Y Y > In-memory
|
mov r3, rl | stub
add r3,r3, #1 Analysis A
Idr r2, [r2, #0] plugins
cmp r2, r3
A Y
Memory
Registers
CPU state
Analysis script —
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Avatar? overview

I's

mov r2, rO
mov r3,rl

add r3,r3, #1
Idr r2, [r2, #0]
cmp r2,r3

(:Ir IiV Y
|

Analysis
plugins

A

Analysis script

= L8]
of

Télécom & Société numérique

Device

In-memory
stub

A

| |

Memory
Registers
CPU state

\_/-

= 36
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Avatar? overview

mov r2, rO In-memory

mov r3,rl | stub

add r3,r3, #1 Analysis

Idr r2, [r2, #0] lugi
ugins

cmp r2,r3 . IRQ

A

Memory
Registers
CPU state

Analysis script —

n
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Avatar? overview

o i

mov r2, rO In-memory
mov r3, rl | stub
add r3, r3, #1 Analysis |
Idr r2, [r2, #0] lugi

ugins
cmp r2, r3 - IRQ

A

Memory
Registers
CPU state

Analysis script —

11)

38
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Avatar? overview

o i

mov r2, rO In-memory
mov r3, rl | stub

add r3,r3, #1 <—‘ Analysis '
Idr  r2, [r2, #0] lugins
cmp r2,r3 - IRQ

A

Memory
Registers
CPU state

Analysis script —

11)
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Avatar?

e Successor of Avatar (the first)...
 Complete redesign, maintained

* Open source, all paper examples are available
- https://github.com/avatartwo/avatar2

* Integrates many tools
- OpenOCD, Panda, QEMU, Angr

Avatar2 : A Multi-target Orchestration Platform
Marius Muench, Dario Nisi, Aurélien Francillon, Davide Balzarotti
Workshop on Binary Analysis Research 2018

Avatar: A Framework to Support Dynamic Security Analysis of Embedded Systems' Firmwares”
Jonas Zaddach, Luca Bruno, Aurelien Francillon, Davide Balzarotti
NDSS 2014


https://github.com/avatartwo/avatar2

Inception

 When we have the device and the source
code?

- There may be some binary blobs
— Code specific to the hardware
* Bootloaders, device drivers
 KLEE Is a symbolic execution environment
— Does not handle binary/asm
- Ignores hardware interaction

“Inception: System-wide Security Testing of Real-World Embedded Systems Software”
N. Corteggiani, G. Camurati, A. Francillon, USENIX Security 2018

maxim =
integrated. EURECOM
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Inception Compilation

—
High Semantic @

Level

main.c ]

Low Semantic
Level
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Inception Compilation

—
High Semantic @
Level

main.c ]

Low Semantic
Level

void uart_send(unsigned char letter) {

__asm volatile("svc #0");

__asm volatile("bx Ir");

b

int main(){
uart_send(message[i++]);

return 0;
} ®
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Inception Compilation

—
High Semantic @

Level

main.c

Low Semantic
Level

void uart_send(unsigned char letter) {

__asm volatile("svc #0");

__asm volatile("bx Ir");

b

int main(){
uart_send(message[i++]);

return 0;
} ®

BINSTITUT
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ClLang
Compiler

Compile l

main.elf

Emit IR

(2)

main.bc

Inception
Translator

ret void

call void asm sideeffect "svc #0", "'()
call void asm sideeffect "bx Ir", ""'()

call void @uart_send(i8 zeroext %1)

©

EURECOM
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Inception Compilation

—
High Semantic @

Level

main.c

Low Semantic
Level

void uart_send(unsigned char letter) {

__asm volatile("svc #0");

__asm volatile("bx Ir");

b

int main(){
uart_send(message[i++]);

return 0;
} ®

BINSTITUT
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ClLang :
Compiler |EmitIR i

cOmpnel l

Inception

main.elf Translator

Mixed
Semantic
Level
Bytecode

High Semantic
Level

(Compiled C/C++)

Glue IR

call void asm sideeffect "svc #0", "()
call void asm sideeffect "bx Ir", ""'()

call void @uart_send(i8 zeroext %1)

ret void
(2)

output.bc

Low Semantic Level

(Lifted Asm)

EURECOM
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Inception Compilation

| _ CLang . e High Semantic
High Semantic @ Compiler  |EmitIR Leye
Level Mixed (Compiled C/C++)
_ Semantic
Low Semantic Bytecode
Level Low Semantic Level
. Inception (Lifted Asm)
main.elf
Translator output.bc

;ntry: @/

void uart_send(unsigned char letter) { %1 = zext i8 %0 to i32

s v 10 e —
_asm Volaﬁ]e(ubx |r||); o bl‘ Iabel /0 uart_send+0
} call void @uart_send(i8 zeroext %1) "uart_send+0": _
int main(¥ ret void call void (...)* @inception_sv_call()
uart_send(message[i++]); 2 %LR1 =load i32* @LR
ret void
return 0; J
I3 @ call void @uart_send(i8 zeroext %1)
ret void
BINSTITUT S 51
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Mixed
Semantic
Level
Bytecode

INSTITUT
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Inception Execution

EURECOM
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Inception Execution

Mixed »
Semantic Real Device
Level >
Bytecode
BINSTITUT S — 53
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Inception Execution

e Executor => Modified Klee

Mixed

Semantic Load Virtual Executor =«
Level

Bytecode *

"l TTTTTTTT
CARNOT
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Mixed
Semantic
Level
Bytecode

Inception Execution

R/MW requests

Load

INSTITUT
CARNOT

Virtual Executor

R/W Memory

+ semantic info.

+—>

ry
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Memory
Monitor

|
R/W Forwarding

Memory
Manager

Inception ! Real Device
Debugger 9
= >
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Inception Execution

|
RAW requests R/W Memory R/W Forwarding
; + semantic info.
SMIxed' Load Virtual Executor ‘—) Memory H Memory e Inception _> Real Device
emantic Monitor Manager Debugger
Level 9
Bytecode
Inject Interrupts Process u
Interrupts Evaluate Semantic Info.
to accept/reject request
pHTE AHERIR IRQ Forwarding
Interrupt ‘
Manager
Inception Virtual Machine
BINSTITUT — 56
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Memory checks

Allocation
C with KLEE | C native ASM
allocator allocator | or Binary
Accessed from
C | asm C | asm | C | asm
Dynamic Check Types : X | X X | X
allocation Red Zone X | X X | X
Heap Consistency checks X | X X | X
Stack Check Types - | - X | X
allocation Red Zone - | - X | X
.Data or .BSS Check Types - | - X | X
allocation Red Zone - | - X | X
Not allocated memory | KLEE detection - | - 4

= 57
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STM32
L152RE Board
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Symbolic Execution as a
complilation

« SymCC : an LLVM compiler pass for embedding symbolic
execution into binaries

- Shows very high performance
— Used In hybrid fuzzing

* SYymQEMU:
— for binaries
- Integrated in QEMU emulator

* Both projects will soon be used for embedded devices too

Symbolic execution with SymCC: Don't interpret, compile!
S. Poeplau, A. Francillon

29th USENIX Security Symposium, 2020 , Boston, MA
Distinguished Paper Award Winner

SymQEMU: Compilation-based symbolic execution for binaries
S. Poeplau, Francillon, Aurélien,
NDSS 2021



Conclusion

 Embedded software security is difficult
- Many specific aspects to embedded software

- Hardware customisation makes every device very
different

* Various possible approaches
- we need to continue develop analysis methods and tools

* Avery active field of research
- a lot of research needed

62
EURECOM
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Thanks

Questions ?

This work together with many people
— Andrei Costin

Jonas Zaddach

Giovanni Camuratti

Nassim Corteggiani

Apostolis Zarras
Davide Bazarotti

Marius Muench
Dario Nisi
Paul Olivier...
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OARAVE

| [l Bookmark | | [@ Save as PDF | | + My Authors |

My scooter was stolen last week. Unknown to the thief, | hid

two Airtags inside it. | was able to use the Apple Find My
network and UWB direction finding to recover the scooter

today. Here's how it all went down: \
The theft occurred on Monday night. I went out to dinner and locked it to a grate with ;(ic:s_‘;oc)’ter Max
4 (outside

motorcycle handcuffs. I find them easier to use than a cable lock, but apparently I forgot to
lock one cuff. It was gone after ~2 hours. &

amazon.com/gp/product/B00. ..



PCB Overview

@ Nordic nRF52832 SoC with BLE and NFC, plus 32MHz and 32.768kHz crystals
O Apple Ul UWB Transceiver

0 GigaDevice GD25LE32D 32Mbit NOR flash

@ Bosch BMAZ280 accelerometer

0 Maxim MAX98357AEWL audio amplifier

TI TPSeZ2/746 DC-DC buck converter

@ TI TLVI9OPO1IDPWR opamp

@® 100uF Electrolytic Capacitors (5x)

@ Unknown. Unable to decode markings



Antennas

There are three antennas inside the AirTag:

1. Bluetooth Low Energy (left) - 2.4GHz
2. NFC (middle) - 13.56MHz
3. Ultra-Wideband (right) - 6.5-8GHz

They are all etched onto a single piece of plastic using Laser Direct Structuring (LDS) and then
soldered to the PCB around the edge. The NFC antenna also has a short trace on the other side of
the plastic (connected with a via at each end) to return the inside end of the coil to the PCB.
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FiIrmware analysis options!

Source / No source

: No Device
Device = -
evice (Firmware only)
v v Dynamic _
On device Analysis  Good “enough” analysis ¢
Limited visibility Emulator or < Static
IO Forwarding vsis
~ Existing/Known analysis
Core + peripherals
Unpack
Peripherals Firmware
modelling
Dynamic analysis
With Avatar (binary) Find new dentify :
or Inception (source) bugs codeldata
Rediscover - instruction set
known bugs - obfuscations

EURECOM




FiIrmware analysis options!

Source / No source

: No Device
Devi - >
evice (Firmware only)
v v Dynamic _
On device Analysis  Good “enough” analysis ¢
Limited visibility Emulator or < Static
|O Forwarding veis
- Existing/Known /anaysls
Core + peripherals
/ Unpack |
Peripherals . Firmware
modelling -
Dynamic analysis
With Avatar (binary) Find new dentify :
or Inception (source) bugs oodelaE
Rediscover - instruction set
known bugs - obfuscations
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Manual analysis process

firmware

EURECOM




Manual analysis process

IHEX format
unpack :100000000C942A000C9434000C9434000C943400AA
dygaé y :100010000C9434000C9434000C9434000C94340090
« :100020000C9434000C9434000C9434000C94340080
10011010 “ :100030000C9434000C9434000C9434000C94340070
;; = :100040000C9434000C9434000C9434000C924340060
- :100050000C94340011241FBECFESDEEODEBFCDBER2S

:100060000E9436000C9445000C9400008FEF87BB73
:100070002CE231E088B3809588BB80E197E2FO01FA
:0E008000319/7F1F70197D9F/F5CFF894FFCEF3C
:00000001FF

firmware

plain text firmware

BINSTITUT ———y
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Manual analysis process

Motorola m68k-based CPU

M)

MCBESOO0ENTO

SAT2ERTOR

detect CPU

EURECOM




Manual analysis process

unpack

2

\V‘ ‘mr’ debug interfaces?

* ‘_

UART consoles?

detect CPU

known/obvious vulns?

UART “boot>" prompts

802.15.4 functions

EURECOM



Manual analysis process

unpack

2

9 ‘mf debug interfaces?

£-%@-0-9

UART consoles?  buy device

detect CPU

known/obvious vulns?

EURECOM




Manual analysis process

unpack %

9 QV debug interfaces?
-IIIIZI:l:lIII:lIZI . E
BALLLALL *
firmware ﬂ detect cpu  UART consoles?  buy device  setup device

decrypt

known/obvious vulns?

Slpa




Manual analysis process

unpack

-

debug interfaces?

detect CPU UART consoles?  buy device setup device

known/obvious vulns? disassemble/analyze
device

EURECOM




Manual analysis process

Open problem: Hard to automate

unpack

2

), o ld debug interfaces?

-2 @-5

UART consoles? Jbuy device  setup device

detect
code, CPU

known/obvious vulns® disassemble/analyze
device
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Manual analysis process

Goal: Automate these steps

G
g G\

debug interfaces?

UART consoles? puy device  setup device

detect
code, CPU

known/obvious vulns? disassemble/analyze
device

EURECOM




Unpacking & Custom Formats

* How to reliably unpack and learn formats?

=

ZIP

EURECOM
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Unpacking & Custom Formats

* How to reliably unpack and learn formats?
;; / ZIP \]—@

EXE PS

EURECOM
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Unpacking & Custom Formats

* How to reliably unpack and learn formats?

=
®/ z.p\@

EXE PS

)
-Is executable?

-Yes!
-Then is firmware!

EURECOM
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Unpacking & Custom Formats

* How to reliably unpack and learn formats?

EURECOM
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Unpacking & Custom Formats

* How to reliably unpack and learn formats?

'Ti% ASCII85

EURECOM
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Unpacking & Custom Formats

* How to reliably unpack and learn formats?

— T
N4 N

EXE
; % ASCII85

ELF

EURECOM
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Unpacking & Custom Formats

* How to reliably unpack and learn formats?

ASCII85

ELF

EURECOM
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Unpacking & Custom Formats

* How to reliably unpack and learn formats?

ASCII85

T
Printer driver

Binary patch? < ‘J\»

ELF

' BINSTITUT e 86
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Unpacking & Custom Formats

* How to reliably unpack and learn formats?

= - Update executable?
* P
_@rg ; Binary patch? <
Printer driver Whole EW image? e

B INSTITUT =y 87
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Unpacking & Custom Formats

* Often a firmware image is just a
binary blob
- File carving required

* Bruteforce at every offset with all known
unpackers

— Have good heuristics to prioritize unpackers

— Have good heuristics when to stop carving

== 88
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Architecture
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Architecture

Firmware
Datastore

T] Public Web Interface =
" ‘—I—'I . Submit

Static Analysis

I
Unpacking |
Fuzzy Hashing|

|

£ B g g g _+ ________
| Firmwarel
| Analysis |
| Cloud |
|
| Master |
| | Distribute
|
|
|
|
|
|
|
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Architecture

Firmware
Datastore

Internet T—'I Public Web Interface -
| Crawl _ TI " Submit

o & |

____* ________

. ]
Firmware
Analysis |
Cloud |

|
Master m |

L -
| Distribute e | Firmware

Password | Analysis &
Hash Crackerl Reports DB

| F
— 1
xr

I
Unpacking |
Static Analysis
Fuzzy H:ashing|
|
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Architecture

Firmware
Datastore

Internet T—'I Public Web Interface -
| Crawl _ TI " Submit

o & |

I R _* ________
| Firmwarel
| Analysis |
| Cloud |
| |
Data Enrichment
| Master > m .._l
| | Distribute e | Firmware
| Password | Analysis &
| Hash Crackerl Reports DB
| | y | /
| |—L Correlati
Unpacking | I| Eﬁrrﬁs on
i
| Static Analysis g
| Fuzzy Hashing/ \
| |
Lo - - - 4 - - _ _ _ ]
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Unpacking

>759 K total files collected

l Filter non firmware

> 172 K filtered files (firmware candidates)
l Random selection

> 32 K firmwares analyzed
l Unpack attempt

> 26 K firmwares unpacked (fully or partially)

Files extraction

> 1.7 M files after unpacking

EURECOM




FiIrmware analysis options!

Source / No source

: No Device
Devi - >
evice (Firmware only)
v v Dynamic _
On device Analysis  Good “enough” analysis ¢
Limited visibility Emulator or < Static
IO Forwarding vsis
~ Existing/Known analysis
Core + peripherals
Unpack
Peripherals Firmware
modelling
Dynamic analysis
With Avatar (binary) Find new dentify :
or Inception (source) bugs T tess <
~ Rediscover . | _jnstruction set
known bugs - obfuscations

EURECOM




Simple static analysis

* Misconfiguration
* Web-server configs, Code repositories
* Credentials
* Weak/Default/Hard-coded
* Data enrichment
*Versions - Software packages
* Keywords —» Known problems (e.g., telnet,
shell, UART, backdoor)

*Correlation and clustering

* Based on: Fuzzy hashes, Private SSL keys,
Credentials

EURECOM




Fuzzy Hashing

* Fuzzy hash=similarity measure of two objects (e.g.,
files, streams)

brown fox jumps over| the lazy

brown fox jumps over|the lazy

MATCH MATCGH MATCGH MATCGH NOT MATCH

* Gives a “similarity index”

EURECOM




One to One fuzzy hash coparison

SingAIe CPU Time

150y

850 d

. _ .
26K 130K # firmwares

EURECOM




Example: Correlation

> Correlation via fuzzy-hashes (ssdeep, sdhash)
o E.g., Vulnerability Propagation

Firmware 1
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Example: Correlation

> Correlation via fuzzy-hashes (ssdeep, sdhash)
o E.g., Vulnerability Propagation

Firmware 1
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CARNOT —
« M e EURECOM




Example: Correlation

> Correlation via fuzzy-hashes (ssdeep, sdhash)
o E.g., Vulnerability Propagation

Firmware 1

Firmware 2

0%

Firmware 3
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Example: Correlation

> Correlation via fuzzy-hashes (ssdeep, sdhash)
o E.g., Vulnerability Propagation

Firmware 1

Firmware 2

0506

0%

Firmware 3

EURECOM
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RSA Keys Private RSA keys u

> SSL keyS COrrelathn Analysis & Reports -_—ll:_-:
ape . Database i
vulnerability propagation [

A . 7=
VendorC @? Device1
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RSA Keys

> SSL keys correlation
vulnerability propagation

> 1 RSA private key:
30,000 vulnerable
devices online

Private RSA keys .‘g '

Analysis & Reports
Database

— =
VendorC . U # @ﬂb 0? Device1
&

HTTPS Ecosystem Scans

Check ZMap £
IP addresses



RSA Keys

> SSL keys correlation
vulnerability propagation

> 1 RSA private key:
30,000 vulnerable
devices online

> Not all the same

brand

Private RSA keys . t '

Analysis & Reports
Database

VendorC . u ;

HTTPS Ecosystem Scans

L~
@? Device1l

L

Check ZMap Q0 9 .9
IP addresses o 9 )

SAME private RSA
SAME self-signed SSL certifice
DIFFERENT vendor

@ \
VendorB . t ' @m ('b Device2



RSA Keys

> SSL keys correlation
vulnerability propagation

> 1 RSA private key:
30,000 vulnerable
devices online

> Not all the same
brand

Private RSA keys

Analysis & Reports —-.——l:
Database i

TE
@m e? Device1
o

_ |
>

HTTPS Ecosystem Scans | 4t

Check ZMap () (€]
IP addresses

SAME private RSA
SAME self-signed SSL certificate
DIFFERENT vendor

L%

d

VendorB




Results: Summary

* 38 new vulnerabilities (CVE)
* Correlated them to 140 K vulnerable online devices

* 693 firmware files affected by at least one
vulnerability

EURECOM




FiIrmware analysis options!

Source / No source

: No Device
Devi - >
evice (Firmware only)
On device Analysis  Good “enough” . analysis ¢
Limited visibility Emulator or < Static
IO Forwarding | ‘ vsis |
_ Existing/Known | anatysis
- Core + peripherals
Peripherals Firmware
modelling
Dynamic analysis
With Avatar (binary) Find new dentify :
or Inception (source) bugs codeldata
Rediscover - instruction set
known bugs - obfuscations

EURECOM




What else can we test in those firmware
Images?
* High exposure?
* Often privileged?
* Hard to secure?
* Often custom

Web interfaces !

“Automated Dynamic Firmware Analysis at Scale: A Case Study on Embedded Web Interfaces”,
A. Costin, A. Zarras, A. Francillon, ACM AsiaCCS 2016

' BINSTITUT —
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The dynamic analysis approach

* Many testing tools for dynamic analysis
- Many pen testing tools...
- Dedicated to find vulnerabilities in normal websites
- Many are automated
- Drawback: a lot of false positives

* |dea:
- Emulate the unpacked firmware images
- Launch the web interface
- Use standard tools to test it

' BINSTITUT —
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Unpacked |
Firmware |
Sources

Our Framework

EURECOM
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Our Framework

Unpacked -\ Firmware |

Fimware | Selection |

= 111
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Our Framework

bt e ] 58
Sources || Selection —V/Preparation
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Our Framework

N

Unpacked LN Fi NG File
Firmware e Systems
Sources [ 1| Selection - ] Preparation
BINSTITUT

CARNOT
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Scalable Cloud VM Infrastructure

Dynamic Analysis ]

e

[ QEMU/Chroot }{ Analysis Tools]

A

-

Static Analysis J

[ Doc Root Analysis ]

EURECOM
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Our Framework

Unpacked LN

: Firmware
Firmware _l//
Sources

Selection

N/

File
Systems
Preparation

N
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Scalable Cloud VM Infrastructure

Dynamic Analysis ]

e

[ QEMU/Chroot }{ Analysis Tools]

A

-

Static Analysis J

[ Doc Root Analysis ]

Collection t

Results

and
Analysis

EURECOM
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Our Framework

Feedback for Improving Analysis

{ : Scalable Cloud VM Infrastructure J— ,.]—,

a Dynamic Analysis ] ‘ %
: QEMU/Chroot —{ Analysis Tools Results
gﬁ.ﬁﬁg -\ Firmware -\ SysFt:L,?'ns [ H J Collection :> Results
Sources 17| 9166101 [} preparaion | Static Analysis | | Anaa':;'jsis EpRiHE
% [ Doc Root Analysis ] 5]
BINSTITUT — 115
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ldentified Emulation Types

, Userland
|deal emulator Generic system emulator G [T No emulator
A Al Al A

. 2 ANE Al h
" "Perfect" | [Original FW, [ Original FW | [ Original FW | [ Hosted web |

emulation original with chroot, with application

kernel generic architectural
Kernel chroot

Z Emulation accuracy C

AN

Complexity

3 Speed >

™
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ldentified Emulation Types

, Userland
|deal emulator Generic system emulator G [T No emulator
A A A
i g RN 10 R
[ Original FW) | Original FW | [ Original FW | | Hosted web |
original with chroot, with application
kernel generic architectural
Kernel chroot
Emulation accuracy {
Complexity <
Speed >
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ldentified Emulation Types

, Userland
|deal emulator Generic system emulator G [T No emulator
A A A
AN 10 h
| | Original FW | [ Original FW | | Hosted web |
with chroaot, with application
generic architectural
Kernel chroot
Emulation accuracy {

C Complexity

3 Speed >

™
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ldentified Emulation Types

: Userland
|deal emulator Generic system emulator G [T No emulator
A A A
AN 10 )
| | Original FW | ' WV | [ Hosted web |
with chroaot, application
generic
Kernel
Emulation accuracy {
< Complexity <

3 Speed >
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ldentified Emulation Types

, Userland
|deal emulator Generic system emulator G [T No emulator
A A A
[ Y| )
| | Original FW | ' WV | [ Hosted web |
with chroaot, application
generic
Kernel

Emulation accurac

< Complexity

™

3 Speed
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Hosted web Interface

* In theory that would be a good idea, but

- There are many embedded web servers
* Which cannot be easily installed on a standard distribution

- Web servers used are often customized
* Or mostly custom

- Native CGls
— Call some custom libraries (device configuration)
- Still some relative success with this approach

'IINST\TUT et ].2].
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Proposed Emulation Technique

[ Ubuntu 14 VM ]

[ Linux X86 64 Kernel

= 122
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Proposed Emulation Technique

[ Ubuntu 14 VM ]

| QEMU (Debian Squeeze armel) J
3
a8
Ll
@
{72
=3
QL
|
3
3
o
7))
&
L
[5]
(]
Debian Squeeze armel Linux 2.6 Kernel J
[ Linux X86 64 Kernel J

EURECOM

123



Proposed Emulation Technique

[ Ubuntu 14 WM .
} QEMU (Debian Squeeze armel) J
Firmware (userspace) J
QO
(&)
a8
(94
@
175
=)
L
|
3
=
o
W
G
E
@D
O
Debian Squeeze armel Linux 2.6 Kernel
[ Linux X86 64 Kernel
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Proposed Emulation Technique

[ Ubuntu 14 VM :
] QEMU (Debian Squeeze armel) J
. Chrooted Firmware (userspace) ]

8

(1]

L

w

@

-

v Chroot

o >

=

T

»h

§

L

[1¥]

(]

Debian Squeeze armel Linux 2.6 Kernel
[ Linux X86 64 Kernel
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Proposed Emulation Technique

[ Ubuntu 14 VM 1

[ QEMU (Debian Squeeze armel) J

Debian Squeeze Userspace

Chroot

, Chrooted Firmware (userspace) J

rc scripts

Other services ]

; Analyzed components
Web Server Shell
HTML Perl Utilities
PHP Native CGI
J
[ File System ]

Debian Squeeze armel Linux 2.6 Kernel

Linux X86 64 Kernel
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Proposed Emulation Technique

[ Ubuntu 14 VM 1

,,,,, o
@ metasploit”
§ —.[ Arachni
1k}
E
b L _’[ el
o
=
= w3af
0]
—’[ Tepdump

[ QEMU (Debian Squeeze armel) J

Debian Squeeze Userspace

Chroot

, Chrooted Firmware (userspace) J

rc scripts

Other services ]

Analyzed components

v

Web Server

Shell
HTML Perl Utilities
PHP Native CGI
J
[ File System

Debian Squeeze armel Linux 2.6 Kernel

Linux X86 64 Kernel
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In summary

 \We now can run the firmware in an emulator, on
a generic kernel

* Works, but
- We need to manually start daemons, init scripts
- How does this differs from a real system ?

- Fails often due to missing custom kernel module, or
option

Similar work by CMU, see:

“Towards Automated Dynamic Analysis for Linux-based Embedded
Firmware”, Chen, Egel, Woo, Brumley, NDSS 2017
https://github.com/firmadyne/firmadyne



Dataset and Processing

Dataset phase # of FWs # of vendors

(unique) (unique)

Original dataset 1925 54
Candldate.s for chroot | 1580) 49
and web 1nterface emulation
Chroot OK 488 17
Web server OK 246 11
High impact vulnerabilities

. . 185 13
(static + dynamic)

W_ciknor = 133
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Vulnerabllities by type

Vulnerability type # of issues  # of affected FWs
Command execution 51 21
Cross-site scripting 90 32
CSRF 84 37
Sub-total HIGH impact 225 45 (unique)
Cookies w/o HttpOnly 7 9 9
No X-Content-Type-Options 2938 23
No X-Frame-Options 7 2893 23
Backup files § 2 1
Application error info 1 1
Sub-total low impact 5843 23 (unique)
Total 6068 58 (unique)

= 139
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Transparency problem

* In the good old times,
hardware was
documented

- Tektronix 2445
Service manual 330

pages
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Figure 3-1. Block diagram.

Figure 3-1. Block diagram (cont).
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Lack of transparency

Lack of transparency:

* Makes information asymmetry worse
— Customers will not want to pay more ?

* Makes it harder to analyse devices
- And detect compromise, analyse attacks

* Makes difficult to build secure systems
- How to compare offers when no information is public
- How to learn about security features ?

* Oris there something to hide? Backdoors ?

EURECOM
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From an actual smartphone chip...

Dumped a bootloader in Mask ROM (No FBI, it's not an iPhone!)

ROM :
ROM :
ROM:
ROM :
ROM :
ROM :
ROM:
ROM :
ROM :
ROM :
ROM:
ROM :
ROM :
ROM :
ROM:
ROM:
ROM :
ROM :
ROM:
ROM :
ROM :
ROM :
ROM:
ROM :
ROM:
ROM :
ROM:
ROM :
ROM :
ROM:

FFFF23A0 loads_certificates

FFFF23R0
FFFF23A0
FFFF23R4
FFFF23A8
FFFF23AC
FEFFF23R0
FEFFF23B4
FEFFF23BE
FFFF23BC
FEFF23C0
FFFF23C4
FFFF23Ce
FFFF23CC
FFFF23D0
FFFT23D4
FEFFF23D8
FEFFF23DC
FEFF23DC
FEFFF23DC
FFFF23E0D
FFFF23E4
FFFF23E8
FFFF23EC
FFEF23F0
FFFF23F4
FEFF23F&E
FFFF23FC
FEFFFz2400
FFFF2404

STMFD
LDR

MOVEQ
LDMEQFD

CMP
CMENE
CMENE
CMENE
LDREQ

LDR
TST
BEQ

- A MANINA
" ‘ Télécom & Société numérique

SP1,
RE,
RS,
R1,
RO,
R1,

{R4-R&,1R}
=0x8000&05C ;
RO
[RE, #4]

#0
[R5]
[RE]

#1 -
#0 ;
{R4-RE,EC}
#0
#1

{R4-RE,EPC}
#0xB8000000
[R2, #0x350]
R1, #0x1CO0000

"
[

SP1,

SP1,

x
R1,
R1,
R1,
R1,
R1,
RO,
loc_FFFF2434

R1l, [R2,#0x338] ;
R1, #1
lec_FFFF243C

R1,LSR#18
k2
#5
#6
#7

CODE XREF: sub FFFF24D4428)p
sub FFFF2608+30)p

address of CA Certificate in use

if cert
return 0

#1 7

; Bits 20:18 COM GOV_SEL

Three fuses for Enjarity vote encoding: 0 =

Government

addre=s=s

- il ™y F -
gstore ROOT certificate

SEC_BOOT MODE

EURECOM

Commercial,

=certificate GOV ; if 3/5/6/7 use certificate for government

147
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This talk

* Finding vulnerabilities in embedded devices
- To secure them (or exploit them)

 \What makes this a difficult task?

* Generally two approaches: Static or Dynamic
- Both have advantages/drawbacks
- We will mainly focus on dynamic analysis

EURECOM




Analyzing firmware images

1.Collect a large number of firmware images
2.Perform broad but simple static analysis
3.Correlate across firmwares

Many advantages:

* No intrusive online testing, no devices involved
* Scalable

But also many challenges

« A Large Scale Analysis of the Security of Embedded Firmwares »
Andrei Costin, Jonas Zaddach, Aurélien Francillon, Davide Balzarotti
USENIX Security 2015



Challenges

* Firmware identification (.exe/.ps/...)
* Firmware Unpacking

* Representative dataset

* Analysis, Scalability

* Results confirmation

W iknot —
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Firmware identification

«~ Clearly a Firmware

/
y N
4
y
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Firmware identification

~ Clearly a Firmware Clearly not a Firmware -

// \ \\\
Yy \ N
/ N N
// \\
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Firmware identification

~ Clearly a Firmware Clearly not a Firmware -

// \ \\\
Yy \ N
/ N N
// \\
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Firmware identification

* E.g., upgrade by printing a PS document

X" CentreWare
Internet Services

Phaser 6250

o Print
Mame' kewngeZsa :
DNS:  kevindB250 File Download
supportafiice
T e {Selact a print-ready file ( PostSeript, POF, PCL or Plain Text ) and |
|33 g g

pmm il b
Phaser 6250

4] Print Information Page
44 ] Print Saved Jobs

I@ Print Immediataly I
(O Saved Print

] Print Color Samplers
] Print Configuration Pag Job Name:

“igure 4: Select the firmware update file and press the green button to send it.

BINSTITUT =
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Surprise device found: Fireworks!

> Replacing wires by
wireless in a system IFD"*::{Y
> Lack of security

> Anyone can control - BEE
the fireworks e | @ |

> Fortunately firmware |
updates possible and now rrnomeves | % FELHY
d e p I Oyed ‘ Wireless/Wired Communication

Remote Control
Module (Desk)

Short Paper: A Dangerous "Pyrotechnic Composition': Fireworks, Embedded Wireless
and Insecurity-by-Design, A. Costin, A. Francillon, ACM Wisec 2014



Device Availability

* Firmware only available
- E.g., downloaded online

 Emulator available
— Generic emulator: works if code to analyse is generic

— Specific emulator rarely available

e Device available
- Limited access to the device?
- But need to extract firmware?

' BINSTITUT —
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Rehosting process

Obtain Enumerate Determme Obtain
Firmware Peripherals Physical Device

> Generate Initial -
Specification
Ro : (cpun,_fwo, {pé}, dg.) Access Output |
Channel
> Run Rehosted Documentation &
System: R; Prior Knowledge
Update
Specification
Ri — R Expected Ground-Truth
Behavior Traces
+ Evaluate
Fidelity
Improvements
of R;
Necessary
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