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Abstract-Service Function Chaining (SFC)has gained mo-
mentum inthewakeofthe emergence of promising technologies
suchas Network Function Virtualization (NFV), and Software
Defined Networking (SDN). Many research works have explored
Service Function Chaining under different aspects: composition,
resource allocation, aswellas placement and chaining. However,
SFC mapping ina multi-domain context with limited visibility
onthe underlying infrastructure isstilIa challenging research
topic. In this work, wemodelthe multi-domain SFC placement
problem asa multi-objective ILP, then propose a scalable
memetic algorithm. The efficiencyof our solution is evaluated
by comparing its results totheones obtained from the exact
solution withfull visibility onthe network topology.

Index Terms-SFC, Multi-domain, NFV,SDN

I. INTROD UCTIO N

New generations of networks, including 5G, relymainly
ontwonetwork softwarization technologies : Network Func-
tion Virtualization (NFV) , and Software Defined Networking
(SDN) [I]. SDN decouples thecontrolplanefromthedata
planeto enable dynamic network programming; ontheother
hand , NFVaimsat running Network Functions ontopof
a virtualized environment (i.e. VMsor containers) hosted
intheCloud(centraloredge)in order toreduceCapital
and Operational Expenditures, andimproveserviceflexibility.
AlongwithNFV emerged the concept ofmicro -services,
whichisthe decomposition ofservicesinsmallblock s that
perform simple functions, thus creating theneedfor steering
traffic between those functions inacertain order sothat
servicesaredelivered properly; this process is referred toas
Service Function Chaining (SFC) , itleveragesonSDNand
NFV, andbringsoutmany orchestration challenges suchas
service composition, placement, ortraffic steering [2].More
specifically,one challenging research topicinSFCismulti-
domain placement and chaining, whichoccursin scenarios
wherea service requires its components tobe deployed on
multiple domains; thistaskgetsmoredifficultifthe domains
belongto different administrative entities thatare reluctant to
disclose detailed information ontheir topology; indeed , the
lackofsufficient information leadsto sub-optimal placement
decisions. Inthis paper, wedevi se anovelsolutionforSFC
mapping onmultiple administrative domains, withalimited
viewonthenetwork topology, whichaimsto optimize thecost
andend -to-end latency according totheusers ' Service Level
Agreement (SLA).Wefir st modelanexactsolutionusinga
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multi-objective Integer Linear Program (ILP) , then introduce
a heuristic thaten sures scalability.

The contributions ofthis paper aretwofold : i) We present
a hierarchical placement scheme withlimitedvisibilityover
multiple domains that supports complex non-linear SFCs, with
a backtracking mechanism tohandlelocal placement failure .
ii) Wemodel multi-domain SFC placement asamulti-
objective ILP, then propose a scalable andefficient memetic
algorithm that performs SFC mapping according tothe client's
SLAs.

The remaining ofthis paper is organized asfollows : Section
II discusses previous works; Section III presents anoverview
oftheadopted architecture for multi-domain orchestration, as
wellastheILP formulation oftheproblem , andthe proposed
memetic algorithm; Section IV provides the methodology
forour experimental evaluation, and discusses the obtained
results ; finally, we conclude thepaperinSectionV .

II. RELATED WORKS

Alarge setofwork s havetackledtheSFC placement issue,
with different optimization parameters suchascost , energy,
orlatency(referto[2]fora comprehensive survey) ; however,
mostoftheseworks assume thatthe orchestrator hasfull
visibilityandcontrolonthe underlying network infrastructure.
As previously outlined, deploying servicechainson multiple
administrative domains addsmore constraints tothe placement
problem. Indeed, for security reasons, the Infrastructure asa
Service (laaS) providers withholddetailsontheirlocalin-
frastructure, whichmake s itdifficultto determine the optimal
end-to-end placement and chaining of services duetothelack
of information. Afewworkshave addressed the multi-domain
SFC deployment issuewithlimitedvisibilityonthenetwork ;
twomain architectural approaches havebeen proposed:

a) Distributed: It supposes thatthe infrastructure
providers don't shareanydetailsontheir network; inthatcase ,
a distributed algorithm is executed onallofthe domains, and
messages are exchanged inorderto determine thebestoption
withoutdi sclosing information toexternalparties.However,
thisapproachfallsshortintermsofscalability,as communica-
tionand convergence timeandco st are considerable. Thework
in[3] details a policy-based, distributed, asynchronous election
protocolbasedonhosting capabilities; thesolutionallowsedge
andcorecloud providers to cooperatively instantiate wide-area
chains;however,the proposed solutiondoesnot support more



complex, non-linear SFCs,andits placement evaluation only
considers CPUand bandwidth constraints. Zhang etat. [4]also
propose a distributed vertex-centric algorithm that supports
SFCflexibilityinorder,the request isrelayedbetweenthe
orchestrators inorderto determine theoptimal placement
combination.

b)Centralized: Inthis approach, a broker/coordinator
collects the information disclosed by different IaaS providers,
and reconstitutes an abstract globalviewofthenetwork,the
centralized broker performs aninitial placement usingthis
abstract view,then partitions the request andrelaysthesub-
requests tothelocal domains; however, thisapproachleads
to sub-optimal orchestration decisions duetothelackof
sufficient information onthe infrastructure state. Figueira etat.
[5],and Guerzoni etat. [6] propose hierarchical architectures
for multi-domain SFC orchestration, wherea centralized main
orchestrator interfaces withlower-leveldomain orchestrators.
Dietrich etat. [7]leverageonthis architectural approach and
detaila solution forSFC mapping across datacenters thatare
operated by multiple Network Function Providers (NFP).The
proposed solutionallowsNFPsto disclose minimalinforma-
tionabouttheir infrastructure and constructs an abstract view
ofthenetworktopology.The placement isthen performed
intwostages : graph partitioning and sub-graph mapping;
however, thesolution doesn't takelatencyinto account, which
isacritical requirement forthe upcoming 5Gusecases
(i.e. Ultra Reliable Low Latency services);furthermore, the
solutionis formulated asa Linear Program and therefore lacks
scalability,whichmakesit unsuitable for bigger instances of
theproblem. Similarly, Xu etat. [8] propose a multi-domain
servicechain partition and embedding schemeusingaHidden
MarkovModelanda Viterbi-based heuristic.The proposed
solutiononly considers latencyduringthegraph partitioning
phase,andonlyaimsto minimize costduringthe sub-graph
mapping phasewhile discarding latency;whichleadstosub-
optimal solutions.

III. PROPOSED SOLUTION

A. Architecture

Asstatedearlier,weadopta hierarchical approach wherea
logically centralized multi-domain orchestrator establishes an
abstract viewofthenetworkusingthe information disclosed
byeach domain, and interacts withthe different local domain
orchestrators aswellastheWANdomain operators inorder
toprovidean end-to-end visibilityandcontrolofthe different
SFCs;asin[9],wesupposethatthelocal domains disclose
thefollowing information ontheir infrastructure:

•Thetotalavailable computing capacity,aswellasthe
average cost perunitforeach resource type.

•Theverticesoftheir inter-domain links,theiravailable
capacity,latency,andcostper bandwidth unit.

We assume thatthe amount of computing andlink resources
madeavailablebyeach domainlWAN operator isdefinedby
pre-established mutual agreements. Upon receiving aSFC
request, the multi-domain orchestrator performs aninitial

placement ofthe request usingthe abstracted viewofthe
network;the placement takesinto account the request 's link
and resource requirements, aswellasaffinityandanti-affinity
constraints between Virtual Network Functions (VNFs), their
allowed placement locations, andthelevelofpriorityofeach
optimization objective obtained fromthe client's SLA.The
broker then proceeds to partition the request according tothe
initial abstract placement, andadds dummy boundary nodes
atthe sub-chain's extremities. These boundary nodeswould
require tobe placed onthe border routers ofthe domain,
whichservestodirectthetrafficoutofthedomainandto
thenext sub-chain. The sub-requests arethen transferred to
the selected domains, andplacedbytheir respective local
orchestrators withfull knowledge ofthetopology.Incase
the placement ofa sub-request onalocaldomainfails , a
backtracking mechanism is triggered if possible, inorder
tore-runthe abstract placement operation whilerulingout
the previous solution, andthe graph-partitioning operation is
performed again; otherwise, ifallofthe solutions havebeen
ruledout,the placement request is rejected. After receiving
the placement resultsofthe different sub-requests, theend-
to-endcostandlatencyare computed, anda confirmation is
senttothelocaldomain orchestrators inordertotriggerSFC
deployment. The pseudo codeofthe abstract placement and
request partition scheme is provided in Algorithm I.

B.ProblemFormulation
We present inthissectionourILP formulation ofthe

placement problem. The network infrastructure is modeled as
a weighted undirected graph Q = (N,£), where N = NduNs
isthesetofvertices representing the forwarding devices
(switches and routers) N s , andtheData Center nodes Na
with associated computation, memoryand storage capacities;
theverticesare connected byedges representing physicallinks
fromtheset E, thatare characterized by bandwidth capacity,
aswellastheinducedlatency.Wewillalsodenoteby P theset
of pre-determined physicalpathsbetweenthe physical nodes .
We denote by S thesetofSFCs,andby Vi thesetofVNFs
intheSFC i.

EachSFC request is modeled asa directed weighted graph,
VNFsare represented bytheverticeswith associated resource
requirements aswellasasetof authorized nodes M i ,j

onwhichtheVNFscanbeplaced,theyare connected by
the graph's edges , with associated link requirements. We
specify bandwidth requirements foreachindividuallink , as
someVNFsmay change SFC's trafficvolumes;the requests
also specify the user's preferences regarding the optimization
objectives (i.e.costandlatency) according totheirSLA.
Further, ourmodel supports more complex non-linear SFCs
wheretrafficflowsthroughcertainVNFsmorethanonce
using dummy nodesthatareboundtotheoriginalVNFsusing
affinity constraints inordertoroutethetrafficbacktothese
particular VNFs;we assume thatthe amount of computing
resources allocated toeachVNFhasbeen adjusted tothe
volumeof processed trafficduringthe resource allocation
phase,whichisoutofthescopeofthiswork.
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LinkMapping: Wewill denote by pn,m,q the qth

physical path between nodes nand m. The boolean variable
Z ~j'] :;!1 determines whether thelogicallink between the lh
VNF andits successor intheSFCihasbeen mapped tothe
qth physical path between nodes nand m.

VNFs must be placed onthesamenode)and anti-affinity/anti-
location requirements. We denote by Pi ,n ,m the number of
physical paths between thenodes nand m thatareallowed
forSFC i , constraint 4 ensures thattwo successive VNFsare
mapped totwonodesifandonlyifthereisatleastoneallowed
physical path between thesenodes. Constraint 4 is quadratic,
itcanbe linearized by introducing anew boolean variablext
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Constraint 4is therefore translated tothe following :

Algorithm 1: Multi-Domain Placement Algorithm
Input : Abstract Topology Qabs , Request req

Set of Authorized Domains M
Output: Vector containing the placement result

1 absractPI f- abstractPlacement(req,Qabs,M);
2 if abstract placement jailed then
3 I return False,null,null
4 end
II Perform request partitioning

5 partReqs f- requestPartitioning(req,abstractPI);
6 for P f- 0to IpartReqsl-l do
7 partiaIPI[p] f- locall'lacemenupartkeqslpl);
8 if localpla cement jails then

II Perform backtracking
9 if :Jvnj E U~partR eqs [n ], IM vnfl > 1 then

to Findone vnf forwhich IMvnf I > 1 ;
11 M Vnf f- M Vnf - {abstractPI[vnfl} ;
12 GotoStep 1;
13 else
14 I return False, null,null
15 end
16 end
17 end

II Compute E2E cost & latency
18 for i E ['Cost','Latency'] do

Ipart Reqsl- l
19 eval[i] = L partiaIPI[p][i] +

p=o
IMI- l

20 L Qabs [absPI[n-l]][absPI[n]][i];
n =1

21 end
22 Send placement confirmation tolocal domains;
23 Update Qab s;
24 return True.cost.laten cy

Constraint I ensures thateach VNF is mapped toonlyone
physical node , whichisan authorized nodeforthisspecific
VNF. Constraints 2and3 express atfinity/co-location (i.e.two

(II)
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q=1
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b)CapacityConstraints:
Computingresour ces: Wewill denote by ~ thesetof

computing resource types of physical nodes(CPU , RAM ,
diskspace.. .), by V'r ,i ,j the required amount of the resource
r forthe jth VNF oftheithSFC,andby Rr,n eachnode
n's remaining capacity forthe resource type r, Constraint 12
ensures thatthetotal amount of allocated resources oneach
nodeforeach resource typedoesnot exceed the amount of
available resources remaining onthenode.

Constraint 10 ensures thatalogicallink between twoVNFs
is mapped toa physical pathifandonlyifthe corresponding
VNFsare mapped tothenodesthatthepath interconnects,
andviceversa ; italso ensures thatnotmorethanone physical
pathis allocated toalogicallink. Similarly to4,the constraint
canbe linearized asfollows :

(2)

(3)

(I)

(4)

i E S ,\/j E Vi

iES,j,kEV,nENd

i ES,j,k EV,n ENd

L ,yi,j = 1,
n EM i ,j

,yn , = {I If VNF j ofSFCiis placed onnode n
' ,J 0 Otherwise

1)Constraints:
a) Placement Constraints:
NodeMapping: The boolean variable ,yn , expresses' ,J

whether the lh VNF of theSFCihasbeen mapped tothe
physical node n.
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With O'c and O'q, beingthe associated weightstocost and
latency respectively, whichare determined fromthe users'
SLAs ;a nd Ac and Aq, the normalization coefficients forcost
andlatency , whichare determined by computing themeanco st
andlatencyforthetopology.
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C. Heuristic Approach
Although the previously detailed ILPmodelensure s an

optimal placement ofSFCreque sts considering the provided
information, itlacks scalability; indeed , SFC placement has
beenproventobean NP-Hard problem [10], whichmeans
that computation time increases exponentially usinglarge
problem instances aswillbeillu strated inour evaluation
resultsin Section IV,thu s makingthissolution impractical for
operational use; however, theILP model's results canbeu sed
asa reference inorderto evaluate theefficiencyofaltern ative
solutions. Asan alternative, andinorderto support bigger
instances ofthe problem, we propose a memetic heuri stic
basedona genetic algorithm, combined toalocalsearch
methodfor solution improvement. Atfir st, asetofinitial
solutions is generated andclassified ; thesetisthenupdated
ateach generation by introducing new individuals obtained
through solution generation, mutation , crossover, orlocal
search improvement; thesetof solutions isthen evaluated and
classified usingthe objective function previously expressed
intheILP , andthebest individuals are selected forthenext
generation . Theproce ss is repeated untilafixed number of
generations is reached, thebe sts olutioni s then returned; note
thatallofthe operators useintervalsin order toreduce request
fragmentation. Themainstepsofour heuristic are:

a) Solution Generation: New individuals are generated
as follows:the placement ofthefirstVNFis randomly
determined fromthelistofallowed locations, theneach
subsequent VNFisalsoplacedonthesameloc ation aslongas
the VNFs' affinity, placement constraints, andnode 's capacity
allowit ; which reduces link-associated costandlatency.Route
mapping is performed bychoosin g thebestavailablepath
according tothereque st's optimization objectives' weights .

b) Mutation: Duringthe mutation phase , a solution is
randomly selected, thenthe placement and chaining ofaran-
domintervalof successive VNFsis changed while respecting
the aforementioned constraints.

c) Crossover: Two solutions are selected atrandom , and
are crossed ata random intervalinorderto generate anew
solution,VNF chaining isalsoupdated.

d) Local Search Improvement: Inthisphase , a random
solutionis selected, andits neighbor solutions are explored in
ordertooperatelocal improvements (e.g.moveoneormore
VNFstoanearbynode).

IV. EVALUATION

A. Simulation Environment
We evaluated our solutionby conducting simulationsonthe

hardware and software configuration outlined inTable I.

TABLEI : Testbed Hardware and Software Configuration

(13)

Constraints I - 3
Constraints 6-9

Constraints II - 13{

C comput ing + Cl ink + ¢
O'c . AC O'q, ' Aq,

subject to

minimize

Pn ,m
v> '\' v>v> W z n ,m,q n ,m, q < 'D
D D D D i ,j,j+l' i ,j,j+l ' "i _ ''v w ,l

JEVi nE M j m EM J+l q=l

2)Obj ective Function: The objective ofourmodelisto
minimize theoverallcost , aswellasthe end-to-end latency.
However , these objectives are contradictory: physical links'
costi s inversely proportional totheirlatency(i .e. lowerlatency
linksaremore expensive). A trade-off isthen obtained by
settingweightstoboth objectives inordertosetoptimi zation
priorities according tothe user's preferences as specifiedinthe
SLAs (uRLLC, besteffort,etc.). Therefore, our optimization
objective functionisa weighted sumofnormali zed valuesof
theoverallcostandthe end-to-end latencyforeachSFC.

Equations 14and15 express computational andlinkcostsfor
theSFC i respectively, with (r ,n beingthecostofusingthe
resource T onnode n perunit , and ( l thecostofusingthelink
I per bandwidth unit. Equation 16expre sses the end-to-end
latencyfortheSFC i , with ¢l beingthelink l's latency.The
optimi zation objective istominimi ze thefollowing objective
functionwhile satisfying the aforementioned constraints.

Link resources: Wewilldenoteby W i ,j ,j+l the required
bandwidth forthevirtuallinkbetweenthe jth VNFandits
successor, andby R w,l eachlink l's capacity; wewillalso
usethe boolean Tt ,m,q to express whether thelink I ispart
oftheqthpathbetweenthenodes nand m. Constraint 13
ensures thatthetotal allocated bandwidth oneachphy sical link
ofan end-to-end physicalpathdoe s not exceed its remaining
capacity.
\Ii E S ,\I I E I: :



The simulation program and heuristic were developed using
the Python programming language; wealsousedtheGurobi
[11] optimizer in order tosolveourILPmodel.

Forthetest environment, we generated multi-domain
topologies usingthe networkx [12]library , each domain com-
prises massively connected nodesvia intra-domain links, and
isableto communicate withthe other domains viaedge routers
connected through WANlinks.Wealso pre-computed theset
of paths between nodesforeach domain, withapathlength
limited to 3 hops. After each placement iteration, the graph's
resource capacity valuesare updated. We evaluate our solution
using 3 network topologies of different sizes , as detailed in
TableII.

Requests are generated and placed sequentially, each request
specifies the amount of required resources andasetof allowed
placement locations foreach VNF andlink,aswellasthe
dependencies between VNFs , and optimization objective's
associated weights (costandlatency) obtained fromtheSLA
classofthe client. Inour simulations, we consider 5 VNF types
(small , medium, large , dummy, boundary) with corresponding
resource and placement requirements, and5SLA classes
(ultralowlatency , lowlatency , fair trade-off between costand
latency, lowcost , besteffort) , with different levels of priority
forour optimization objectives. The solution is evaluated for
SFC lengths ranging from4to lOin thesmalland medium
topologies, andfrom4to8inthelargetopology.

B. Methodology
The simulations foreach configuration arerun20times ,

ateach iteration, the placement algorithms arerunfor150
successive requests forthesmalland medium topologies,
and50 requests forthelargeone.Inthis evaluation, SFC
placement is performed usingtheILPwithfull knowledge
of the network topology, aswellasthe proposed heuristic
combined tothe multi-domain hierarchical scheme witha
limited viewonthe infrastructure; wevarythe number of
generations (iterations) ofour heuristic in order to evaluate
itseffecton efficiency and computational time , the number
of generations depends oneach configuration's parameters,
namely the topology sizeandSFC length: N 1 = Ireql * 191,
N 2 = ~', N 3 = ~J. The placement results of the different
solutions are evaluated usingtwokeymetrics: placement
efficiency, whichcanbe computed usingthe aforementioned
objective function; and scalability, whichcanbe quantified by
measuring the algorithm's computational time.

C. Efficiency
Figure I illustrates themeanvaluesand95 % Confidence

Interval (CI) of the efficiency ofour heuristic compared to
theexact solution using different topologies andSFCsizes.

TABLEII : Topology Information

Topology
NumberofDomains

NumberofNodesper Domain
NumberofLinks

Small
4
10

166

Medium
6
15

603

Large
8
30

3388

Efficiencyis measured by computing the average ratio between
the results of the evaluation of theILP placement andthose
obtained fromthe heuristic placement foreach request. We
can observe that although the heuristic doesnot dispose of
thefullviewofthe network, nordoesit explore thefullset
of solutions; it displays an accuracy of94.3 - 89.1 % with
a95 % CI of 0.8 -1 % inthesmall network as illustrated
in Figure Ia , and96 .5 -92 .2% withaCI of 0.6 -0 .9% in
the medium network asshownin Figure I bwhenthe number
of generations isfixedto N 1 . Whereas inthelarge topology
(Figure lc), the heuristic's efficiency decreases to96 .9- 89.8 %
withaCI of 1 - 3%. Increasing SFClengthalso causes a
decrease inefficiency,wecannoticea reduction of 4 - 6%
when increasing SFClengthfor numbers of generations N 1

and N 2 regardless of the topology size ; indeed , efficiency
merely decreases from94 .3% and93 .6% to 89.1% and87 .3%
respectively inthesmall topology; from96 .5% and96 % to
92.2% and 89.9% respectively inthe medium topology,and
from96 .9% and96.6 % to90 .1% and 87.4% inthelarge
topology. When settingthe number of generations to N 3 ,

wenoticethat increasing SFClengthhasamore significant
impact on efficiency asitis reduced by7- 11%, reaching
aratioof 84.4 % withaCIof1.2 % inthesmall network,
84.5% withaCI of 1.1% inthe medium topology,and81.7 %
withaCI of 3.2% inthelargeone . In contrast, forsmall
SFC lengths, decreasing the number of generations doesnot
havea significant effect on efficiency asit remains above90 %
regardless of thetopology.

D. Scalability

TableIIIfeaturesthemean computation timesfortheILP
andthe heuristic solutions whenvarying topology sizeand
SFClength , aswellasthe number of generations forthe
heuristic . The exact solution demonstrates itslack of scalabil-
ityasittakesuptomanyhoursin order to produce a solution
inthelarge network aswellasthe medium-sized network
whenSFClengthis increased, which makes it impractical for
operational deployment. In contrast, the heuristic provesits
scalability asit provides solutions in realistic times regardless
of the topology andSFCsize : 81m3 anduptoa second inthe
small topology, 422m3 tolessthan4 seconds inthe medium
network, and2 .943 to653inthelarge network whenthe
number of generations isfixedto N 2 , whichisan improvement
of upto600times compared totheILP . When setting the
number of generations to N 1, execution time increases to
arange between 241m3 and3.463inthesmall topology,
between 1.323and13 3 inthe medium topology,and between
lOs and2223inthelargeone. Computational timecanbe
further reduced by setting the number of generations of the
heuristic to N 3 ; indeed,it ranges between 37m3 and 429m3
inthesmall topology, 166m3 and 1440m3 inthe medium
topology, and between 994m3 and193inthelarge topology
depending onSFClength.
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Fig. I: Relative efficiency ofthe heuristic solution according tothe number of generations andtopologysize

SFCLength

Topology I Method45678 9 10

ILP1.482.14 3.09 5.387.68 11.59 17.05

Small NI0 .241 0.3500 .631 1.031.252.223.46
N2 0.081 0.1130 .201 0.322 0.391 0.6781.06
N30 .037 0.052 0.088 0.138 0.167 0.278 0.429

ILP16.2927 .74 103 224 3761016 2623

Medium NI1.321.933 .16 4.437.7210.0213.94
N20.4220.5880.9381.302.212.883.98
N30 .166 0.233 0.361 0.4910 .819 1.06 1.44

ILP13812234 3468 6434 7364 . .

Large NI10.2527.81 69.31 123147154222
N22.947.9219.4733.5540.5742 .13 65.47
N3 0.994 2.72 6.51 1l.7112.6313 .12 1976

TABLEIII: Comparison of computation times(in seconds)

V. CONCLUSION

Inthispaper , wehave proposed amulti -objective solution
for joint nodeandlink mapping of multi-domain SFCsusing
anILPmodel,aswella s a memetic algorithm; there sults of
our heuristic withlimitedvisibilityonthenetworkachieved
resultsthatwerecloseto optimal by96 .5 - 89.1%witha
computational time improvement ofupto400times.Infuture
works , weaimto propose asolutionthatallowsafiner grained
specification ofu ser preferences, andthat provides aParetoset
ofthe multi-objective solutions.
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