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Abstract

We address the problem of constructing zkSNARKs whose SRS is universal—valid for all relations
within a size-bound—and updatable—a dynamic set of participants can add secret randomness to it
indefinitely thus increasing confidence in the setup. We investigate formal frameworks and techniques
to design efficient universal updatable zkSNARKSs with linear-size SRS and their commit-and-prove
variants.

We achieve a collection of zkSNARKSs with different tradeoffs. One of our constructions achieves
the smallest proof size and proving time compared to the state of art for proofs for arithmetic circuits.
The language supported by this scheme is a variant of R1CS, called R1CS-lite, introduced by this
work. Another of our constructions supports directly standard R1CS and improves on previous work
achieving the fastest proving time for this type of constraint systems.

We achieve this result via the combination of different contributions: (1) a new algebraically-
flavored variant of IOPs that we call Polynomial Holographic IOPs (PHPs), (2) a new compiler that
combines our PHPs with commit-and-prove zkSNARKs for committed polynomials, (3) pairing-
based realizations of these CP-SNARKSs for polynomials, (4) constructions of PHPs for R1CS and
R1CS-lite, (5) a variant of the compiler that yields a commit-and-prove universal zkSNARK.
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1 Introduction

A zero-knowledge proof system [GMR9] allows a prover to convince a verifier that a non-deterministic
computation accepts without revealing more information than its input. In the last decade, there has
been growing interest in succinct zero-knowledge proof systems [Kil92, Mic00, GW11, [ BCCT12], also
called zkSNARKSs: zero-knowledge succinct non-interactive arguments of knowledge. These proofs are
succinct in that they are short and efficient to verify: proof size and verification time should be constant
or polylogarithmic in the length of the non-deterministic witness.

It may be surprising that we can achieve real succinctness at all. In fact the verifier’s running time
must at least read the statement to be proven which includes both the description of the computation
and its input (i.e., public input). In some models of computation this seems to rule out succinctness.
For example, if a verifier needs to read a whole circuit, its running time is the same as that of the actual
computation. To work around this problem, some works adopted the model of preprocessing zkSNARKs
|Gro10, Lip12, GGPR13, BCI" 13|, in which the verifier generates a structured reference string (SRS)
that depends on a certain circuit C' once and for all; this SRS can be used later to verify an unbounded
number of proofs for the computation of C. This yields succinctness because while the cost of SRS
generation does depend on the size of C, proof verification does not have to.

A succinct proof system needs a secure SRS, but generating one is hard. In order for a non-interactive
zero-knowledge proof system (or a zkSNARK) to be fully secure (both zero-knowledge and sound) it is
crucial that the SRS is generated by a trusted party. But often—e.g, cryptocurrencies and blockchains in
general—there is no such trusted party and we need to simulate one, for example using MPC protocols
IBCGT15|. As long as at least one of the participants is honest the SRS is secure. It is important that
the MPC procedure is scalable—the more the parties involved the higher the confidence in the SRS.
But in spite of improvements [BGG19, BGM17|, protocols for SRS generation are still expensive: all
users must be carefully coordinated and each of them requires at least one round of communication;
executing a protocol involving a hundred users can take up to a few months. Finally, as mentioned,
SRS generation needs to be carried once for each singl{] computation C', which makes the problem even
harder.

To address this problem, Groth et al. [GKM™18| introduced the model of universal and updatable
SRS. An SRS is universal if it can be used to generate and verify proofs for all circuits of some bounded
size, and is updatable in the sense that a user can update an existing SRS into a new one with the
property that an SRS is secure if it was obtained through a sequence of updates in which at least one
update was performed by a honest user. Groth et al. [GKM™18] proposed the first zkSNARK with a
universal and updatable SRS. Their scheme though required an SRS of size quadratic in the number
of multiplication gates of the supported arithmetic circuits (and similar quadratic update/verification
time).

Recent works [MBKM19, |(CFQ19} XZZ™19, (GWC19, CHM ™20, DRZ20| have improved this result
and proposed zkSNARKSs where the universal and updatable SRS has size only linear in the largest circuit
to be supported. In particular, the current MARLIN and PLONK proof systems achieve a proving time
concretely faster than that of Sonic while retaining constant-size proofs (JCFQ19, XZZ™19, DRZ20|
have instead (poly-)logarithmic-size proofs). We also mention the very recent works of Bunz, Fisch and
Szepieniec [BFS20|, and Chiesa, Ojha and Spooner |[COS20| that proposed zkSNARKSs in the uniform
random string (URS) model, that is implicitly universal and updatable; their constructions have a short
URS and poly-logarithmic-size proofs. We highlight another construction of a universal zkSNARK
[KPPS20] that, despite its proofs of 4 group elements and comparable proving time, has an SRS which
is not updatable.

The current landscape of zkSNARKSs with universal SRS. A known modular paradigm to build
efficient cryptographic arguments [Ish19] works in two distinct steps. First construct an information-
theoretic protocol in some abstract model, e.g., interactive proofs [GMRR&9|, standard or linear PCPs
IBCI™ 13|, IOPs |[RRR16, BCS16|. Then apply a compiler that, taking an abstract protocol as input,
transforms it into an efficient computationally sound argument via a cryptographic primitive. This

1One could generate an SRS for a universal circuit for computations up to size T, but this adds a multiplicative
overhead of O(logT") which is often unacceptable.



approach has been successfully adopted to construct zkSNARKSs with universal SRS in the recent works
|IGWC19,|CHM ™20, BFS20], in which the information theoretic object is an algebraically-flavored variant
of Interactive Oracle Proofs (IOPs), while the cryptographic primitive are polynomial commitments
[KZG10|. Through polynomial commitments, a prover can compress a polynomial p (as a message much
shorter than the all its concatenated coefficients) and can later open the commitment at evaluations of
p, namely to convince a verifier that y = p(x) for public points x and y. In the IOP abstraction, called
algebraic holographic proofs (AHP) in [CHM™ 20| and polynomial IOP&E| in [BFS20|, the prover and the
verifier interact with the latter sending random challenges (in the public coin version) and the prover
providing oracle access to a set of polynomials. At the end of the protocol the verifier asks for evaluations
of these polynomials and decides to accept or reject based on the results it receives. The idealized low-
degree protocols (ILDPs) abstraction of [GWC19| proceeds similarly except that in the end the verifier
asks to verify a set of polynomial identities over the oracles sent by the prover (which can be tested via
evaluation on random points). The basic idea to build a zkSNARK with universal SRS starting from
AHPs/ILDPs is that the prover commits to the polynomials obtained from the information-theoretic
prover, and then uses the opening feature of polynomial commitments to reply the evaluation queries
in a sound way. As we detail later, our contribution revisits the aforementioned blueprint to construct
universal zZkSNARKs.

1.1 Owur Contribution

In this work we propose Lunar, a family of new preprocessing zkSNARKSs in the universal and updatable
SRS model that have constant-size proofs and that improve on previous work [MBKM19, GWC19,
CHM™20] in terms of proof size and running time of the prover. Precisely, through our results we
obtain a collection of zkSNARKs with different tradeoffs (see Table 4] for the full list).

In Table (1}, we present a detailed efficiency comparison between prior workE| and the best of our
schemes, dubbed LunarLite, when using arithmetic circuit satisfiability as common benchmark. As one
can see, LunarLite has the smallest proof size and the lowest proving time compared to the state of art
of universal zkSNARKSs with constant-size proofs for arithmetic circuits. As we explain later, LunarLite
uses a new arithmetization of arithmetic circuit satisfiability that we call R1CS-lite, quite similar to
R1CS.

In Table [2] we instead show a selection of our solutions that directly support the R1CS constraint
system and we give a comparison with MARLIN [CHM™20|. Our scheme Lunarlcs (fast & short) (ch);sz in
Table offers the smallest SRS, the smallest proof and the fastest proving time. This comes at the price
of higher constants for the size of the (specialized) verification key and the verification time. Lunarlcs

(short vk) (ngﬁ in Table {4)) offers a tradeoff: it has smaller verification key and faster proving time
than Lunarlcs (fast & short), but slightly larger proofs, 3x larger SRS, and 5m more exponentiations
in G; for the prover, compared to Lunarlcs (fast & short). Even with this tradeoff, Lunarlcs (short vk)
outperforms MARLIN in all these measures.

Our main contribution to achieve this result is to revisit the aforementioned blueprint to construct
universal zkSNARKs by proposing: (1) a new algebraically-flavored variant of IOPs that we call Polyno-
mial Holographic IOPs (PHPs), and (2) a new compiler that combines our PHPs with commit-and-prove
2kSNARKs for committed polynomials. Additional contributions include: (3) realizations of these CP-
SNARKs for polynomials based on pairings, (4) constructions of PHPs for R1CS and a simplified variant
of it that we propose, (5) a variant of the compiler that yields a commit-and-prove universal zkSNARK.

Below we explain our contributions in more detail.

Polynomial Holographic IOPs (PHPs). Our PHPs generalize AHP§E| as well as ILDPs. Much like
an ILDP of [GWC19|, a PHP consists of an interaction between a verifier and a prover sending oracle
polynomials, followed by a decision phase in which the verifier outputs a set of polynomial identities

2AHPs and polynomial IOPs are virtually the same notion; in the rest of our paper we use AHP and polynomial IOPs
interchangeably when the minor differences between the two models are not important.

3We focus our comparison on solutions with constant-size proofs.

“More precisely, Polynomial Holographic Proofs generalize AHPs where the verifier is “algebraic” (see Section .
This encompasses all the AHP constructions in [CHM™20].
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G M m — 10 M — 8n+3m .
. 7 pairings
LunarLite Gy M — 21 — M 24m —
(this work)  TF 2 O(mlogm) O(mlogm) O(L+logm)

Table 1: Efficiency comparison of universal zkSNARKSs for arithmetic circuit satisfiability with constant-
size proofs. n: number of multiplication gates; a: number of addition gates; m > n: number of nonzero
entries of the R1CS/R1CS-lite matrices encoding the arithmetic circuit; N, A and M are the largest
supported values for n,a and m respectively. In PLONK N* is the maximum for the total number of
gates in a circuit.

KSNARK size | time ‘
srs| |ekgr| |vkgr| |m| KeyGen Derive Prove Verify
Gy 3M 3m 12 13 3M 12m 14n+8m ..
MARLIN 5 5 2 pairings
[CHMT20]
: - — — 8 — O(mlogm) O(mlogm) O({+logm)
Gt M m — 11 M — In+3m ..
7 pairings
Lunarlcs Gy M — 60 — M 5Tm —
(fast & short) [ —  — — 2 — O(mlogm) O(mlogm) O({+logm)
Gy 3M 3m 12 12 3M 12m In+8m ..
2 pairings
Lunarlcs Go 1 — 1 — 1 — —
(short vk) ¥ - — — 5 — O(mlogm) O(mlogm) O({+logm)

Table 2: Efficiency comparison of universal zkSNARKs for R1CS with constant-size proofs. n (resp. m)
is the dimension (resp. the number of nonzero entries) of the R1CS matrices; N and M are the largest

supported values for n and m respectively.



to be checked on the prover’s polynomials (such as a(X)b(X) — z - ¢(X) L 0, where a, b, c are oracle
polynomials and z is some scalar). To provide an intuition on the PHP notion, let us compare it with
that of ILDP; they differ in the following features. First, a PHP prover sends the verifier not only
oracle messages—polynomials—but also actual messages—field elements). Second, a PHP verifier can
also carry out another type of test: degree bounds of polynomials, e.g. deg(a(X)) < D (as done in
AHPs with a different syntax). Third, a PHP has a fine-grained notion of zero-knowledge. While
the other differences are minor, we see the last one as a substantial contribution because it allows
to achieve more efficient zZkSNARKSs after compilation. The basic zero-knowledge of a PHP notion
ensures that the prover’s messages—but not the oracles—reveal no information on the witness. This is
sufficient whenever one applies variants of well-known compilation approaches, such as that by Ben-Or et
al. [BGGT90| or that by Cramer and Damgaard |[CD98§]|, in which the prover first commits to the oracle
polynomials and then shows in zero-knowledge that the verifier would accept. This approach would
require (standard) hiding commitments. In this work we propose more efficient compilation strategies
(which we describe next) which exploit weaker commitments. In order to support weaker commitments
we propose a stronger notion of zero-knowledge that we call (by,...,b,)-bounded zero-knowledge. The
latter guarantees that one learns no information about the witness from an interaction with a PHP
prover even if given access up to b; evaluations of the ¢-th oracle polynomia][ﬂ.

From PHPs to zkSNARKSs: polynomial commitments through a different lens. We describe
how to compile a (public-coin) PHP into a zkSNARK. As usual, we do this in two steps: first compile the
PHP into a succinct interactive argument, and then apply Fiat-Shamir to remove interaction. For AHPs
and ILDPs |[GWC19, CHM™20|, compilation works by letting the prover use polynomial commitments
to commit to the oracles and then open the commitments to the evaluations asked by the verifier. We
use a similar approach with a key difference: a different formalization of polynomial commitments with
a modular design.

Our notion of polynomial commitments is modular: rather than seeing them as a monolithic
primitive—a tuple of algorithms for both commitment and proofs—we split them into two parts, i.e., a
regular commitment scheme with polynomials as message space, and a collection of commit-and-prove
SNARKs (CP-SNARKS) for proving relations over committed polynomials. We find several advantages
in this approach.

As already argued in prior work on modular zkSNARKs through the commit-and-prove strategy
[CFQ19, BCFK19|, one benefit of this approach is separation of concerns: commitments are required
to do one thing independently of the context (committing), whereas what we need to prove about
them may depend on where we are applying them. For example, we often want to prove evaluation
of committed polynomials: given a commitment ¢ and points x,y, prove that y = p(x) and ¢ opens
to p. But to compile a PHP we also need to be able to prove other properties about them, such as
checking degree bounds or testing equations over committed polynomials. Since these properties—and
the techniques to prove them—are somehow independent from each other, we argue they should not be
bundled under a bloated notion of polynomial commitment. Going one further step in this direction, we
formalize commitment extractability as a proof of knowledge of opening of a polynomial commitment.
This modular design allows us to describe an abstract compiler that assumes generic CP-SNARKSs
for the three aforementioned relations—proof of knowledge of opening, degree bounds and polynomial
equations—and can yield zkSNARKSs with different tradeoffs depending on how we instantiate them.

We also find additional benefits of this modular abstraction that are idiosyncratic to our context.
First, a CP-SNARK for testing equations over committed polynomials more faithfully captures the goal
of the PHP verifier (as well as the AHP verifier in virtually all known constructions). Second, we can
allow for realizations of CP-SNARKS for equations over polynomials other than the standard one, which
reduces the problem of (batched) polynomial evaluations via random point evaluation. For example,
we show a simple scheme for quadratic equations that can even have an empty proof (see below); our
efficient realizations exploit this fact.

5Ours is a more general notion than standard zero-knowledge; the latter corresponds to 0-bounded zero-knowledge.



From PHPs to zkSNARKSs: fine-grained leakage requirements. Our second contribution on
the compiler is to minimize the requirements needed to achieve zero-knowledge. As we shall discuss
later, this allows us to obtain more efficient zkSNARKs. A straightforward compiler from PHP to
zkSNARKs would require hiding polynomial commitments and zero-knowledge CP-SNARKSs; we weaken
both requirements.

Instead of “fully” hiding commitments, our compiler requires only somewhat hiding commitments.
This new property guarantees, for each committed polynomial, leakage of at most one evaluation on a
random point. Instead of compiling through “full” zero-knowledge CP-SNARKS, our compiler requires
only (bi,...,by,)-leaky-zero-knowledge CP-SNARKs. This new notion is weaker than zero-knowledge
and states that the verifier may learn up to b; evaluations of the i-th committed polynomial.

We show that by using a somewhat-hiding commitment scheme and a (by,...,b,)-leaky-zero-
knowledge CP-SNARK that can prove the checks of the PHP verifier, one can compile a PHP that
is (by +1,...,b, + 1)-bounded ZK into a fully-zero-knowledge succinct argument.

Although related ideas were used in constructions in previous works [GWC19|, our contribution is
to systematically formalize (as well as expand) the properties needed on different fronts: the PHP, the
commitment scheme, the CP-SNARKSs used as building blocks and the interaction among all these in
the compiler.

Pairing-based CP-SNARKSs for committed polynomials. We consider the basic commitment
scheme for polynomials consisting of giving a “secret-point evaluation in the exponent” [Grol0, KZG10|
and then show CP-SNARKSs for various relations over that same commitment scheme. In particular, by
using techniques from previous works [KZG10, |(GWC19, (CHM 20| we show CP-SNARKs for: proof of
knowledge in the algebraic group model |[FKL18| (which actually comes for free), polynomial evaluation,
degree bounds, and polynomial equations. In addition to these, we propose a new CP-SNARK for
proving opening of several commitments with a proof consisting of a single group element; this relies on
the PKE assumption [Grol0| in the random oracle model. Also, we show that for a class of quadratic
equations over committed polynomials (notably capturing some of the checks of our PHPs), we can
obtain an optimized CP-SNARK in which the proof is empty as the verifier can test the relation using
the pairing. This technique is reminiscent of the compiler from |[BCIT13| that relies on linear encodings
with quadratic tests.

PHPs for constraint systems. We propose a variety of PHPs for the R1CS constraint system and
for a simplified variant of it that we call R1CS-lite. In brief, R1CS-lite is defined by two matrices L, R
and accepts a vector x if there is a w such that, for ¢ = (1,z,w), L-co R-¢ = ¢. We show that
R1CS-lite can express arithmetic circuit satisfiability with essentially the same complexity of R1CS,
and its simpler form allows us to design slightly simpler PHPs. We believe this characterization of NP
problems to be of independent interest.

Part of our techniques stem from those in Marlin [CHM™20|: we adopt their encoding of sparse
matrices ; like in Marlin, one of our main building blocks is the sumcheck protocol from [BCR™19|. But
in our PHPs we explore a different protocol for proving properties of sparse matrices and we introduce
a refined efficient technique for zero-knowledge in a univariate sumcheck. In a nutshell, compared to
IBCR™19] we show how to choose the masking polynomial with a specific sparse distribution, which has
only a constant-time impact on the prover. The idea and analysis of this technique is possible thanks
to our fine-grained ZK formalism for PHPs. By combining this basic skeleton with different techniques
we obtain PHPs with different tradeoffs (see Table [3)).

Commit-and-prove zkSNARKS from PHPs. We describe how to adapt our compiler in order to
turn a PHP into a CP-SNARK, namely a SNARK where the verifier’s input is one (or several) reusable
hiding commitment(s), i.e., to check that R(uy,...,ur) holds for a tuple of commitments (¢;);efq such
that ¢; opens to u;. By reusable we mean that these commitments could be used in multiple proofs
and with different proof systems. We note that this requirement rules out the committing methods for
polynomials used in [GWC19, CHM™20] as these require to know a bound on the number of evaluations
to be produced (and thus on the number of usages), which may be unknown at commitment time. For



this reason we assume these given commitments to be full-fledged hiding rather than just somewhat-
hiding.

The main idea to obtain this commit-and-prove compiler is to prove a linking between the committed
witnesses (uj);e[q, that open hiding commitments (¢;);¢[q, and the PHP polynomials (p;) je[,), that open
somewhat-hiding commitments (c;) jE[n]ﬂ We delegate this linking task to a specific CP-SNARK, called
CPjink, and we design one that works for pairing-based commitments to polynomials and a class of
linking relations which cover our PHP constructions.

1.2 Other Related Work

In this work we focus on zkSNARKSs with a universal setup and constant-size proofs. Here we briefly

survey other works that obtain universality through other approaches at the cost of a larger proof size.
Spartan |Set20] obtains preprocessing arguments with a URS; it trades a transparent setup for larger

arguments, Oy (n'/¢), and less efficient verification, Oy(n'~1/¢), for a chosen constant ¢ > 2.

Other works obtain universal SNARGS through a transparent setup and exploiting the structure
of the computation for succinctness. They mainly use two classes of techniques, hash-based vector
commitments applied to oracle interactive proofs [BBC™17, BBHR19, BCG™ 19| or multivariate poly-
nomial commitments and doubly-efficient| interactive proofs |ZGK*17bl, [ZGK* 174, [ZGK ¥ 18, [WTs* 18|
X77719, [2X7S20).

Fractal [COS20] achieves transparent zkSNARKSs with recursive composition—the ability of a SNARG
to prove computations involving prior SNARGs. Their work also uses an algebraically-flavored variant
of interactive oracle proofs that they call Reed—Solomon encoded holographic I0Ps.

Another line of work obtains a more restricted notion of succinctness where, not preprocessing the
computation, proof size is sublinear, but verification time is not. Works in this line include |Gab19,

BBB*18, [BCCT16, [AHIV17, [BCR19)

1.3 Outline

We split our preliminaries in two different sections: basic preliminaries are in Section 2], while in Section 5]
we provide background on commitment schemes, zkSNARK with universal SRS and commit-and-prove
zkSNARKSs (CP-SNARKs). In Section [3| we introduce Polynomial Holographic IOPs (PHPs) and com-
pare them with AHPs. Our PHP schemes for R1CS-like constraint systems are in Section |4l which also
contains a description of the R1CS-lite as well as algebraic preliminaries necessary to constructions. In
Section [6] we describe our compiler from PHPs to universal zkSNARKs as well as the required building
blocks, including polynomial commitment schemes. Section [7] describes commitment schemes for poly-
nomials and compatible CP-SNARKSs that we use to instantiate our compilers. Section [§| presents our
compiler from PHPs to universal commit-and-prove zkSNARKS, as well as additional building blocks
and their instantiations with pairing based commitments. In Section [9] we describe our concrete uni-
versal zkSNARKs and CP-SNARKs. We refer the reader to the appendix for additional preliminaries,
details on constraint systems, proofs, as well as our PHP for properties of sparse matrices.

2 Basic Preliminaries

We denote by A € N the security parameter, and by poly(\) and negl(\) the set of polynomial and
negligible functions respectively. A function () is said negligible — denoted (\) € negl(\) — if ()
vanishes faster than the inverse of any polynomial in A\. An adversary A is called efficient if A is a
family {Aj}aen of nonuniform circuits of size poly(\).

For a positive integer n € N we let [n] := {1,...,n}. For a set S, |S| denotes its cardinality, and
x 3.5 denotes the process of selecting x uniformly at random over S. We write vectors and matrices
in boldface font, e.g., v, V. So for a set S, v € S™ is a short-hand for the tuple (v1,...,v,). Given two
vectors u and v we denote by u o v their entry-wise (aka Hadamard) product.

SNote that such linking is implicit in any PHP prover strategy.
"i.e. with both an efficient prover and verifier [GKROS].



We denote by F a finite field, by F[X] the ring of univariate polynomials in variable X, and by
Fq[X] (resp. F<4[X]) the set of polynomials in F[X] of degree less (resp. less or equal) than d.

Universal Relations. A universal relation R is a set of triples (R,x,w) where R is a relation, x € Dy
is called the instance (or input), w € D,, the witness, and Dy, D,, are domains that may depend on
R. Given R, the corresponding universal language L(R) is the set {(R,x) : Iw : (R,x,w) € R}. For a
size bound N € N, Ry denotes the subset of triples (R,x,w) in R such that R has size at most N, i.e.
IR| < N. In our work, we also write R(R,x,w) = 1 (resp. R(x,w) = 1) to denote (R,x,w) € R (resp.
(x,w) € R).

When discussing schemes that prove statements on committed values we assume that D,, can be
split in two subdomains D, x D,,. Finally, we sometimes use an even more fine-grained specification of
D, assuming we can split it over ¢ arbitrary domains (D; X --- x Dy) for some arity ¢.

3 Polynomial Holographic IOPs

In this section we define our notion of Polynomial Holographic IOPs (PHP). In a nutshell, a PHP is an
interactive oracle proof (IOP) system that works for a family of universal relations R that is specialized
in two main ways. First, it is holographic, in the sense that the verifier has oracle access to the relation
encoding, a set of oracle polynomials created by a trusted party, the holographic relation encoder (or
simply, encoder) RE. Second, it is algebraic in the sense that the system works over a finite field F,
the prover can at each round send to the verifier field elements or oracle polynomials, and the verifier
queries are algebraic checks over these prover messages. For example the verifier can directly check
polynomial identities such as p1(X)p2(X)p3(X) + pa(X) Zo.

Compared to the AHP notion of [CHM™20] and the polynomial IOP of |[BFS20|, PHPs have the
following differences: the prover can also send actual messages in addition to oracle polynomials, and
the verifier queries are more expressive than polynomial evaluations. This richer syntax—as we shall
see in Sections [6] and [P} —gives us more flexibility when compiling into a cryptographic argument system.
Our model is closer to the idealized polynomial protocols of [GWC19| in terms of verifier’s checks, but
it adds to it the aforementioned general prover messages and a notion of zero-knowledge.

More formally, a Polynomial Holographic IOP is defined as follows.

Definition 3.1 (Polynomial Holographic IOP (PHP)). Let F be a family of finite fields and let R be a
universal relation. A Polynomial Holographic IOP over F for R is a tuple PHP = (r,n,m,d, ne, RE, P, V)
where r,n,m,d,ne : {0,1} — N are polynomial-time computable functions, and RE, P,V are three al-
gorithms for the encoder, prover and verifier respectively, that work as follows.

- Offline phase: The encoder RE(F,R) is executed on input a field F € F and a relation description
R, and it returns n(0) polynomials {po;};jen(0) encoding the relation R.

- Online phase: The prover P(F,R,x,w) and the verifier VREER)N(F x) are executed for r(|R|) rounds;
the prover has a tuple (R,x,w) € R and the verifier has an instance x and oracle access to the
polynomials encoding R.

In the i-th round, V sends a message p; € F to the prover, and P replies with m(i) messages {m; ; €
F}je[m(i)], and n(i) oracle polynomials {p; ; € F[X]}je[n(i)], such that deg(p; ;) < d(|R|,4,7).

- Decision phase: After the r(|R|)-th round, the verifier outputs two sets of algebraic checks of the
following type.

— Degree checks: to check a bound on the degree of the polynomials sent by the prover. More in detail,

letng = Z;;'ZRID n(k) and let (py,...,pn,) be the polynomials sent by P. The verifier specifies a vector
of integers d € N" which is satisfied if and only if

Vk € [ny) : deg(pr) < dy.



— Polynomial checks: to check that certain polynomials identities hold between the oracle polynomials

and the prover messages. More in detail, let n* = Z,;(LFBD n(k) and m* = Z,;(LRID m(k), and denote by
(p1y---yPnx) and (1, ..., Tm=) all the oracle polynomials (including the n(0) ones from the encoder)
and all the messages sent by the prover. The verifier can specify a list of ne tuples, each of the form
(G v1,...,00+), where G € F[X, Xq,..., X+, Y1,..., Yn+] and every vy € F[X].

Then a tuple (G,v1,...,va+) is satisfied if and only if F(X) =0 where

F(X) == G(X, {pr(vi(X)) brepn)s {7k Feeim=)

The verifier accepts if and only if all the checks are satisfied.

Efficiency Measures. Given the functions r,d,n, m in the tuple PHP, one can derive some efficiency
measures of the protocol PHP such as the total number of oracles sent by the encoder, n(0), by the prover
np, by both in total, n*; or the number of prover messages m*. In addition to these, we define below the
following shorthands for two more measures of PHP, the degree D and the proof length I(|R|):

D:= max (d([R],%,5)),  I(RI):= > m(i) +d(|Rl,4, ).
i€[0,r(|R])] i€[r(IR])]
FEN0) JEn(9)]

PHP can satisfy completeness, (knowledge) soundness and zero-knowledge, defined as follows.

Completeness. A PHP is complete if for all F € F and any satisfying triple (R,x,w) € R, the
checks returned by VREER) (F,x) after interacting with the honest prover P(F,R,x,w), are satisfied with
probability 1.

Soundness. A PHP is e-sound if for every field F € F, relation-instance tuple (R,x) ¢ L(R) and
prover P* we have
Pr[(P*, VREER(F x)) = 1] < e

Knowledge Soundness. A PHP is e-knowledge-sound if there exists a polynomial-time knowledge
extractor £ such that for any prover P*, field F € F, relation R, instance x and auziliary input z:

Pr [(R,x,w) eR:w+ & (F,R,x, z)] > Pr[(P*(F, R, x, 2), VREER(F x)) = 1] — ¢

where € has oracle access to P*, i.e., it can query the next message function of P* (and also rewind it)
and obtain all the messages and polynomials returned by it.

Zero-Knowledge. PHP is e-zero-knowledge if there exists a PPT simulator S such that for every
field F, every triple (R,x,w) € R, and every algorithm V* the following random variables are within €
statistical distance:

View(P(F, R, x,w) , V*) ~ View(SY" (F,R,x))

where View(P(IE‘, R, x, w) ,V*) consists of V*’s randomness, P’s messages w1, ..., Tm* (which do not
include the oracles) and V*’s list of checks, while View (SV* (F,R, X)) consists of V*’s randomness followed
by S’s output, obtained after having straightline access to V*, and V*’s list of checks.

In our PHP notion the use of prover’s messages m; is not strictly necessary as they could be replaced
by (degree-0) polynomial oracles evaluated on 0 during the checks. However, having them explicitly is
useful for the zero-knowledge definition: while messages are supposed not to leak information on the
witness (i.e., they must be simulated), this does not hold for the oracles. Looking ahead to our compiler,
this implies that one does not need to hide these messages from the verifier.
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On the class of polynomial checks. In the definition above, the class of polynomial checks of the
verifier is stated quite generally. For convenience, we note that this class includes low-degree polyno-
mials like G({p;(X)}:) (e.g., p1(X)p2(X)p3(X) + psa(X)), in which case each v;(X) = X, polynomial
evaluations p;(x), in which case v;(X) = x, tests over P messages, e.g., p;(x) — 7;, and combinations of
all these.

Public coin and non-adaptive queries. A PHP is said public coin if each verifier message p;, for
i=1,...,r(|R|), is a random element over a prescribed set, and so is an additional value p(r|)+1 possibly
used by the verifier to generate the final checks. A PHP is non-adaptive if all the verifier’s checks can be
fully determined from its inputs and randomness, and thus are independent of the prover’s messages.

Since the PHP wverifier’'s checks are also polynomials evaluated over the prover’s messages, one
may wonder if these are really independent. However, we note that, once having fixed the verifier’s
randomness (which is independent of the prover’s messages), these checks (i.e., the pairs of polynomials
(G,v) and degrees d) can be fully determined. More formally, this means that the verifier V(F,x) can
be written as the combination of two prover-independent algorithms: a probabilistic sampler Sy (F) —
p = (p1,---,pr(R)+1) and a deterministic algorithm Dy (F,x; p) — (d U {(G},v;)}jen.])-

In our work, we only consider PHPs that are public coin and non-adaptive.

In the following we define two additional properties that can be satisfied by a PHP.

Bounded Zero-Knowledge. We define a zero-knowledge property for PHPs, which is useful for our
compiler of Section [6] Intuitively, this property requires that zero-knowledge holds even if the view
includes a bounded number of evaluations of certain oracle polynomials at given points. Since such
evaluations may leak information about the witness, this property ensures that this is not the case.

For simplicity, we define this property for our scenario of interest only: for PHPs that are public-coin
and with non-adaptive honest verifiers.

The notion below shall guarantee zero-knowledge against verifiers that follow the specification of
the protocol (thus, they are honest) but that can also arbitrarily query the polynomials sent by the
prover. However, as the polynomials evaluated in some specific points could leak bits of information of
the witness we define a notion of “admissible” evaluations.

We say that a list £ = {(i1,v1),...} is (b, C)-bounded where b € N"™ and C is a PT algorithm if
Vi e [np] - [{(4,y) : (1,y) € L}| < b; and V(i,y) € L: C(i,y) = 1.

Definition 3.2 ((b, C)-Zero-Knowledge). We say that PHP is (b, C)-Zero-Knowledge if for every triple
(Ryx,w) € R, and every (b, C)-bounded list L, the following random variables are within € statistical
distance:
(View (P(F,R,x,w), V), (0i(¥)) (i)ec) e SF,R,x, V(F,x), L).
where p1, ..., pn, are the polynomials returned by the prover P.
Moreover, we say that PHP is honest-verifier zero-knowledge with query bound b (b-HVZK for short)

if there exists a PT algorithm C such that PHP is (b, C)-ZK and for all i € N we have Pr[C(i,y) = 0] €
negl(A) where y is uniformly sampled over F.

Straight-line extractability. In our compiler to commit-and-prove zkSNARKSs, we consider PHPs
where the extractor for the knowledge soundness satisfies a stronger property usually called in literature
as straight-line extractability. Informally, we consider an extractor that upon input the polynomials
returned by the prover during an interaction with the verifier outputs a valid witness. We formalize this
property below:

Definition 3.3 (Knowledge Soundness for PHPs with straight-line extractor.). A PHP is e-knowledge-
sound with straight-line extractor if there exists an extractor WitExtract such that for any prover P*,
every field F € F, relation R, and instance x:

Pr [(R,x, WitExtract((p;) jefn,))) € R] > Pr[(P*, VREER (I %)) = 1] — ¢

where (p;) jeln,] are the polynomials output by P* in an evecution of (P*, YREER) (R, x)).
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3.1 PHP Verifier Relation

We formalize the definition of an NP relation that models the PHP verifier’s decision phase. We shall
use it in our compilers in Sections [6] and [8]

Let PHP = (r,n,m,d,ne, RE, P, V) be a PHP protocol over a finite field family F for a universal
relation R, where D is its maximal degree. We define Rp, as a family of polynomial-time relations that
expresses the checks of V over the oracle polynomials, which can be formally defined as follows.

Let np,n* € N be two positive integers, and consider the two relations defined below:

?
Raeg (dk)iepn,)» (Prremy)) ==\ deg(pr) < di
k€np]

RGQ((va)v (Pj)je[n*]) = G(X’ (pj(vj(X)))je[n*})

where G € F[X, X1,...,Xy] and v = (v1,...,vp¢) € F[X]". For a PHP verifier that returns a
polynomial check (G',v), Req expresses such check if one considers G as the partial evaluation of G’ at
(Y1 =m1,...,Yms = Tm=). Ryeg instead expresses the degree checks of a PHP verifier.

Given two relations R4 C Dy x D,, and Rg C D, x D,, with a common domain D,, for the witness,
consider the product operation R4 x Rg C Dy x D x D,, containing all the tuples (x4,xp,w) where
(x4,w) € R4 and (xp,w) € Rp. For an integer ne, let

?

0

ne times

——
R npne := Rdeg X Req X *++ X Regq
Then we can define the family R, as
Renp = {Rn(R)).np(R.ne(IR) * R € R}

where n*(|R]) = Z;(:llz') (7) and np(|R]) = Z;(:lFil) (j) are the number of total and prover oracle

polynomials respectively, in an execution of PHP with relation R € R.

3.2 Compiling PHPs and AHPs into One Another

Here we discuss ways in which the formalisms of PHPs and AHPs are similar and how they can be
compiled into each other straightforwardly. Recall that the main difference in the semantics of the two
models is that a PHP supports more abstract queries that may not involve actual polynomial evaluations
but only polynomial equations. One more difference is in the expressivity of verifiers’ decision algorithms
(see below).

In the remainder of this section we consider only public-coin AHPs and PHPs with non-adaptive
queries. For AHPs, this implies that the last steps of verification can be expressed as a pair of algorithms:
one outputs a tuple of queries for the polynomial oracles; the other algorithm, that we denote by
Vanup decides whether to accept or reject and takes the oracle responses and the view of the verifier’s
randomness as input. We can structure the verifier in a public-coin PHP with non-adaptive queries in
an analogous manner.

There is one main difference between the verifiers in the two models: the decision algorithm of
a PHP, Vpyp, is completely “algebraic”; Vapp is an arbitrary algorithm. While Vpyp accepts if and
only if all the degree-bounds and polynomial checks hold, Vagp can (in principle) run any arbitrary
subroutine internally. We remark, however, that all the AHP constructions in [CHM™20| and several
of the polynomial IOPfﬁ described in [BFS20| actually present a very specific structure: they can all
be expressed as a set of randomized zero-tests of low-degree polynomialsﬂ We finally assume that the
verifier accepts if and only if all tests pass and that all polynomials in a test are sampled on the same
unique point. When compiling AHPs into PHPs below, we shall assume this restriction on Vapp.

8Polynomial IOP Starks [BBHR19|, Spartan [Set20] and Sonic Univariate [MBKM19).

9The final step in the constructions in Marlin [CHM'20| can be expressed as a conjunction of checks of the type
pi(gi,y1,--.,yk;) = 0, where g; is a point the verifier queried, y;-s are oracle responses for the query g¢;, p; is some
low-degree polynomial.
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Some high-level observations about compilation follow. When compiling AHPs into PHPs, or vicev-
ersa, the offline stages and the public coins sent by the verifier are the same. In the compilers below
we need to slightly modify the provers in the two models (that we denote respectively by Papp and
Ppup) as well as the last steps of the verifiers. We need to take into account that the verifier in an
AHP performs point-evaluation queries, whereas a PHP verifier does not. While all communication
from Pppp consists in providing oracle access to some polynomial, in a PHP the prover can also send
“messages”, scalars whose distribution we require to simulate for zero-knowledge.

Compiling PHP — AHP: The AHP prover Pagp sends the same oracle polynomials at the same
round as Pppp. It also sends all messages (scalars) from Ppyp at their respective rounds as degree-
0 oracle polynomials. We let Vpyp sample K random scalars (Ti)ie[K]’ where K is the number of
polynomial tests of Vpyp. It then queries all the oracle polynomials in test i of Vppp on point r;. Finally,
for each of the polynomial checks i in the PHP it evaluates F'(r;) with F as defined in “Polynomial checks”
in Definition (at this point the verifier has all it needs to perform such a computation). It accepts

if and only if all the evaluations equal 0.

Compiling AHP — PHP: The PHP prover Ppgp acts exactly as Pagp does by sending the same
oracle polynomials at their respective rounds (it sends no scalar messages). We let Vpyp perform the
same test as Vagp and encode the queries of Vapp as constant polynomials v;-s (see “Polynomial checks”
in Definition appropriately. More specifically, each of the polynomials v;-s in test ¢ are such that
vj(X) = r; where 7; is the polynomial we are sampling in test 7. The polynomial G for each test is the
one derived from the Vayp in the natural way. We also let Vppp output an explicit degree check for
each of the oracle polynomials.

4 Our PHP Constructions

In this section we present a collection of PHP constructions for two types of constraint systems: the
by now standard rank-1 constraint systems |[GGPR13| and an equally expressive variant we introduce
in Section called R1CS-lite. The two differ in the number of matrices used to represent a relation.
While any relation for R1CS uses three matrices, instances of R1CS-lite use only two; the R1CS-lite
matrices have roughly the same size as the ones in R1CS.

All the PHPs in this section derive from the same (implicit) bare-bone protocols: one for R1CS and
another one for R1CS-lite. We then provide variants of these protocols differing in two dimensions: how
we encode non-zero entries in matrices—the ones corresponding to the relation—and how low is the
degree in the verifier’s checks. In PHPjite1 (resp. PHP,1c1), we encode non-zero entries of the matrices
using one single mapping, while in PHPjiteo (resp. PHPyics2), each matrix carries its own mapping. In
turn, we describe for each of these four constructions PHP, a slight variant that uses fewer polynomials
to represent the relation, that we refer to as PHP. (intuition: “the fewer polynomials” ~ “the higher
the degree of the verifer checks”). Finally we provide one more construction called PHP,;.3 that shows
an interesting tradeoff between the complexity of the offline phase and the verifier workload.

4.1 Algebraic Preliminaries

Vanishing and Lagrange Basis Polynomials. For any subset S C F we denote by Zg(X) :=
[L,c5(X — 5) the wanishing polynomial of S, that is the unique monic polynomial of degree at most
|S| that is zero on every point of S. Also, for any S C F we denote by £J(X) the s-th Lagrange basis
polynomial, which is the unique polynomial of degree at most |S| — 1 such that for any s’ € S

£5(s) = 1 ifs=¢,
® 0 otherwise.

Multiplicative subgroups. In this paper we work with subsets of F that are multiplicative subgroups.
These have nice efficiency properties crucial for our results. If H C F is a multiplicative subgroup of
order n, then its vanishing polynomial has a compact representation Zy(X) = (XM — 1). Similarly,
[1S90, 'TB04, [WZC™ 18| show that for such specific H every Lagrange polynomial has the following
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compact representation 51717{(X) = ﬁ : X;(qu_?l. Both zy(X) and L’EI(X) can be evaluated in O(logn)
field operations. When H is clear from the context we just write zZ (X) instead of Zg(X).

We assume that H comes with a bijection ¢y : H — [n] (e.g., using a canonical ordering of the
elements of H). For more compact notation, we use elements of H to index the entries of a matrix
M € ™™ (resp. vector v € F", namely we use M, (resp. vy) to denote M 4 ) éu(r) (T€SP. Vg, ()

For a multiplicative subgroup H C F of order n and any vector v € F", we denote by v(X) its
interpolating polynomial in H, which is the unique polynomial of degree at most |H| — 1 such that, for
all n € H, v(n) = v,. Note that v(X) can be computed from v in time O(nlogn).

Lemma 4.1 (Polynomial Division). Given a multiplicative subgroup H C F and polynomial p € F<4[X]
where d > n, there exrist unique quotient and remainder polynomials q € ng,|H‘(X),r € IFQH‘,Q(X)
and constant ¢ € F such that p(X) = ¢(X)-Z2u(X)+ X -r(X)+c. We denote by DivPolyy the (efficient)
procedure that computes these polynomials in O(dlog |H|) time using polynomial long division.

We use the following strategy from |[BCR™19, |[CHM 20| as the main tool to define a sumcheck
protocol for univariate polyomials over multiplicative subgroups:

Lemma 4.2 (Univariate Sumcheck). Let p € Fq[X]| and multiplicative subgroup H C T of order |H| = n,

o= pln) = p(0)="

neH

Proof. The above claim o = 3y p(n) is equivalent to 0 = 3 p'(n) with p'(X) = p(X) — . Let
q(X),7(X),c be the output of DivPolyy(p'(X)) and p/(0) = ¢ = 0, since Zg(n) = 0 for all n € H,
the sumcheck above reduces to checking >,y n-7(n) = 0. By the zero sum lemma from the Aurora
proof system |[BCRT19|[Remark 5.6], given any polynomial f € F.,[X] and multiplicative subgroup
H of size n it holds that }_, .y f(n) = 0 if and only if f(0) = 0. Then, the equation holds because
r(X) = X - r(X) is a polynomial of degree less than n with constant term 0. O

Definition 4.1 (Masking Polynomial). Given a subgroup H C F and an integer b > 1, we denote by
Mask{l(-) a method which on input a polynomial p € Fjp [X] returns a random polynomial p'(X) €
Fojm46[X] that agrees with p(X) on the points of the subgroup H. This is essentially a shorthand for
Maskil(p(X)) := p(X) + zu(X)p(X) for a randomly sampled p(X) +sFp[X].

Definition 4.2 (Bivariate Lagrange polynomial). Given a multiplicative subgroup H C F, we define the
ZH(X)~Y—X'ZH(Y)

bivariate Lagrange polynomial Ag(X,Y) := XY

This polynomial has two properties that are interesting for our work. First, for all n € H it holds
that Ag(X,n) = EIEI(X ). Second, its compact representation enables its evaluation in O(logn) time.
The first property is a direct corollary of the following lemma.

Lemma 4.3. Let F be a finite field and H C F a multiplicative subgroup. Then it holds Ag(X,Y) =
> e Ly (X) - LJ(Y).

Proof. The claim is proven via the following transformations:

H _pH _ fZH(X) zu(Y)  zu(X)-zu(Y) 12 X_YV
nZGI;H,CW(X) En(Y) - 1726%]1”2 (X—n)(Y—n) - X_V ZI;H
’ X

- ZH(X)'ZH(Y)ZU< X—n
n \ (X
H

n-(X-Y) o Y- X —n —n)
o zaX) - zu(Y) < [ 1 1
= n-(X-Y) nEHn<Y_77_X_77>
o o; —3 | 2r(X) 2 n-L7(0) = 26(V) ) n- £3(X)
neH neH
_ (za(X)-Y —zu(Y) - X)
B n-(X-Y)



In the last step we used the property that any polynomial p(X) of degree < |H| can be written as
> nem p(n) - L}(X), which implies that X = D onenm" L(X). O

Sparse Matrix Encodings For a matrix M we denote by ||M]|| the number of its nonzero entries,
which we call its density. We will occasionally use encodings for sparse matrices inspired to that of
[CHM™20|]. In brief, a sparse matrix M can be represented with three polynomials (valy, rowp, coly),
where rowy : K — H (resp. coly : K — H) is the function such that rowpm(x) (resp. coly(x)) is the row
(resp. column) index of the k-th nonzero entry of M, and valy; : K — F is the function that encodes
the values of M in some arbitrary ordering.

Definition 4.3 (Sparse Matrix Encodings). Let H be a multiplicative subgroup of order n, M € F"*"
be a square matriz with elements in F, and let K be another multiplicative subgroup of F whose order is
at leasﬂ the number of nonzero elements of M, namely ||M|| < |K|.
The sparse encoding of M is a triple (valy, rowpm, colm) of polynomials in F<|K|[X] such that for all
keK
VaIM("i) = MI’OWM(I{),CO|M(I€)

We define the matrix-encoding polynomial of M as the bivariate polynomial

Var(X, V) =) " valm(k) - Ll 00 (X) - Log e (V)-
reEK

Note that the matrix-encoding polynomial of M is such that, for all n,7" € H, Va(n,n') = M,,,y.

When the matrix is obvious from the context, we will not explicitly use the subscript M in these
polynomials.

In the following lemma we show how a sparse encoding polynomial of a matrix M can be used to
express linear transformations by M.

Lemma 4.4 (Sparse Linear Encoding). Let M € F"*™ be a matriz with a sparse encoding polynomial
Vi (X,Y) as per Definition . Let v,y € F™ bet two vectors and v(X),y(X) be their interpolating
polynomials over H. Then y = M - v if and only if y(X) = ZneH v(n) - Var(X,n).

Proof. This can be seen via the following equality

S Myyv() - £5(X) =Y valy(s) - v(col(k)) - L5, (X)

oy €H reK
= D valu(r) - Y 0() - Loy (M) - Lo (X)
KEK neH
nel

If y = M v then its interpolation y(X) = >, -y yn‘ﬁg(X) can be written y(X) =3, ey My -0(1)
EE(X), and thus the above equality shows the desired result. On other direction, if y(X) =>_ g v(n
Vi (X,n) then by the above equality we have that for all n € H holds y,, = >, ey My - v(n'), i.e
y=M -v.

Joint Sparse Encodings for Multiple Matrices. Finally, when working with multiple matrices, it
is sometimes convenient to use a sparse encoding that keeps track of entries that are nonzero in either
of the matrices. This has the advantage of having a pair of col, row polynomials that is common to all
matrices.

Here we show the case of two matrices L, R. This can be easily extended to more matrices. Let

S={(nn)eHxH:L,, #0V R, ,» # 0} be the set of indices where either L or R are nonzero. Let
K be the minimal-size multiplicative subgroup of IF such that |[K| > |S|, where |S| is in the worst case

%Tn the best case, we will have |K| = ||M||. But sometimes a subgroup of this size (being FFT-friendly as well) may
not exist and we need to pad with dummy zero entries.
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||L||+||R]||. Then we can encode matrices L, R similarly to definition [4.3| by using the same polynomials
{row, col} to keep track of the indices of their nonzero entries, and the polynomials {valy,valg} for their
values. Namely, for any s € K, the polynomials are defined such that val(k) = Lyow(x)col(x) and

valp (/‘i) = Rrow(fi) scol(k)-

4.2 Rank-1 Constraint Systems

We recall the definition of the rank-1 constraint systems (R1CS) language.E

Definition 4.4 (R1CS). Let F be a finite field and n,m,f € N be positive integers. The universal
relation Rri1cs is the set of triples
(Ryx,w) := ((F,n,m,é,L,R, O),:z:,w)
where L, R, O € " max{||L||,||R||,||O||} <m, z € F*1, w € F*~*, and for z := (1,x,w) it holds
(L-z)o(R-2)=0 -2

We now introduce a new language called R1CS-lite, which can be seen as a simplified version of
R1CS with only two matrices. In brief, an R1CS-lite relation is defined by two matrices L, R and is
satisfied if there exists a vector ¢ such that (L-¢)o(R-c) = c¢. We show that R1CS-lite is as expressive
as R1CS as it can be used to express the language of arithmetic circuit satisfiability with essentially the
same complexity as R1CS (see Appendix [A.3]). At the same time, though, the two-matrix form allows

us to obtain PHP constructions (and resulting zkSNARKSs) that are simpler and more efficient.
More formally, R1CS-lite is defined as follows.

Definition 4.5 (R1CS-lite). Let F be a finite field and n,m € N be positive integers. The universal
relation Rrics-lite 1S the set of triples
(R,x,w) := ((F,n,m,¢,{L, R}), z,w)
where L, R € F™" max{||L||,||R||} < m, the first £ rows of R are (—1,0,...,0) € FI*" ¢ ¢ F-1
c € F"=¢ and for c := (1, z,w), it holds
(Lc)o (Rc)=c

Summary of our PHP constructions. In the following table, we provide a summary of our con-
structions for R1CS and R1CS-lite that are described in the next sections:

4.3 Our PHPs for R1CS-lite

In this section we describe a collection of PHPs for the R1CS-lite constraint system. Precisely, we give
one main protocol and a few variants of it that offer various efficiency tradeoffs.

In all our constructions we consider a variant of the R1CS-lite relation in which we slightly expand
the witness, and we express the witnesses and the check into polynomial form as follows.

Definition 4.6 (Polynomial R1CS-lite). Let F be a finite field and n,m € N be positive integers. We
define the universal relation Rpoyri1cs-tite a5 the set of triples
((IF,n, m,{L, R} ,{),x, (a'(X),b’(X)))

where L, R € F", max{||L||,||R||} < m, € F*"!, /(X),b'(X) € F<,_r-1[X], and such that, for
' = (Lz), a(X) =3 e gy - Lr(X)+d (X)) 2L(X) and b(X) := 1+ (X) - z2L(X), it holds

a(X)+ 2 b(X)+ 3 (Lyyy + 2 Ryy) - alef) - bf) - LX) = 0 €FX, 2] (1)
n,n' €t
where L := {¢g* (1), ..., 05" (0)}.
The following lemma shows that the two relations are equivalent. For completeness, we give the

proof in Appendix
Lemma 4.5. [:(RRICS*lite) = ['(RpolleCS—lite)-

"For simplicity of presentation, our definition uses square matrices.
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1 V check
PHP degree Lce; msgs proof length CIecRs

RE deg degy (v,3(G1) degy 1x,1(G2)
PHPie1 4.3.1 2m 8 7 1 |n/+2m 2 2 2
PHPjie1x  Rkl2 2m 5 7 1 |n/+2m 2 2 3
PHPie2 .32 m 24 7 1 |nf 2 2 P
PHP“tegx Rki3] m 16 7 1 ’7'C| 2 2 3
PHP1s1  [.4.1 3m 9 8 1 |v|+4m 2 2 2
PHP;1cs1x  Rkf5| 3m 8 1 || +4m 2 2 3
PHP1r 4.2 m 57 8 1 || 2 P 2
PHPcs2c Rkl m 2 8 1 |n 2 2 3
PHP,1cs3 [4.4.3] 3m 12 8 1 ]ﬂ:’| 2 2 5

Table 3: Comparison of our PHP constructions, all with relation encoder complexity O(m logm), prover
complexity O(mlogm + nlogn) and verifier complexity O(¢ + logm + logn). Here, n is the dimension
of the square matrices. For simplicity of the table, we make the assumption that |K| = m > 2n, which is
true in many cases. We call || = 5n+2m —20+2bg+2by +2bs+6by — 4, and || = [r|+n—C+by, +Th,.
For the verifier checks, we denote by “deg” the number of degree checks that require a tight bound; the
last two columns show the degree of the two polynomial checks where in the first one we have all
vj(X) =y and in the second one all v;(X) = X.

4.3.1 Owur Main PHP for R1CS-lite

We start by describing the main ideas of this PHP protocol, which we denote PHPjj;e1. The prover’s
goal is to convince the verifier that the polynomials a(X),b(X) satisfy equation (IJ).

To this end, the relation encoder RE encodes the matrices L, R by using a joint sparse encoding,
as discussed in section This encoding consists of four polynomials (valy,, valg, col, row) in F g [X].
In this case we use a multiplicative subgroup K C F of minimal cardinality such that |K| > 2m >
LI+ |IR].

By applying the sparse linear encoding of Lemma[4.4] to the matrices L and R and using the property
of the bivariate Lagrange polynomial that Ag(X,n) = E?(X ), equation (|1)) can be expressed as

0 = a(X)+Z-b(X)+ > a(n) b - (Vi(X,n)+Z-Va(X,n))
neH

= > (a(m) + Z-b(n)) - Au(X,n) + al(n) - b(n) - VLr(X,n, Z) € F[X, 2] (2)
neH

where VLr(X,Y, Z) is the following polynomial, exploiting the use of col, row that are common to L, R:

Vir(X,Y, 2) = VL(X,Y) + Z - Va(X,Y) = Y _(valp(k) + Z -valg(k)) - Lo (X) - Loy ()

row col(k)
keK

In order to show that a(X),b(X) satisfy equation , the verifier draws random points z, o < F
that are used to “compress” the equation from F[X, Z] to F. Then, the prover’s task becomes to show
that

> (a(n) + a-b(n)) - Au(w,n) +a(n) - b(n) - Ver(z,n,a) =0

neH
This is done via a univariate sumcheck over p(X) := (a(X) + o - b(X)) - Am(x, X) + a(X) - b(X) -
Vir(z, X, ). However, since p(X) depends on the witness, we make the sumcheck zero-knowledge by
doing it over p(X )+ s(X) for a random polynomial s(X) sent by the prover in the first round. Although
this resembles the zero-knowledge sumcheck technique of [BCR™ 19|, we propose an optimized way to
randomly sample a sparse s(X), which is sufficient for the bounded zero-knowlegde of our PHP. So, for
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the sumcheck the prover sends two polynomials ¢(X), 7(X) such that s(X)+p(X) = ¢(X) - z2m(X)+ X -
r(X). The verifier checks this equation by evaluating all the polynomials on a random point y <—sF \ H.
To do this, the verifier can compute on its own (in O(logn) time) the polynomials Ag(x,y), Zmu(y), and
query all the others, except for Vpg(x,y, «). For the latter the prover sends a candidate value o and runs

a univariate sumcheck to convince the verifier that o = 3, i (valr (k) +a-valg(k)) -.C]EI)W(R) (x) ‘Egl(n) (y).

In what follows we give a detailed description of the PHP protocol PHP;te1.

Offline phase RE(F,n,m,{L,R},¢). The holographic relation encoder takes as input a description
of the specific relation and outputs eight polynomials

{col(X), row(X), cr(X), col' (X ), row'(X), cr' (X), verp (X), verr(X)} € Foyg[X]

that are computed as follows. First, it finds the polynomials {col, row, valy,valr} described above such
that for all k € K valp (k) = Lyow(x),col(x) and Valr(k) = Ryou(x),col(x)- Second, it computes:

cr(X) = Z col(k) - row(k) - LX(X)

keK

verp(X) = ZvaIL(ﬁ)-cr(n)‘ﬁﬂs(X)
keK

verp(X) ==Y valg(k) - cr(k) - LX)
rEK

col(X):= X -col(X), row'(X):=X -row(X), cr(X):=X cr(X)

Essentially, the polynomials cr(X), very (X) and verg(X) are low-degree extensions of the polynomi-
als col(X) - row(X), valp(X) - col(X) - row(X) and valg(X) - col(X) - row(X) respectively, while col’, row’
and cr’ are a shifted version of col, row and cr respectively. The intuition behind expanding the sparse
encoding of L and R in this way is to keep the polynomial checks G of the verifier of the lowest possible
degree. In particular we are interested in obtaining a PHP where degy rx,}(G) < 2 as it allows inter-
esting instantiations of our compiler. As an example, by adding the polynomial cr(X) we can replace
terms involving col(X) - row(X) with cr(X). This shall become more clear when looking at the decision
phase.

Online phase <P ((Fv n,m, {L7 R}’€)7 T, (CL/(X)7 b/(X))) ’v(]Fv n,m, .CL')>.
Round 1.

The prover samples two random polynomials
p {a/(X),V(X),s(X)}

qS(X) s Fbe+bq_1[X:|7 TS(X) <_$Fbr+bq_1[X:|7

and sets s(X) := ¢s(X) - 2m(X) + X - r4(X). Note that, whenever
b, +by < n, the pair ¢s(X), rs(X) is a unique decomposition of s(X), and also s(X) € F<qp,+b,—1[X].
P sends to V: s(X) and randomized versions of the witness polynomials a'(X') <—s Maski - (d(X)) €

ba+bg
- H\L
Fn—t1by4b,—1[X] and V/(X) < Maskbb\+bq(b’(X)) € Fen_ttbyib,—1[X].
Round 2.
The verifier sends two random points z, a +—sF.
P L, 0 1%
The prover uses =, to “compress’ the check of equation over
P {q(X),r(X)} V| F[X, Z] into a sumcheck 3,y p() = 0 over F for the polynomial

~

p(X) == (a(X) + o b(X)) - Au(w, X) + a(X) - b(X) - Vir(z, X, )
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where, for ' = (1, ), we have

(X) = @(X) - Z(X) + Y @) - £3(X) € Fepb,rb,—1[X],
nelL

b(X) :=b(X) 21(X) + 1 € Fepip,4b,—1[X],

Q>

and Ag(z, X) € F,,_1[X] is the minimal degree polynomial such that for all n € H: Ag(x,n) = E]};I(w).
Next, P computes and sends polynomials ¢(X) € F<an b, 4b,+2b,—3/X] and 7(X) € F<,,_2[X] such
that
s(X) +p(X) = ¢(X) - zu(X) + X - r(X)
to prove the univariate sumcheck statement >, -y s(n) + p(n) = 0.
Note that by construction »_, -y s(n) = 0, and its role here is to (sufficiently) randomize g(X), r(X)

in such a way that their evaluations do not leak information about the witness (see the proof of bounded
zero-knowledge in Theorem [4.7)).

Round 3.

The verifier sends a random point y s F \ H.
P Y 1%

The prover uses y to compute o < Vrg(z,y,a) and then defines the
p o {dX),r(X)} y | degree-(|K| — 1) polynomial

P(X) = ) (vale(r) + a-valr(r)) - Lugyie (@) - Loy (¥) - LX)
KeEK

The goal of the prover is to convince the verifier that

Y k) = o

kEK
Ve e K:p/(k) = (valp(k) + - valg(k)) 'EEW(K)(JU) . E]fi'(n)(y)

These two statements can be combined in such a way that P does not need to send p/(X), which is
implicitly known by the verifier since it depends only on the polynomials provided by the encoder.

For the first statement, since p’(X) is a polynomial with degree smaller than the size of the subgroup
K, the univariate sumcheck lemma over (p/(X) — @) reduces to proving that its constant coefficient is

zero. This can be done by computing 7'(X) € F<|g_[X] such that p'(X) = X -'(X) + TR
For the second statement, note that by decomposition of the Lagrangians this is equiva{ent to:

VieK:n? p/(k) (z—row(k)) - (y—col(k)) = (valp(k) + a - valg(k)) - row(k) - col(x) - Zu(z) - Zu(y)

that, by using the definition of p/(X), can be written as

VeeK: (n-r’(m)%—ﬁ%) -n? . (zy + cr(k) — x - col(k) — y - row(k))
— (verp (k) + a - verg(k)) - Zu(z) - Zu(y) =0

Using the relation polynomials, P can define the auxiliary polynomial

i-n2~(xg,H—cr(X)—:L’-col(X)—y~row(X))+r’(X)-n2-(acy-X%—cr'(X)—av-col'(X)—y-row'(X))

tX) = K]

— (verp(X) + a - verg(X)) - Zu(z) - Zu(y)
of degree < 2|K| — 2, that equals 0 on any x € K. By the remainder theorem,
VeeK:t(X)=1tk) mod (X —k) < t(X)=0 mod zg(X)

Thus P can compute the following polynomial:

¢(X):=

Zx(X) € Fejg—2[X]

and sends {¢'(X),r'(X)} to V.
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Decision phase. The verifier outputs the following degree checks

deg (@), deg(}'), deg(s), deg(q), deg(¢) < Dina (3)
deg(r) < n—2 (4)
deg(r') < [K|—2 (5)

and the following polynomial checks

s) + | @) - ZL0) + Y2 vu - L5) | - (Aslay) + (F) - 2L0) +1) o)
nelL

+ (b (y) -zLly) +1)-a-Au(z,y) — q(y) z2uly) —yry) =0 (6)

~J

—-n? (zy+ cr(X) —z- col(X) —y- row(X))

+ (X)) -n? (zy- X+ o (X) —2- col(X) —y- row' (X))

— (verp(X) +a- verg(X) ) - Zu() - zu(y) — ¢(X) - 2x(X)=0 (7)

where, we recall, Ag(z,y) = W. Above, we highlight the oracle polynomials in gray , the

prover messages in blue, and the coefficients of the verifier’s polynomial checks in red. This is to help
seeing how the above checks fit the ones described in Definition

In the first degree check, Dg,q is an integer that can be chosen by the verifier and governs the
soundness error as shown in Theorem [£.6] While for correctness we need Dg,g > D — 1, where D is the
degree of the PHP (shown below), this bound does not need to be tight (i.e., Dgg = D — 1) as it is
the case for the degree checks on r and /. This observation has an impact in our compiler where, by
choosing Dg,,q4 to be the maximal degree supported by the commitment scheme, one does not need to
create a proof for degree checks of the form “< Dy, 4”.

4.3.1.1 EFFICIENCY ANALYSIS

We analyze the efficiency of the protocol PHP)jie1.

Relation encoder It creates 8 polynomials, five of degree < |K| — 1 and three of degree < |K|; this is
doable in time O(|K|log |K]).

Degree By looking at the polynomials of the highest degree sent by relation encoder and prover, one
can see that D = max{2n + b, + by + 2b; — 3, n+ by + b, — 1, |K|}, whose result depends on the
difference between |H| and |K| and the concrete values of bg, by, by, bs. For example, when all these
bounds are small constants (as in our use cases) and |K| > 3|H|, then D = |K].

Proof length. The prover sends one element of F and 7 oracle polynomials. By inspection, the proof
length is I(|R]) = 6n + 2|K| — 2¢ + 2b, + 2by, + b + 5b, — 4. With a closer look at the shape of s(X),
we have that the number of its nonzero coefficients is actually at most bs 4+ 2b; + max{by, b, }, which
gives us a proof length I(|R|) = 5n + 2|K| — 2¢ + 2b, + 2b, + 2bs + 6b, — 4.

Prover complexity. The total complexity is O(|K|log |K| + |H] log |H|), which is justified as follows.
The polynomials sent in the first round can be computed in time O(|H] log |H]).

In the second round, the less trivial step is computing Vi g(z, X, «) which we claim doable in time
O(|K| + |H|log |H|) as follows. First, one can precompute all EEW(K) () in time O(|H|log |H|) since
each of them can be computed in O(log |H|) time and there are at most |H| of these terms (recall that

row maps into H). Second, one can compute all the terms

(Virlema)} o =4 3 (aln(e) + a valn(e)) - £ 0 (@
col’(ﬂ»SK:n neH
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P ((IF, n,m, {L, R}, é), :13/, (a’(X), b/(X))) Vv ver, ver g, row,col,cr,row’,col’ cr’ (]F, n,m, :I},)

Sample random ¢s, s, set $(X)+qs(X)zu(X) + Xrs(X)

Sample random @', b’ that agree with a’, " on H \ L {a,v,s}

a(X) &' (X)ZL(X) + Y& gy L5 (X)
nel

b(X) « b'(X)zL(X) +1 T, 0 z, 0 «sF

........... /| Sumcheck for “pensm) + (@) + o b(n)) - Am(z,n) +a(n) - b(n) - Veg(z,n,a) =0"...........

Compute ¢(X),r(X) s.t.
$(X) + (a(X) + a - b(X)) - A(z, X)

Q>

+a(X) b(X) - Vir(z, X, a) = ¢(X)2u(X) + Xr(X) {ar}

Y y+sF\H

O VLR(x7yaa)
Compute ¢'(X),r"(X) s.t. ¢(X) z2x(X) =

(Xr’(X) + 2 ) n?(xy + cr(X) — z col(X) — yrow(X))

K]

— (verp(X) + averg(X)) - z2u(z) - Zu(y) o, {d '}

Verifier’s checks

~ ? ? ?
o deg(a’),deg(b'),deg(s),deg(q),deg(q’) < Dgpg A deg(r) <n—2 A deg(r’) < K| -2

e s(y) + (&’(y) ZL(y) + Y i) - ﬁ%(y)) : <AH{(~777?/> + (V) - zLly) +1)- 0)
nel
+H( () - zuly) +1) - Aulzy) — q@y) 2uly) —yry) =0

A EE.TLQ.(x;y+ ar(X) —x- col(X) —y- row(X))

+r'(X) n?(2y- X + o'(X) —z- ol (X) —y- row' (X))

—(verp(X) +a- verr(X) ) - Zu(e) - zu(y) — ¢(X) - 2x(X) =0

Figure 1: Our PHP protocol PHP)j;e; for R1CS-lite.

in time O(|K]|) (with O(|H|) memory). This is possible by computing, for every x € K, the term
(valp(k) + a - valg(k)) - EEW(H) (), which can be accumulated into the relevant variable Vig(z,n, o)
such that 7 = col(x). Finally, Vir(x, X, «) is computed by interpolating {Vir(z,7n,a)},ecm in time
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O(|H] log |H).

Once having computed Vr(z, X, ), the polynomials ¢(X) and r(X) can be obtained using polynomial
long division in time O(|H]| log |H]).

In round 3, one can compute p'(X) in time O(|K|log|K| 4 |H|log |H|) using ideas similar the ones
above, while ¢/(X),7'(X) can be computed in time O(|K|log |K]|) using polynomial division.

Verifier complexity. This amounts to O(¢ + log |H| + log |K]|) field operations, which are needed to
construct the polynomial checks. In particular, notice that: computing evaluations of the vanishing
polynomials in H costs O(log |H|); log |K| stems from defining the integer |K|; and ¢ is the cost needed
to compute the “shifted polynomial” with the public input.

4.3.1.2 SECURITY ANALYSIS

Theorem 4.6 (Knowledge Soundness). The PHP protocol PHPie1 described in sectz’on is e-sound
with € = % + %}EIW, and 0-knowledge-sound. Furthermore, PHPjie1 is straightline extractable (Def-

inition .
Proof. We begin by proving the soundness of this PHP, and then show its proof of knowledge property.

SOUNDNESS. Assume that for the given polynomial R1CS-lite relation R = (F,n,m,{L, R},¢) and
input @ there exists no witness a’(X), b (X) that satisfies the equation of Definition Then by
correctness of the relation encoder’s polynomials, also there is no witness satisfying equation .

This means that for the polynomials a’(X), v (X) sent by the prover in the first round it must be
the case that

F(X.2) = (aln) + Z-b(n)) - Au(X,n) +aln) - b(n) - Vir(X,n, Z) # 0 over F[X, Z].
neH

L(X) and

where a(X) and b(X) are appropriately reconstructed as @ (X) - zZp(X) + > oneL ® g - Ly

V(X) zp(X)+1 respectively.

Let s(X),a (X),0(X),q(X),r(X),qd(X),r(X) and o be the polynomials and message sent by the
prover P* and x, c,y be the VeAriﬁer’s messages. Let us recall that by the order of the messages in the
protocol we have: s(X),a’(X),b'(X) are independent of x,«, and that o,¢(X),r(X) are independent
of y.

By considering the polynomial check (7)) and by the correctness of the relation encoder’s polynomials
we deduce that the polynomial p/(X) := (X - (X)) + ﬁ) is such that

Zu(z) - Zu(y)
n?(zy + cr(k) — x - col(k) — y - row(k))

VeeK:p'(k) = (VCFL(K,) +a- vch(m)) :

row

that is Ve € K:p/'(k) = (valy(k) + a - valg(k)) - L2 () (@) 'Egl(n)(y)
Then, by considering the degree check we have that /(X)) € Fog_o[X], and thus p/(X) is a
polynomial of degree < |K|—1 with constant term o /|K|. Hence by Lemma it holds o = 3, x p'(K).
Putting this together with the definition of p’(k) we obtain that o = Vyg(x,y, «).
Next, since the polynomials s(X),a(X),b(X),q(X),r(X),Vrr(z, X,a) are independent of y, by
Schwartz-Zippel we obtain that the polynomial check (combined with the first degree check and
that o = Vo gr(x,y, ) implies that

S(X) + (a(X) + - b(X)) - Asr(, X) +a(X) - B(X) - Vir(a, X, @) = q(X) - Za(X) + X -1(X)

holds with probability > 1 — %ﬂflﬁlm‘ over the choice of y.

The degree check gives us that r(X) € F<,_2[X] and thus by Lemma we have that

> sn) + flz,a) =D s(n) + (aln) + o b(n) - Aulx,n) + a(n) - b(n) - Vir(z,m,e) =0
neH neH
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Let s* = ZneHs(n). Since s* and f(X, Z) are independent of z, o, by the Schwartz-Zippel lemma,

we have that, over the random choice of z, a <—sF, Pr[f(z,a) + s* = 0] < %.

KNOWLEDGE-SOUNDNESS. We define the extractor £, which is simply the algorithm that runs the
prover P* for the first round, obtains @'(X), 5 (X), and then reconstructs the non randomized witness
polynomials a'(X) =3~ g a'(n) Ly (X) and b'(X) = > neH IA)’(n).CE(X).

If the verifier accepts with probability greater than the soundness error e¢ given above, then the
polynomials returned by £ must encode a valid witness.

Finally, it is straightforward to see the straightline extractability. The algorithm WitExtract is the
one that takes the polynomials @'(X), 5 (X), and reconstructs the R1CS-lite witness by taking the
product of their evaluations on the points of H \ L. (see Appendix . O

Theorem 4.7 (Zero-Knowledge). The PHP PHPj1 described in section 1s perfect zero-knowledge.
Furthermore, it is perfect honest-verifier zero-knowledge with query bound b = (b, by, bs, by, by, 00, 00).

Proof. We begin by showing the perfect zero-knowledge. This turns out rather easily. In fact, in the
PHP model we do not need to worry about the oracle polynomials, the prover in Section [£.3] sends only
one (non-oracle) message, o. This message, moreover, does not depend on the witness. More formally,
we describe a simulator S that on input the relation R = (F,n, m, {L, R}, /) and the input x, and given
oracle access to the verifier V*, proceeds as follows. It runs V* to obtain its random messages x, ¥y, «
and its checks. Next, it computes o = Vpr(x,y, a), and outputs o followed by checks obtained from V*.
It is easy to see that View (SY" (F, R, x)) is identically distributed to View(P(F,R,z,d'(X),V'(X)) ,V*).

Next, we prove b-HVZK for bounds by, by, bs, by, b, on the polynomials a'(X), B’(X), s(X),q(X),r(X)
respectively, whereas for the polynomials ¢'(X), r'(X) we tolerate unbounded number of evaluations (this
is trivial as these polynomials depend on public information only).

Let C(i,) be the algorithm that on any pair (¢,7) outputs 1 if and only if ¢ € {1,...,7} and v ¢ H.
For a v+«=sT, it holds Pr[C(i,y) = 0] = |H|/|F|, which is negligible for the choices of F considered in
this paper.

The simulator samples a random tape p for the honest verifier and runs its query sampler (x,y, ) <
Qv(p) and its decision algorithm {d, {(G,v)} < Dy(FF,x; p) to obtain its checks. Then, it simulates
answers to polynomial evaluations as follows.

For every pair (4,) with i € {6,7} (i.e., for every query on ¢’,7’), the simulator computes t; -, < p;(7)
honestly, which is trivial as these polynomials depend only on public information.

For every pair (i,7) € £ such that i € [5]\ {4} (i.e., every query on @', ¥', s,7), the simulator samples
a random value t; , < F and stores a tuple (4,7,t; ) in a table T.

For every query (4,~) it simulates the answer with the value t4 , computed as follows:

tay < iy ZL(Y) + Z 5'3/¢H(77) : cﬂﬁ('y)
nelL

thy < toy - ZL(7) +1
tp/y < (ta’,y + - tb,'y) . AH(.%',"}/) + ta/y . tb’ . VLR(x, v, Oé)
tpy T i3y =7 154

Zw(y)

While doing the computations above, for j = 1,2,3,5, if an entry (j,7,t;+) already exists in T, then
the corresponding value ¢;, is used; otherwise a random t;  <—s[F is sampled and a new entry (j,v, ;)
is added to T.

S returns (p, Vir(z,y, @), (d, {(G,v)}), {tin}iyer)-
To conclude the proof, we argue that the distribution of S’s output is identical to that of

(View(P(F, R, z,a’,b') , V), (0i(1)) iyec) -

By the (b, + by)-wise (resp. (by + by)-wise) independence of the polynomial @'(X) (resp. (X))
sampled by the honest prover (and using the fact that they are evaluated on F\ H), we have that the set
of simulated answers {t1~}(11)ez (resp. {t2~}(2)ec) are identically distributed (we recall that these
sets are of size b, and by, respectively) to those of the real prover.

t47,y <
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For the remaining polynomials, let us recall that for the honest prover we have

= (a(X) 4+ a-b(X)) - Ag(z, X) +a(X)-b(X) - Vir(z, X, o)
S(X) = QS(X)ZH(X) + XTS(X)

where ' = (L2), a(X) = a'(X) - Z2L(X) + > e, ' gu(n) - Lo(X), b(X) = V(X)) zL(X) + 1, and
qs(X) s Fp b, [X] and 75(X) s Fp, 4, [X]. Also, let us write p(X) = ¢,(X)2m(X) + Xry(X) for the
unique ¢,(X),7,(X) by polynomial division.

By the uniqueness of polynomials ¢(X) and r(X) € F<,_2[X] such that s(X) + p(X) = ¢(X) -
Zu(X)+ X - r(X), we have that ¢(X) = ¢,(X) + ¢s(X) and r(X) = rp(X) + rs(X).

By the (b, + by)-wise independence of 74(X) (and thus of 7(X)) we obtain that the set of simulated
answers {5} (51)ec (Whose cardinality is at most b;.) are identically distributed to those, {r(7)} s y)ec,
of the real prover. Furthermore, by the (bs + by)-wise independence of ¢s(X) we obtain that the set
of simulated answers {t3~}3 )z (Whose cardinality is at most bs) are identically distributed to those,
{5(7)}(5,7)ec, of the real prover. In particular, for this we use that for v € F\ H, s(X) is (bs + by)-wise
independent even conditioned on 74(X).

To argue the correct distribution of the set of simulated answers {t4~}(4,)cz, We observe that the
honest ¢(X) is determined by (p(X) + s(X) — Xr(X))/2m(X), where p(X) is defined as above. In
particular, an evaluation of ¢(y) on v € F \ H can be obtained as (p(y) + s(v) —vr(v))/Zmu(y), thus
using evaluations of @'(v), b'(v), s(v), r(7), and evaluations of publicly available polynomials. This
explains the simulation strategy of ¢4, by S, and these values are identically distributed to ¢(y) as the
polynomials @' (X), ¥ (X), s(X), and (X)), each allows b, more evaluations whose outputs are uniformly
distributed. O

Remark 1 (On degree optimizations). From the proof of the above theorem it turns out that increasing
the degrees of polynomials @', 3/, s, 7 by by may be a too conservative choice. Indeed, additional informa-
tion about these four polynomials is leaked only if an evaluation q(X) is revealed on a point vy on which
these polynomials were not already evaluated. More precisely, if the list L is such that the simulation of
tay does not require sampling new values tj~, j € {1,2,3,5}, then it is sufficient to have &' € F<, 4y,
b e ]FSTH'bb’ gs € ngs, rs € ngr.

Remark 2 (PHPjj1x: a variant with fewer relation polynomials). We present a variant of PHPjite1,
that we call PHPite1x, whose difference with the former is a reduced number of relation polynomials.
In particular, the offline phase of PHPie1x outputs three less polynomials col (X), row’(X) and cr'(X).
Here the second polynomial check has degree 3, with a publicly computable term X :

n?. <X- ' (X) —I—HU{) . (J;y—i— cr(X) —x- col(X) —y- row(X))

— (verp(X) +a- verp(X) ) - zu(z) - zuly) — ¢(X) - 2x(X) =0 (8)

4.3.2 A Variant with Separate Sparse Matrix Encodings

We propose a variant of the PHP for R1CS-lite PHP|te1 described in the previous section. We call
this protocol PHPjite2. In PHPjite2, the matrices {L, R} are encoded in sparse form separately, namely
without keeping track of common nonzero entries (see Definition . The main benefit of this choice
is that in this case we can work with a subgroup K C F of minimal size such that |K| > m, which is
half the size of the one needed in PHPjte1.

Namely, L, R can be represented with the functions {valyy, rowM,colM}Me{L,R}. Here, for M =
{L, R} and any k € K, valy/ (k) = M o, (x),colp (x)- We can use such sparse encoding of L and R to
change the Vi r(X,Y, Z) polynomial in equation into the following one

Vir(X,Y,Z) = Vi (X, Y)+Y - Vi(X,Y)
= > (V3|L('€) Lt () (X) + Looi, (o) (V) + Z -valr (k) - L7, 0 (X) - ‘CIcHiIR(n)(Y)>

reK
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Then in this variant the prover’s goal is to show that the polynomials sent in the first round satisfy
the equation above. This variant proceeds almost identically to the one of section the only
differences are in the relation polynomials and the third round.

Offline phase RE(F,n,m,{L, R},¢). The holographic relation encoder outputs 24 polynomials

{var,i i (X) Y areqr,ry gigreqony ferii (X)), cri i (X) Y jeqo.1,20ni2245 | € F<k[X]

that are computed as follows. First, it finds the polynomials {valy, colr, rowr,valg, colg, rowr} such
that for all k € K valp,(k) = Lyow, (k) col, (x) a0d Valr(K) = Ry (x),coln(x)- Second, it computes:

vLoo(X) = 3 valp(k) - coli (k) - row (k) - col(r) - rowg () - LX(X)
vLoa(X) = gvaw ol (k) - rowp, () - rowp (k) - £(X)
viio(X) = §valL<m> - colL (i) - row (k) - col () - L(X)
vpii(X) = glivau(ﬁ) - colp, (k) - rowp, (k) - LK(X)

and analogously {Vr0.0,VR,0,1,VR,1,0,VR,1,1}. Third, it computes

croo(X) = %ceu(n) -rowz (k) - col(k) - rowg(k) - LX(X)

croa(X) = n_e%rowm) - (colp() - rowg(k) + colg (k) - rowg(x)) - LX(X)
cro(X) = —icolL(/@)-(colR(m)'rowR(m)+c0|R(/f)-rowL(/i))-EH,_f(X)
cria(X) = Z]SCC"L(”) + colg(k)) - (rowr (k) + rowg (x)) - £,5(X)

crao(X) = ;; coly, (k) - colp (k) - LE(X)

croa(X) 1= Nze;:irom(n) -rowg(k) - L,(X)

crip(X) = H_GZ("OWL(”) + rowg(r)) - £,(X)

croi(X) = —i(colL(n)—l—colR(n))-L’]E(X)

as well as {cr{ ;(X) := X -cr; j(X)}
Online phase (P ((F,n,m,{L, R},{),x, (a/(X),V(X))),V(F,n,m,x)). Round 1 and 2 proceed iden-
tically to the PHP of section [4.3.1] except for the different definition of the polynomial Vi g.

Round 3 The verifier sends a random point y<—sF \ H. The prover uses y to compute o <«
Vir(z,y,«) and then defines the degree-(|K| — 1) polynomial

Px) =Y <va|L(/-$) LB (@) LE )+ avalg(r) - L5, (@) LR (y)) - LX(X)
reEK
The goal of the prover is to convince the verifier that

k) = o

reK

VkeK: p,(K’) = VaIL(’%) ’ ‘CEWL(H) (:E) ’ LI[C{[O|L(K))(y) +a- VaIR(H) ’ ‘CEWR(H) (:E) ’ ‘CE](I)IR(H) (y)
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and for this it computes

"(X)—0o/|IK
T/(X) — p())(/|| c F<|K\72[X]
tX) = Z T y] cri i (X) + r’(X) n?. Z :ciyj . crg’j(X)
i,7€[0,2] 1,7€[0,2]
— Zu(z) - 2uy) - Z 'y’ (verpij(X) + a - verg (X))
i,j€[0,1]

where cry2(X) := 1 and cry o(X) := X, defines polynomial

q(X):= Ztui)(())() € Fojg—2[X]

and sends {¢'(X),r'(X)} to V.

Decision phase. The degree checks and first polynomial check stay the same, while the second
polynomial check is as follows

frents 3 eny(X) 4 ) nt 3wty ey (X)
13€[02] i,j€[0,2]
,
- zu(@) 2uly) - D Y (VCVL,z',j(X) +o- VCVR,i,j(X)>— 7(X) - zg(X)=0 (9)
1,7€(0,1]

where cry5(X) := 1 and crj»(X) 1= X.
By construction of the relation polynomials, observe that the check of equation @ is equivalent to
checking

(X-T/(X)+®)-n2' H (x — rowpr (X)) - (y — colpr (X))

Me{L,R}
—zZu(z) - Zu(y) - (valp(X)col(X)row (X)(z — rowr(X))(y — colr(X))
o - valp(X)col (X )row g (X) (z — row,(X))(y — col(R)) ) = 0 mod Zg(X)

Knowledge soundness and zero-knowledge of PHP)j.eo are essentially identical to those of PHPjjte1.
The only differences concern polynomials that are produced by the relation encoder and thus are correct
by definition.

Efficiency analysis. The relation encoder creates 24 polynomials of degree < |K|, doable in time
O(|K|log |K]|). If expressed as functions of |K|, the degree, proof length, prover complexity and verifier
complexity are the same as in section The only notable difference is that in this construction, in
which we use separate sparse encodings for the matrices L, R, we have |K| > m, unlike in the previous
construction where it was |K| > 2m.

Remark 3 (PHPjjeox: a variant with fewer relation polynomials). We present a variant of PHPjjen,
that we call PHPwe0x, whose difference with the former is a reduced number of relation polynomials. In
particular, the offline phase of PHPjiweox outputs 8 less polynomials cr;j(X). Here the second polynomial
check has degree 3, with a publicly computable term X :

n’ - (X' r(X) +]Ia<> D Ay en(X)

i,5€[0,2]

— zale)- zaly) - Y @y (verni(X) +a verpi(X) ) = ¢(X) - 2x(X) Z0 (10)
1,j€[0,1]
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4.4 Our PHP for R1CS

In this section we present our constructions of PHPs for R1CS. We give three constructions and two
more variants that achieve different tradeoffs.

Recall that in R1CS we have a claim of the form (L-z)o (R-z) = O z. In all our constructions we
consider an equivalence of the R1CS relation in which we express all the checks merged into polynomial
format as follows.

Definition 4.7 (Polynomial R1CS). Let F be a finite field and n,m € N be positive integers. We define
the universal relation Rpoyrics as the set of triples

((F,n,m,{L, R,0},0),z, (a(X),b(X),w(X)))

where L, R,0 € " max{||L||,||R||,||O||} < m, x € F!, a(X),b(X) € F<,_1[X], and such that,

for &' = (L,@), w(X) = 3, canp. Wogn - L (X) and 2(X) 1= 3, o @ g - LHX) +w(X) - 21,(X)
it holds

S (Ze-aln) + Zn-bn) — Zo - almb(n) - L2(X) + 3 Zar- My - =) - £5(X) = 0 (11)
neH n,n’ €H
Me{L,R,0}

where L := {¢5*(1),..., 65" (€)} and the above is a polynomial over F[X, Z1, Zr, Zo).

The following simple lemma shows that the two relations are equivalent. For completeness, we give
the proof in Appendix

Lemma 4.8. L(Rrics) = L(Rpolyrics)-

4.4.1 Our Main PHP for R1CS

Here we present our first PHP for R1CS that we call PHP,1cs1 and that uses a joint sparse encoding
as stated in definition [£.4] The differences with PHPjie; are very subtle, and for this reason we only
highlight the main keypoints and then show the full PHP in Figure 2]

Because R po1yr1cs requires one more matrix than Ry r105-1ite; We must modify the main equation
accordingly. In particular, we define a new matrix encoding polynomial V7 ro. The holographic relation
encoder of this PHP requires more polynomials than in PHPjje1, for the same reason. The protocol
follows directly from these modifications, and the fact that the prover sends one more oracle, w(X), in
the first round.

In this setting, we will need a multiplicative the subgroup be such that |K| > ||M|| < 3m for any
M € {L,R,0}. The prover’s goal is to convince the verifier that the polynomials a(X),b(X), z(X)
satisfy equation , which can be expressed as

0 = Z (Zr-a(n) + Zr - b(n) — Zo - a(n)b(n)) Au(X, 1) + 2(n) - Vero(X,n, ZL, Zr, Zo) (12)
neH

where Viro € F[X,Y, Z1, Zr, Zo] is the following polynomial,

Viro(X,Y, Z1,Zr, Zo) = Z-VL(X,Y)+Zp-Vr(X,Y)+ Zo - Vo(X,Y)
= D Zarvalm(r) - Lig ) (X) - L (V)
MeFLG,H;,O}

Offline phase RE(F, n,m,{L, R,0},¢). The holographic relation encoder takes as input a description
of the specific relation and outputs 9 polynomials

{row(X),coI(X),cr(X), row’(X), col’(X), cr' (X), {Vch(X)}Me{L,R,O}} € Fog)—1[X]
Online phase (P ((F,n,m,{L,R,0},¢),z, (a(X),b(X),w(X))),V(F,n,m,x)). The online phase of

PHP,1cs1 proceeds with the same round structure as in PHPio1. We refer the reader to Figure [2| for the
full description of the protocol.
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P((F,n,m,{L,R,0},0), &', (a(X),b(X), w(X))) prowscolerrow’col'er {verar} (. m, a")

Sample random gy s Fp, b, 1[X], 75 =8 Fp, b, -1[X]
Set s(X) <= qs(X)Zu(X) + Xrs(X) € F<pib, 4b,-1[X]

Sample random a, 13, w that agree with a,b,w on H {a, B, w, s}
a(X) s Masky, 11, (a(X)) € F<pib, +b,-1[X]
B(X) s Maske] p, (b(X)) € Feyri,b,-1[X]
W(X) <sMaskp, 1, (w(X)) € F<prib,1b,-1[X]
2(X) = 2'(X) + D(X) - ZL(X) € Fpiby1b,1[X] z, {am LR 0} z, {an} «sF

...................................................... // Sumcheck for “ZUEH s(n) + p(n) = 0” where
J p(X) = (ara(X) + arb(X) — aoa(X)b(X)) Au(z, X) + 2(X) - VLro (2, X, ar, @R, @0) € F<an b, tby, +2b,—3[X]

{ar}

Compute ¢ € F<apyb, 1by+2b,—3[X], 7 € Fan2[X] s.t.

s(X)+p(X)=q¢(X) - zg(X)+ X -r(X) Y y+sF\H

”»

....... // Structured sumcheck for “Z ap - valy(k) - ‘c]ﬂw(n) (z) - 6%(5)(9) =Viro(z,y,ar,ar,a0) . ......

rEK
Me{L,R,0}

Let 0 + VLRO(xvyvaLvaRuaO)
Compute ¢'(X), " (X) € Fex_o[X] : ¢ (X)2x(X) =

n? . (X (X)) + %') - (z — row(X)) - (y — col(X))

- ZH(x) ’ ZH(y) ' row(a;) : col(y) . ZanaIM(X) o, { qlaT/}
Me{L,R,0}

Verifier’s checks
. ? 2 2
o deg(a),deg(b),deg(w), deg(s),deg(q),deg(q’) < Dgng A deg(r) <n —2 A deg(r’) < |K| -2

. BBl (a EE -+ B0 - - Bt ) An(e,y)

+o (Y L) + (y) 2v) — a(v) Zuy) —yr(y) =0

nel
A n,2~|§7f|-(xy—x- col(X) —y- row(X) + cr(X))
+n? - (X)) - (zy- X — - col(X) —y- row'(X) + cr(X))

—zu(z) - zu(y) - Z&M cvery(X) — ¢(X) - zx(X) 20
Me{L,R,0}

Figure 2: Our PHP protocol PHP,1.1 for R1CS.
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4.4.1.1 EFFICIENCY ANALYSIS

We analyze the efficiency of our PHP protocol for R1CS with joint sparse encoding and |K| > 3m.

Relation encoder It creates 9 polynomials, six of degree < |K|—1 and the other three of degree < |K|,
doable in time O(|K|log |K]).

Degree By looking at the polynomials of the highest degree sent by indexer and prover, one can see
that D = max{2n + b, + by + 2b; — 3,n + by + b, — 1, |K|}, which depends on the difference between
|H| and |K|, and the concrete values of bg, by, by, bs, which are small constants in our use cases. For
example, when m > n (which holds for matrices that encode arithmetic circuits), then D = |K|.

Proof length. The prover sends one element of F and 8 oracle polynomials. By inspection, the proof
length is I(R) = 7n 4 2|K| — £ + 2b, + 2by + by, + bs + 6b, — 4. By the structure of s(X), we have that
its number of nonzero coefficients is upperbounded by bs + 2b, + max{bs, b, }, what gives us a proof
length I(|R]) = 6n + 2|K| — ¢ + 2b, + 2by, + by, + 2bs + 7by — 4.

Prover complexity. Using ideas similar to the ones for R1CS-lite, the total complexity is O(|K|log |K|+
|H| log [H]).

Verifier complexity. Similarly to the PHP for R1CS-lite, this this amounts to O(¢ + log |H| + log |K])
field operations, which are needed to construct the polynomial checks.

4.4.1.2 SECURITY ANALYSIS

Theorem 4.9 (Knowledge Soundness). The PHP protocol PHP 151 described in sectz’on is e-sound
2D5nd+|H|

E @, and 0-knowledge sound.

with € =
Proof. First we prove the soundness of this PHP, and then show its proof of knowledge property.

SOUNDNESS. Given the polynomial R1CS relation R = (F,n,m,{L, R, O}, ¢) and input x, assume there
exists no witness a(X ), b(X),w(X) that satisfies the equation of Definition Since the relation
encoder’s polynomials are generated honestly (and thus are correct), there is no witness satisfying the
equivalent equation (12| either. Then, for whatever polynomials a(X), I;(X ), w(X) sent by the prover
P* in the first round, it must be the case that

F(X, 21, Zr, Z0) =Y _ (Zr-a(n)+Zr-b(n) — Zo-a(n)b(n)) Au(X,n)+2(n)-Viro(X,n, Z1, Zr, Zo) # 0
neH

for properly reconstructed 2(X) := >, oy & 4. () - ﬁ%(X) +w(X) - zL(X).

Let the protocol run as usual, then a(X),b(X),w(X),s(X),¢(X),r(X),¢(X),r(X) and o are the
polynomials and message sent by P*, and x,ar,ar,@o,y are the messages from V. Due to the or-
der of the messages, we know that a(X),b(X),w(X),s(X) are independent of answers z, {ays}, and
0,q(X),r(X) are independent of y.

Conditioned on the verifier accepting the proof, meaning that all degree and both polynomial checks
are satisfied, we denote with bad; and bad, the events that the first and second polynomial checks hold
when there exists no satisfying witness for the R1CS relation.

Given that the verifier accepted and the second polynomial check is deterministic, Pr(bady) = 0. This
means that for all x € K, the prover will find a polynomial p'(X) such that p'(k) = > ycr oy M -
valys (k) - EEW(H) (x) - Eﬂl(ﬁ) (y), as it does not depend on the witness. Considering the degree check
on r'(X), we have that p/(X) := (X - (X) + @) is a polynomial of degree < |K| — 1 that sums
to o on K. Putting all of this together and considering the definition of p/(X), we have that o =
Viro(z,y,aL, ar, ao). )

Next, since the polynomials a(X),b(X),w(X),s(X),q(X),r(X), Viro(z, X, ar,ar,ap) are inde-
pendent of y, by the Schwartz-Zippel lemma we obtain that the first polynomial and degree checks
imply that ¢(X)2Zg(X)+ Xr(X) = s(X) + p(X) holds with probability > 1 — %ﬁl‘m over the choice
ofy e F\ H.

29



By the assumption on the nonexistence of a satisfying witness, the above equality can only hold
when y happens to be a root

s(y) + (aLd(y) +arb(y) — aod(y)é(y)) Au(z,y)+2()Viro(2,y, ar, ar, a0) —q(y) Zuly) —yr(y) =0,
which occurs with probability at most Pr(bad;) < %ﬁlﬂ_
The remaining degree check gives us that 7(X) € F<,_2[X], and thus by Lemma , we have that

Z s(n) + f(z,ar,ar,a0) =0
neH

Let ¢ = ZneH s(n), since ¢ and f(X, Zr, Zr, Zo) are independent of x,{cays}, by Schwartz-Zippel we
have that Pr[f(z,ar,ar, ao) + < = 0] < & over the choice of z, {ap} < F. O

KNOWLEDGE SOUNDNESS. We define the extractor algorithm & that runs the prover P* for the first
round, obtains a(X),b(X),w(X), and reconstructs the nonrandomized witness polynomials by interpo-
lation as a(X) = 3 a(n)LECO),b(X) = ¥, i Bn)LECO), 0(X) = ¥, cop (n) LE(X).

If the verifier accepts with probability greater than the soundness error e given above, then the
polynomials returned by £ must encode a valid witness.

Finally, it is easy to see the straightline extractability. The algorithm WitExtract is the one that
takes the polynomial @w(X), and reconstructs the R1CS witness w by taking its evaluations on the
points of H \ L—recall w(X) := -, cpnp, Wy () - EEI\H‘(X).

O

Theorem 4.10 (Zero-Knowledge). The PHP PHP 1.1 described in section is perfect zero-knowledge.
Furthermore, it is perfect honest-verifier zero-knowledge with query bound b = (bg, by, by, bs, by, by, 00, 00).

Proof. We begin by showing the perfect zero-knowledge. As this scheme lies on the PHP model, there
is no need to worry about oracle polynomials. Thus, we set our focus on the single non-oracle message
o that the prover sends throughout the rounds, which by the way does not depend on the witness.
More formally, we describe a simulator S that on input the relation R = (F,n, m,{L, R},{) and the
input @, and given oracle access to the verifier V*, proceeds as follows. It runs V* to obtain its
random messages z,y,a and its checks. Next, it computes 0 = Vig(x,y,ar, ar,ap), and outputs
o followed by checks obtained from V*. Note that VieW(SV* (F, R,zc)) is identically distributed to
View(P(F,R, z,a(X),b(X),w(X)) ,V*).

Next, we prove b-HVZK for bounds bg, by, by, bs, by, b, on the polynomials a(X), I;(X), w(X),s(X),
q(X),r(X) respectively, whereas for the polynomials ¢'(X),r'(X) we tolerate unbounded number of
evaluations (this is trivial as these polynomials depend on public information only).

Let C(i,) be the algorithm that on any pair (¢,7) outputs 1 if and only if ¢ € {1,...,8} and v ¢ H.
For a v+, it holds Pr[C(i,y) = 0] = |H|/|F|, which is negligible for the choices of ' considered in
this paper.

The simulator samples a random tape p for the honest verifier and runs Qy(p) to sample queries
(7, y,{anm}mefr,r,0}), and its decision algorithm {d, {(G,v)} «- Dy(F, z; p) to obtain its checks. Then,
it simulates answers to polynomial evaluations as follows.

For every pair (4,) with i € {7,8} (i.e., for every query on ¢’,7’), the simulator computes t; -, < p;(7)
honestly, which is trivial as these polynomials depend only on public information.

For every pair (i,7) € £ such that i € [6] \ {5} (i.e., every query on &,b,,s,r), the simulator
samples a random value t; , <—sF and stores a tuple (i,7,t; ) in a table T.

For every query (5,7) it simulates the answer with the value t5 , computed as follows:

by <ty - ZL(Y) + Z () ° E%(’Y)
nel

tpy < (aL tiy+ar -ty —ao iy tay)  Au(z,7) +ten - Vinroy (2,7, aL, ar, @0)
ts. tpy Ttay =7 tey
zu(y)
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While doing the computations above, for j = 1,2,3,4,6, if an entry (j,7,t;~) already exists in T,
then the corresponding value t;, is used; otherwise a random t;, <—sIF is sampled and a new entry
(Js7: ) is added to T.

S returns (p, VLR($7 Y,xL, @R, O‘O)a (d7 {(G7 ’U)}), {ti,v}(i,w)eﬁ)-

To conclude the proof, we argue that the distribution of S’s output is identical to that of

(View (P(F, R, x,a,b,w) , V) , (pi (7))(1',7)66) .

By the (bg + by)-wise (resp. (by + by) and (b, + by)-wise) independence of the polynomial a(X)
(resp. b(X) and w(X)) sampled by the honest prover (and using the fact that they are evaluated on
F\ H), we have that the set of simulated answers {¢;  };c[3):(i,7)ec are identically distributed (we recall
that these sets are of size b,, by and by, respectively) to those of the real prover.

For the remaining polynomials, let us recall that for the honest prover we have

p(X) = (ar-a(X) +ar-b(X) — ao - a(X) - b(X)) - Am(z, X) + 2(X) - Viro(z, X, ar, ar, ao)
$(X) = qs(X)2m(X) + Xrs(X)

where 2(X) = W(X)- ZL(X)+ X, e ® gy(m) - L1 (X), ¢5(X) = Fp 1, [X] and 75(X) <= Fp, 15, [X]. Also,
let us write p(X) = ¢p(X)Zu(X) + X7,(X) for the unique ¢,(X),r,(X) by polynomial division.

By the uniqueness of polynomials ¢(X) and r(X) € F<,_2[X] such that s(X) + p(X) = ¢(X) -
Zu(X)+ X - r(X), we have that ¢(X) = ¢,(X) + ¢s(X) and r(X) = rp(X) + rs(X).

By the (b, + by)-wise independence of 74(X) (and thus of (X)) we obtain that the set of simulated
answers {16 5} (6,7)ec (Whose cardinality is at most b;.) are identically distributed to those, {r(7)}(6)ez
of the real prover Furthermore, by the (bs + b,)-wise independence of ¢s(X) we obtain that the set
of simulated answers {t4}@,)er (Whose cardinality is at most bs) are identically distributed to those,
{5(7)}a,y)ec, of the real prover. In particular, for this we use that for v € F\ H, s(X) is (bs + bgy)-wise
1ndependent even conditioned on rs(X).

To argue the correct distribution of the set of simulated answers {t5 - }(5,)ecz, We observe that the
honest ¢(X) is determined by (p(X) + s(X) — Xr(X))/2m(X), where p(X) is defined as above. In
particular, an evaluation of ¢(y) on v € F \ H can be obtained as (p(y) + s(v) —vr(v))/Zmu(y), thus
using evaluations of a(7), b(v), w(7), s(7), r(7), and evaluations of publicly available polynomials. This
explains the simulation strategy of ¢5 ., by S, and these values are identically distributed to g(y) as the
polynomials a(X), b(X), w(X), s(X), and 7(X), each allows by, more evaluations whose outputs are
uniformly distributed.

O

Remark 4 (On degree optimizations). From the proof of the above theorem it turns out that increasing
the degrees of polynomials a, I;, w, s, v by by may be a too conservative choice. Indeed, additional
information about these four polynomials is leaked only if an evaluation q(X) is revealed on a point
on which these polynomials were not already evaluated. More precisely, if the list L is such that the
simulation of ts~ does not require sampling new values t;~, j € {1,2,3,4,6}, then it is sufficient to
have a € F§n+ba; be F§n+bb7 w € an-i—bw; gs € F§b57 rs € FSbr'

Remark 5 (On the number of relation polynomials). We present a variant of PHP 11, that we call
PHP1cs1x, whose difference with the former is a reduced number of relation polynomials. In particular,
the offtine phase of PHP,1cs1x outputs three less polynomials col’(X),row'(X) and cr'(X). Here the
second polynomial check has degree 3, with a publicly computable term X :

n?- (X 7(X) + 2. xy —x - col(X) —y- row(X) + cr(X)
1IN

~zu(z) zaly) - o veryr(X) — ¢(X) - zg(X) 20 (13)
Me{L,R,0}
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4.4.2 A Variant with Separate Sparse Matrix Encodings

Here we show a variant of our PHP for R1CS, in which the matrices {L, R, O} are encoded separately
as in definition [£.3] We call this scheme PHP,1cs.

We can use such sparse encoding of L, R and O to change the Viro(X,Y, Z1, Zr, Zo) polynomial
in equation into the following one:

Viro(X,Y,Z1, Zg, Zo) = ZZM‘ValM( )+ Lo () (X) Loy (Y)

rEK
Me{L,R,0}

Then in this variant the prover’s goal is to show that the polynomials sent in the first round satisfy
the equation above. This variant proceeds almost identically to the one of section the main
differences are in the relation polynomials and the third round.

Offline phase RE(F,n,m,{L, R,0},¢). The holographic relation encoder outputs 57 polynomials,

{{eri i (X)}ijepsinizsris {varii (X) Y me(n,ronijep.2 ) € F<mg—1[X]

{eri;(X) =X cri,j(X)}ijE[O S| € F< k[ X]
where cr; j(X) and vz j(X) are obtained by computing low-degree extensions of the polynomials that

represent the coefficients accompanying the z* - 4/ terms of the following polynomials, respectively:

[[(z = rowm(X)) - (y — colm (X))

Me{L,R,0}
ZvaIM ) - rowpm (X)) - coly(X) - H (z — rowm (X)) - (y — colmr (X))
Me{L,R,0} M'#M

Similarly to PHP);.en, the goal of all these polynomials is to obtain a verifier polynomial check that
has at most degree 2 in the oracle polynomials.

Online phase (P ((F,n,m,{L,R,0},¢),z,(a(X),b(X),w(X))),V(F,n,m,x)). Round 1 and 2 pro-
ceed identically to the PHP of section [£.4.1] except for the different definition of the polynomial Vzro.

Round 3 The verifier sends a random point y <—sF \ H. The prover uses y to compute o <
Viro(z,y,ar, ar,ao) and then defines the degree-(|K| — 1) polynomial

VLRO(Xa}/v ZL7ZR7ZO) = ZZM ’ VaIM( ﬁEwM(n)( ) EcoIM(n)( )
Mefr o)
The goal of the prover is to convince the verifier that )", p/(k) = 0 and for all k € K
p/(li) = Z analM( )ﬁlfcI)WM( )( )ﬁcolM( )(y)
Me{L,R,0}

Note that by decomposition of the Lagrangians this is equivalent to

Vi eK: n?p(x) [[(x — romm(m)(y — colu(x) -

Me{L,R,0}
() Y anvaly(k)rowm (r)col (k) | [ (2 — rowm (1)) (y — colw (k) = 0
Me{L,R,0} M'#M

that by using 42 of the relation polynomials and crg3(X) = 1 can be rewritten as

V k€ K:n?p(k) Zﬂﬁz - crij(k) — Zu(z) - Zu(y) Z&M cx' -y varig(k) =0

i,j€[0,3] i,€[0,2]
Me{L,R,0}

Then, P computes r'(X) = (p/(X) — \%I)/X € Fog)—2[X] and ¢/(X) := t(( )) € Fejg—2[X] with

Z
t(X) = n*p/(X) Z z'yerj(X) — zu(z) 2u(y) ZaMfiijM,w( ) € Foo|—2[X]
1,7€(0,3] Miéﬁ[%%z]()}

and sends {¢'(X), ' (X)} to V.
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Decision phase. The degree checks and first polynomial check stay the same, while the second
polynomial check using the 57 relation polynomials becomes the following

Z z'yl er j(X) +n?r'(X) Z R cr; ;(X)

Kl jeps 1,j€0,3]

—zu(2)zr(y) Y e’y varii(X) — ¢(X) 2g(X) £ 0 (14)

7,]6[0 2]
Me{L,R, O}

with crg 3(X) = 1 and crj 3(X) = X.

Efficiency analysis. In this variant where nonzero entries are treated separately |[K| > m, unlike
in the previous construction where it was |K| > 3m. The relation encoder creates 42 polynomials of
degree < |K|—1 and 15 of degree < |[K|, doable in time O(|K|log |K]|). The degree, proof length, prover
complexity and verifier complexity are the the same as in section To summarize, the degree is
D = max{2n+bg+by+2b;—3,n+bs+b,—1,|K|}, proof length is I(R) < 6n+2|K|—¢+2b,+2b,+b,,+
2bs + 7b, — 4, prover complexity is O(|K|log |K| + |H] log |H]|), while verifier’s is O(¢ + log |H]| + log |K]).

Remark 6 (On the number of relation polynomials). We present a variant of PHP1cs2, that we call
PHP,1cs0x, whose difference with the former is a reduced number of relation polynomials. In particular,
the offline phase of PHP1cox outputs 15 less polynomials cr;j(X). Here the second polynomial check
has degree 3, with a publicly computable term X :

?
n? (X (X E 2’y crij(X) — Zu(z)z2uy) § anz'y’ varij(X) — ¢(X) zx(X) = 0(15)
,]603} 4,5 €[0,2]
Me{L,R,0}

4.4.3 A Variant with Better Tradeoffs

Here we show another variant of a PHP for R1CS that presents a tradeoff between the number of relation
polynomials and the degree of the second polynomial check. We call it PHP,1.3, and it will follow the
separate sparse encoding of definition [£:3]

We will proceed as in PHP,1.sp, which also follows this encoding. The main differences we highlight
are in the relation polynomials and the final round.

Offline phase RE(F,n,m,{L,R,0},¢). The holographic relation encoder outputs 12 polynomials
describing the matrices of the R1CS,

{rowm, colm, crm, verm, Yareqr roy € Feri-1[X]

where cry(X) = >~ colm(n) - rowm(n) - LE;I(X) and verp(X) = 32, cprvalm(n) - colm(n) - rowm(n) -
H
Ly (X).

Online phase (P ((F,n,m,{L,R,0},¢),x,(a(X),b(X),w(X))),V(F,n,m,x)). Round 1 and 2 pro-
ceed identically to the PHP of section using the same definition of polynomial Vi go.

Round 3 Here, the only difference comes when redefining the polynomial ¢(X) which is now defined
over Fo7g_7[X]. This can be done using 9 relation polynomials as:

tH(X) :=n?-p(X) H (z — rowm (X)) (y — colm (X))

Me{L,R,0}
— zZu(r ZO‘M valy (X) coly(X) rowM(X)H(x— rowm (X)) (y — colw (X))
Me{LRO} M/#EM
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Nonetheless, this option will lead to a polynomial degree check of degree 8, which is undesirable
for the verifier. Instead, we can make use of the other relation polynomials to obtain an equivalent
definition of ¢(X) with at most degree-5 checks:

tH(X) :=n? p/(X) H (zy — yrowm (X) — zcolm(X) + crm (X))

Me{L,R,0}
— zu(z)zu(y) Z apy - verp(X) H (my — yrowpy (X) — zeoly (X) + ch/(X)) S F§4|K‘_4[X]
Me{L,R,0} M'#M

As usual, the prover will send {¢/, '} to the verifier, such that »'(X) = (p'(X)— @)/X € Fegj—2[X]

and q/(X) = % S ]F§3|K|_4[X]

Decision phase. The degree checks and first polynomial check stay the same, while the second one
becomes the following check using the 9 relation polynomials

— ¢(X) zr(X) +n? <X~ r(X) —i—%‘) H (zy — y rowm(X) — 2z colm(X) + erm(X) )

Me{L,R,0}
?
*ZH(:E)ZH(y) Za]\j VCF|\/|(X) H (acy - rowM/(X) —x CO|M/(X) + CI’M/(X) ) =0 (16)
Me{L,R,0} M'#M

Efficiency analysis. In this variant where nonzero entries are treated separately, |K| > m as well. The
relation encoder creates 12 polynomials of degree < |K|—1, doable in time O(|K|log|K|). Note that the
quotient polynomial sent in the third round has much larger degree now, which becomes D = max(2n+
b, + by +2b, — 3, 3|K| —4). The proof length, prover complexity and verifier complexity are the the same
as in section To summarize, the proof length is I(R) < 6n+2|K|—£+2bg+2bj+ by, +2bs + 7b, — 4,
prover complexity is O(|K|log |K| + |H] log |H|), while verifier’s is O(¢ + log |H| + log |K]).

5 Preliminaries on Commitments and zkSNARKs

5.1 Commitment Schemes

In our work we use the notion of type-based commitments. Type-based commitments, introduced by
Escala and Groth |[EG14|, are a generalization of regular commitments that unify several committing
methods into the same scheme. This capability can be useful when committing to values from different
domains (e.g., elements from one of the bilinear groups G1, G2, as in the original motivation of [EG14]), or
when creating commitments with different security properties (e.g., some that are hiding and some that
are not). As done in [BCFK19)|, in this work we will exploit the formalism of type-based commitments
to describe commit-and-prove zero-knowledge proofs that work with commitments of different types{r_z].

More in detail, a type-based commitment scheme is a tuple of algorithms CS = (Setup, Commit,
VerCom) that works as a commitment scheme with the difference that the Commit and VerCom algo-
rithms take an extra input type that represent the type of ¢. All the possible types are included in the
type space T .

Definition 5.1 (Typed-Based Commitment Schemes). A typed-based commitment scheme for a set of
types T and with message space M is a tuple of algorithms CS = (Setup, Commit, VerCom) that work as
follows:

Setup(l)‘) — ck takes the security parameter and outputs a commitment key ck.

Commit(ck, type,m) — (¢, o) : takes the commitment key ck, a type type € T and a message m € M,
and outputs a commitment ¢ and an opening o. We assume ¢ contains information about its type,
which we denote by type(c).

120ur notion of type-based commitments is analogous to that in |IBCFK19] with one exception: we allow the same
message space, e.g. the set of polynomials, to be associated with different types; we see a type as a device different sets
of properties from a commitment scheme in a fine-grained manner.
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VerCom(ck, type, c,m,0) — b : takes as input the commitment key ck, a type type € T, a commitment
¢, a message me M and an opening o, and it accepts (b=1) or rejects (b=0). By default it outputs 0
if type(c) # type. Additionally we define VerCom(ck, ¢, f,0) that runs VerCom(ck, type(c), ¢, f,0).

CS satisfies correctness, type-typed binding and type-typed trapdoor-hiding properties defined below:

Correctness. For any A € N, any commitment key ck < Setup(1*), type type € T, message m €
M, and for any honestly generated commitment-opening (c,0) < Commit(ck,type, m), we have that
VerCom(ck, type, ¢, m,0) = 1;

type-typed Binding. Let type € T, CS is type-typed (computationally) binding if for every (non-
uniform) efficient adversary A we have Pr[Game%"™()\) = 1] = negl(\) where:

Game®nd()\)

ck « Setup(17)
c,m,o0,m’, 0" < A(ck, type, auxz)

return VerCom(ck, type, ¢, m, 0) Z1n VerCom(ck, type, c,m’, 0’) Z1iam #+m'

We simply say that CS is binding if it is type-typed binding for any type € T .

type-typed Trapdoor-Hiding. There exist three algorithms (ck,td) < S (1), (c, st) < TdCom(td,
type) and o <— TdOpen(td, st, type, c,m) such that: the distribution of the commitment key returned by
Sck is perfectly/statistically close to the one of the key returned by Setup; for anym € M , (¢,0) =~ (¢, 0)
where (¢, 0) < Commit(ck,m), (¢, st) + TdCom(td, type) and o’ < TdOpen(td, st, typec’,m).

Definition 5.2 (Succinct Commitments). A commitment scheme CS is said succinct if there is a fized
polynomial that bounds the size of every commitment ¢ returned by Commit; in particular |c| may be
independent of the size of the message.

5.2 Preprocessing zkSNARKSs with Universal and Specializable SRS

In a recent work, Groth et al. |[GKM™18| introduced the notion of (preprocessing) zkSNARKs with
specializable universal structured reference string (SRS). In a nutshell, this notion formalizes the idea
that key generation for R € R can be seen as the sequential combination of two steps: a first probabilistic
algorithm that generates an SRS for the universal relation R and a second deterministic algorithm that
specializes this universal SRS into one for a specific R. We remark that by considering “universal
relations” R that contain a single R, and by having Derive as the identity function, one recovers the
usual zkSNARK notion.

We consider families of relations parametrized by the output of a probabilistic algorithm ParGen(1*)
— pp that takes as input the security parameter and outputs a set of relation parameters pp. The families
also depend on a size bound N; we denote them as a tuple (F’arGen7 {Rpp,N}ppe{O,l}*,NeN)~ Occasionally,
as in the definition of CP-SNARK, we will consider “simple” relation families R parametrized only by
a bound N € N.

Definition 5.3 (Universal zkSNARK). A SNARK with specializable universal SRS for a family of rela-
tions (ParGen,{’Rpp’N}ppe{O’l}*’NeN) is a tuple of algorithms 11 = (KeyGen, Derive, Prove, Verify) that
work as described below and that satisfy the notions of completeness, succinctness and knowledge-
soundness defined below. If I1 also satisfies zero-knowledge we call it a universal zkSNARK.

o KeyGen(pp,N) — (srs,tdy) is a probabilistic algorithm that takes as input the public parameters for
the relation family and it outputs a srs := (ek,vk). We assume without loss of generality that srs
contains pp output of ParGen.

e Derive(srs, R) — (ekg, Vkgr) is a deterministic algorithm that takes as input an srs produced by KeyGen(pp,
N), and a relation R € Ry, and outputs specialized keys srsg := (ekgr, VkR).
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e Prove(ekgr,x,w) — 7 takes a proving key ekg for a relation R, a statement x, and a witness w such
that R(x,w) holds, and returns a proof .

o Verify(vkgr,x,m) — b takes a verification key for a relation R, a statement x, and either accepts (b= 1)
or rejects (b= 0) the proof .

Completeness. For all pp € Range(ParGen),N € N, R € Rppn and (x,w) such that R(x,w) =1, it
holds:
(srs, tdy) < KeyGen(pp, N)
Pr | (ekgr, vkr) < Derive(srs,R) : Verify(vkr,x,7) =1| =1

7 < Prove(ekg, x, w)

Succinctness. 11 is said succinct if the running time of Verify is poly(\ + |x| + log|w|) and the proof
size is poly(A + log |wl).

Knowledge Soundness. Let N = poly(\), we say II has knowledge soundness for an auziliary input
distribution Z, denoted KSND(Z) for brevity, if for every (non-uniform) efficient adversary A there
exists a (non-uniform) efficient extractor € such that Pr [Gameiﬁfﬂ%()\) = 1] = negl(\). We say that II

is knowledge-sound if there exists benign Z such that I1 is KSND(Z).

GamelSE2 4+ (1) — b

pp + ParGen(1%)

(srs, tdy) <+ KeyGen(pp, N)
auxy < Z(srs)

(R,x,m) < A(srs, auxz)

w  E(srs,auxz)

vkgr < Derive(srs, R)

b = Verify(vkr,x,m) A =R(x,w)

Zero-Knowledge in SRS Model. We say Il is zero-knowledge if there exists a simulator S such
that for all adversaries A, for all pp € Range(ParGen),N € N, for all R € Ry, N, and for all (x,w) such
that R(x,w) =1,

pp + ParGen(1%)

tdy) « KeyG N
(Srsv k) ey en(pp’ : A(srs,tdk, R7X,W,7T) =1

%

srsg < Derive(srs, R

pp + ParGen(1*
Pr | (srs, tdy) < KeyGen(pp,N) : A(srs,tdy, R, x,w,7) =1

7 S(tdk, R, x

)
)
7 < Prove(srsg, x, w)
)
)
)

5.3 Commit-and-Prove Universal SNARKSs

Here we adapt the notion of commit-and-prove SNARKSs of [CFQ19] to universal relations.

Definition 5.4 (Universal CP-SNARKS). Let {Rn}nen be a simple family of relations R over Dy x
Dy x Dy, such that Dy splits over £ arbitrary domains (D1 X --- X Dy) for some arity parameter £ > 1.
Let CS = (Setup, Commit, VerCom) be a commitment scheme (as per Deﬁm’tion whose input space
D is such that D; C D for alli € [¢]. A universal commit and prove zkSNARK for CS and {Rn}neN 1S
a zkSNARK for a family of relations (ParGen = CS.Setup, {Rccﬁ’,‘\,"}cke{o71}*7N€N) such that:

e cvery Rgﬁ?\,’ € RE™ is represented by a pair (ck, R) where N = poly()), ck € Setup(1}) and R € Ry;
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o RSN is over pairs (%,W) where the statement is X = (x,(c;)je) € Dx x C*, the witness is W =
((us)jerq» (05) e, w) € D1 X - -+ X Dy x O x Dy, and the relation RR holds if and only if

I\, VerCom(ek,cj,uz, 05) = 1T ARG (u))jep,w) =1
J

We denote a Universal CP-SNARK as a tuple of algorithms CP = (KeyGen, Derive, Prove, Verify).
For ease of exposition, in our constructions we adopt the syntax for CP’s algorithms defined below.

KeyGen(ck, N) — srs := (ek,vk) generates the structured reference string.

Derive(srs, R) — vkg is a deterministic algorithm that takes as input a srs produced by KeyGen(1*, N),
and a relation R € Ry.

Prove(ek, x, (¢j)jelq, (Uj)jefgs (05)jeq,w) — T outputs the proof.

Verify(vkr, X, (¢j) jef, ™) — b € {0, 1} rejects or accepts the proof.

Type-restricted completeness. In the CP-SNARK notion presented above, the CP-SNARK is
required to work on commitments of any type. Here we define a weaker notion of completeness in which
the CP-SNARK works only when certain witnesses are committed with a specific type. This is useful if
we want to use a CP-SNARK that supports only a subset of the types of the commitment scheme. We
give a few examples. Suppose the commitment scheme has two different types, type;, typey, and there
exists a CP-SNARK that only works with commitments of type;. Alternatively, a CP-SNARK for a
relation with ¢; + o committed witnesses could work only when the first 1 commitments are of type
type; and the subsequent {2 commitments are of type type,. And clearly, more fine-grained combinations
are possible. The following definition formalizes this completeness notion of CP-SNARKs:

Definition 5.5. Let {Rn}nen be a family of relations R over Dy x Dy x D,, such that D, = Dt for
¢ € N. Let CS be a commitment scheme with types set T and message space D C M and let T € T*.

A CP-SNARK scheme CP is T-restricted complete if for every N € N, R € Ry and ((x, (¢j) je[q), W)
such that Rgﬁ’,‘\]((x, (¢j)jein) W) =1, and for all j € [{] : type(c;) = Tj it holds:

Pr[ (ek,vk) + KeyGen(ParGen(1*),N) , 7 < Prove(ek, X, W) : Verify(Derive(srs, R), %, 7) = 1 |=1

For T' C Tt we say that CP-SNARK scheme CP is T'-restricted complete if for all T € T’ it is
T-restricted complete.

Commitment-only SRS. The following definition formalizes a property common to several schemes.

Definition 5.6 (Commitment-only SRS). We say that a Universal CP-SNARK has a commitment-only
SRS if the key generation algorithm is deterministic.

Notice that for Universal CP-SNARK with commitment-only SRS the notion of zero-knowledge
defined in Def. is not sufficient. In fact, formally speaking, the commitment key ck is part of the
description of relation, thus the actual SRS of the CP-SNARK would be the empty string. However,
the classical result of |[GO94] showed that NIZK in the plain model exists only for trivial languages.
Therefore we consider a weaker notion of zero-knowledge where the trapdoor necessary for simulation
comes from the commitment key of CS.

Definition 5.7. A universal CP-SNARK CP is trapdoor-commitment zero-knowledge in the SRS model
for a family of universal relations {Rn}nen if there exists a simulator S such that for all adversaries
A, NeN, Re Ry, (ck,td) € S(1"), and %, W such that Rcclf’,'ﬁ(f(, w) =1:

[(srs, tdy) < KeyGen(ck, N

Pr srsg <— Derive(srs,R) : A(srs, tdy, td, R,x,w,7) = 1| =~

(srs, tdy) + KeyGen(ck, N
7+ S(tdy, td, R, x

Pr

)
)
7 < Prove(srsg, x, w)
; o A(srs, tdy, td, R, x,w, ) =1

where X = (x, (¢j)jeg) and W = ((uj) e (04) e, w)-
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When the CP-SNARK CP is for a family of relations {Rn}neny and |[Rn| = 1 for all N then we omit
the algorithm Derive and drop the adjective universal.

Knowledge Soundness with Partial Opening. Finally we can consider a more general notion of
knowledge-soundness for CP-SNARKs introduced in [BCFK19|. The intuition is to consider adversaries
that explicitly return a valid opening for a subset of the commitments that they return. This models
scenarios in which these commitments are not extractable and trusted by the verifier.

Definition 5.8 (Knowledge Soundness with Partial Opening). We say that I has knowledge sound-
ness with partial opening for a commitment scheme CS and an auziliary input distribution Z, denoted
poKSND(CS, Z) for brevity, if for every (non-uniform) efficient adversary A there exists a (non-uniform)
efficient extractor £ such that Pr [Gamepzc”fyD()\) = 1] = negl(\), where the experiment is defined as
follows.

poKSND
Gamecs,z AEe b

ck <= CS.Setup(1);  (srs, tdy) < KeyGen(ck,N);  auxy < Z(srs)
(R,x, (¢j)jera (uj)jerens (0)jefen, ™) < Alsrs,auxz)

((uj)jeres (05) e, w) < E(srs,auxz)
vkg < Derive(srs, R)

b = Verify(vkg,x, ) A —|(/\ - VerCom(ck, ¢;, uj, 05) < AR(x, (uj)jem,w))
J

6 Our Compiler from PHPs to zkSNARKSs with Universal SRS

In this section we show how to compile PHPs into zkSNARKSs. At a high level, we follow the known
paradigm stemming from Kilian’s work in which the prover commits to the oracles, answers the verifier’s
queries and proves correctness of these answers [Kil92|. More specifically, our approach refines this
paradigm for our case of interest (see the introduction for a high-level description).

We first introduce some required building blocks in Section[6.I]and then describe our compiler in two
steps: in Section we convert a PHP into a public coin interactive argument system in the structured
reference string model (SRS)[T_S-L and then remove interaction through the Fiat-Shamir transform. The
proofs of the theorems in this section can be found in Appendix [C]

6.1 Building Blocks

In our compiler we shall make use of the following:

e a PHP protocol PHP over a finite field F;
e a commitment scheme CS for polynomials in F[X];
e a CP-SNARK CPgpn proving knowledge of the committed polynomials;

e a CP-SNARK CPy,, proving that the PHP verifier accepts, namely for the family of relations Ry,
defined in Section [3.1] which corresponds to the PHP verifier’s degree and polynomial checks.

We now describe some of the properties we require from our commitment scheme for polynomials
and from CP-SNARKSs for them.

6.1.1 Commitments to Polynomials

Recall that a PHP verifier has access to two sets of oracle polynomials: those from the relation encoder
(which roughly describe the relation) and those from the prover (which should supposedly persuade the
verifier to accept a public input x). During compilation, we shall commit to polynomials in both sets;
we will require all these commitments to be binding, but not to fully hide any of these polynomials.

13A straightforward extension of interactive arguments; see Section for a definition.
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The commitments for the relation encoding polynomials—whose type we denote by rel—do not
need to hide anything: they open to polynomials representing the relation, which is public information.
The polynomial commitments of type rel have weaker requirements for one more reason. Besides not
requiring them to be hiding, we will not require them to be extractable (i.e., we do not assume a
CP-SNARK that has knowledge soundness for them).

Above, we ignored leakage when committing to relation encoding polynomials; we cannot do the
same when committing to the polynomials from the PHP prover: they contain information about the
witness. If we do not prevent some leakage we will lose zero-knowledge. At the same time we will show
that we do not need full hiding for these polynomials either, just a relaxed property that may hold even
for a deterministic commitment algorithm. We call this property somewhat-hiding—defined below—
and denote its type by swh.

In the remainder of this section we will assume CS to be a polynomial commitment scheme; i.e.,
a commitment scheme (see Definition in which the message space M is F<4[X] for a finite field
F € F and an integer d € N. Without loss of generality we assume d to be an input parameter of Setup.

Definition 6.1 (Somewhat-Hiding Polynomial Commitments). Let CS = (Setup, Commit, VerCom) be
a type-based commitment scheme for a class of polynomials F<q[X]| and a class of types T, and that
works as in Definition [5.1], but where we allow Commit to be deterministic.

We say that CS is somewhat-hiding for type type if it satisfies the following property.

type-typed Somewhat Hiding. There exist three algorithms (ck,td = (td’, s)) < Sek(s) where s € T,
(c,st) < TdCom(td,v) and o < TdOpen(td, st,c, f) such that: the distribution of the commitment
key returned by Scx with a uniformly random s <—sF as input is perfectly/statistically close to the one
of the key returned by Setup; for any f € F4[X], (¢,0) = (c/,0") where (¢,0) < Commit(ck, f),
(¢, st) < TdCom(td, f(s)) and o' < TdOpen(td, st,, f).

For our first compiler (Section [6.2]) we assume CS to be a type-based commitment scheme with type
set 7 = {rel, swh} that is binding for all types and somewhat-hiding for type swh. We summarize this
requirement in the following definition.

Definition 6.2 (Compiling Commitment Scheme). Let CS = (Setup, Commit, VerCom) be a type-based
commitment scheme for a class of polynomials F4[X] and a class of types T = {rel,swh}. We say CS
is a compiling commitment scheme if it is T -binding and swh-somewhat-hiding.

6.1.2 CP-SNARKSs for CS

We assume that the commitment scheme CS is equipped with a CP-SNARK CPpn, = (KeyGen
Provephp, Verifyy,,) for a relation family R' O Rphp, and with a CP-SNARK CPqpn = (KeyGengp,,
Provegpn, Verify,,,) for the (trivial) relation family Ropn = {%, (pj)jeq : £ € N} whose instance is the
empty string ¢ and witnesses are tuples of polynomials. A CP-SNARK for Ropn is essentially a proof
of knowledge of the openings of £ commitments.

Additionally we define a weaker zero-knowledge notion that is sufficient to be satisfied by the CPp,
CP-SNARK in our compiler. This new property allows better efficiency and flexibility of the compiled
protocols.

php>

Leaky Zero-Knowledge. Intuitively, a CP-SNARK for relations over committed polynomials is leaky
zero-knowledge if its proofs may leak information about a bounded number of evaluations of these
polynomials. This is formalized by letting the zero-knowledge simulator have access to a list {u;(y)};
as a hint for the simulation of proofs. The formal definition follows.

Definition 6.3. A CP-SNARK CP is (b, C)-leaky zero-knowledge for a family of relations {Rn}nen if
there exists a simulator S = (Sjieak, Sprv) such that for all adversaries A, for all N € N, for all R € Ry,
the following two properties hold.
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PROOF INDISTINGUISHABILITY. For all (ck,td) € Sci(1%), for all %,W where X = (X', (¢;)jefq) and W =
((Uj)je[ﬁ]v (Oj)je[g],W) and such that RCCQ”N’(Q, W) = 1, for any L + Sieak(1*, ) let Leak :={(j, ui ()} e
[(srs, tdy) < KeyGen(ck, N)
Pr srsg < Derive(srs,R) : A(srs, tdy, td, R,x,w, 7) = 1| =
| 7 < Prove(srsg, X, W)
[(srs, tdy) « KeyGen(ck, N)
7 < S(tdk, td, R, X, Leak)

Pr : A(srs, tdy, td, R, x,w, ) = 1

BOUNDED LEAKAGE. For any x, and any L <s Sieak (1}, %), the list L is (b, C)-bounded with overwhelm-
ing probability over the security parameter.

6.2 Compiling to Universal Interactive Arguments

We describe our compiled universal succinct interactive argument (UIA) system in the SRS model in
Figure [3] A high-level description of UIA follows.

e At key-generation time we run the setup of the commitment scheme CS and generate keys for the
auxiliary CP-SNARKSs.

e When deriving a specialized SRS for a specific relation R we commit to all the polynomials returned

by the relation encoder RE(R).

e The prover acts the same at every round except for the last. If we are not at the last round then it
commits to the polynomials from the PHP prover P, proves it knows their openings and propagates
the rest of the messages from P. At the last round it proves that the PH P verifier ¥V would accept.
In order to do that it first runs the decision stage of V, thus obtaining a vector of degree checks (d;);
and descriptions of polynomial equations (G, v;);. It then partially evaluates the polynomials G-s
on the prover’s message and uses them—together with the other checks—to prove V would accept.

e At every round that is not the last, the verifier simply propagates the messages from V. At the last
round, it obtains the checks from the decision stage of the PHP verifier. It then checks the prover’s
final PHP proof as well as all the opening proofs received throughout the interaction.

Theorem 6.1. Let PHP = (r,n,m,d, ne, RE, P, V) be a non-adaptive public-coin PHP over a finite field
family F and for a universal relation R. Let CS be a compiling commitment scheme (Deﬁm’tion
equipped with CP-SNARKs CPopn for Ropn and CPphy for Rpnp-

e The scheme UIA = (KeyGen, Derive, P, V) defined in Figure@ 1 a universal succinct interactive argu-
ment in the SRS model for R.

o If CPopn is TP-ZK, and, for a checker C, PHP (resp. CPpupp) is (b + 1, C)-bounded honest-verifier
zero-knowledge (resp. (b, C)-leaky zero-knowledge) then UIA is trapdoor-commitment honest-verifier
zero-knowledge.

Remark 7. Under the hypothesis of Theorem above, it is sufficient for CPpp, to be T'-restricted
complete, with T = ((rel)“(O)H(swh)”P) € T", in order to obtain the completeness of UIA.

Remark 8 (On updatable SRS). If the commitment key generated by Setup is updatable [GKM™ 18],
and CPopn and CPypp have commitment-only SRS (see Deﬁmtion then the SRS of UIA is updatable.

Remark 9 (Efficiency of the resulting UIA). From the construction one can see that in UIA:

e prover and verifier interact for r + 1 rounds;

e Derive outputs a specialized verification key that consists of n(0) commitments;

e the prover sends: m* field elements, n, commitments, r proofs of CPopn, and one proof of CPppp;

e the verifier’s running time is that of the PHP verifier, plus the sum of running Verify,,, and Verify gy, .

Combining the above observations with the succinctness of the commitment scheme CS (Deﬁm'tion
and of the CP-SNARKs CPqpy and CPppp, we obtain the succinctness of UIA.
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KeyGen(1*,N) — (ek, vk) Derive(vk, R) — (ekg, VkRr)

// Let D be the max degree of PHP (Definition po < RE(F,R)

ck < CS.Setup(1*, D) (co,00) s Commit(ck, rel, py)
(ekopn, Vkopn) < KeyGen,,,(ck) vkg 1= (vk, o)

(ekphp, Vkphp) < KeyGen,,(ck) ekg := (ek, R, py, 00)

ek := (ck, ekphp, €kopn); VK := (VKphp, VKopn )

]P’(ekR,x,w,ﬁl,. . .,pi) — T

Let r:=r(|R|)
if i <r(|R|) then
// Get polynomials and messages from PHP prover
(pi, 7'ri) +— PEF,R x,w, p1,-..,0i)
(¢i, 0;) + Commit(ck, swh, p;)
Topn,i < Provegpn(€kopn, €i, 0;)
i = (€4, i, Topn,i)
else
// Get checks from PHP verifier
((dj)jem,)> (Gi:v5)jem) < Dv(Fx, p1, ., pria)
>A(php = ((dj)je["p]7 (G.Ij’vj)jG["e]) ’
where G partially evaluates G, i.e., for k € [ne] :
GL(X, (X)) jem) == Ge(X, (X)) jeme, (]| ... [|7wr))
Wohp := ((Poll - - - [|Py), (00l] .. - [|or))
Tiohp <~ Provepnp (ekpnp, Xphp, (Col| - - - [[€r), Wphp)

Myl 1= Tohp

V(srs, vk, X, T1, ..., i) — pi

if 7 <r then
pi < V(EF, x, 71, ..., Ti—1)
pi == pi
else
%ohp = ((dj)jefny)s (G5 v5)jelna) »
where (), partially evaluates Gy, i.e., for k € [ng] :
Gr(X, (Xj)jemn) = Gr(X, (Xj)jepe)s (mal] .. ||7w))
b« Verify o (VKphp, Xphp, (coll---|ler), Tphp)
bl Verifyoon (Vkopn, (Ci.j)jen(i), i) for i € [r]
Accept iff (/\ie[r]bi A b)

Above we use a shortcut notation for committing to whole vectors of polynomials in one go. That is, given a
commitment type ¢t and a vector of polynomials p of size m, above we write (¢, 0) < Commit(ck, ¢, p) to mean that
for each j € [m] (¢j,05) < Commit(ck,t,p;), ¢ = (c1,...,¢m) and 0 = (01,...,0m).

Figure 3: Compiler from PHP to UIA.
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Intuition on Security Proof We refer the reader to Appendix [C]|for a formal proof of Theorem [6.1
here we provide an intuition. By the knowledge-soundness property of PHPs we know we can extract a
valid witness from the interaction with a PHP prover. Let’s call this extractor Epyp and let us assume
the verifier accepts. The high-level idea is to simulate the interaction between Eppp and a PHP prover
as follows: whenever Eppp queries a polynomial we run the extractor for CPypn and respond with the
corresponding polynomial (we are ignoring messages in this proof intuition). Call w the output of Epyp
at the end of the interaction. If this is not a valid witness with high probability then we broke the
assumption on knowledge-soundness of the PHP. To see why: consider the extractor for CPppp, if we
run it on Tphp then we can obtain polynomials that make the PHP verifier accept (if given oracle access
to them). These polynomials must be identical to the ones we can extract through CPoppn, otherwise we
could break binding. If w were not a valid witness then we could construct a PHP prover that makes the
verifier accept but without being able to extract a valid witness from it breaking knowledge-soundness
of the PHP.

We now provide an intuition about zero-knowledge; for simplicity we shall describe it as if the
protocol involved a single committed polynomial. First, observe that we assume a PHP with b + 1-
bounded ZK—i.e., we can simulate interaction with an honest prover even after we have leaked b + 1
evaluations of the polynomial. Since we assume a commitment scheme that is only somewhat-hiding
(Definition [6.1]), we are actually leaking one evaluation of the committed polynomial (in particular on a
random point). We now combine this fact with the ZK property we are assuming on the CP-SNARKSs
in the compuler—b-leaky ZK— and this allows us to still simulate an interaction with an honest prover
that is indistinguishable after further b leaked evaluationd™]

7 CP-SNARKS for Pairing-Based Polynomial Commitments

In this section we present constructions of (type-based) commitment schemes for polynomials that
work in bilinear groups, and a collection of CP-SNARKSs for various relations over such committed
polynomials. The commitment of a polynomial p is essentially the “evaluation in the exponent” of p in
a secret point s, following the scheme of Groth |Grol0] and Kate et al. [KZG10].

This section includes two commitment schemes CS; and CSo (Section as well as CP-SNARKSs work-
ing over them; more details on the CP-SNARKs follow. Our CP-SNARKSs work over both commitment
schemes unless explicitly stated otherwise.

o “I know p : c opens to p”: two CP-SNARKSs CPgp, for proof of knowledge of opening, secure respec-
tively in the algebraic group model and under the mPKE assumption (Section ;

[43

e “p(z) =y a CP-SNARK for polynomial evaluation, CPeya| 1, secure under the d-SDH assumption
(Section . We then extend this CP-SNARK as CPeya to support batching—* (pz(acl) = yi)
in Section

e a very general construction for a CP-SNARK for polynomial equations{l—_gl, CPe¢q, relying mainly on
CPopn and CPey, (Section ;

e a CP-SNARK, CPgeq, for quadratic polynomial equations{l;gl specific to commitment scheme CSo (Sec-
tion [7.7)); although less general than CPeq, CPqeq is more efficient since its proof may simply be empty,
while verification consists of some pairing checks over the commitments.

o “deg(p) < d’: two CP-SNARKSs for degree bounds, CPyo and CP{.), both secure if CPopn and CPeq
()

(2)
deg deg

ie[ﬁ]”*

are secure; while CP;° works over both commitment schemes, CP;’ works only over CSsy;

e a CP-SNARK CPjk, a key ingredient in our compiler to universal CP-SNARKS, to link polynomial
commitments of different types; see “Additional building blocks” [8.1] for further motivation.

e observe that, for polynomials that allow for unbounded ZK, we can even use leakier forms of commitments than
somewhat-hiding ones.

15 An example of polynomial equations is a(X)b(X) — 2¢(X)d(X)e(X) = 0).

16Here “quadratic” means it supports products of at most two polynomials.
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7.1 Bilinear Groups and Assumptions

A bilinear group generator GenG(1*) outputs bgp := (¢, G1, Go, Gr, e), where Gy, G2, Gr are additive
groups of prime order ¢, and e : G; X Gy — G is an efficiently computable, non-degenerate, bilinear
map. We focus Type-3 groups where it is assumed there is no efficiently computable isomorphism
between G; and Gy. We use the bracket notation of [EHKT 13|, i.e., for g € {1,2,T} and a € Z,, we
write [a]y to denote a - Py € Gy, where P; is a fixed generator of G,4. From an element [a], € G4 and a
scalar b it is possible to efficiently compute [ab] € G,. Also, given elements [a]; € G and [b]z € G, one
can efficiently compute [a - b]p by using the pairing e([a]1, [b]2), that we compactly denote with [a]; - [b]2.
In our constructions we make use of the following assumptions over a group generator GenG.

Assumption 1 (d-Power Discrete Logarithm |Lipl2|). Given a degree bound d € N, the d-Power
Discrete Logarithm (d-DLOG) assumption holds for a bilinear group generator GenG if for every efficient
non-uniform adversary A the following probability is negligible in \:

AY. )
Pr [s' .. bgp s GenG(1%); s s Zy; } ‘

s« A(bgp, {[s’]1, [s]2}jep0.4))

Assumption 2 (d-Strong Diffie-Hellman |[BB04|). Given a degree bound d € N, the d-Strong Diffie-
Hellman (d-SDH) assumption holds for a bilinear group generator GenG if for every efficient non-uniform
adversary A the following probability is negligible in \:

AY. ,
Pr [C =[(s+o)™ 'y bgp < GenG(1%); s s Zg; ]

(Ca C) A A(bgp, {[Sj]h [Sj]Q}je[O,d])

We consider a slight variant of the Power Knowledge of the Exponent (PKE) Assumption of
Groth |Grol0|. This variant, also used in [CHM™20|, considers an adversary (resp. an extractor)
that outputs a vector of group elements (resp. of tuples of field elements), and is implied by the PKE
assumption.

Assumption 3 (mPKE). The (multi-instance) Power Knowledge of Ezponent (mPKE) assumption
holds for a bilinear group generator GenG if for every efficient non-uniform adversary A and a degree
bound d € N there exists an efficient extractor € such that for any benign distribution Z the following
probability is negligible in \:

[ bgp s GenG(17);
auxy < Z(bgp);
. dj =7 cj $,7 <=8 Lg;
Pr (4 :
i Cj # Zk ( [S] 5]]27 [’}/S ]17 [’Y] )jE[O d’ )
( ¢j)jele)s (dj)jefe) < Albgp, X, auxz);
i (aV ) cpe] < €(bgp, X, auxz)

7.2 The Commitment Schemes

We show two type-based commitment schemes, CS; and CSy, with type set {rel, swh} and for degree-d
polynomials. We begin with an informal explanation of them.

In both schemes, ck contains encodings of powers of a secret point s, a commitment of type swh
to a polynomial p(X) is a group element [p(s)];. The only difference between the two schemes are the
commitments of type rel, which in CS; are [p(s)]; whereas in CSg are [p(s)]2. As we shall see in Section
the advantage of having some polynomials committed in Gg is that one immediately gets a way to
test quadratic equations over polynomials where each quadratic term involves exactly one polynomial of
type rel. Both types of commitments are computationally binding under the power-discrete logarithm
assumption [Lip12|. For commitments of type swh we show somewhat hiding.
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Below we describe the commitment schemes in more detail. To keep the presentation compact, we
describe them as a single scheme CS, parametrized by the following function, for g € {1, 2},

if type = rel

_J g
g(type) = { 1 if type = swh

The function essentially dictates in which group is a type-rel commitment.
The algorithms (Setup, Commit, VerCom) of CS, are defined as follows:

CSg.Setup(lA,d): run bgp <—sGenG(1") to generate the bilinear groups description, set the message
space to be F<4[X] where F := Z,. Next, sample s <—sZ, uniformly at random, compute and output:

ck = {(([th)je[o,d]a [s]2) ifg=1,

([s'11, [7]2)jepo,a) 1 g =2

CS,.Commit(ck, type, p) — (c,0): Let g < pg(type), and output the commitment ¢ := [p(s)]4 (the open-
ing o is empty)

CS4.VerCom(ck, type, ¢, p,0): set § < pq(type), and check if ¢ L p([s]4)-

Remark 10. We note that in CSy, the elements [1, s]a are not needed to commit and verify openings,
but they are useful to verify the correctness of ck (which is useful when generating ck in an updatable

way).
In the following theorem we state the security of the scheme.
Theorem 7.1. CS, is binding under the d-DLOG assumption for GenG, and perfectly somewhat-hiding.

Proof. Binding is essentially the same as in |Grol0]. Assume the adversary produces two polynomials
p and p’ that evaluate to the same value on the point s. Then by finding the 0’s of the polynomial
p(X) — p'(X) we can find s and break the d-DLOG assumption.

For somewhat-hiding, we notice that the polynomial commitment scheme does not need any trapdoor
opening information, thus the TdCom algorithm we define next sets st to be the empty string and
there is no need for the TdOpen algorithm. We define algorithms S¢x and TdCom and shows that the
distributions produced by the algorithms are indistinguishable from the distributions produced by Setup
and Commit:

Sck(s) — (ck,td): use s to compute ck as in Setup and output ck and td = s.

TdCom(ck, type, p(s)) — (c, st): let pg(type) = g and output [p(s)],.

Clearly for an uniformly random s the distributions of the outputs of Sck and Setup are identical. [

7.3 CP-SNARKsS for Rpn

Here we present two CP-SNARKSs for the commitment schemes CSy, CSy and the relation Ropn (which
essentially provides a proof of knowledge of the committed polynomials). For our results, we are inter-
ested in proving this relation only over commitments of type swh.

A CP-SNARK in the algebraic group model. The first CP-SNARK, CPASM, is actually a trivial
scheme in which the proof is the empty string. Its knowledge-soundness, can be shown in the algebraic
group model [FKL18| where any adversary that returns a commitment is assumed to know coefficients
which explain it as a linear combination of the public parameters, the ck. This is an observation already

done in previous work, e.g., [GWC19, (CHM™20]), and thus we omit the details of the analysis.

Theorem 7.2. CPﬁan is @ OP-SNARK for Ropn over CSy (resp. CSz) that is swh'-restricted complete,
perfectly zero-knowledge and knowledge-sound in the algebraic group model.

"For this reason, all the CP-SNARKs given for this commitment scheme will omit o from the prover’s inputs.
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A CP-SNARK under the mPKE assumption. The second CP-SNARK, CPE[';E, is movel and
provides extractability based on the mPKE assumption and, when used on more than one commitment,
on the random oracle heuristic. In a nutshell, this scheme uses the classical technique of giving as a
proof a group element Topn such that Tep, = 7y - ¢ for some secret v € F, and this Top, can be honestly
computed by using the same linear combination used to compute c¢. What is new in our scheme is a
way to batch this proof for £ commitments in such a way that we have only one extra group element as
a proof, instead of ¢ elements.

CPPKE KeyGen(ck): parse ck as (cki,ckg) with ck; € GI*!, sample v <, define ek := (ck, 7 - ck;) and

opn
vk :=[1,7]2, and return srs := (ek, vk).

CPOP;E.Prove(ek, (Cj)je[g], (pj)je[g]): for j € [(] compute T; < [y - p;j(s)]1, next compute (p1,...,p¢)
H((¢j)jen) and output Topn := 3, psT;.

CPEFI,(nE.Veri-fy(vk, (¢j)jels Topn):  compute (p1,...,pe) < H((¢j)jeiq) and ¢ := > pjcj. Output 1 if
and only if e(c, [7]2) = e(Topn, [1]2).

Remark 11 (On Updatable SRS generation). Note that the SRS of this CP-SNARK can be generated by
having access to the commitment key (without need of knowing its trapdoor), and it is easy to see how it
can be generated in an updatable fashion, and the correctness of every element can be efficiently checked
using a pairing. Generating the SRS of CPopn after the commitment key ck would however require an
additional sequence of rounds in the SRS ceremony. Although this can be still useful when re-using an
existing commitment key, it is annoying if the goal is to generate ck and the CPopn SRS together. In the
latter case, however, it is easy to see that they can be generated together with a single sequence of rounds
in the ceremony, i.e., such that at every round the i-th participant outputs its version of (ck,~y - cky).

Efficiency. Key generation requires d + 1 exponentiations in (G to generate ~ - cky, and one in Go
to compute [y]2. The prover can be implemented so as to require d* Gi-exponentiations and O(¢ - d*)
F-operations, where d* max;c(j{deg(p;)}. This is done by computing p*(X) « >, pjp;(X) and then
Topn <— [7 - P*(s)]1. Verification requires: 2 pairings, ¢ Gi-exponentiations, and one hash computation.

PPKE

Security. In the following theorem we state the security of CPgy,"

Theorem 7.3. CPYKE is ¢ CP-SNARK for Ropn over CSy (resp. CSy) that is swh'-restricted complete,

opn
perfectly zero-knowledge and knowledge-sound under the mPKE assumption in the random oracle model.

Proof. Completeness is obvious. Zero-knowledge is also rather easy to see: a simulator that knows
can perfectly simulate proofs without knowing the witness. Before proving knowledge soundness we
recall an useful form of the Chernoff-Hoeffding bound [DP09].

Lemma 7.4. Let X := ) X; where Xy,...,X,, are independently distributed in [0,1]. Then for all
t>0:

J€n]

Pr[X < E[X] —t] < 27 2*/n

Let A be an (non-uniform PT) adversary and Z be an auxiliary input distribution such that for any
& the probability that A outputs a statement (c;) ;e[ and a valid proof 7 is € in the game Game%sg'\fg AE
(where RG is the dummy algorithm that outputs Ropn). Moreover, let W be the event that the adversary
outputs a valid statement-proof tuple. (Obviously, Pr[W] = ¢.)

Consider the following adversary B and auxiliary distribution Z’ against the mPKE assumption.
The distribution Z’(X) computes the structured reference string srs of CPqp, from X, runs auxy <

Z(Ropn,srs) and outputs srs, auxy.

Adversary B; p (3, (srs,auxz); p):

1. Let K = 20e 1q(1+ \), parse p = (hg))Kkgq,je[K} where h,(fj) € Z& and ¢ is the maximum
amount of random oracle queries made by an execution of A.
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2. Compute ck from ¥, run A(Ropn, ck, srs,auxz) and answer the first i — 1 queries of A to
the random oracle with the values h = hq,...,h;_1. Let st the state of A just before the
i-th queried is sent.

3. For j =1...K run the following:

(a) Run A feeding it with the value h](gj ) at the k-th query.
Let X, m; be the output of A and let b; < Verify(srs, X;, ;).
(b) Rewind A to the state st.

4. Assert Zj bj > £, let H be a subset of of cardinality ¢ of the indexes j such that b; = 1,
we define the square matrix M which columns are the vectors hgj e Zg and j € H.

5. Assert that M is full rank.

6. Assert that for all j,j" we have X; = X;r. If so parse them as (c;) (g

7. Compute (dj)je[l] = (nj)jeHM_l and output (Cj)je[g], (dj)je[g].

The adversary B is parameterized by an index ¢ and values hi,...,hi_1 where h; € Zg.

First we notice that if the adversary B does not abort then it outputs values (c;) e and (d;) e
such that for all j € £: v -¢; = d;. Indeed the verification in step for any j, we set b; to 1 if and
only if v - >, hj ek = m; where we parse hgj) =251, P40 thus () jen = (¢j)jeiq - M.

We analyze the probability that B does not abort. Let @Q; be the event that the adversary A queries
the random oracle with (c;);eq (the output instance) at the j-th random oracle query. Let i be the
index that maximizes the probability Pr[W A @Q;]. It is easy to see that Pr[W A Q;] > g. Let h be the
assignment of the first ¢ — 1 queries that maximize the probability Pr[WW A Q;], by average argument,
we notice that there must exist h such that, conditioned on the assignment Pr[W A Qs[h] > ¢.

Given an assignment auxz, we call it good if Pr[W AQ;|h, auxz] > i. By a simple average argument

we have that with probability % an output auxz of Z is good. Also we notice that if we fix h and auxy
then the random variables b1, ..., bx are independent and if auxz is good then each of them has average
greater or equal to Z—Eq, thus by the Chernoff-Hoeffding bound we have that:

Pr[z bj > l|h,auxz] > 1 — negl(\).
J

Thus the assertion in step [4] passes with overwhelming probability. We notice that the assertion in step
passes with overwhelming probability as the rows of M are random vectors in Zg, also the assertion in
step [0] passes always cause fixing h and auxyz the i-th query of the adversary A is deterministic function
of srs. Putting all together the probability that B does not abort is greater than % — negl(\).

We are ready to define the extractor for the knowledge soundness experiment. Roughly speaking the
extractor calls the extractor of B, however the reduction B is a probabilistic polynomial time algorithm.
Thanks to the non-uniformity we can fix the randomness of BB to a string p that maximizes the probability
of B outputting valid tuples. Thus let B’ such non-uniform PT that runs B with randomness set to p.

Let € be the extractor of B, assumed to exist thanks to the mKEA assumption. The extractor
outputs vectors al?) for any j € [(]. We let the extractor for A simply run £ and output what it
does. By the mPKE assumption, we have ¢; = ), ag ) gk (as otherwise B would break the mPKE
assumption). O

Remark 12. (Efficiently composing CPopn with other SNARKs) All of the CP-SNARKs in this section
apply CPopn to obtain extractability of the committed polynomials. More precisely, this is true only for
polynomials of type swh; we assume the adversary always opens commitments of type rel. The proofs of
the CP-SNARKs we present in this section are all of the form (Topn, ) where the first part, Topn, is a proof
of knowledge of a valid opening for the commitments in input. A straightforward composition of these CP-
SNARKs would incur in redundantly proving the knowledge of the openings of the same commitments;
therefore, we do not use black-box composition: given a CP-SNARK CP = (KeyGen, Prove, Verify) we
define the algorithms Prove and Verify respectively working just as Prove and Verify, except that they do
not compute/verify the proof Topn.

46



7.4 CP-SNARK for evaluation of a single polynomial

We define a CP-SNARK CPeyqa11 for the relation Reval1((a,b),p) := p(a) L b, where p is committed
as [p(s)]1. Hence CPeyqi; is complete for CSq, and swh—restrictedF_gI complete for CSy. This scheme is
essentially the evaluation proof technique of |[KZG10| with an additional proof of knowledge.

KeyGen,,i1(ck): execute (ekopn,Vkopn) < KeyGen,,,(ck), parse ck as ([s7]1, [s7]2) ej0,q define ek :=
(ck, ekopn) and vk := ([1, s]2, vkopn), and return srs := (ek, vk).

Proveeyaii(ek, (a,b), ¢, p): Compute a proof Topn <= Provegpn(ekopn, ¢, p), the polynomial w(X) such that
w(X) - (X —a) =p(X) — bset ®<+ [w(s)]1, and output (Topn, T).

Verifyeyai1 (VK, (a,b), ¢, m):  Parse © = (Topn, [w]1), and output 1 iff:

L. Verify,,n (Vkopn, ¢, Ttopn) = 1 and
2. e(wh, [s — als) = e(c — (bl [1]2).

Efficiency. We give efficiency ignoring the costs of CPqpn. Generating a proof requires deg(p) G-
exponentiations to compute © and O(deg(p)) F-operations to compute the polynomial w(X). Verification
requires: 2 pairings.

Security. In the following theorem we state the security of CPeyqy 1.

Theorem 7.5. If CPyp, is a swh-restricted CP-SNARK for Ropn and the d-SDH assumption holds
for GenG, then CPeya1 is a complete (resp. swh-restricted complete), knowledge sound, and trapdoor-
commitment zero-knowledge CP-SNARK for Revai1 for CSy (resp. CSg). Moreover, if CPopn has
commitment-only SRS then CPeyal1 has commitment-only SRS.

Proof. The proof of completeness and knowledge soundness follow from previous works [KZG10, CHM™20]
and is therefore omitted. To see trapdoor-commitment zero-knowledge, notice that with the trapdoor
s € Zq we can compute [w]y := (¢ —[b]1)/(s — a), moreover, we can simulate Topn using the simulator of

CPopn- O

7.5 CP-SNARK for batch evaluation of many polynomials

We define a CP-SNARK CP,y, for the commitment schemes CSq, CSy and the relation Reys which is
the Cartesian product of £ € N instances of Reyal,1. The CPey, we propose is complete for CS; and swh-
restricted complete for CSy. This scheme is essentially a CP-SNARK version of the batched polynomial
commitment evaluation technique in [GWC19, CHM™20].

The intuition for the construction is as follows. To prove that two polynomials p and p’ committed
to ¢ and ¢ evaluate to b and o’ on the point a, by linearity of the polynomials and classical batch
argument we can simply show that a random linear combination p* = pp + p'p’ of p and p’ evaluate
to pb + p'b'. Notice that by the homomorphic property of the commitment scheme we can compute
c* = pc+ p'c which is a valid commitment of p*. Generalizing, of the ¢ points ay,...,a, on which we
want to evaluate the proofs, we gather the £* distinct ones. For each of these we compute an evaluation
proof by batching the polynomials together.

KeyGeng,, (ck): this proceeds identically as the key generation of CPeyal 1.
Proveeval (ek, (aj, b5) e (¢5) e (Pi)jelq):

1. Let W := {j € [{] : type(c;) = swh} be the set of indices of type-swh commitments. Compute
Topn < Proveopn (€kopn, (¢;)jew s (Pj)jew);

2. For j € [{] set p; < H(X||j) and let {a],...,a}.} = {a;};eq (repeated values are not counted), let
Py, ..., Py be a partition of the set [¢] such that P, = {j : a; = a}};

'8 An extension to support evaluations on rel-typed ccommitments in CSy is straightforward; it is omitted as it’s not
needed in our work.
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3. For k € [¢*] compute ¢ <= > icp, pj " Cjs Pk = D_jep, P Pj» and by, = pj(ag);
Compute Ty, < Proveeyair (ek, (ay, by), ¢, D))
4. Return 7t = (Topn, () jefe])-

Verifyeyai (Vk, (aj,05) e (¢5)jefgs ®): Compute W as described in the step 1 of the prover, and compute
(Pj)je[e]v (a;f)je[wp (C;)je[g*} and (Pj)je[m as described in steps 2 and 3 of the prover. Parse m =
(Topns (th)je[g*]), and return 1 iff :

L. Verifyg,n(srs, (¢j)jew, Topn) = 1 and,
2. for all k € [¢*] we have Verify,, .1 (vk, (af, b)), cf, T) = 1.

Efficiency. We give efficiency ignoring the costs of CPop,. Generating a proof requires deg(py) G-
exponentiations and O(deg(p;)) F-operations to compute each ;. Verification requires 2¢* pairings,
which can be reduced to a total of 2 using standard batching techniques.

Security. In the following theorem we state the security of CPeya.

Theorem 7.6. If CPqp, is a swh-restricted CP-SNARK for Ropn and the d-SDH assumption holds
for GenG, then CPey, is a CP-SNARK for CSy (resp. CSo) that is: complete (resp. swh'-restricted
complete), knowledge-sound (with partial opening of type-rel commitments) in the random oracle model,
and trapdoor-commitment zero-knowledge in the SRS model. Moreover, if CPopn has commitment-only
SRS then CPeoya has commitment-only SRS.

Proof sketch. The proof of this theorem is an extension of the one of Theorem we only provide
a sketch. The main difference is in the knowledge soundness. First, notice that by Theorem we
have that each of the ¢* polynomial evaluations is correct. The correctness of all the ¢ evaluations then
follows from a classical batching argument using the randomizers pq, ..., py. O

7.6 CP-SNARK for Polynomial Equations

We describe a CP-SNARK for polynomial equations that relies on the one for batched polynomial
evaluations given in the previous section. This CP-SNARK is based on the optimizations proposed by
IGWC19|.

Although the formal general treatment of our scheme has several technical details, its intuition is
simple. At the high-level, we verify each polynomial equation by sampling a random point, exploiting
the Schwartz-Zippel Lemma and reducing the problem to proving polynomial evaluation. For example,
we pick random point u and then reduce proving a(X)b(X)c(X) + d(X) = 0 to a(u)b(u)c(u) + d(u) =
0. Then, for each monomial of degree d at least 2 in the polynomial equation, we recursively prove
evaluation for a monomial of degree d — 1. For example, assume monomial a(u)b(u)c(u) above equals
value y, then we could reduce to y,b(u)c(u) = y by providing y, and relative proof to the verifier. We
could then do this again for b by providing a proof that b(u) = v, v and then reducing to y,ypc(u) = y.
At this point we obtained a linear equation and we can use the approach of Proveg,,. In the example
above we first started from a and then moved to b leaving c last, but clearly there are different recursion
strategies. Some of them will be more efficient than others. Below, we abstracted away this aspect
through minimal set S defined as in the pseudocode.

We define a class of CP-SNARKSs for subsets of the relation Req (see Section . In particular, let
C be a checker, we implicitly parameterize the CP-SNARK with the checker C. Consider the following

relation: o ( @)
; ; Vie [l],x € Zy : Cli,v;(x)) = 1A
Req,c = {(G(j)vv(J))jE[k]’ (pj)jeln : Req((gjv)q, (p3)jei) = 1 }

We define a (1,C)-leaky zero-knowledge CP-SNARK CP¢q for the commitment scheme CS and the
relation Req c. Let H be a random oracle from {0,1}* to Z,.

KeyGeng,(ck): execute (ekopn, Vkopn) — KeyGeng,,(ck) and (ekeval, Vkeval) <= KeyGeng,, (ck) define ek :=
(ekopn, €keyal) and vk := (Vkopn, Vkeyal), and return srs := (ek, vk).
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Proveeq(ek, (G, v), (¢j)jelgs (Pj)jefg): Execute the following steps.

1. Let W := {j € [{] : type(c;) = swh} be the set of indices of type-swh commitments. Compute
Topn 4= Provegpn (ekopn; (¢j)jew (pj)jew);

2. Let % := ((GD, 09y, (¢)) i) and set p < H(%|[Topn). Forany I € [k] if degx (GO (X, 01" (X),. ..,
vgl)(X))) > 0, and, for 5 € [{], let agl) — U](~l) (p), by) = pj(ay)); otherwise, let ag-l) +— v§l)(0) and
pD — ‘(a(.l))

J pjla;-).

3. For any [ € [k] let {aj;,....a} ;} = {ag.l)}jem (repeated values are not counted), let Pl(l), . .,Pe(f)
be a partition of the set [¢] such that Pt(l) ={j: ag-l) =a; b

4. Let S be the minimal subset of [¢] such that (1) exists an index i* such that S = [¢] \ S C P;, (2)
the polynomial G(x, X1, ..., X) has degree zero or one in the variables {X},es.

5. Let > ;c51;X; + lo be equivalent to the polynomial G with the variables (X;);es assigned to the
values (bj);jes and the variable X assigned to the value p.

6. Let a* = CL:;, b* = —lo,C* = Z]ESZJ - Cj, p* = Zjeglj “Dj-

Let X' = ((aj,bj,¢j)jes, (a*,b*,¢*))), namely X' is a vector of |S| + 1 instances of Reyal.
ComPUte Teyal < Proveeval(ekevalaila ((pj)jeSUp*va))
7. Output (Ttopn, {bj}j657neval)-

Verifyeq(vk, X, ): Parse T = (Topn, {b;}jes, Teval). Execute the steps 2,3, 4 and 5 of the prover (but do
not compute the values (b;);e(¢, bur rather take (b;);e(s) from the proof). Also compute W as in step
1. Compute the commitment c* as in step 6 of the prover, set a* = a; and b* = —lp. We observe
that [y can be computed efficiently since it depends only on the linear terms of G involving the values
{bj}jes and the constant term of G(p,...).

Return 1 iff:

L. Verifyqon (Vkopns (¢5) je[w]s Topn) = 1,
2. Set X' as in step 6 of the prover, Verify,,,(VKeval, X', Teval) = 1 and,
3. Vj el :C(j,v5(a)) =1.

Efficiency. We give efficiency ignoring the costs of CPgpn. Generating a proof requires generating a
batched evaluation proof for |S|+ 1 committed polynomials (see previous section). Verification requires
O(|G|) F-operations for the partial evaluation of G and to recover the I; coefficients, plus the cost of
one batched evaluation verification (2 pairings).

Security. In the following theorem we state the security of CPeq.

Theorem 7.7. Let CPopn and CPeya be CP-SNARKs over commitment scheme CS for relations Ropn
and Reyal respectively. Then CPeq is a CP-SNARK over CS that is knowledge-sound (with partial opening
of type-rel commitments), and swh-typed (1,C)-leaky zero-knowledge. Moreover, if CPopn and CPeya
have commitment-only SRSs then CPeya has a commitment-only SRS.

Before proving the theorem we make the following observation.

Remark 13 (On more fine-grained leakage). With a closer look, we observe that this scheme is actually
(b, C)-leaky zero-knowledge, for a b such that b; = 1 if i € S and b; = 0 otherwise. This is because
evaluations of polynomials are revealed only if the index j is included in S.

Proof. Knowledge Soundness follows by the extractability of CPpy, the Schwartz-Zippel Lemma and the
knowledge soundness of CPey,. In particular, it is enough to extract only from type-swh commitments
as we only have to prove knowledge soundness with partial openings of type-rel commitments.

More in detail, for any benign relation sampler RGcom and auxiliary input sampler Z consider the
adversary A that outputs an instance X = (G, (v;) e[ (¢j)jefg) and a proof T, along with polynomials
p;j such that type(c;) = rel. By the knowledge soundness of CPopy we can extract polynomials (p;) ey
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Moreover, since p = H(X||opn) the value p is independent from the polynomials G,v and (p;);epq
and uniformly random over Z,. Thus applying the Schwartz-Zippel lemma, if the polynomial G’'(X) :=
G(X, (pj(vj(X)))jelq) evaluates to 0 on p then G'(X) = 0. We conclude noticing that, by the knowledge
soundness of CPeyq it holds that Vj € S: pj(a;) = bj and 3,5 1;pj(a*) = b* thus G'(p) = 0.

We show that CPeq is (1, C)-leaky zero-knowledge. Let x a valid instance of Rgé’"c". Consider the sim-

ulator Sieak(X) that computes a; < v;(H(X||Topn)) for j € [¢] and outputs the list L= {(J,a;)}jeiq- By
definition of x and by inspection of £, the list £ is (1, C)-bounded. The simulator Spyy (tdk, X, leak) sim-
ulates the proof Mopn, then parses leak as (b;) jcjq Where bj = pj;(a;), letting Spn," be simulator of CPeyq
and X' = ((a;,bj,¢j)jes, (a*,b*,¢*))), computes T ¢ Spn,/(tdk, X') and outputs (Topn, {bj}jes: Tpoly)-
The indistinguishability easily follows by the zero-knowledge of the proofs of CPey, and of CPyp,. [

7.7 A CP-SNARK for CS, for quadratic polynomial equations

Let us consider the following relation in which G is an ¢-variate polynomial of degree 2:

Roeq (G, (P)) i) == G(p1(X), ..., pe(X)) ; 0

Rqeq is a simplification of Req in which the degree of G is restricted to 2, each vj(X) = X, and we
removed the first variable X.

Here we show a simple CP-SNARK for the commitment scheme CSy and the above relation Rgeq.
This scheme is novel and to the best of our knowledge it did not appear in previous work. The techniques
are inspired by the linear interactive proof compiler of [BCIT13|.

The basic intuition is rather simple, when G satisfies the restriction above it is possible to homomor-
phically compute G over (p1(s),...,pe(s)) in the target group using pairings and the linear property
of the commitments. Like for the previous scheme, our approach is based on Schwartz-Zippel. Only,
this time we exploit the random point s hidden in the SRS of the commitment scheme for polynomial
evaluation. Thus all the verifier needs to do is verify a pairing product for each of the monomials of the
type a(X)b(X). For this to be possible, it needs to have each of the two polynomials a and b in two
distinct groups. This is the case if they are committed through different types, i.e., one as type rel and
the other as type swh. Otherwise, if they are both committed in the same group, we let the prover send
one of the two polynomials committed in the “symmetric” group. Like in CP¢q we abstract the most
efficient approach to do this through a minimal set, in this case set J as defined in the pseudocode.

KeyGengeq(ck): execute (ekopn, vkopn) <= KeyGen,,,(ck) and return srs := (ekopn, Vkopn)-

geq
Proveqeq(ek, G, (¢)) jelq), () jelq):
first, let W := {j € [{] : type(c;) = swh} be the set of indices of type-swh commitments, and compute
Topn — Provegpn(ekopn, (¢5)jew, (j)jew). Then proceed as follows:

e Consider the undirected graph where V' = [{] and there is an edge {i,j} if type(c;) = type(c;) and
the term (X; - X;) is non zero in G.
e Let J be the min-cut of such graph, namely the minimal set of nodes that cover all the edges of G.
e For any j € J :
if type(c;) = swh, compute c; = [p;(s)]a;
if type(c;) = rel, compute c;- = [pj(s)];
e Let C' = {c}}jes and output T := (Topn,C’).

Output T := (Topn, C’).
Verify geq (Vk, X, ) parse C' = {c;}j Reconstruct the set J as in the prover algorithm, and return 1 if
and only if all the following checks pass:
1. Verifygpon (Vkopn, (¢5) je[w]> Topn) = 1, for W computed as in step 1 of the prover;
2. for all j € J, check e(cj, [1]2) = e([1]1, ¢}) (if type(c;) = swh) or e(c}, [1]2) = e([1]1, ¢;) (if type(c;) =
rel);

3. [G((C‘Ij)je[a,(c‘/j)jej)]’f L [1]7, where G is a modified version of G where the computation of a

quadratic term involving only ¢; is performed as e(cj, ) (or e(c}, ¢;)).
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Efficiency. Generating a proof requires || operations of Gy or Gy to compute each c;-. Verification
requires 2|7 | pairings in step 2 and ¢ + 1 pairings in step 3, where ¢ is the number of quadratic terms
in G. Here we ignored the cost of CPqp, as well as that to compute the min-cut J; in our applications

this is trivial and can be given as a parameter.

Security. In the following theorem we state the security of CPgeq.

Theorem 7.8. If CPypn is a CP-SNARK for Ropn over CSy then CPqeq is a complete, knowledge-sound
(with partial opening of type-rel commitments) zero-knowledge CP-SNARK for Rqeq over CSo under
the d-DLOG assumption for GenG. Moreover, if CPopn has a commitment-only SRS then CPgeq has a
commitment-only SRS.

Proof Sketch. We define the extractor of CPgeq to be the same as the CPqp, extractor. By the knowledge
soundness of CPopn, such extractor returns a tuple of polynomials (p;) ;e such that for every j € [¢] it
holds ¢; = [p;(s)]y, for the appropriate group g;.

We want to bound the probability that for the extracted polynomials it holds G(p1(X), ..., pe(X)) #
0 (while the proof accepts). Let us define p*(X) = G(p1(X),...,pe(X)). Since the proof accepts we
have p*(s) = G(p1(s),...,pe(s)) = 0. Then we can factor p*(X) to recover the root s, and thus break
d-DLOG assumption. O

7.8 CP-SNARKSs for degree of committed polynomials

In this section we show two CP-SNARKS, CP((j:_)g and CP((fe)g7 for proving a bound on the degree of
committed polynomials, namely they work for the universal relation Ryeg in which every Ryeg € Reg
consists of a vector (d;);e|q of degrees, such that every d; € [d], and the relation is satisfied if and only
if V) : deg(p;) < d;.

The basic idea of the schemes is the following. To prove that deg(p) < d* one commits to the shifted
polynomial p*(X) = X9=4"p(X) and then proves that the polynomial equation X4=4".p(X)—p*(X) =0
using a CP-SNARK for polynomial equations. This idea is extended in order to batch together these
proofs for several polynomials.

The two schemes CP((;;_)g and CP((fe)g

use of the optimized scheme CPgeq for quadratic equations. Indeed, X d—d* p(X) — p*(X) = 0 can be
seen as a quadratic equation in which the polynomial X%~%" can be committed in Gy by the Derive
algorithm.

Therefore we have that CP((j*e)g can work with both commitment schemes CS; and CSy, while CP

works with CSy only. Both CP-SNARKS are swh'-restricted complete.

Finally, we remark that in the CP-SNARKSs below we assume that the degree bounds are always
strictly less than the maximal degree d supported by the commitment key ck. In fact, for such d a proof
for deg(p) < d is for free.

(2)

deg makes

follow this approach with the only difference that CP

(2)
deg

7.8.1 Scheme CPC(Qg

We define the CP-SNARK CP{:) = (KeyGenyeg, Provegeg, Verifyyeg) as follows.

KeyGengeg(ck): execute (ekopn;Vkopn) < KeyGeng,,(ck), execute (ekeq,Vkeq) < KeyGeng,(ck), define
ek := (ck, ekopn, €keq) and vk := (Vkopn, Vkeq), and return srs := (ek, vk).
Proveqeg(ek, (dj) jefs); (¢5)jefe); () jeln):

1. Compute Topn <— Provegpn(srs, (cj)je[@], (Pj)je[é})S

2. Let p1,...,p0 < H((d))jein, (¢)jelgs Topn), let {di, ..., dj.} = {d;};ejq (repeated values are not
counted), and let Py, ..., Py~ be a partition of the set [¢] such that P, = {j : d; = d} };

3. For all i € [¢*] let ¢ « [p/(s)]1 = [ jep, pj - pi(s)] and ¢f < [pi(s)h = [s77% - Y cp pj - pj(s)]1;

4. Compute T3, < Proveopn(srs, (¢})jefe]s (P} )jefe])-
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5. For all i € [¢*], define G;(X, X!, X}) = X94 . X! — X7, vgi)(X) = vg)(X) = X, and compute
Tleq ¢ Proveeq(ekeg, (Gi, vD);cipn), (ch, ¢} )icrer], (B D)) icier)
6. Return (Topn, €7, - - -, Cjx, Topns Teq)-

Verifydeg(vk, (dj)jelqs (¢5)jepq, ®): Parse T = (Topn, €7, - - Cpus Mgpn, Teq), and compute py,...,py and
G;, v as the prover does. Return 1 iff :

L. Verifyqon (Vkopns (¢5) jefe]s Topn) = 1 and,
2. Verify,p, (Vkopn; (€7) jefe]: Topn) = 1 and,

3. Verierq (Vkeq7 (G’La v(i)>i6[ﬁ*}7 (céa c:)ie[ﬁ*]aneq> =1

Efficiency. Generating a proof requires ¢* - d* Gi-exponentiations and O(¢ - d*) F-operations, where
d* = max;c{deg(p;)}, the cost of generating two CPqpn proofs and one CPeq proof. Verification
requires verifying two CPepn proofs and one CP¢q proof.

Remark 14 (Optimization). When CP((j:_) is used in a larger protocol that uses other invocations of
CPeq, we observe that these proofs can batched together (which in turn implies for example the use of
the same random point, and of the same CPeya proof).

(*)

deg”

Theorem 7.9. If CPop is a CP-SNARK for Ropn and CSy (resp. CSz), and CPeq is a CP-SNARK for
Req, then CPg?g is a knowledge-sound and zero-knowledge CP-SNARK for CS; (resp. CSa).

Security. In the following theorem we state the security of CP

*

Proof. Let (pj)jeiq and (p})je[e-) be the polynomials extracted from Topn and gy, by the knowledge
soundness of CPgp,. We notice that p1,. .., p; are uniformly random and independent of (p;) jelg» since
we can extract the polynomials before answering the random oracle query ((c;) e, Topn)-

Thus with overwhelming probability, for every ¢ the polynomial p}(X) = > jep, Pl (X) has degree
equal to max;cp, deg(p;). Suppose exists i such that p} has degree bigger than d;. Then for the same
index i we have that X949 p/(X)—p}(X) # 0. However, if this is the case, then we can build a reduction
against the soundness of CPeq.

Zero-knowledge is straightforward: the commitments cj,...,cj. are deterministic functions of the
random oracle H, the values (c;);eq and the trapdoor s, while the remaining proofs ng,, and Tteq can

be generated by using the simulators of CPgp, and CPeq respectively. O

7.8.2 Scheme CPgZe)g.

We define the CP-SNARK CPS?g = (KeyGenge,, Deriveqeg, Provegeg, Verify o) as follows.

KeyGengeg(ck): execute (ekopn,Vkopn) < KeyGen,,,(ck), execute (ekgeq,VKgeq) < KeyGenge,(ck), parse
ck as ([s’]1, [Sj]2)je[0,d} define ek := (ck, ekopn, €kqeq) and vk := (([sj]g)je[()’d],vkopn,vkqeq), and return
srs := (ek, vk).

Derivegeg ((d;)jei) generates a verification key for the vector of degrees (d;);ejq as follows. Let {d;} e

*

:={d;,...,d}.} (repeated values are not counted), and set vkg := ([sd_dﬂ']g)ie[e*].
Provegeg(ek, (¢j) e (Ps)jelg):

1. Compute Topn ¢~ Provegpn (srs, (Cj)je[gl, (pj)jem);
2. Let p1,...,p0 < H((d))jein, (¢)jelg Topn); let {df, ..., dj.} = {d;};ejq (repeated values are not
counted), and let Py, ..., Py~ be a partition of the set [¢] such that P, = {j : a; = a}};

3. For all i € [¢°] let &} [/ ()] i= [Xyep, 5 2s() and f  p*(s)]1 = [ T ep o1 2 ()]s
4. Compute 75, < Provegpn (srs, (C;')je[m’ (p;)je[gﬂ).

5. For all i € [¢*], define G,-(Xi,X{,X;‘) =X;- X! — X7, and compute

Tlgeq < Proveqeq (ekeq7 (Gza v(i))ie[f*}’ ([Sd_d:]% C{b C'?)ie[é*]a (Xd_dz ) pfi?]ﬁ)ié[f*})
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6. Return (Topn, €1, - - - 5 Cje s Topns Tqeq)-

Verifygeg (Vka, (¢j) jefg, T): Parse T = (Topn, €7, - - -, €, Tapn, Teq), and compute py, ..., oy and G, v® as
the prover does. Return 1 iff :

1. Verifygpn (Vkopn, (¢5) jeje)s Topn) = 1 and,
2. Verifyopn( - (C;)je[e* opn) =1 and,
3. Verifyqeq( keq7 (G )’LE[@*} ([Sdid }2, Cz’ z)le[ﬁ*} neq) = 1.

(2
deg

(%)

deg and is therefore omitted.

The security proof of CP;’ works essentially the same as that of CP

Theorem 7.10. If CP,p, is a CP-SNARK for Ropn over CSa, and CPeq is a CP-SNARK for Req over
CSs, then CP((fezg is a knowledge-sound and zero-knowledge CP-SNARK for Rgeg over CSs.

Efficiency. From the shape of all the quadratic polynomials G; and the construction of CPgeq in
Section we observe that the proof mgeq is empty and it can be verified by checking, for every ¢ € [¢*],
e(Djep Pic)s [s7=%]5) = e(m;, [1]2). The cost of generating the rest of the proof requires generating
two CPopn proofs, £* - d* Gi-exponentiations and O(¢ - d*) F-operations, where d* = max;c[,{deg(p;)}.
Verification additionally requires verification of two CPqpn proofs.

7.9 A general-purpose CP-SNARK for R,

Given the CP-SNARKSs presented in the previous section, it is possible to construct CP-SNARKSs for
the commitment schemes CSy, CS and for any PHP verifier checks, i.e., for the relation Ryp, discussed
in Section . Such a CP-SNARK CPyp, can be obtained with three main building block CP-SNARKS:
one for Ropn (see Section , one for proving a bound on the degree of committed polynomials, and
one for polynomial equations.

8 Our Compiler for Universal Commit-and-Prove zkSNARKSs

In this section we show how to compile PHPs into CP-SNARKs. We present the compiler in Section [8.1]
It can be instantiated with the same building blocks presented in the previous section, plus additional
ones that we present in Section

8.1 Compiling to Commit-and-Prove Universal Interactive Arguments

We show how to adapt the compiler of Section to produce a commit-and-prove succinct interactive
argument in the SRS model.

Let PHP be a PHP protocol for a universal relation R such that for any triple (R,x,w) € R, the
witness splits into an £ + 1-tuple w := ((u;);e(g,w) € D1 X - -+ X Dy X Dy,.

We show how to compile PHP to a commit-and-prove UIA for R in which prover and verifier take
as inputs commitments cy,...,cs to uy, ..., up respectively. More in detail, UIA is a universal commit-
and-prove argument for R and a type-based commitment scheme CS* such that the commitments taken
as input are of type lnk and satisfy full-fledged hiding. The reason to require these commitments to
be hiding (instead of our weaker somewhat-hiding notion) is that these are supposed to be “regular”
commitments that may be generated independently of this proof system and that, for a general applica-
tion scenario, should hide messages even if they are re-used an unbounded number of times for different
proofslr_g] We summarize the requirements on CS* in the following definition.

Definition 8.1 (CP-Compiling Commitment Scheme). Let R be a universal relation such that for
any (R,x,w) € R, w := ((uj)jejq,w) € D1 X ...Dg x Dy. We say CS* = (Setup, Commit, VerCom)
is a CP-compiling commitment scheme if it is a type-based commitment scheme for a class of types
T = {rel, swh, 1nk}, such that:

19Note that this for example rules out the use of polynomial commitments with “bounded-use randomizers” such as the
one in [KZG10].
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e commitments of type rel and swh are for messages that are polynomials F4|X] for a given bound

deN;
e commitments of type 1nk are for messages in D such that for all i € [¢], D; C D;
it is T -binding;

it 1s swh-somewhat-hiding and 1nk-hiding.

Additional building blocks. Besides the requirements of Section we additionally require from
the CS* and from PHP the following properties:

1. The PHP has a straight-line extractor (see Definition . Specifically, there exists an efficient ex-
tractor WitExtract such that WitExtract((p;);e[n+) = w.

2. CS* is equipped with a zero-knowledge CP-SNARK CPjix = (KeyGenj;, Provejink, VerProofi,k) that
can “link” a tuple of 1nk-typed commitments (opening to (u;);efg) With a tuple of n* swh-typed com-
mitments. The linking relation should also enforce that the latter commitments open to polynomials
that somehow contain a witness for a universal relation. Specifically, CPjinx is a ({1nk}’ x (swh)"")-
restricted complete ZK CP-SNARK for the universal relation Ry, parametrized by the algorithm
WitExtract and by a PT decoding algorithm Decode:

. ?
Riink ((u5)jefg (P5) jene)s w) = WitExtract((p;) jen+) = (Decode((u;)jepg), w)

We additionally require the Decode algorithm for a rather technical reason. Namely, the commitment
scheme CS could encode the witness blocks u; in different way, the decoding algorithm casts back to
strings the encoding used by the commitment scheme CS.

The commit-and-prove compiler. Let UIA = (KeyGen, Derive, P, V) be the interactive protocol for
R from the last section. We show how we can make it commit-and-prove with some simple modifications.
In what follows, to distinguish the commitments (and the associated openings) taken as input by
the protocol, from the commitments generated during the interaction, we denote the former ones with
a hat.
Consider the interactive protocol that is the same as UIA but with the following modifications:

e The KeyGen algorithm does not sample a commitment key from CS.Setup but instead takes a com-
mitment key ck of the CS* commitment scheme.

e The prover on input ek, x = (x,(¢j)jeiq) and W = ((uj);epg, (05)jeq,w), executes the same as
P(vk,x, ((uj)je,w))- Let (¢j)jen)> (Pi)jer)s (05) ek be the k-tuples of commitments, polynomials
and openings corresponding to the indices of the witness-carrying polynomials.

e At the last round the prover computes

Tink < Proveink(ekiink, ((¢7) (g, (¢5)jer)s ((U5)sea> (Pi)jer)s ((65)jergs (05)ek)) w)

At the last round the verifier additionally checks bjink < Verifyjin. (VKiink, ((éj)je[@, (cj)je[n*}), Tink ), and
output 1 if all the CP-SNARK proofs verify.

Theorem 8.1. Let PHP = (r,n,m,d,ne, RE, P, V) be a non-adaptive public-coin PHP over F and R,
let CS* be a compiling commitment scheme as in Deﬁnition equipped with CP-SNARKs CPqp, for
Ropn, CPphp for a relation Ropp, and CPiink for Rink. Then we have:

o If PHP has witness-carrying polynomials, then the scheme UIA defined above is a universal commit
and prove interactive argument in the SRS model for R’ such that:

(R,%, (uj) e, w) € R <= (R, x, Decode((uj)jcp),w) € R.

o If, for a checker C, PHP (resp. CPgpp) is (b + 1,C)-bounded honest-verifier zero knowledge (resp.
trapdoor-commit (b, C)-leaky zero-knowledge), and both CPopn and CPjink are trapdoor-commitment
zero-knowledge, then UIA is trapdoor-commitment honest-verifier zero-knowledge.
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Note that the analogous of Remark [7] holds for this theorem as well.

While a proof of Theorem is in Appendix [C| we provide an intuition for the case ¢ = 1. To prove
knowledge soundness we should be able to extract (6, u, w)—valid CP-witnesses for the CP-version of R—
from ¢,x. Let us assume that the verifier accepts. We can run the CPj;, extractor and obtain u, 6,w as
well vas ector of polynomials p with respective openings for the ¢j-s. By knowledge soundness of CPjjni,
u,w as defined above extracted from the polynomials in p. In turn, we can claim these polynomials
encode valid witnesses for relation R because, if they didn’t, we could obtain “valid” polynomials p’
by running the extractor of CPpp,. These would also be valid openings to commitments c. If the
polynomials in p’ were distinct from the polynomials in p then we would be able to break binding;
therefore, polynomials in p and p’ must be identical and encode witnesses for R. In order to prove zero-
knowledge we extend the simulator from Theorem by appending to its output that of the simulator
of CPjnk. a zero-knowledge CP-SNARK. We run the latter by feeding it the appropriate commitments
c;-s corresponding to the k witness-carrying polynomials.

8.2 Pairing-Based Instantiations of our Building Blocks
8.2.1 Commitment Scheme

We describe the polynomial commitment scheme CS* which supports types 1nk, swh,rel. The scheme
is an extension of CS, for g € {1,2}. The algorithms (Setup, Commit, VerCom) of CS} are defined as
follows:

?]

Setup(1*,d): run ck’ « Setupg(l)‘, d), sample random « <sTF and output ck = ck/, [, as, as?];.

Commit(ck, type, p) — (c,0): if type # 1nk output the same as Commity, else sample o <—sF and output
[p(s) +a-ofi.

VerCom(ck, type, ¢, p, 0): if type # 1nk output the same as VerComy, else check if ¢ L p([s]1) + ola]1.

Remark 15. Notice that the values [as, as®]y are not needed for hiding, however they are useful for the

CP-SNARK for polynomial evaluation that we present next.

8.2.2 Basic suite of CP-SNARKSs for CS*

CP-SNARK for Ropy.  As described in Section[7.3]we can obtain trivially a CP-SNARK in the AGM.
A trivial extension of the construction CPE;?]E of Section |7.3|is also suitable for CS*. The only difference
is that for the security analysis we need to rely on the followmg assumption:

Assumption 4 (mmPKE). The (multi-instance, multi-base) Power Knowledge of Exponent (mmPKE)
assumption holds for a bilinear group generator GenG if for every efficient non-uniform adversary A
and a degree bounds dy,dy € N there exists an efficient extractor € such that for any benign distribution
Z the following probability is negligible in \:

B bgp <—$GenG(1)‘); T
auxy < Z(bgp);
Y/
d _,7 CJ S 0‘77 q7
Pr |3 : © o0y = ([s7]1, [7]2, [v87]1, [V]2) jelan) .
6 # Tiko s +a it ¥ ( (o)1, [as)a, [ors9]1, [078')2)jelan )
(C])]GZ’ ( )]E[el <—.A(bgp,2 aLIXZ)

i (ald), b(])) eje) < E(bgp, X, auxz) i

CP-SNARK for Rea1. We define a zero-knowledge CP-SNARK CPeyq1 for CS; and the relation

Reval.1((a,b),p) :== p(a) Z b, where p is committed as [p(s) + « - 0];.

Kate et al. |[KZG10] describe a method to do evaluation proofs for hiding polynomial commitments.
In a nutshell, in their case a commitment to p is an element [p(s) + « - o(s)]1 where o is a random
polynomial of degree deg(p) (or degree b, if one aims to support at most b evaluation proofs) and the
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evaluation proof for a point a reveals o(a). This technique, however, cannot be seen as a full-fledged
commit-and-prove zero-knowledge proof as one should know a priori how many evaluation proofs are
generated for a given commitment. More technically, in the commit-and-prove framework, a simulator
would only take as input a commitment and must simulate a proof which must be indistinguishable
from a real one, independently of how many other proofs have been already (or will be) generated.
It is also interesting to note that for a polynomial p of degree d giving more than d evaluations of p
on distinct points reveal the polynomial; thus one may think that zero-knowledge would no longer be
needed. However, there are some applications in which one can use a commitment in more than d
evaluation proofs without necessarily revealing d evaluations of the committed polynomial. This is for
example the case if one shows evaluations of linear combinations of various committed polynomials to
known constant, e.g., proving that pipi(a) + pap2(a) = 0. In this case, the technique from [KZG10|
would leak information on the random polynomials 01,09 and would be usable a limited number of
times.

Motivated by this problem, we propose a different technique for proving an unbounded number of
evaluations of committed polynomials in zero-knowledge.

Let us provide a brief intuition of our technique. In our CP-SNARK the prover additionally computes
a f1h-typed commitment ¢ to the 0 polynomial using fresh randomness, and then proves that (1) ¢ indeed
commits to the 0 polynomial, and (2) that the polynomial p committed in ¢ + ¢ evaluates to b on the
point a. The idea is that in the step (2) the prover masks the opening material of ¢ using the fresh
opening material of ¢. In particular, the prover picks a degree-2 polynomial for the opening of ¢ because
we want to assure that the mask in (2) is uniformly random even given the value ¢ and the leakage (one
evaluation point) in step (1).

KeyGene,i1(ck): execute (ekopn,Vkopn) < KeyGeng,,(ck), parse ck as ([s7]1, [s]2) e0,q define ek :=
(ck, ekopn) and vk := ([1, s]2, vkopn), and return srs := (ek, vk).
Proveeyain (ek, (a,b), ¢, p): Sample random degree-2 polynomial 6(X) and set ¢ = [@o(s)]1, compute a
proof Topn <= Provegpn(ekopn, (¢, €), (p,0), (0,0)), and set (x) <= H(X||Topn||C) :
1. Let y; < o(z) and let w/(X) such that w}(X) - (X —z) = o(X) — y1;
2. Let y2 < o(a)+0(a) and let w(X), wh(X) such that w(X) (X —a) = p(X)—b and whH(X) (X —a)
o(X)+o(X)—

set T ([w)(s), w(s) + aw)(s)]1,y1,y2) and output (Tepn, 7).

Verifyeyai1 (Vk, (a,b), ¢, m):  Parse T = (Topn, ([w',w)]1,y1,%2)), and output 1 iff:

L. Verifygon (VKopn, ¢, Ttopn) = 1,
2. e[, [s — o}2) = (& [1]2)  [ag}r, and
3. e([wh, [s — als) = e(e+ ¢ [1]2) — [blr — [ays]r-

Theorem 8.2. If CPyp, is a flh-restricted CP-SNARK for Ropn and the d-SDH assumption holds
for GenG, then CPeyq1 s a complete, knowledge sound, and trapdoor-commitment zero-knowledge CP-
SNARK for Reyai,1 for CS* Moreover, if CPopn has commitment-only SRS then CPeyai1 has commitment-
only SRS.

Proof. The proof of knowledge soundness follow similar to [KZG10, CHM™20|. In particular, we notice
that the second verification equation shows that ¢ is indeed a polynomial commitment to 0, thus, by
the homomorphic property of the commitment scheme we have that ¢ 4+ ¢ is a commitment to p. Then
the third equation shows that p(a) = b.

For zero-knowledge notice that 6 is random degree-2 polynomial thus even given the evaluation
points o(z1) and o(s) the evaluation 6(a) is still uniformly random over F and it can be used to mask
the value o(a). We can simulate by sampling ¢ <—s G1 and y1,y2 < Z2, then set [w']; = (¢—[a]y1)/(s—x)
and [w]y = (¢ +¢— [bl1 — [al1y2) /(s — a). O
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CP-SNARK for Re, and Req. Similar to Section [7.5] and Section [7.6] we can define the CP-
SNARKSs CPey, and CP¢q for CS*, indeed such constructions use CPeyai1 as a black-box thus we could
easily instantiate 1nk-restricted complete version of them using the CPeya1 presented in the previous
paragraph.

Efficiency. We give efficiency ignoring the costs of CPop,. For CPeya1 generating a proof requires
deg(p) + 6 Gi-exponentiations to compute T and O(deg(p)) F-operations to compute the polynomials
w(X), w) (X), wy(X), verification requires 4 pairings. For CPeya generating a proof requires £*-(deg(pj )+
1) Gi-exponentiations and O(¢*deg(pj)) F-operations, verification requires 4¢* pairings, where we recall
that ¢* is computed as the cardinality of the set of all the evaluation points (in particular ¢* < ¢). For
the counting for CPe¢q we refer to Section .

8.2.3 CP-SNARK for Linking Commitments

Finally, we propose instantiations for the CPj,x CP-SNARK that support our 1nk-typed commitments
and the WitExtract straight-line extractors of our PHPs.

Let us first consider the WitExtract algorithm of our PHPs for R1CS of Section [£.4} this simply
uses one polynomial, @(X), and returns its evaluations on H' := H\ L, ie, w := (w(¢g (x| +
1)),...,w(¢gz"(n))). Our goal is to support use cases in which one has commitments é; to vectors u;
and wants to prove that w = ((u;) e, w)-

We consider the following albraic setting. Let n be the generator of H so that H = (n,7%,...,7")
and H \ L can be partitioned in ordered form as H' = (W7, ..., Wyy1), where the sets Wy, ..., W, have
the same cardinality. We define V as a “prefix” of H, i.,e., V = {17,...,77“/‘}. Although 1nk-typed
commitments in CS* are defined for polynomials, we assume a canonical encoding of a vector u into a
polynomial G(X) via interpolation in V. This means that the Decode algorithm corresponding to the
linking relation is the one that outputs 01 (V),..., ﬂg(V)m

Once fixed this setting, proving the linking between commitments (¢;);epg to (0;);eciq and a com-
mitment ¢ to w requires to prove that there is a vector w such that

((V),.. s 0(V),w) = (@(W1), ..., d(We), & (Wey1))

We create a CP-SNARK for this language in two steps. First we show a scheme CPl(i?k that proves

(ﬁ/l(Wl)7 ceey ﬂ%<W€)7 w) = (ﬁ)(Wl>7 s ,’LD(W@), w(WZJrl))

for some freshly committed (07)e[q, and then a scheme CPl(ii)k which runs CPl(i?k and additionally proves
that for all j € [¢], it holds O (WJ) = 0;(V).

Finally, at the end of the section, we discuss how to extend these results to support the WitExtract
algorithm of our PHPs for R1CS-lite, in which the extractor uses two polynomials a’(X), Y (X) (instead
of one) and computes the witness as w := (a a(og (L+1))- (¢H (L+1)),...,d (¢g"(n) ‘IA)(QSH_Hl(E—i— 1))).

Scheme CPI(i}])k. We first show a scheme for tuple Decode, WitExtract where W; = V; for all i € [¢] and
the sets are disjoint. In particular, we can consider universal CP-SNARK for Rjn where each relation
Riink in the family is defined by a list of sets (Wj)je[é]-

We let z;(X) be the vanishing polynomial on W;, let Z;(X) := [Ticjci 2(X) (we set Z1(X)=1).
The intuition is to let the prover compute an (affine) decomposition of the polynomial p;«(X) using
the bases Z1(X),..., 2¢(X), and similarly compute an (affine) decomposition of the polynomial p;(X)
using the base Z;(X). If the statement holds then, for any 7, the Z;(X)-coeflicient of the decomposition
of p and of the decomposition of p; are the same polynomials.

KeyGenj;ni(ck): execute and output (ekopn, Vkopn) <= KeyGen,,, (ck).

Derivejink(srs, R): Parse R as (W});¢[q and output vkg = ([Z(s)]2, [Zi(s)]g)je[g].

20We parse the evaluation of a polynomial p(W) on an ordered set W as a vector in FIWI.
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Proveiink(ek, ((¢5) e (¢5)jem+))s ((u5) e (P5)jen1): ((65) 5105 (05) jelns))):
1. For i € [{] compute ¢;(X), u;(X) such that u;(X) = ¢;(X)2,(X) + u}(X).
Sample 7; < TF, set o) = 2;(X)v; + 0; and
¢; = [ui(s) + ao(s)], [di] = [qi(s) — avil.
2. Let p := p;~ and compute the polynomial ¢(X) such that p(X) — >, Zi(X) (X)) = Zp1(X) -
q(X);
3. Sample B(X) = By + X 51 random polynomial of degree 1 and set

[d]1 < [q(s) + aB(s))]r-

4. Compute
x = ((@‘)'emyci*,( i) je m ([d5]1) e [d]1), >
Topn < Proveoon | ekopn, . J J J .
o o ( PN W Z((Uj)je[e],p,( ) (%)ge[e} )((Oj)je[€}707(5j)j€[€]v(')’j)j€[€]aﬁ)

(Namely, a proof for the opening for all the commitments to polynomials computed up to here and
the all the commitments of the instance.)

5. Prove that indeed p(X) — > ;g Z4(X) - ul(X) = 2¢41(X) - ¢(X) using random point evaluation.
Specifcaly, 1ot 7 = (€0l ()ieim € ietg [(d])ici |4 opn ). Let = H(r) and le
0(X) = —B(X)zp41(X) — > onj(X), compute z = 6(z), let w(X) be the polynomial such
that w(X) - (X —z) =0(X) — 2.

6. Output (Topn, (¢})jefq, [(d) el d> aw(s)]1, 2).

Verify(ck, ¢, (¢;) e[, T): Parse T = (Topn, (¢})je(e), [(d5) jefg: d, w]1, 2 and output 1 if and only if

1. For j € [¢] check e(¢;, [1l2) = e([d;]1, [Z4(s)]2) + e(c) [1]a).
2. Verifyopn(VkOPm((éj)jG 701*7(03)36[5]7([613]1) icle) [d]1 ) Tlopn) = 1
3. e([w]y, [s — a]) = e(e, [1]2) — e([d]1, [Ze11(5)]2) — Xicyy e(c)s [2i(5)]2) — [a2]r

Theorem 8.3. If CPopy is a CP-SNARK for Ropn, and CPueg is a CP-SNARK for Raeg, then CPLD

is {swh, 1nk}* x (swh)" -restricted complete, knowledge-sound, and zero-knowledge. Moreover, if CPopn
and CPyeg have commitment-only SRS then CPeya1 has a commitment-only SRS.

Proof. We start with completeness. The check in step 1 holds in fact:

e([dj]1, [2i(s)]2) +e(c}, [1]2) =
= [(qi(s) + aBi) 2i(s) + u'(s) — a(Z4(s)Bi + o)) =
= [qi(5)24(s) + U'(s) + aoi]r = e([¢]1, [1]2)

The check in step 2 of the verifier holds by the completeness of CPgpn. For the last check, notice the
relation Rjnk can be expressed as Vi € [{] : pi«(W;) = u;(W;). By the definition of the u}(X) we have
u;(W;) = ul(W;) for i € [¢]. Moreover:

e(cir, [1)2) = e([dhr, [Zepa(9)]2) = D e(d), [Zi(s)]2) — [a2]r
ie[é]

—pi(5) ~ a(5)371(5) = Y Zuls) ui(s) +a(o — B(5)3 54 (5) ~ 3 0;Z(s) = o)l

i€[¢]

=0

=la(o(s) — 0(2))lr = [aw(s) - (s — 2)|r = e([wly, [s — ]2)

Now we move to knowledge soundness.
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Let d(X),0a(X),p(X), 0p(X), (uj) e (65) g (dj, uj, U, od].,ouj,ou;_)jem be the output of the extrac-
tor of CPgopn. First we show that for any j and n € W; it musts be u’(n) = u(n). In fact, suppose not,
if oy, (s) — ou;(s) — 0g;(X)v;j(s) = 0 then it musts be that P;(X) := uj(X) — u}(X) — ¢;(X)z,;(X) £ 0,
since the third equation of the verifier holds then s is a zero of the polynomial P;. Thus we can break
the d-DLOG assumption. The other case is when oy, (s) — oy, (5) — 04, (s)vj(s) # 0, in this we could
sample s and on challenge the value [«];, since the third equation of the verifier holds, we can compute
the value a as (u;(s) — ) (s) — ()2, (5))/ (00, (5) — 0y (5) — 04,(5)2(5)):
Suppose 3i,n : pi(n) # ui(n) = uj(n) and n € W;. We let:

P(X) = p(X) = B (X)d(X) = Y 2;5(X)p;(X)
i

Notice that the Eq. 3 of the verification algorithm implies that P(xz) = 0 and z is uniformly random
and independent of P(X) because x is sampled after the proof mopn is computed (and therefore the
polynomial can be extracted before z is sampled). By the Swartz-Zippel lemma we have that P(X) = 0.
The proof that P(z) = 0 follows the same line of the proof of knowledge soundness of CPeyay.1, therefore
omitted. By our hypothesis, the polynomial P(X) on point n evaluates to p(n) — p;(n) # 0, which leads
to contradiction.

We now prove zero-knowledge. We can simulate Top, using the simulator of CPpn, moreover, given
the trapdoor s for any j € [{] we can sample a random value r; and set ¢ = [r;]1 and set [g;] =
(¢j — c})/2zi(s) and we can sample d, z <= Zq and define [w]; = [ad(s) — 6(x)]1/(s — z).

We show this is indistinguishable from the real distribution with an hybrid argument. In the first
hybrid we are additionally given the witness p, (p;);c(g, 0, (05)je[g- We compute the proofs Tgeg, Topn as
the real prover would do and we compute the value ¢(s), which is deterministically defined given the
witness, we sample d, z as in the simulator and then compute Sy, 81 such that:

{ q(s) + a(B+sp1) = dA
o—(Bo+azp1)—3;2(s)0j =2

The group element [w]; is computed as the simulator does. Notice the marginal distribution of Sy, 81
is the uniform distribution over Zg.

In the next hybrid we sample d, z at random, compute (X)) := So+X f; as described before, compute
d = q(s) + aB(s) and 2’ = o6(x) Compute [w]; as in the simulator and output (Topn, Tdeg, [d', w]1, 2’).
This hybrid is equivalent to the previous one in fact ' = d and 2’ = z.

The next hybrid we compute the proof [w]; in the same way the prover does. Notice that once fixed
the witness and d’, 2’ the value w is deterministically defined, thus the two hybrids are equivalent.

O

We give efficiency ignoring the costs of CPp,. Generating a proof requires approximately £+ 3 multi-
exponentiations with bases of size max |W;|. and O(¢ max |W;|) F-operations. Verification requires 3¢+3
pairings.

Scheme CPl(i?])k. We show a scheme for tuple Decode, WitExtract where there exists a subset V' of a
subgroup H = (1) of F, and let the values for j € [¢] 6; = ?IVITX (recall that in our PHPs for R1CS of
Section both the instance and the witness are commit in the witness-carrying polynomial) and set
W; =46;-V. (We can assume that H is big enough so that W; # Wj for all j, j' where j # j'.)

The intuition is to first “shift” the polynomials u; computing polynomials u;- such that u;(V) =

u;- (0j-V') and secondly to apply the CP-SNARK Cpl(i?k' To prove the soundness of the shifted polynomials
we make black-box use of CP¢q from the previous section, however the scheme is only leaky zero-
knowledge, thus to obtain zero-knowledge we additionally need to randomize the polynomials u;-.

KeyGenji(ck): execute (ekeval, Vkeval) < KeyGeng,(ck) execute (ekl(i}])w\/kl(i?k) — KeyGenﬁ?k(ck) and re-
turn srs := ((ekeq, ekl(ii)k), (Vkeqs vkl(i? ))-
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Derivejink(srs, R): Parse R as V,(Wj);ciq, compute vk(Rl) “— CPl(i?k.Derive(srs, R), and output vkg =
vk, (1Z4(9)]1);era-
Proveink(ek, X = ((¢5) e (¢5)jem))s ((U5)jepe> (P5)jeim=)s ((05) el (05)jem)):

1. For any j € [{] let:
ui(X) = ui(X/0;) + zv(X/0;)5;(X/0;),

where 3;(X) is a uniformly random degree-2 polynomial in F[X]. Set ¢} = [u}(s)]1 for j € [£].

2. Prove that for j € [{], u;(X) and u}(6; - X) agree on V, namely, prove that u;(X) — u(6;X) =0
mod Z vy (X) using CPeq.
Specifically, compute h;(X) such that h;(X)Zy(X) = uj(X) — u}(X0;) and set h; = [h;(s)]1 for
J € [4]; Let

G (X, (X)) jemerr) = Xi — Xoi — X3i - Xaep1 j €4,

[ X jelqul2e+1,3(
”j(X)_{ 0;X ! jel+1,20

and set v = (v;) 3. Compute Teq as the output of

Proveeq ((Gi, v)ica: (¢5) i1 (€))jegs (0i) e [2v ()1, ((ug)jeqqs (W) jes (hi)jem)s ((05)5ei,0))
3. Compute T+ CPL) Prove(ekin, (([u;(s)]1)jeia: (¢)ein): (W) jeres (07)jefne)): 0).
4. Output = ((<})jefq (hj) il Tink)

Verify (vKiink; ¢, (¢5) jefg, ®): Parse © = ((C;')je[ﬁ}a (hj)jefe> Teqs Tiink) output 1 iff:

L. Verifyeq(vkeq: (Gis )icig (6) el (€))jele)> (hi)jeles [Z2v ()], Teq) = 1.
2. CPygVerify (Vi ((¢)) e (¢1)jeine)) Timk) = 1.

We will use the leaky-zero knowledge of CPq. Before stating the theorem we describe the checker C
that upon input an index and a value ¢ € F outputs 1 if and only if x & H. Moreover, we require from
CP¢q to be leaky zero-knowledge only for the input commitments (c;) jelg- As noted in Remark (13| this
is the case for our CPeq.

Theorem 8.4. If CPeq is a CP-SNARK for Req, and CP\)) is CP — SNARK for Ry then CP2) is
1nk)! x (swh)" -restricted complete, knowledge-sound. Moreover if CPeq is ((0¢,1¢,0°), C)-leaky zero-
( ) ( ) p ) g q I ) ) 3/

knowledge then CPl(ii)k is zero-knowledge. Moreover, if Cpl(i?k and CPeq have commitment-only SRSs then

CPl(ii)k has commitment-only SRS.

Proof. We start with completeness. Notice that by definition of u’;(X) for j € [{], we have that u;(V) =
u’;(6; - V). Thus, by definition of h;(X) and by the completeness of CPeq the first check of the verifier
holds. By definition of WitExtract, for any j € [¢] the value u;-(Gj - V) and p*(#; - V') agree thus by the
completeness of CPl(i?k the third check of the verifier holds.

We prove knowledge soundness. From the extractor of CPeq we can extract the polynomials (0;) jeld
with the opening material (6;);e[q such that G;(V) = u’(6;V). By the knowledge soundness of CPl(ii)k
we have for all j € [€], u;(V) = u}(0;V) = p*(6;V).

Finally, we prove zero-knowledge. Let Seq = (Sieak; S) be the simulator of CPeq. The simulator, for
any j € [¢], sample ¢}, h; uniformly at random from G;. Then, let Xeq = (G}, v)je[30, ((¢5) e[ () el
(hj)jepq), it runs Sieak (11, Xeq) of CSeq and obtains {(, ;) }jefe+1,2¢- 1t samples uniformly random value

Leak = (y;) jefe+1,2¢) and runs S(td, Xeq, Leak) obtaining Teq. Then it simulates the proof Tcl(li)k using the

simulator of CPl(i?k'
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Through an hybrid argument we can show that the proof is statistically close to a proof where for
any j € [¢] the value c], h; are computed as in the real proof and the value y; is computed as u’(x;).
Indeed, for any fixed polynomial uj(X), the following system of equations hold:

UJ(S) uj(s/0;) + zv(s/0;) - Bi(s/0;)
hj(s) = (u(s) —u'(0;s))/zv(s) = B;(s)
y; = uj(z;/0;) + 2v(x;/05) - Bi(x/0;)

Recall that 3;(X) is an uniformly random degree-2 polynomial thus the tuple 5;(s/6;), 8;(s), Bj(x;/0;)
is uniformly random over F3 with overwhelming probability (it is not when x;/8; € {s, s / 6;} or when
s € V). Therefore they are uniformly distributed as sampled by the simulator.

We can conclude the proof of zero-knowledge through another hybrid step where we switch the

simulated proofs Tcl(i?k and Teq with real proof. O

Efficiency. We give efficiency ignoring the costs of CPyp,. For CPI(i?k generating a proof requires
approximately ¢ + 3 multi-exponentiations with bases of size |V| and O(¢|V|) F-operations, verification
requires 3¢+ 3 pairings. For CPl(ii)k generating a proof requires the computation of CPl(ii)k and additionally
2¢ multi-exponentiations with bases of size |V| and a proof for CP¢q that costs approximately 2 multi-

exponentiations with bases of size |V|.

Extension for the WitExtract of our PHPs for R1CS-lite. We discuss how to support the
WitExtract algorithm of our PHPs for R1CS-lite. Let us recall that this algorlthm uses the two poly—
nomials a/(X),V(X) and computes the witness as w := (a a(opg (€ +1)) - b(og' (L +1)),. (qﬁH (n) -

b(gg' (£ +1))).

Given the scheme CPl(ii)k described above, which supports the WitExtract algorithm for a single
polynomial, we can obtain a scheme that supports the WitExtract of our PHPs for R1CS-lite with
the following simple extension. The prover computes a commitment to a polynomial d (X) such that
V€ H: ¢(n) = a/(n) - ¥'(n), proves that this is the case, and then runs the proving algorithm of (:Pl(ii)k
for the single polynomial ¢ (X ( ).

The proof for ¥n € H : ¢(n) = a'(n) - ¥(n) can be done by committing to the polynomial h(X) :=
(a/(X) - V(X) - ¢(X))/zu(X) and then showing that h(X) - zx(X) — a'(X) - V(X)) + (X) = 0. The
latter equation check can be added to the set of equations already proven in CPl(ii)k using CP¢q. The

CPI(i?u)k CP-SNARK with this extension requires: 2n more exponentiations in G to commit to ¢/ (X) and
h(X), two more commitments, and finally the cost of the evaluation proof used in CP¢q gets increased:
instead of 2 multi-exponentiations with bases of size |V, it is one multi-exponentiation with bases of
size |V'| and another multi-exponentiation with bases of size n.

9 Our Universal zkSNARKSs

We describe different options to obtain universal zkSNARKSs in the SRS model by applying our compiler
from Section [6] to our PHP constructions of Sections 4.4l and our CP-SNARKSs for pairing-based
polynomial commitments of Section The results are a collection of zkSNARKSs that offer different
tradeoffs in terms of (mainly) SRS size, proof size, and verification time.

9.1 Available Options to Compile Our PHPs

We discuss how to combine some of our CP-SNARKSs in section 7| to obtain CP-SNARKSs for the CPypp
relation. All our PHPs have a similar structure in which the verifier checks consist of one vector d of
degree checks, and two polynomial checks ((G1,v1), (G2,v2)). Hence, for each PHP the corresponding
relation Rphp can be obtained via the product of

Raeg ((d;) jeing)s (25)jein@+1,07]) A Req((G1,v1), (25)jem]) A Req((G3,v2), (95)jene])

where G/ is the partial evaluation of G; on the prover message o.
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In all the PHPs, in the first polynomial check the vy ;(X) are constant polynomials (in particular,
they all encode the same point, i.e., Vj : v1 j(X) = y), while in the second check they are the identity,
ie., Vj:vg;(X) = X. Furthermore, in those PHPs where degx (x,1(G2) = 2, the second Req relation
can be replaced by the specialization Ryeq(G?, (Pj)je[n+)) introduced in Section

Given the above considerations, we consider two main options for applying our compiler to our
PHPs:

Commitment scheme CS;p: this is applied to PHPjite1x, PHPjiteox; PHP1cs1x, and PHP1csox.

e For CP,p, we can use either CPér?nM, secure in the algebraic group model, or C

the mPKE assumption (see Section [7.3)).
e To prove the first and second polynomial checks we use (twice) CPeq of Section [7.6]

e To prove Ryeg, we use CPE;)g of Section with the optimization of Remark

PPKE

opn that relies on

Commitment scheme CSs: this is applied to PHP)jte1, PHPjjte2, PHP1cs1, and PHP,1cs0.

e For CP,p, we can use either CPﬁpGnM, secure in the algebraic group model, or CP

the mPKE assumption (see Section .

e To prove Ryeg, We use CP((fez; of Section [7.8.2

e To prove the first polynomial check we use CPeq of Section
e To prove the second polynomial check we use CPgeq of Section

PKE

opn  that relies on

9.2 Instantiating the PHPs with the appropriate zero-knowledge bounds

Our compiler accounts for using a CP-SNARK CPpp, that can be (b, C)-leaky-ZK, which in turn requires
the PHP protocol to be (1 + b)-bounded ZK (see Theorem E

Among the CP-SNARKs we propose to realize CPpp,,, the only one that is leaky-ZK is the CPeq
scheme of Section Its leaky-ZK is due to the fact that the proof includes evaluations of those
polynomials that end up in the set S used to optimize the proof size.

Note that this concern arises only when using it to prove the first polynomial check. Indeed, in
all our schemes the second polynomial check involves only oracle polynomials that are not related to the
witness, and thus for those polynomials the amount of leakage does not matter.

We discuss what is b for the b-leaky-ZK of CP.q when it is used to prove the first polynomials checks
in all our PHPs, and how such b impacts the instantiation of these PHPs.

PHPs for R1CS-lite. The first polynomial check is the same in both constructions, and for the sake
of the relation Req the polynomial G can be written as

Gll(Xa;XbaX87Xq7Xr> = Xa'Xb'ga,b+Xa'ga+Xb'gb+Xq'gq+Xr'gr+Xs + 90

and the goal is to prove that on a given y, G’ ((p;(y));e5) = 0, i-e.,

N 2 ~ » ?
a WV (W) gap+a (W) 90+ (W) - g+ 5W) +a(y) - g4 +7) - 9r +90=0

To this end, CP¢q chooses a set S of size 1; for instance it reveals % (y) and nothing more. Thus,
CP¢q for this polynomial check is b-leaky-ZK with b = (b, by, bs, by, b,) = (0,1,0,0,0) (cf. Remark.

From Theoremm PHPjite1 and PHPjitep need to be (1,2,1,1,1)-bounded ZK. Moreover, note that
all the “+1” evaluations due to the commitment are all in the same point (the secret exponent s). This
is relevant because, IQy Remark [l we can optimize the degrees and instantiate PHPjje1 and PHP)jie2
with &’ € F§n+1[X], b e ]an+2[X], gs € Fgl[X], rs € Fgl[X].

21The +1 essentially comes from the fact that the commitment reveals one evaluation of each oracle polynomial.
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PHPs for R1CS. All constructions share the same first polynomial check, which can be written as
Gll(XaaXbanaXSan’XT) =X Xp - Jap + Xa ga+Xp-gp+Xs+ Xq “gq + Xr - gr+ g0

and whose goal is to prove that on a given y, G’ ((p;(y));ee) = 0, i-e.,

N ~ ~ ) ~ ?
a(y)b(y) - gap +a(y) - ga +by) - 9o + 0 () - guw +5(y) +q(y) - 94 +7(W) -9 + 90 =0

Similarly to the above, CPeq chooses a set S of size 1, revealing only the evaluation of i)(y) Thus,
CPeq for Gy is b—leaky-ZK with b = (b, by, by, bs, bg, br) = (0,1,0,0,0,0). Due to Theorem
these constructions need to be (1,2,1,1,1, 1)-bounded ZK, where the +1 evaluations correspond to the
evaluation of the secret exponent of the commitments. Similarly to the previous case, the optimizations
of Remark [] apply to these PHPs as well.

9.3 Our zkSNARKS

In Table ] we summarize the efficiency of the zkSNARKs schemes obtained through the different options
to instantiate the compiler on all our PHPs (the table only shows the instantiation in the AGM model,
see later for the differences when CPqopn = CPE,'an). We comment how these measures are computed.

The final numbers are obtained after considering the efficiency of the single CP-SNARKSs from Section
[0

e The universal SRS srs is the commitment key instantiated using the maximal degree D of the given
PHP, and the KeyGen cost is the cost of generating this commitment key. This follows from the fact
that all the CP-SNARKS used in this instantiation are commitment-only.

e The verification key vkg of the specialized SRS srsg for an R1CS-lite (resp. R1CS) relation involving
matrices of dimension n and density at most m includes rel-type commitments to the relation poly-
nomials and the specialized SRSs for the CP-SNARKSs. In our case, the latter only includes [s]o used

to verify a proof in CPeyqy, and [s, sP~2, sP=m+2], used in the verification of (:P((fe)g when using CSo.

The Derive complexity is the cost of generating these rel-type commitments.

e The proof includes one commitment per polynomial sent by the PHP prover, one CPypn proof per
PHP round, two CPyeg proofs, one CPeq proof for the first polynomial check, and a proof for the
second polynomial check, which is done using CPeq for CS; or using CPgeq for CSo. The cost of the
prover is the sum of: the committing cost which corresponds to the PHP proof length (translated into
G1 exponentiations), the cost of generating the CP-SNARK proofs, and the PHP prover complexity
(which are IF operations). Note that in the CSy instantiation, the CPqeq proof is empty since for every
quadratic term of GY we have exactly one commitment in G; and another in Go.

e Verification involves running the PHP verifier, Dy, and to run verification of the CP-SNARK proofs
for CPopn, CPgeg, CPeq for the first polynomial check, and CPeq (resp. CPgeq) for the second check in
the CS; (resp. CSg) instantiation. In our summary we only count the number of pairings, as this is
the most expensive cost. Each proof of CPp,, CPgeg and CPeq requires 2 pairings while a CPqeq proof
(for the G polynomial used in our case) needs 3 pairings. Several of these pairings have a common
Go argument, and thus can be batched using standard techniques; the numbers in the table are the
ones after batching.

In Table [T] we present a comparison between a selection of our schemes and previous work.

Instantiations under mPKE. For the versions of our zkSNARKSs based on the mPKE assumption,
i.e., instantiated with CPyp, = CPOPF';E, the efficiency decreases as follows: SR size is increased by D
elements of G; and 1 element of Go, proof size is increased by 4 elements of Gy, the verifier needs 1

more pairing (after batching), and the prover needs [ more exponentiations in Gi, where [ = 3n 4 2m
for T 12 Q) TP 1 =304 4m for I T2 W and 1= 30+ 6m for 1) TP

lite2x? ~“lite2? T rlcs2x> litelx® ~litel? rleslx?

22Note that by remark the SRS is still updatable.
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It is worth noting that all our instantiations under the mPKE assumption are significantly more
efficient than the instantiation of MARLIN |[CHMT™20| with the polynomial commitments based on
mPKE. The latter would require 11 more elements of G in the proof (1 per commitment), while the
proving time requires 11n + 5m more exponentiations in Gy.

size time
PHP |CS IT
Isrs| |vkr| x| KeyGen Derive Prove Verify
= G 2M ) 11 2M 10m 8n+8m—2¢ ..
= (1) 2 pairings
a S a1y G2 1 1 o 1 o o
o F —  — 3 — O(mlogm) O(mlogm) O({+logm)
o G 2M — 10 2M — 8n+6m—2¢ ..
£ ) 7 pairings
® % CS, oy Ge 2M 1 — 2M 16m —
= a F - — 2 — O(mlogm) O(mlogm) O({+logm)
99)
o
— & Gt M 16 11 M 16m 8n+4m—2¢ ..
~ 2 1) 2 pairings
a €S o Gy 1 1 — 1 — -
= F — — 3 — O(mlogm) O(¢+logm)
¢ @ G, M — 10 M o Bnt3m—2¢ 7 pairings
& (s, ite2 G, M 21 — M 24m — paine
o (aka LunarLite) TF - — 2 — O(mlogm) O(mlogm) O({+logm)
E G 3M 6 12 3M 18m In+12m—¢ iy
S 1) G 1 1 1 2 pairings
o CSy Hrlcslx 2 o o o
= F —  — 3 — O(mlogm) O(mlogm) O({+logm)
3 G 3M — 11 3M — In+9m—~ 7 Dairines
o s n®, G, 3M 12 — 3M 27m — batrine
T F - — 2 — O(mlogm) O(mlogm) O({+logm)
s 4 G M 42 12 M 42m In+4m—{ .
= = 1) G 1 1 1 2 pairings
~ o CSy 1_[rlcs2>< 2 o o o
= F —  — 3 — O(mlogm) O(l+1logm)
o H(f) ) G, M — 11 M — In+3m—~L ..
o res 7 pairings
a- [CSo| (aka Lunarles Gy M 60 — M 57m —
T fast & short) F - — 2 — O(mlogm) O(mlogm) O({+logm)
2 ), G, 3M 12 12 3M 12m In-+8m—{ .
o 2 pairings
a- |CSi| (aka Lunarlecs Go 1 1 — 1 — —
& short vk) F — — 5 — O(mlogm) O(mlogm) O({+logm)

Table 4: Efficiency summary of our zkSNARKSs with universal and updatable SRS in the AGM model
(i.e., using CPopn = CPOA&M) for R1CS-lite and R1CS relations with n x n matrices, each of density < m,

and inputs of length ¢. For field operations, we simplified using that m = O(n). M is the largest value
of m supported by the PHPs.

9.4 Our CP-SNARKSs

By using the commit-and-prove variant of our compiler described in Section we obtain commit-and-
prove variants of our zkSNARKSs in Table 4l Below we discuss their efficiency.

Let us consider proving R1CS or R1CS-lite relations in which a portion of the witness vector w
is committed. Assume there are [ commitments, (¢;);e[), such that each ¢; commits to a vector of
dimension v encoded in a low-degree extension u;(X) of degree v — 1. Also, we recall that according to
our compiler, each CP-SNARK variant works the same as the corresponding zkSNARK except that it
additionally runs the CPl(ii)k proof system.

In the case of the PHPs for R1CS, adding the CPl(ii)k proof requires in addition: n + v(3l +2) + 1
exponentiations in G; for the prover, (41 + 2) elements of G; and one element of F in the proof, and
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I 4 3 pairings to the verifier.

In the case of the PHPs for R1CS-lite, adding the CPl(ii)k proof (with the modification to deal with
the two polynomials) requires in addition: 4n+wv(3l+ 1)+ exponentiations in G; for the prover, (41+4)
elements of G1 and two elements of F in the proof, and [ 4+ 3 pairings to the verifier.
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A Constraint Systems

Below we define a less compact version of R1CS-lite (Definition [4.5]) in which satisfiability is expressed
via three vectors and three checks. This form is sometimes more convenient work with.

Definition A.1 (LongR1CS-lite). Let F be a finite field and n,m € N be positive integers. The universal
relation RiongriCS-lite 15 the set of triples

(R,x,w) := ((IE‘, n,m,{L, R},{),x, (a',b',c'))

where L, R € F™" max{||L||,||R||} < m, = € F!, o/, b',c’ € F* ¢, and for a := (1,z,a’),
b:=(1,b), c:=(1,x,c) it holds

aob—-c=0 AN a+L-c=0 AN b+R-¢c=0

Lemma A.1. Let R (resp. R) be a LongR1CS-lite (resp. R1CS-lite) relation with matrices {L, R}.
Then for any & € F*=1, it holds x € L(R) if and only if x € L(R).

Proof. CAsE I # € L(R) = x € L(R). Let (a’,b’,¢’) be a witness for & € £(R). Then ¢/ :=
a’ o b’ is a witness for x € L(R). To see this, note that by LongR1CS-lite definition, we have that
L-(aob)oR-(aob)=aob, for a:= (1,z,a’) and b := (1,b’). Finally, noticing that (1,z,¢’) =aob

concludes this part of the proof.

Case II: ¢ € L(R) < = € L(R). Let ¢ be a witness for & € £(R), namely for é := (1,,¢) it holds
¢c=L-éoR-é.
Let a:=—L-& b:=—R-¢ and ¢ := ¢, and let a’, b’ be the last n— £ rows of @ and b respectively.
By the satisfiability of R1CS-lite we have that

1 " /!
x :é:L-éoR-é:dob:<2,>o<Z,>
/

C

which implies that ¢/ = a’ o b’, and thus for a := (1,z,a’), b := (1,b’), and ¢ := (1,z,¢), the
Hadamard constraint of R1CS-lite must hold.

Finally, note that from the definition of the first ¢ rows of R it holds b = (1,b’), and thus a =
(1,z,a’). Therefore, for a,b as above the linear constraints of R1CS-lite are also satisfied.

This concludes the proof that (a’,b’, ¢’) is a satisfying witness for € L(R). O

A.1 Proof of Lemma

Proof. We do the proof by showing equivalence with the LongR1CS-lite relation of definition by
lemma one can then obtain the proof.
First, we claim that equation is equivalent to

VneH:a(n) + Y Lyy-aln)-b(n') =0 (17)
n'€H

VneH:b(n)+ Y Ry, -a(n)-b(n') =0 (18)
n'€H
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To see this, we observe that we can group the checks inside equations (resp. (18)) by doing a
linear combination with linearly independent polynomials {EE(X ) }nem; then, these two equations can
be merged into a single one by introducing a new random variable Z.

Y oalm) - LX)+ Y Lyy-aln)-b(n) - £3)(X) = 0 € F[X]

neH n,n’ €H
S o) - LEX) + S Ry - a(n) - b(n) - LE(X) = 0 € F[X]
neH n,n €EH
[}
a(X)+ Z-b(X)+ Y Ly -a(n) b)) - L3(X)+ 2 Ry -a(n) - b(n) - L7(X) =0 € FX, Z]
n,n'€H n,n' €H

In one direction, given a satisfying witness (a’,b’,¢’) for R1CS-lite, we can build polynomials
d/(X),'(X) that satisfy equations (L7)—(L8) by defining: a := (1,z,a’), a(X) = > nel By (n) -E%H(X) €
F<p—1[X] (and similarly for b(X) from b = (1,b')), a’(X) = (a(X) — 3, 1. Tou(n) -ﬁ%(X))/Z]L(X),
and V' (X) := (b(X) — 1)/ zL(X).

In the other direction, let a/(X),?(X) be polynomials such that their extensions with the public
input satisfy equations (17)-(18). Then, we build a witness (a’,b’, ¢’) for R1CS-lite by defining: b’ :=
-1 -1 1o (A1 1 =1 P (A1 -1
(b(og (L+1)),...,b(dg (n)), a’ := (' (¢ (£+1)),...,d (¢pg (n)), and ¢’ := (a'(¢g (€+1))-b(dg (£ +
D). d(¢g' (n) - b(og' (€ +1))). O

A.2 Proof of Lemma

Proof. Similarly to the proof above, we claim that equation ([L1f) is equivalent to

VneH:a(n) + Y Lyy - 2(n) =0 (19)
n'€H

VneH:b(n)+ Y Ryy-z(n) =0 (20)
n'€H

VneH: M)+ > Oy -2() =0 (21)
n'eH

To see this, we observe that we can group the checks inside equations f by doing a linear
combination with linearly independent polynomials {EEI(X )}nem; then, these three equations can be
merged into a single one by introducing new random variables Z;, Zg, Zo.

> am) LX)+ D Ly -2(n) - LX) =0 € FIX]

neH n,n €H

D bm) - LX)+ D Ry z2(n)- L(X) =0 € FIX]
neH n,n'cH

= alm)-b(n) - Ly (X)+ D Oy -2(0) - Ly(X) = 0 € FIX]
neH 1, €EH

i
> (Zram) + Zrb(n) — Zoa(n)b(n) LE(X) + Y Zy My yz(n)LH(X) = 0 € FIX, Z1, Zr, Zo)]
neH n,n' €H
Me{L,R,0}

In one direction, given a satisfying witness w for R1CS, we can build polynomials a(X),b(X), w(X)
that satisfy equations (19)-(21): first, let @ = —L -z and b = —R - z with z = (1,2, w), second,
define by interpolation a(X) = >_, iy @g.(n) - ﬁ?(X ) € F<p—1[X] and similarly b(X), and finally define
2X) = Y en @ gy LX) + X g Won) - £n (X)) - ZL(X).

In the other direction, let a(X),b(X),w(X) be such that they satisfy equations (19)-(21), for
2(X) = 3 e ® pu(n) - EH,;(X) + w(X) - 21,(X). Then, we build a witness w for RlCS by defining

w = (2(¢g (L +1)),..., 2(0' (n)). N
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A.3 Reduction to Arithmetic Circuit Satisfiability
Let us recall the arithmetic circuit satisfiability problem.

Definition A.2 (Arithmetic Circuit Satisfiability). Let F be a finite field. The universal arithmetic
circuit satisfiability relation Re is the set of triples (C,(x,y),w), where C : Flin x Flwit — Rlout
18 an arithmetic circuit with £;, public inputs, Ly; private inputs, and £y pudblic outputs, such that
Cz,w) =1y.

Gennaro et al. [GGPR13| proved how to encode arithmetic circuit satisfiability with a quadratic
arithmetic program (which is the polynomial version of R1CS). We summarize below their result.

Theorem A.2 (|[GGPR13|). Let C : Fln x Flwit — Fout be an arithmetic circuit with N multiplication
gates. Then there exists an R1CS L, R, O € FWN+low)xn yyith p — 0. 4 0o+ N + 1 such that for any
x, Jw : C(x,w) =y if and only if ¢’ that makes (1, x,y) accepted by (L, R, O).

In the following theorem we show a similar method to encode arithmetic circuit satisfiability with
R1CS-lite.

Theorem A.3. Let C : Flin x Flwit — Flout be an arithmetic circuit with N multiplication gates. Then
there exists an R1CS-lite {L, R} € F"*" with £ = lip + Lo + 1, n = £+ N, such that for any x,
Jw : C(z, w) =y if and only if 3w’ that makes (1,x,y) accepted by {L, R}.

Proof. We do the proof by building matrices for the LongR1CS-lite relation. By the equivalence of
R1CS-lite LongR1CS-lite shown in lemma [A.T] this shows a reduction to R1CS-lite.

Our goal is to define a, b, ¢c and matrices L, R such that the satisfiability of C' can be expressed as
follows:

a+L-c=0
b+R-c=0 (22)
aob=c

with a = (1,z,y,a’), b= (1,b') and c = (1, z,y, ).

Let us partition [n] into Iip = {2,...,lin + 1}, Toue = {lin +2,..., €}, Imia ={¢+ 1,...,n}.

Let us label all the multiplication gates of C' with integers in Iy;q, and for every such multiplication
gate j let us denote by a;,b; and c¢; its left input, right input and output respectively. Also recall that
c contains the public input and output (including the constant 1) as a prefix. Then the consistency of
every multiplication gate can be checked as:

CLJ'—I-LJ'~C:0
V7 € Iniq : bj +R;-c=0
aj-bj—CjIO

for appropriate row vectors L;, R; which express the linear subcircuits for the left and input wires.
Next, we add constraints for the public outputs:

a; + Lj -c=0
Vi € Iout : bj—c1=0

aj . bj — Cj =0
The first constraint checks correctness of outputs that are obtained from possible linear subcircuits on
multiplication gates outputs. The second and third constraints impose a dummy value, 1, on b;, and
thus ensure that ¢; = a;.

Finally, recalling that a = (1,z,y,a’), b = (1,b’) and ¢ = (1,2,y, '), we can add the following

(dummy) constraints for the public inputs:

CLj*CjZO
Vje{l}UIin: bj—Clzo

aj-bj—cj:O
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We conclude by showing how to define matrices L and R such that all the constraints above are
compactly represented by the equations .

- Iein‘i“ 1 ’ 0
Lein+2

Ly,
In order to define R, we define auxiliary matrix E as the ¢ x n matrix where each row is the unit vector
e, € ™.

1 ... 0 ... 0 };E
1 0 0 R,

A.4 Comparing R1CS and R1CS-lite

We compare the efficiency of the R1CS and R1CS-lite constraint systems that result from applying the
results of theorems and to the same circuit C. Let L, R, O and L, R be the resulting R1CS
and R1CS-lite matrices respectively.

From the theorems statements it s clear that R1CS matrices have ¢;, + 1 less rows than R1CS-lite
ones.

Next, we analyze their densities. For ease of comparison, we show how the R1CS matrices are
obtained. This works very similarly to the proof of our theorem with a few differences at the end.
For ¢ = (1, z,y, c), the satisfiability can be expressed as the following constraints

Lo Ryt
{;L/.C)O(?IC)_[ONX”I]'C with L'= = |, R'=| :
out * C = Ln Rn
where the i-th row of L,; checks that the i-th output y, is correctly obtained from a linear subcircuit
with inputs from (1, z, ¢).
Then one can set

Rl
ooy . oo L sogr
L= , R= . , O=
<LOUt> . <0€out><n>
(1,0,...0)

Let us now analyze their densities. For R1CS we have:
LI = 1L+ || Zowell,  [|1RI =R + fout, O] = N
whereas for R1CS-lite we have:
LI = [|L]] + || Lowt|| + | + 1, [IR|| = [| R[] + ¢,

Basically, the two R1CS-lite matrices have each f;, + 1 more entries than their R1CS counterparts. If
we consider the total size of the constraint system, we also have that

1Ll + |IR|| < [IL]| + || RI| + [|O]]

holds as long as N > 2({i, + 1), which is likely to be the case.
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B Owur Protocol for Lincheck

In this section we describe a PHP for the following relation
J=Mg

where f,g € F™ and M € F"*" is a sparse matrix. This PHP is used as a building block for the
constructions in Section [

B.1 Preliminaries

The equation f = Mg can be rewritten as

VneH f(y Z =0 (23)
We can rewrite it equivalently as a linear combination through Lagrange polynomials:

> L) Z =0 (24)

that is

ZﬁH M, 9(n ) (25)

From here (we mark substitutions in blue).

Zzﬁ My9(n) (26)

My, n”ﬁo
=%wmww»%wﬁ> (27)
- %val ZQ col ))ﬁlfgw(n)( ) (28)
- Zg Zval )[’]gél( )( )‘crow(n)< )) (29)

reK

- Zg V'Y (30)
"

= ZD(n/,Y) (31)
"

Thus we are defining:

=> LIY)f(n) (32)

D(X,Y) = g(X)V(X,Y) (33)
V(X? Y) = Z VaI(K)EgI(H)( )‘Crow(n)( ) (34)
reK

A high-level view of the lincheck protocol:
1. Sumcheck. After sampling a random yg, we carry out a sumcheck protocol on o := F(y). Specifi-
cally we check the claim o =}, D'(n’) where D'(X) := g(X)V(X, yo).

2. Check product of polynomials. As a step in the sumcheck protocol from the step before, we need to
recursively check the structure of D’. We want to check that D’ is of the form D'(X) = g(X)V (X, yo).
In order to do this, we sample a random point = and recursively check a claim on g(x) (to which the
verifier has oracle access) and on V(z,y) (for which we use the following step).

3. Check sparse matrix polynomial. The polynomial V encodes a sparse matrix. We use a special-
ized protocol for this type of claim, described later on in the following subsection.
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B.2 An Holographic Protocol for Points of Sparse Matrices

The new protocol we describe here is, together with sumcheck, the main ingredient for our lincheck.
The protocol allows to verify that a polynomial V in input correctly “encodes” the point with indices
(z*,y*) for a matrix encoded as described in Definition We point out that the indices (z*,y*) do
not necessarily have to be valid row/column position of the matrix (they are arbitrary field elements).

Remark 16. The approach below can be generalized to a different number of polynomial and different
rational functions.

See Section for background on this section. Consider a sparse matrix M and let (row, col,val)
be its encoding (as by Definition [4.3)) to which we assume the verifier has oracle access. Let z*,y" be
any two points in the field F. Let us define the polynomial V' as

V= Z val(/ﬁ)ﬁg(n) (x*)ﬁlr}cﬂ,w(n) (y*) (35)
reK

We now define a protocol that, fixed a matrix and fixed z*,y* allows a verifier to check that V is
correctly defined as in . Its analysis (efficiency and soundness) are analogous to those in Section

Intuition
By definition of V, we know that

V(k) = val(ﬁ)Eg(H) (x*)ﬁ]ﬁgw(m) (y*) for every k € K
For every x € K we can write this as:

7 (1) = val() col(k) _ x*Z_H((:ﬂj()’i) ' roVZl(Fé) ' y*Z_Hr(O?{;zE)

where n := |H|. The latter is equivalent to
n?V (k) (z* — col(r))(y* — row(k)) = val(k)col(k)row(k) Zr(z*) Zu(y*)
Let us define polynomial B as
B(X') = n2V (X')(&" — col (X)) (5" — row(X")) — val(X)col (X')row(X') Zs(a") 25(y")
and we observe that the above is equivalent to:
B(X') =0 (mod zg(X"))

In order to check this relation in the protocol, the prover can send 7(X') := ZBﬂi&?) and the verifier can

check

m(y)Zx(y) = B(y)

for a random point y.
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B.3 The linear check protocol

P(F, M7 F7 G) VF,G,row,coI,vaI (]F))

Yo «—sF

ZG (n,%0)

neH
(¢',r") < DivPolyy (D', F(yo))

q.r
z<sF
ya « G(z)
oy £ V( ayO)
V= Zval )Am(z, col(k))Ar(yo, row(k))
rEK
Let 7 s.t. V(X) = oy /n+ X#(X)
m(Y) =
ZQHVOMx—wa@wﬂwOW—
val(Y)col(Y)row(Y) zu(z) Zm(yo)
oy,T, T

Figure 4: Online phase of our lincheck PHP.

Mtﬂxy=%¥+XﬂX)
1) n%5(X)(x — col (X)) (yo — row(X))—

Z(2) 2 (yo)val (X)col (X)row(X) — m(X) Zg(X) = 0
2) G(X)ov — Fyo)/n— ' (x)2u(x) — or'(z) =0

Figure 5: Decision phase of our Lincheck PHP
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C Additional Material for Section @

C.1 Succinct Interactive Arguments in the SRS.

Definition C.1 (Universal Commit and Prove Interactive Argument in the SRS model). A Universal
Commit and Prove Interactive Argument in the SRS model (Universal CP-UIA) is a tuple UIA =
(KeyGen, Derive, P, V) of PT algorithms where all the algorithms work as in Def. (universal CP-
SNARKs) but where P and V form an interactive protocol. In particular:

o Plek, x = (ck,x, (&)jer)s W = ((uj)jere, (05)je>w))s P1s---,pi): the next-message function of P
takes as input the evaluation key ek, the instance X, the witness W and the first i-th messages p1, ..., p;
from V.

o V(srs,vk, X, m1,...,m;): the next-message function of V takes as input the verification key vk, the
instance X and the first i-th messages w1, ..., from the prover P.

At the last round of interaction the verifier outputs a decision bit b.

When £ = 0 we simply call it a Universal Interactive Argument in the SRS model (Universal UIA).
Furthermore, we define the properties of knowledge-soundness as in Def. and of trapdoor-commitment
honest-verifier zero-knowledge similar to Def. [5.7. Specifically:

Knowledge Soundness. Let RG be a relation generator and Z an auziliary input distribution, and let
RGcom as in Def. UIA has knowledge soundness for RG and Z, denoted KSND(RG, Z) for brevity, if
for every (non-uniform) efficient adversary A = (Ao, A1) there exists a (non-uniform) efficient extractor
E such that Pr [Game%sg'?'ZD’A’g(A) = 1] = negl. We say that 11 is knowledge sound if there exist benign
RG and Z such that I1 is KSND(RG, Z).

KSND
GameRng’A’g()\) —b
((ck, R),auxg) < RGcom(1*) ; srs:= (ek,vk) « KeyGen(ck,R) ; auxz < Z(R,auxg,srs)
(R,x = (x,(¢j)jepq), st) < Ao(R,ck,srs,auxg,auxz) ; (7,b') < (Ai(st),V(Derive(vk,R),x, (¢;);e0))

W= ((Uj)je[é]v (Oj)je[é]»w) +— E(R,srs,auxp,auxyz) ; return b=1" A —\Rccf,','\,‘(i, W)

Trapdoor-commitment honest-verifier zero-knowledge. A CP-UIA scheme UIA is trapdoor-

commit honest-verifer zero-knowledge in the SRS model for a family of universal relations {Rn}neN

if there exists a simulator S such that for oll adversaries A, for all N € N, for all R € Ry, for all

(ck,td) € Sek(1*), and for all (x,w) such that R(x,w) = 1:

(srs, tdy) < KeyGen(ck, N)

Pr srsg < Derive(srs,R) : A(srs, tdy,td, R, x,w,7) = 1| =~

(7,b) < (P(ek, %, W), V(vk, %))

(srs, tdy) < KeyGen(ck, N)
T S(tdk,td, R,X)

Pr o A(srs, tdy, td, R, x,w, 7) = 1

where recall that X = (X, (Cj)je[g]) and W = ((Uj)je[é}v (Oj)je[g],W).

Succinctness. We say that a public-coin CP-UIA scheme UIA is succinct if, for any input x € {0,1}",
both its total communication complexity (the sum of the length of all prover’s messages) and the runtime
of V are at most poly-logarithmic in n.

C.2 Proof of Theorem |6.1

Knowledge Soundness. Let Z be a benign auxiliary input distribution and let A = (Ap,.41) be a
non-uniform PT adversary for the knowledge soundness game described in Def. In Figure [0] we
describe a sequence of hybrid experiments, the experiments are parameterized by an algorithm £* that
they run internally.
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Hy(1%, £%)

pp < ParGen(1*) ; srs:= (ek,vk) < KeyGen(pp,N) ; auxy < Z(srs) ;
(R, x, st) < Ag(srs,auxz) ; (7,b) < (Ai(st), V(Derive(vk,R),x) ;
w < E*(srs,auxz) ;

bg + R(x,w) ; bw < b

H, (1%, &%)

pp < ParGen(1*) ; srs:= (ek,vk) < KeyGen(pp,N) ; auxy < Z(srs) ;
(R, x, st) = Ao(srs,auxz) ; (7,b) + (A;(st), V(Derive(vk,R),x) ;

ro PHPy | .
(pjvoj)je[n*] F‘S‘php(RphpvCk,VkphpvaUXZ )|

by /\ (Gr(X, {0 (k5 (X)) jen]s {5 Y iepme)) = 0) A (deg(p) < d;) A /\ VerCom(ck, ¢;,p;,0}) | ;
kene jE[n*] J€[n~]

w < E*(srs,auxz) ;

b R ;

Hy (14, &%)

pp < ParGen(1*) ; srs:= (ek,vk) «+ KeyGen(pp,N) ; auxz « Z(srs) ;
(R,x, st) < Ag(srs,auxz) ; (7,b) < (Ai(st), V(Derive(vk,R),x) ;
(p}vo})je[n*] A 5php(RphvakkaphpvaUXgHP) ;

by /\ (Gr(X, A0 (0 (X))} jene) {75 erme)) = 0) A /\ (deg(p)) < dj) A /\ VerCom(ck, ¢j,p;,0;)
kene j€ln®] j€ln*]

for i € [r] : (pij,0i5)jein()] < &;(ekopn; auxz) ; bi, /\ VerCom(ck, ¢; ;,pi,j, 0i,5)
JE€M()]

w < E*(srs,auxy) ;

by ¢ Roow) : |bw « bAby A(AD)] ;

H3(1%, &%)

pp < ParGen(1*) ; srs:= (ek,vk) «+ KeyGen(pp,N) ; auxyz « Z(srs) ;

(R,x, st) < Ao(srs,auxz) ; (7,b) < (Ai(st), V(Derive(vk,R),x) ;

(p;aO;)je[n*] A 5php(Rphp7Ckkaphpva“XEHP) ;

bv<— /\ (Gk(X7 {p;‘(vk,j(X))}je[n*h {ﬂj}je[m*]) = 0) A /\ (deg(p;) S dj) A\ /\ VerCom(ck,cj,p;-,o;-) ;
ken, J€n*] F€[n*]

for i € [r] : (pij,0i.5)jeim) + &;(ck, auxg, auxz) ; b, /\ VerCom(ck, ¢; ;,pi,j; 0i,5)
J€[n()]

let (p))jem=] = (Pij)iel,jelm@) 5 Ocs < Vi:p; =p;| ;

w < E*(R,srs,auxp, auxy) ;

bE%R(x,w); bw<—b/\bv/\(/\ib§/)/\bcs ;

Figure 6: Hybrid Experiments for Proof of Theorem
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Consider the hybrid Ho(1%,£*). Let b%v (resp. b7E) be the event of the flag by (resp. bg) being true
in the hybrid experimentH; . Formally the events should be parameterized by the extractor £* that the
hybrid is running. However, it is clear that the variable b{/{/ does not depend on the specific of £*, thus
for a cleaner presentation we omit it. On the other hand b{E depends on £*, thus when needed we will
refer to bjé [E*] to specify that the event is parameterized by the extractor £*. By a simple derivation:

Pr |GameSSN2. | < Pr by ] — Pr [bh[€7]] -

Let H;(1*,£*) be the same as Hy but where the variable by, is computed differently. Specifically,
let Enp be the extractor for the CP-SNARK CP,y,, and the adversary Aphp that runs the same as
the adversary A but that simply outputs the proof Tpnp,, the openings (pj);ein(0)), (05)jeln(o) for the
rel-typed commitments and the relative statement. Formally, the adversary Ayn, receives in input
Rphps ck, vkphp and auxEHP = auxz, Vkopn-

Let €php be the knowledge soundness error (with partial opening) of the CP-SNARK CPpp,

Lemma C.1. Pr[tY;] < Pr[bl]| + eprp

Proof. Notice that Pr[bY] — Prbl},] = Prby = 0]. In particular, as described in the definition of the
hybrid, the adversary Ayn, on input the state st runs an execution of the universal argument between
A1 and the honest verifier and then outputs ((i;, dj)jeiny (GjsV5)jelnd)s (¢j)jefn+) and the proof Tohp.
Since b = 1 then it means that the proof Ty, is valid, but by = 0, i.e., the extractor does not output a
valid witness. O

Let Hy(1*,£*) be the same as H; but where the variable by, is computed differently. Specifically,
let & be the extractor for the adversary A’ that runs the same as the adversary A but that simply
outputs the (¢; ;) jen(i)]> Fopn,i-

Let €opn be the knowledge soundness error of the CP-SNARK CPqpp.

Lemma C.2. Prb},] < Pr[bf,] + r - €opn

Proof. Similarly to the previous lemma, Pr[b};,] — Pr[b?,] = Pr[b},, AJi : bi, = 0] < r-max; Pr[bj;, Abl, =
0] < r- €opn- Since b =1 then it means that Verify,,, (Vkopn, (Ci.j) jen(i)s Topn,i) = 1, but bf, = 0 thus the
extractor does not extract valid openings the commitments. O

Let H3(1*,£*) be the same as Hy but where the variable by, is computed differently. Specifically,
we check that the extractions of the CP-SNARKSs agree. Let ecs be the advantage against the binding
of CS.

Lemma C.3. Pr[b%,] < Pr[bd;] + ecs

Proof. Notice that Pr[b%,] < Pr[b;] + Prlbcs = 0]. We reduce to the binding of CS. In particular
consider the adversary that runs Hs3 and if bc = 0 it outputs the values (p;, oj,p;., 0}) for the index j
that make bcs = 0. Thus Prbcs = 0] < ecs. O

Consider the following PPT sampler algorithm:

Sampler D(17):

pp + ParGen(1*) ; srs:= (ek,vk) «+ KeyGen(pp,N) ; auxy < Z(srs) ;

(R,x, st) + Ap(srs,auxz) ; aux’y := (srs,auxz) ; return (R,x,aux’)

Lemma C.4. There exists a prover P* for the protocol PHP such that

Pr[(P*(F, R, x, z), VREER(F x)) = 1 : (R, x,auxy,) s D(1Y)] = Pr[b}y] (36)
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Proof. We define the prover P*. For any 14, j, let ind(i,j) :== >, _;n*(¢) + j and let ind~"' its inverse
in the domain [n*]. Namely, the function ind re-indexes the j-th polynomial sent at the i-th round as
the ind(i, )-th polynomial sent by the prover.

Prover P*(R,x,aux,, p1,...,pi)):

(R, x, st) + Ap(auxy) ;

if i=r+1 then :
(¢ij)jem)s it el): Tpnp < Ar(st, p1, - pr) 3
xeup = ((1,d))jemny,) (G55 05)jemnd s (¢)jeim])
if Verify ., (Vkphp, XpHp, ) = 0 then return L ;
(P> 01 kein®] < Ephp(Rphp, Ck, srs, auxz) ;
for k € [n*] let p; ; := p;nd—l(k) ;
if 3,7 :pg)j # pi,; then return L ;

else :
(¢ig)jemns Amis e T < Avlst, pr, ., pi))
if Verify,,n(Vkphp, , ;) = 0 then return L ;
(Pij» 0i5)jeln()) < E;(ekopn, auxz)

if 35 : VerCom(ck, ¢; j,pi j,0: ;) = 0 then return L ;

return (pi,j)je[n(i)]7 {Wi,j}jE[r(i)] ;

By inspection, if P* does not output L then the output of P* is computed exactly the same as A does.
Moreover, the prover P* outputs L only when either the verification of the CPqp, fails (if round ¢ <)
or the verification of the CPypp fails (if last round) or exists index j s.t. VerCom(ck, ¢; j,pij,0i;) =0
or the binding property of CS is violated. Notice that if b}, holds then none of the previous events can
happen.

O

Notice that we can rewrite the Eq. as:
E(Raunt) <sp() [PHP(F,R,x, 2), VREERI(E, ) = 1]] = Prlbiy]
Thus by applying the knowledge soundness of PHP there exists an extractor &£:
E(Ruane,) cap(1) [PIEP (R x, auxy)] + epyip| > Pr(bfy]

Equivalently we can rewrite the equation above:

Pr[E77 (R, x,auxy) : (R, x,auxy) «sD(1)] 4 epup > Pr[bjy].
Finally, we define the extractor Ext* := Ext” . It is easy to see that:

Pr[Ext” (R, x,auxy) : (R, x,auxy) «sD(1})] = Pr [b% [£4]]
The equation above holds by definition of D and £*. Thus we can conclude:

Pr [GamegéANjg*] < Prbd] — Prfpd] < Prlbd,] — Prb%] + N - egnark + (n* + Decs

< epup + IV - €snark + (n* + 1)5CS‘

Zero Knowledge. We now prove that under the condition of the statement of the theorem the UIA
is trapdoor commitment honest-verifier zero-knowledge.

Let C and Spyp be the checker and the simulator for the claimed (C, bpyp)-bounded zero-knowledge
of PHP. Let & = (8., Spr’) be the simulator of CPppp. Let S” be the simulator of CPopn. Consider
the simulator Syia = (Skg, Sprv):
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Simulator Sig(ck, tdek, N):

1. Sample ekopn, Vkopn, tdp"" <—s Skg” (ck, tdek) and output ekphp,vkphp,tdﬁhp and output vk =
ck, ekopn, ekphp and vk = ck, vkopn, vVkphp and tdy := tdEp", tdEhp7 tdek.

Simulator Spy (tdk, R, x):

1. Init Phase. Let r := r(|R|). Run the honest verifier on input vkg and x, obtain a
sequence of messages p1,...,pr+1 and the constraints ((Gj,v;))jelngs (45, dj) jeny)-  Set
p = (Pj)jelr+1]-
Parse the trapdoor tdy as (td.”", tdEhp,td, s) where s € F.

2. Define Leakage. Let £’ < S|, (Xpup), Let £ := L'U{(3,s) : i € [n*]}.Assert that C(i, )
for all (i,2) € L;

3. Create Transcript. Compute the following:

(a) Run the simulator Spyp(F, R, x, £) and obtain a simulated transcript 7 = (71, p1, ..., T, Pr)s
and a set of simulated evaluated points {p;(y) : (i,y) € L};
(b) For j € [n*] compute the simulated commitment: set ¢;, st; < TdCom(tdy, p;(s));

(c) Let leak’ := (pi(y))(iy)ec and let Xpup := ((ijadj)je[npp (G},v5) jelne): (Cj)je[n*]>a com-
pute the simulated proof Tpn, < Sprv'(tdthp,ipHp, leak’);
(d) For i € [r] compute the simulated proof Topn,i = 8" (tdy™", (¢i.j) jer(i));

Output the full transcript re-ordered according to the specification of the protocol.

We consider a sequence of hybrid experiments. The first hybrid Hy receives in input the trapdoor
tdy, the specific relation R, the input x and the witness w, runs the same steps of simulator S, defined
above, and outputs the full view including the evaluation points.

The next hybrid Hy runs the same as Hy but instead of running Spyp at step 3, it runs the real
protocol between P and V and computes the evaluation points using the polynomial oracles output by

P.

Lemma C.5. For all ck,R,x,w and for any adversary A:

|Pr[A(srs, Hyp(tdk, R, x,w)) = 1] — |Pr[A(srs, H; (tdk, R, x,w)) = 1]| € negl())

Proof. Notice that if the assertion in step 2 does not hold the two hybrids are equivalent. Thus we can
assume the assertion holds, in this case the list £ is (C,b + u(t))-bounded. The proof of the lemma
follows straightforwardly from the (C,b + u(t))-bounded zero-knowledge of PHP. O

The next hybrid Hs is the same as H; but the assertion in step 2 is not executed.

Lemma C.6. For all ck,R,x,w and for any adversary A:

|Pr[A(srs, Hy (tdk, R, x,w)) = 1] — |Pr[A(srs, Ha(tdk, R, x,w)) = 1]| € negl(\)

Proof. The two hybrids diverge if there is tuple (¢,2) € £ such that C(i,z) = 0. Notice that, by our
assumption on C (Definition[3.2)), a tuple (7, s) does not pass the checker with negligible probability (since
the trapdoor element s is chosen uniformly at random). Moreover, by the bounded leakage property of
the (b, C)-leaky zero knowledge of CPphp, a tuple in £ does not pass the check with negligible probability.
We can conclude applying union bound. ]

The next hybrid Hj is the same as Hy but the commitments are computed as in the real protocol,
specifically for any 4, j where i > 1 we compute ¢; j,0; ; < Commit(ck, swh, p; ;).
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Lemma C.7. For all ck,R,x,w and for any adversary A:

|Pr[A(srs, Ha(tdk, R, x,w)) = 1] — |Pr[A(srs, H3(tdk, R, x,w)) = 1]| € negl(\)

The lemma easily follows by the swh-typed somewhat-hiding property of CS.
The next hybird Hy is the same as H3 but at step (c), the proof is computed with the algorithm Provepypp
and the polynomial oracles p1, ..., pn=.

Lemma C.8. For all ck,tdy, R, x,w and for any adversary A:

|Pr[A(srs, Hs(tdy, R, x,w)) = 1] — [Pr[A(srs, Hy(tdk, R, x, w)) = 1]| € negl(X)

The lemma easily follows by the leaky zero-knowledge of the CP-SNARK CPp,.
The next hybird Hj is the same as Hy but at step (d), for any round ¢ € [r], the proofs are computed
with the algorithm Proveyp, and the polynomial oracles p; ;.

Lemma C.9. For all ck,tdy, R, x,w and for any adversary A:

|Pr[A(srs, Hy(tdk, R, x,w)) = 1] — |Pr[A(srs, H5(tdk, R, x,w)) = 1]| € negl(\)

The lemma easily follows by the zero-knowledge of the CP-SNARK CPgpp.

C.3 Proof of Theorem |8.1

The proof of zero-knowledge is almost the same as in the proof of Thm. for knowledge soundness
there are some differences that we highlight next.

Consider the hybrid Hs as in the proof of Thm. and the event by,. For clarity we rewrite the
hybrid below. The only difference with the hybrid from Thm. is that they hybrid below does not
run the extractor £* since we are interested only in the event byy.

H3 (1Y)

pp < ParGen(1*) ; ck < CS*.Setup(pp) ; srs:= (ek,vk) «+ KeyGen(pp,ck,N) ; auxy < Z(srs) ;
(R,x = (x,(¢j)jepq), st) « Ao(srs,auxz) ; (7,b) < (Ai(st), V(Derive(vk, R),x, (¢;)jer))
(p;70;)j€[n*] < E(Rphp, srs,auxz) ;

by N\ (Gi(X, {0 (k3 (X))} jen {mi tieime) = 0) A\ (deg(ph,) < di) A J\ VerCom(ck, ek, pf, 0})
k k k

for j € [r] : (pij, 0ij)jema) < 5;(vkopn,auxz) ; b{-/ — /\ VerCom(ck, ¢; j, pi.j, 0i j)
J€[n(3)]

let (pj)jeme] = (Pij)icl,jem@) 5 Ocs < Vj:p;=p; ;

bw < bAby A (/\Jb‘%/) Nbcs

Consider the hybrid H4 which is the same of H3 but additionally check that the linking relation holds.
Recall that for a PHP has a straight-line extractor WitExtract.

Let &jink be the extractor for the CP-SNARK for the adversary Ajnk that runs the same as the
adversary A but that simply outputs the proof T,k and the statement ((¢5);e(g, (¢j)je[+))- Formally,
the adversary Ajink receives in input Rk, ck, srsjnk and aux%"k where aux“Znk contains all the other values,

namely the elements of srs different than srsj;,x, and ne and R. In particular:
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H4 (1Y)

pp < ParGen(1*) ; ck < Setup(pp) ; srs:= (ek,vk) < KeyGen(pp,ck,N) ; auxz < Z(srs) ;
(R,x = (x,(¢j)jepn), st) « Ao(srs,auxz) ; (7,b) + (Ai(st), V(Derive(vk,R),x, (¢;)jep))

)

((uj)jere> (05)sere> ()i () jen]) < Eink(Rink, K, STsink, auxy™)

w = 0,w  WitExtract((p})jen+)) |

DV < Ajer(VerCom(ck, &, 05, uz) = 1) Aiefy (VerCom(ck, ci, jy, 01, p1) = 1) A Decode((u;)jefq) = 0| ;

(P}, 0})jem] < E(Rpnp, ck, srs,auxz)
by < N\ (Gi (X, {0 (e 5 (X))} jerneps {5 Fieme) = 0) A\ (deg(p},) < di) A\ VerCom(ck, i, pf, 0})
k k k
for j S [I’] : (pi7j>0i,j)j€[n(i)] — E]'»(vkopmck,auxz) " b{/ “— /\ VerCom(ck, Ci7j7pi,ja0i7j)
JE[n(9)]

let (p))jem+] = (Pij)icl,jem@) 5 bcs < Vi:p; =pj=0]| ;

b < b A by A (Ajbl) Abes| AR |

Let elsi:;‘rk be the knowledge soundness error of CPjjnk.

Lemma C.10. Pr[bf;,] < Pr[bf,] + eink, + ecs.

snar

The proof follows almost identically to Lemma and Lemma specifically we can reduce to
the knowledge soundness of CPjj or the binding property of CS, the proof of the lemma is therefore
omitted. Consider the following PPT sampler algorithm:

Sampler D(1*):

pp  ParGen(1*) ; ck < Setup(pp) ; srs:= (ek,vk) < KeyGen(pp,ck,N) ; auxy < Z(srs) ;

(R, x, st) + Ao(R,ck,srs,auxg,auxz) ; auxy := (R, ck,srs,auxg,auxz) ; return (R,x,auxy)
Similarly to the proof of Thm. [6.1]

Lemma C.11. There exists a prover P* such that

Pr[(P*(F, R, x, z), VREER(F %)) = 1 : (R, x,auxy) <sD(1")] = Pr[bjy] (37)

We define P* to be the prover that emulates Hy almost identically as done in Thm. the proof
follows similarly thus is omitted. By the knowledge soundness of the PHP with straight-line extractor
we have that

Pr[(R,x, WitExtract((p;)jepn+)) € R : (R, x, aux’;) s D(1M)] + epup > Pr[biy].

We are ready to define the extractor £*. Let £*(R, srs,auxp, auxz) be the algorithm that:
L. computes ((9;)je[q: (05) e (P5)jem> (05)jem]) Eiink (Riink, €K, SrSjink, aux g, auxink);
2. outputs ((p5) e (05)eig, WitExtract((ps) je[n=)))-

Assuming that by, is true then we have (p;)jejnr) = (P})jelm=) in Hy (thus by definition of the extractor
the polynomial extracted by & are the same as the one sent by P*) and that for any j the open-
ing 6; is a valid opening for the polynomial p;, moreover by straight-line extractability we have that
WitExtract((p;)je[n+)) is a valid witness.
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