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Abstract

In this paper we present experiments concerning the use
of three-dimensional (3D) visualization for representing in-
formation. These experiments were conducted in the con-
text of the CyberNet research project. The CyberNet project
is oriented toward the enhancement of the user interface
of network management tools. Its aim is to study how
metaphoric 3D visualization may help the user in the pro-
cess of monitoring large amounts of dynamic information.
Although the project focuses on a specific application do-
main, network management, the core framework is designed
so that it can be applied to other domains, and the system
may be accessed from a web browser, thus allowing for in-
formation and knowledge sharing.

1. Introduction

The objective of the CyberNet project is to study the us-
ability and effectiveness of 3D techniques and virtual real-
ity interfaces for system and network management. Some
prior work has already been done in the field of using vir-
tual worlds for network management and visualization, as
in [5] and [3]. However this work focused mainly on vi-
sualizing static topological information and did not address
the problem of visualizing high dynamic network service
information. We intend to prove that the visualization of
distributed dynamic data can be made more efficient with
3D technology.

For this purpose, we have designed a general framework
that makes the development of specific visualization tools
easy. This framework is designed to dynamically build and
update 3D worlds according to the real world data. It also
features some specific support for user interaction and nav-
igation. We consider that the CyberNet framework is spe-
cific in its approach because of the following features:

� The processed data are dynamic. The visualizations

are designed to cope with this dynamic nature so that
the 3D worlds are permanently updated. New objects
are added to the 3D scene, existing objects disappear,
and the visual appearance of the displayed objects is
continuously modified in order to reflect the state of
the network data.

� The translation between the real world data and their
visual counterparts is handled automatically by the
system. We call this translation the mapping process.
This feature allows for the automatic construction of
the virtual worlds and for updating the visualizations
on the fly.

� The visualization is based on 3D metaphors. The tradi-
tional way to represent network information in 3D is to
extend the usual two-dimensional (2D) graphical busi-
ness representations such as 3D bar charts, 3D graphs,
and so on. These representations are well suited for
displaying small amounts of information but they gen-
erally fall short when large amounts of information are
involved and when it is important to show relationships
between different data subsets.

In order to represent information CyberNet uses
metaphors based on real world structured systems such
as towns, solar systems, and buildings, for instance.
The idea behind the use of metaphors is to take advan-
tage of the natural hierarchical structure found in most
of these metaphors (cities are made of districts, each
district is made of buildings and streets, each building
has floors, rooms, windows, etc.). CyberNet uses this
hierarchical structure in order to encode structured in-
formation related to a network service.

The use of metaphors has also the advantage of pro-
ducing worlds that are familiar to the user. Visual
metaphors make appeal to analogies with real world
objects that the user is already familiarized with, to in-
troduce new concepts to the user [8]. This way, the
end user can relate to a given metaphor, which facili-



tates data representation comprehension. Using care-
fully designed visualizations, the CyberNet system can
benefit from the user previous knowledge and thus en-
hance the user understanding of the world, as well as
ease the navigation and interaction.

The CyberNet project framework is described in detail
in [1]. In this paper, we focus in the different visual repre-
sentations that were developed to deal with specific network
monitoring needs. We also present our approach regarding
user navigation and interaction with the virtual worlds.

The paper is organized as follows: Section 2 describes
the automatic construction of the 3D metaphoric worlds.
Section 3 presents the navigation in the virtual worlds. In
Section 4 we describe the interaction with the metaphoric
worlds. Finally, Section 5 presents the conclusions and out-
lines some perspectives for further work.

2. Building 3D worlds automatically

In this section we describe how we construct the
metaphoric worlds. We begin by presenting the design of
a service model example and then we describe the design
of a 3D metaphor. Afterwards, we describe the process of
mapping the service onto the metaphor. We also present an
example of using different metaphors to visualize the same
service, according to the user’s interests.

2.1. Designing a service model: the NFS example

In order to be efficient, the representation of information
requires the data to be logically structured into a network
service model. Each data set has its own structure. This
structure is dependent on the application domain and re-
quires expertise knowledge. Basically, structuring the data
requires to group data according to common properties and
to identify relationships. In our structuring process the fi-
nal service model is represented by a tree. It is the tree data
structure that will be directly translated into visual elements.

The data model we have developed is based on the con-
cept of entities. In the context of network management, an
entity can represent a physical device (e.g., hubs, routers,
computers, etc.) or conceptual items (e.g., connections, pro-
cesses, etc.). Each entity groups all the values necessary to
describe the current state of the data element it represents.
An entity has a type (e.g., the hub type) and a defined set
of typed values (e.g., for a hub its IP address, its number of
ports, etc.). The entities are created by an entity collecting
process described in [1]. Entities are stored in a repository
that acts as a Database Managing System (DBMS).

The data model tree is composed of service nodes. A ser-
vice node is an object that knows how to interpret a small
part of the data model. The way a service node works is the

following: the service node searches, using SQL(Structured
Query Language)-like queries, for the entities that have
some specific properties and analyzes the retrieved entities
in order to create the children service nodes.

The service model together with the CyberNet frame-
work are designed to be able to handle data dynamics: the
repository updates the service nodes each time an entity that
matches the query is created. This paper will not address the
problems and solutions for managing the dynamic nature of
the data and it will not address the mechanisms involved in
the data collecting process either. Further information about
these topics is given in [1].

Client/Server applications (like mail, DBMS, etc) are
typical services for which we believe 3D metaphoric worlds
can help. An example of such a service is the NFS (Network
File System) client/server application. This application al-
lows for computer disks to be shared in a user transparent
way. NFS servers export their file systems to other comput-
ers and NFS clients import file systems from servers. Using
NFS a remote disk is viewed in the same way as a local disk.

Nonetheless, from a network administrator and system
manager’s point of view, each access to a remote disk gen-
erates network traffic. A typical NFS site configuration in-
volves a high number of computers on a typical Unix/NT
workstation network. We chose NFS as an example of the
administration of a complex networked client/server ser-
vice. For this purpose, we developed data collecting agents
that are able to get the NFS information from all over the
Local Area Network (LAN) at Eurecom Institute.

The NFS service model designed by us is hierarchical as
it is shown in the left part of Figure 1. The root service node
of the hierarchy is the LAN, the second level comprises the
different workgroups of the institute (split according to sub-
nets). Each subnet service node groups a set of computers,
each computer service node features a set of local disks and
a set of remote disks (accessed through NFS). The local disk
may be shared using NFS. In that case, the computers that
remotely access the local disk are added as children of the
local disk service node. Each client computer service node
also groups all the filehandles opened on that file system.

The NFS service model is composed of the previously
described service nodes hierarchy. In addition to the service
nodes, the hierarchy includes as leaf nodes the references to
the entities retrieved from the repository. For instance, a
computer service node has the following children: one ref-
erence to the actual entity that describes all the characteris-
tics of the computer (as retrieved by the collecting agents)
plus a storage service node. This storage service node has
two children service nodes: one for managing local disks
and one for managing remotely accessed disks. The former
has as many children service nodes as actual local disks; the
latter has leaf nodes that are direct references to the entities
that represent each remotely mounted disk on that computer.
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Figure 1. The NFS service model and its mapping onto the city metaphor.

One interesting characteristic of this example is that each
local disk service node has descendents that reference the
computer entities that are its NFS clients. Thus, the com-
puter entity may be referenced several times in the same
hierarchy. This characteristic will be exploited by the inter-
action mechanisms described in Section 4.

2.2. Designing 3D metaphors: the city example

Our visualization model is based upon the concept of 3D
metaphors. There is previous work done in the field of infor-
mation visualization using 3D metaphors, either real-based,
such as a cityscape [7], a solar system [4] or a garden [4],
or more abstract, such as a cone-tree [9]. Metaphors are

used because their underlying structure is familiar to the
user and therefore the user is able to relate to the relation-
ships existing between different objects of the metaphoric
world [8]. For example, in a city metaphor it is straightfor-
ward that houses in the same district share some common
properties. We have designed real world based metaphors
such as a building, a solar system or a city. It is important
to note that a given metaphor is not designed for a specific
service model. In fact, a service model can be visualized
using any metaphor, provided the metaphor offers sufficient
capabilities for viewing the service information.

A metaphor may be viewed as a world construction pat-
tern. The metaphor is a hierarchical structure that will drive
the world construction. Each node of this hierarchy is called



The NFS service represented through the
                      City metaphor

The NFS service represented through the
                   Cone-Tree metaphor

Figure 2. Representing the same service
model using different metaphors.

a graphical component (GC). Intermediate nodes are called
layout managers (LMs). The presentation of large volumes
of information needs to be organized in space in order to
make its interpretation easier [6]. Layout managers are a
step towards organizing information spatially: the primary
function of the layout managers is to arrange their children
in space. They also have additional functions concerning
navigation and interaction and may also generate some vi-
sual appearance such as semi-transparent bounding boxes,
to enhance visual representation effectiveness, as suggested
in [11]. Leaf nodes are 3D glyphs (3DGs).

3D glyphs are 3D graphical objects that represent data
through visual parameters [2]. The level of complexity of
a 3D glyph can be measured from the number of visual pa-
rameters it offers for modification and hence to the dimen-
sion of data that can be displayed. Some examples of com-
plex 3D glyphs can be found in [2] and [10].

In the city example, visible on the right of Figure 1, the
root of the metaphor hierarchy is the world LM. This layout
manager arranges its children in 2D in a row/column way
(like a chess plate). The children of the world LM are cities
LMs. Cities are also LMs that arrange their children in a
chess plate way. The children of cities layout managers are
districts LMs, which stack a block LM on a ground 3DG.
The block LM is a chess-like layout manager, whose chil-
dren are buildings LMs and houses 3DGs. Buildings LMs
are stacks of floors LMs, that are made of walls 3DGs and
windows LMs. The window LM just arranges its children
windows 3DGs.

This metaphor is used as a pattern for constructing a 3D
world, examples of which can be seen on the far right part of
Figure 1. This pattern is exploited by the mapping process
described in the following section.

2.3. Mapping the service model onto the metaphor

Mapping is the process that automatically constructs a
3D metaphoric world from the information contained in a
service model. It results in a graphical hierarchy where in-
ternal nodes are layout managers and leaves are 3D glyphs.

In the CyberNet system, special objects calledadaptors
handle the mapping. Adaptors are dependent on the type
of metaphor used for displaying the information and pro-
vide the necessary mechanism to automatically construct
the virtual worlds. An example of a mapping is given on
Figure 1.

In our current implementation, each metaphor is defined
as a hierarchy of graphical components (i.e, a city metaphor
is based on GCs called city, districts, streets, buildings,
floors, etc.). We namehierarchical mappingthe process
of defining which service element (entity or service node)
will be visualized using which metaphoric component.

The main idea behind the mapping process is to define a
set of association rules for each service based on the type of
each service element and its position in the service tree. In
particular, since an entity may be a part of several relations
(thus being located at more than one position in the service
model tree), it may have several visual counterparts in the
presentation domain. The adaptors implement the mapping
association rules.

For instance, in the previous NFS example, the
model mapping rules state that computers=districts, lo-
cal disks=buildings, remote disks=houses, NFSimport-
points=floors of the building, FileHandles=windows, and so
on. So far, the mapping process is hard-coded but we are
currently developing an automatic mapping process based
on information and visual properties characterization.

The attributes of each entity must also be translated into
visual information. This is the purpose of thevisual param-
eters mapping. Each GC has a number of visual parameters
that may be dynamically modified in order to display infor-
mation (e.g., position, orientation, size, color, etc.).

A simple example is the mapping of a disk entity on a
box glyph. In this example, the size of the disk could be
mapped on the size of the box while the percentage of use
of the disk could be mapped on the color of the box (green
corresponds to 0%, yellow to 50% and red to 100%; the val-
ues in-between are mapped to the color transition between
the limits). When defining the mapping rules, care must
be taken to preserve metaphor coherency. For example, if
one rule uses color for identification purposes, other rules
can not use this visual parameter to represent a quantitative
value.

In the previous NFS example, several mappings have
been tested. Basically, one mapping is oriented toward NFS
configuration while another is oriented toward NFS real-
time monitoring. In the former, color and size are used
to represent the type (e.g., system, user, etc.) the proper-
ties (e.g., backup strategy, speed, etc.) and the access rights
(e.g., the rules for NFS exportation, etc.). The latter mainly
shows NFS network statistics: mounted points, disks size
and percentage of use, and so on. Both mappings are use-
ful, depending on the operator task.



Figure 3. The metaphor-aware navigation
path from one office to another.

The result of such mappings is the following: all the NFS
information is available in one virtual world (Figure 1 on
the right). In the virtual world, there are several cities (one
city per subnet). Each city comprises several districts (a
district is a computer) and it is easy to identify servers (dis-
tricts with buildings) and server loads (tall buildings). NFS
clients are residential districts made of houses.

2.4. Changing the current metaphor

Whenever a mapping between a service model and more
than one metaphor is feasible, it is possible to swap from
one representation to another. This is very useful to exper-
iment different metaphoric representations and determine
the one that is most suited to the current service model or
to the user’s task. Figure 2 shows an example of different
metaphoric representations of the same service.

3. Navigating in 3D metaphoric worlds

In this section we present an example of metaphor based
navigation. We also give an example of different types of
navigation in the same metaphor.

3.1. Metaphor based navigation

Anyone who has ever experienced 3D interfaces will
agree that navigating in a 3D world is not a trivial task.
The user interface of traditional 3D browsers provides nav-
igation mechanisms that allow the user to modify the vir-
tual camera parameters. Using these tools, it is common
that, after some movements, the user gets lost in space and
tries to restart from the beginning. We feel that the navi-
gation schemes provided by traditional 3D browsers are too
generic for our specific navigation needs. It is evident that
when the user navigates from office to office in a virtual

Flying at the district level in a city metaphor Walking at the street level in a city metaphor.

Figure 4. Navigating at different levels of the
metaphor.

building he does not use the same navigation mechanisms
that when he is exploring a landscape of data or studying
the topological structure of a cone tree.

In the CyberNet visualization framework, all the
metaphoric worlds are constructed using standard well-
defined graphical components: layout managers are used
to arrange 3D glyphs in space. For example, the same stack
layout manager is used to align offices along a corridor and
to stack floors on top of each other, in order to construct a
building. However, the navigation along a corridor is not the
same as the navigation from one floor to another. Our be-
lief is that the navigation mechanisms should be associated
to the graphical components. The objective is that the user
navigates in the world with the mechanism most suited to
the metaphor. We call this principlemetaphor-aware navi-
gation.

In order to be able to assist the user navigating, we have
implemented this metaphor aware navigation mechanism in
the context of the building metaphor (Figure 8). The build-
ing metaphor is used to present information about Eurecom
Institute offices, staff and internal computer network. The
offices and network devices location in the virtual world fol-
low the real world location of these elements, but the virtual
building is not an actual copy of the real life existing build-
ing.

The basic idea of our navigation system is to track the
user current position in order to always be able to associate
the user’s current position with a node in the hierarchy. In
addition, the system provides the user with a tool that allows
him to select a destination node. This selection can be done,
either by using a 3D embedded interface (e.g., by clicking
on an object), or using an external menu. This menu is hi-
erarchical and context sensitive.

The system determines the set of movements that must
be done within the context of the current metaphor in or-
der to go from the user’s current node of interest to the new
node of interest. These movements are dependent upon sev-
eral user navigation modes but, basically, the user follows
a logical path from his current position to his desired des-
tination. The notion of path-based navigation is central to
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Figure 5. The selection mechanisms.

our navigation. The main interest of the path-based nav-
igation is to give the user knowledge of the relative loca-
tions of objects in the virtual world. We already referred
that it is of prime importance for the paths to be metaphor-
aware. Navigating in a building is a good example of such
a metaphor-aware navigation mechanism. When a user is
in an office and wants to go to another office, the system
automatically computes the logical path and animates the
user position along that path (through the corridors and the
stairs). Figure 3 shows an example of a metaphor-aware
navigation mechanism.

3.2. Navigating at different levels of the hierarchy

In order to ease the navigation, the metaphor aware
mechanism takes into account the actual level of the
metaphor hierarchy the user is currently in. Different navi-
gation schemes may be used for navigating at different lev-
els of the metaphoric world hierarchy. This kind of naviga-
tion is helpful for easily acquiring survey knowledge, when
navigating at a higher level. For instance, in a city, the user
may navigate at the street level (Figure 4 on the right), walk-
ing in the streets in order to go from one building to another,
or he may navigate at the district level, like a bird flying over
the town (Figure 4 on the left). The user will have a global
view (seen from far away) when he is navigating at the dis-
trict level and a narrowed, more local view when navigating
at the street level.

4. Interacting with 3D metaphoric worlds

This section presents some interaction mechanisms al-
ready implemented in the CyberNet project, namely the se-
lection mechanism. We describe how the user can select
objects inside a virtual world and across different worlds.
We also briefly present other interaction mechanisms.

4.1. Selecting objects inside a world

Selection is one of the most important interaction mech-
anisms. The user should be able to select a node in the
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Figure 6. Propagating selection between
views.

metaphor hierarchy using either direct manipulation or ex-
ternal menus. The user should also have the possibility to
extend the selection to all the descendant nodes of the se-
lected nodes.

In the building metaphor (Figure 8), these kinds of mech-
anisms can be used, for instance, to select all the comput-
ers that are located at a given floor. This kind of selection
only allows to select groups of objects that belong to the
same metaphor hierarchy sub-tree. For instance, selecting
a building in the city metaphor (Figures 1 and 4) automat-
ically propagates the selection to all the floors, walls and
windows of that building. We call this selection mechanism
a metaphor based selection(Figure 5 on the left) since the
selection criteria are based on the metaphor structure.

However, the user often wants to select objects according
to service model criteria, which may not be directly avail-
able from the hierarchical structure of the 3D world. In the
city metaphor (Figures 1 and 4), when the user selects a
building he may want to visualize which elements are re-
lated to that building. This is dependent upon the service
model. We name this mechanismservice model based se-
lection(Figure 5 on the right).

In our previous NFS example (Figure 1), each floor of
the building represents a client computer. NFS client com-
puters are also represented as districts (generally, clients are
residential districts). When selecting a building (which is
related to a disk) the user may want to select all the dis-
tricts/computers in all the towns/subnets that are related to
that building/disk.

For that selection to be effective, the selection must be
propagated from the metaphor to the service model down to
the entity level. When a building is selected, the selection is
transmitted to the corresponding local disk service node and
all its descendant service nodes and related entities are also
selected. When an entity is selected, the selection is retro-
propagated to the service nodes that reference that entity
and from these service nodes up to their graphical represen-
tation in the metaphoric world.



              Topological view
(based on the cone-tree metaphor)

              Geographical view
   (based on the building metaphor)

              NFS service view
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Figure 7. Working with several metaphoric
worlds.

This mechanism can be used to help the user identifying
the clients of a NFS server and, specially, the clients that are
not located in the same subnet of the server. This is useful
for performance tuning or for security purposes.

4.2. Selecting objects across different worlds

Being able to propagate the selection down to the service
model and entities is a very powerful mechanism that can be
exploited to extend the scope of the selection mechanism to
several metaphoric worlds. The main idea is to allow the
user to interact with several metaphors that represent differ-
ent service models connected simultaneously to the same
entity repository. We believe that one of the strengths of
3D metaphoric representation will come from the combined
used of several interacting tools.

The multi-world selection mechanism (Figure 6) can be
used to allow for specifying free selection criteria; i.e., se-
lection criteria that are neither metaphor based nor service
model based. The user may view the same network accord-
ing to several views, each view being based on the metaphor
that is most suited to represent each service model (Fig-
ure 7). In one view he may visualize the building and geo-
graphic location of computers and network devices. In an-
other view, he can visualize the topology of the network (us-
ing for example the cone-tree metaphor). In a third view, the
user can monitor the NFS service using the city metaphor.

With the multi-world selection mechanism, it is possible
to select a network device (e.g., a hub) in the cone-tree view
where they are more easily identified, and all the computers
connected to that hub will be selected in all the three views.
The user can also select the clients of the a NFS server in the
city view and locate them in the building and in the topology
views. The selection mechanism can be further extended
in order to allow the user to combine several criteria (by
ANDing or ORing successive selection actions).

Transparent office walls and floors           Transparent floors 
and semi-transparent office walls

   Transparent office walls 
and semi-transparent floors

Opaque office walls, transparent floors

          Opaque floors and office walls, 
(blue offices (subset) are semi transparent) 

Figure 8. Modifying the appearance of the vir-
tual representation of the Eurecom Institute
building.

4.3. Other interaction mechanisms

We found that being able to interact with the world in or-
der to modify its appearance was important. An example of
such a study has been done within the context of the build-
ing metaphor. We felt that having a model of the building
and being able to navigate and interact with the objects ac-
cording to the actual building is important but sometimes
restrictive. Virtual worlds should bring more possibilities
than just mimic the real world. For this purpose, we have
developed mechanisms that allow the user to have control
over the world appearance itself.

For instance, in the building metaphor, the user may
modify the transparency of walls and grounds. The user
may render all the ground and office walls transparent in
order to easily observe the contents of all the building. He
may also render some offices partially transparent accord-
ing to criteria such as the department they belong to, etc.
Further stretching the interaction, the user may even decide
to “rebuild” the building by placing a department per floor
(in real life, the departments at Eurecom Institute are spread
over the different floors). Figure 8 shows some examples of
the above interactions.

5. Conclusions and perspectives

We have presented experiments done in the context of
network management in order to study the advantages of
3D metaphoric virtual worlds for monitoring large volumes
of multidimensional information. We have described how
the system automatically builds virtual worlds for informa-
tion display. We have also shown how the navigation and
interaction are dealt with in order to ease user’s tasks.

Preliminary feedback from users showed that 3D



metaphoric visualization seems promising. It eases problem
detection and understanding. However, we are still look-
ing for new visualizations that make the most of the op-
portunities of virtual environments. We are developing new
metaphors and associated 3D glyphs and layout managers
with special focus on their adaptive representation and nav-
igation capabilities. New interaction mechanisms also need
to be studied further.

Although this work has been done within the context of
network management, every application that involves the
user to interact with huge amounts of dynamically struc-
tured information may be targeted (such as stock exchange,
bank trading or web administration). We must also refer
that the end user may access the system from anywhere
since it only requires a VRML (Virtual Reality Modeling
Language) enabled WWW browser.

Several topics are currently under study. Data character-
ization is one of them. At current implementation, data val-
ues mappings onto visual parameters are hard-coded. We
are developing a visual parameters taxonomy and a data
characterization. These classifications will allow us to im-
plement generic adaptors, and thus automatically map real
world data values onto visual parameters, according to the
current metaphor.

Further work also has to be done in the field of user in-
teraction and combined use of different tools. We also have
to study how to add persistence to the system in order to
be able to playback and analyze some crucial sequence of
events off-line. We also want to provide ways to interact
with the real world (e.g. kill a process on a workstation).

The CyberNet project is supported by France Telecom and
the Eurecom Institute. The CyberNet project web site is:
http://www.eurecom.fr/˜abel/cybernet. The authors would
like to thank: B. Lugeon, P. Miauton and J. Pasini for
their work on the building metaphor; M. Girardot and L.
Oria for their work on the cone-tree metaphor; and P. Gar-
cia, S. Monterde and R. Vincent for their work on the city
metaphor.
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