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Abstract—In this letter, the performance of a quantum key
distribution (QKD) free-space optical (FSO) system is analyzed
while taking a generalized pointing error model into account.
More specifically, closed-form expressions for the average re-
ceived powers at both the legitimate receiver and eavesdropper
are derived. In addition, their corresponding asymptotic results
valid in the high telescope gain regime are also presented. To
capture the secure performance, we also investigate the ratio
of received powers at the eavesdropper and at the legitimate
receiver. Further, in some special cases, we find the optimal
telescope gains for the received powers at both the legitimate
receiver and eavesdropper, as well as the power ratio, which
is important and useful for a secure QKD FSO system design.
Finally, some selected numerical results are presented to illustrate
the mathematical formalism and validate the accuracy of the
derived analytical expressions.

Index Terms—Free-space optical, generalized pointing errors,
secure performance, and quantum key distribution.

I. INTRODUCTION

To achieve confidential communications, a one-time-pad
scheme was proposed by [1], where a secret key is shared
between two legitimate parties. Due to the reliance only on
the computational complexity, this traditional key distribution
method is fundamentally insecure [2]. This is particularly true
with the fast development of large-scale quantum computers
over the last decade, which is making the current public key
infrastructure more and more vulnerable [3]. In this context,
quantum key distribution (QKD), a promising application of
cryptography, provides unconditional security based on the
law of quantum physics and quantum non-cloning theorem
[4]. QKD can be implemented in two kinds of medium,
namely optical fiber and free-space optical (FSO) links. Due to
its cost-effectiveness, high-bandwidth availability, deployment
flexibility and interference-immunity, FSO is an excellent
choice for the terrestrial backhaul solution [1] and the feeder
link of very high throughput satellites [2]. However, in the
FSO systems, stochastic jitter and vibration of the pointing
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direction caused by atmospheric turbulence or building sway
should be taken into account [5], [6], [7].

An inevitable drawback in the QKD FSO systems is back-
flash in the legitimate receiver side, when the legitimate receiv-
er adopts a common detection method, relying on a single pho-
ton avalanche photodiode (SPAD) [8], [9], [10]. Indeed, with
the SPAD detection scheme, an avalanche happens, resulting in
the emission of a secondary photon, i.e., backflash, which can
be captured by eavesdroppers. Kupferman and Arnon in [10]
have recently presented an analytical framework to evaluate
the impact of backflash on the performance of QKD FSO
systems. However, in their investigation, the adopted model
for the azimuth and elevation pointing error angles assumed
zero mean and equal variance for both angles, and the pointing
error angle at eavesdroppers was set to zero. However, for real
life deployment, QKD FSO systems may have to operate under
different and more general conditions. Further, the authors in
[10] did not investigate the optimal point of the telescope gain
to maximize the received power at the legitimate receiver.

In this letter, we consider a generalized pointing error mod-
el, in which the azimuth and elevation pointing error angles at
the legitimate receiver have arbitrary and different mean and
variance. In addition, we do not limit the pointing error angle
at the eavesdropper to be very close to zero. Under this general
setup, we are still able to offer closed-form expressions for the
average received powers at both the legitimate receiver and
eavesdropper. Moreover, the corresponding maximum point
of the telescope gain are found in some special cases. To
simplify the expressions and get obviously some additional
insights, we also derive simple asymptotic expressions when
the telescope gain is sufficiently large. Finally, the ratio of the
received powers at the eavesdropper and legitimate receiver is
analyzed, and the corresponding extreme point of the telescope
gain is also obtained in a particular case of interest.

II. SYSTEM MODEL

In an QKD FSO system, an absolutely static source (.S)
transmits an information photon to a destination (D) on a
vibrating platform (such as a laser satellite), resulting in a
random pointing error at D. Due to the avalanche of the
SPAD detection method, a secondary photon will be emitted,
called backflash, which can be detected by a third party, i.e.,
eavesdropper (£). This communications scenario is presented
in Fig. 1 of [10].

The pointing error angle (f) at D can be divided into two
parts, i.e., 0 = \/6% + 6%, where 0 and 0y are the azimuth
and elevation pointing error angles, respectively. Like in [10],
we assume that 8y and 6y are Gaussian random variables
(RVs). However, we consider the general case in which these
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RVs are not necessarily with zero mean and the same variance.
That is 6y ~ N (uyv,0%) and 6y ~ N (uw,0%), where
py and 0‘2/ (or py and J%) are the mean and variance of
Oy (or Og). In this case, it is well known that 6 follows
the Beckmann distribution [11], where the moment-generating
function (MGF) of #? is known to be given by [11]

2 2
Py S Hgs
€xp (1—20‘2/s + 1—20%3)

V(I =20%5) (1 —20%s)
6]

where E{-} represents the average operator. By setting some
specific values for the parameters of the MGF of the Beck-
mann distribution in (6) of [12], the form of (1) can be also
easily obtained.

Moz (s) = E{exp (s6°) } =

ITI. RECEIVED POWER AT D

From [5], [10], the received power at D is given by

Pp () = KiGpL(0), 2

where Gp is the telescope gain of D and L(0) =
exp (—Gpb?) is the corresponding pointing loss factor. In (2),
K is constant, depending on the system characteristic, given
by
2
Ky = anSWSUDLAD(%Dl) (;) ) 3)
where 7, is the quantum efficiency, X is the wavelength, Pg
and Gg are the transmit power and telescope gain of S,
respectively, L4 (D7) is the atmospheric loss with respect to
the distance D;, and ng and np are the optical efficiencies at
S and D, respectively.

The average received power at D with respect to 6 can be
written as

Pp =E¢{K1GpL ()} = K1GpEg {exp (—Gpb?)}

— KiGpMye (—Gp). @)
Substituting the MGF of 62 in (1) into (4) yields
_Grul Gl
- K1Gpexp <1+2UD2V”(§’D + 1+20D?{”(§D) -
D =
\/(1 + 20"2/GD) (1 + QU%GD)
A. Asymptotic Result
When Gp — oo, we have
~Gpui ~Gpu?
— _ KiGpexp (1+20D‘2/HC‘7(D + 1+20’D?_IHGHD)
lim Pp= lim 5 >
Gp—o0 Gp—oo \/(lJrQO'VGD) (1+20’HGD)
_ 'u2 _ /’LQ )
2Klexp( 27~ 207, _ K ox < o u%,)
V202203 2000 208 20% )

(6)

which shows a bound for Pp. It implies when the telescope
gain of D is sufficiently large, the received power at D reaches
a constant asymptotic value.

B. Maximization of Pp

When oy = oy = o, taking the natural base of both sides
in (5) yields

_ Gp
InPp=InK;+In|——
nPp=Ink;+ n<1+202GD)

B Gppis _ Gpp3y
1+ 202Gp 1+20’2GD.

and f(z) = InPp. (7) can be further

(7

Let x =
written as

Gp
1+202GD

f(@) =K +Inz— (u} + p¥) 2. (8)

Let the first derivative of f(x) with respect to x be equal to
zero, and a unique stationary point can be obtained as

af (x 1 1
( )Z—(u%/+/ﬁ{):0:>x*:u2 vy
vt HE

Ox x

From the first derivative of f(z), we can easily see that
for x > z*, 8](;(;’) < 0, and for z < z*, %(;) > 0.
Therefore, f(x) is an increasing function over (0,z*), and
a decreasing function over (z*,+o00). To summarize, z* is
the uniquely maximum point for f(z). In view of the positive
property of Gp and the function property of z = 14—2?772%
the corresponding optimal point Gp that maximizes Pp can
be written as

. {(u%/+u%1—202)17 if j2 4 2, > 202,

5=
+o0,

€))

(10
otherwise.

IV. RECEIVED POWER AT F
The information intercept relies on the backflash, so the
received power at I is given by [10]

Pp = Pp () KoL (0) Gp = K1 KoG5L (0) L (0g), (11)

where L (0g) = exp (—Gpb%), 0p = (Ov + @)® + 6%,

and « is the pointing direction error angle due to backflash.
In (11), K5 is given by

La(Dy) [ A\
Ky = G — — 12
2 =Ny GENE D2 e K (12)

where L4 (D2) is the atmospheric loss with respect to the
distance Dy, and 75, ng and G are the backflash probability,
optical efficiency and telescope gain of F, respectively.
The average received power at F can be written as

Pp=E{K|K;GLL(0)L(5)}

= KlKgGZDIE {exp (—GD92 — GDQ%)}

= K1 K2GHE {exp (—Gp (207, + 203 + 200y + o?)) },

13)

where the expectation term can be further written as

E {exp (~Gp (26 + 20F + 208y +o?))}
= exp (—GDaQ) E {exp (—ZGD (9‘2/ + 6% + a@v))}
= exp (—GDon) E {exp (—QGDH%I)}

E {exp (—2Gp (6% +abyv))}. (14)
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By using the probability density functions of 8y and 6,
closed-form expressions for the two expectation operators in
(14) can be derived as

Eq,, {exp (72GD (9%/ + 049\/))}

exp (— *5’ ) (2aGD — —)2
Eq, {exp (—2GD9%,)}
2
Cewlmg) () )

‘/4UHGD+

respectively. -
A closed-form expression for Pg can finally be derived for
arbitrary py, pm, oy, o, and « as

8GD+U%
H

2 2
K1 K3G2 exp (—;j;% _ M )

?E _ 20%
V@Gpo? +1) (40%,Gp +1)
)
ex v/ o4 _\TH — Gpa?
"l ser+ 2 Tseor 2
a7

A. Special Cases
If a = 0, which means that E is in the vicinity of .S, Pg
becomes

—2u3Gp  2u3,Gp
K1K2GD eXp(1+4a‘2/GD 1+40% Gp (18)

\/(1 + 4UVGD) (1 +4J%{GD)

In the a = 0 case, when Gp — +o00, Pg is approximately

equal to
2 —2u3,G 2u2,G
i K1K2Gp exp (1+40%GE; - 1+4g§,£D>
1m
Gp—rtoo V(1 +402Gp) (1 +40%4Gp)

207

2 2
K1K3exp (—Qi‘é s )
~ v G

D; (19)

40’\/01{

which shows that P is approximately proportional to G for
Gp — 400 and a = 0.

B. Maximization of Pg
For uyy = pug =0and oy = oy = o, P can be simplified

as

- KlKgG 202a2G2D
Pp= -2 2"Dooxp (D
402Gp +1 402Gp +1

- GDa2> . (0

The first derivative of Px with respect to G p is given by (21),
where the positive or negative value depends only on the last
term, i.e.,
0 = — 160*a*G% + (3204 — 80’
+ (240 — 20°) Gp +4,

2) GQD
(22)
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which is a standard univariate cubic equation with respect to
Gp. If 0 and o are known, we can easily find the roots for
© = 0 and the positive and negative value intervals for ggE
and thereby finding the extreme points for P . Specially, when
Gp =0, © = 4 is positive, so over Gp € (0, +0o0), Pr must
increase first. The trend and extreme point of Pp are very
useful and important for the secure system design.

V. RATIO OF Pg 1O Pp

An important metric for the secure analysis is the ratio of
Pg to Pp, which can be easily derived by using the closed-
form expressions for P and Pp, is given by

A _Pp _ KxGp\/(1+203,Gp) (1 +203Gp)

PD \/(4UVGD+ )<4O'HGD+ )
2 2 2

A 7 § GDMV Gpu

P ( 27, Qai,) P (1 T 202G 1+20§IGD)
2

(eGo-tr) ()
e v+ =t —a*G
Pl TRG+ 2 T 8Gr+ 2 P

(23)

This expression is relatively complicated, and does not provide
us some useful insights for the secure system design. Here, we
consider some special cases to analyze this ratio.

For py = pg = 0 and oy = oy = o, the expression for
A can be simplified as

(1 + 20’2GD) K>Gp
40’2GD —|— 1

272
a*Gp

2GD+#

A= —Oé2GD>.

(24)

The first derivative of A with respect to G D is shown in (25),
where the positive or negative value of g7 depends only
on O3, a standard univariate quartic equatlon If o and o are
known, the roots for ® = 0 can be easily derived, and the
positive and negative value intervals can be also determined.
Thus, we can analyze the changing trend of A and derive the
extreme points.
When a = 0, py

:uH:Oandch:aH:a,A

becomes
1+20%Gp) K2G
A= (LH+20°GD) KaGp (26)
402Gp +1
The first derivative of A with respect to Gp in (26) is
0A . Ky + 40’2K2G2D + 80’4K2G2D (QGD - ].) @7
Gp (402Gp +1)* '

L % must be positive. As

It is obvious that for Gp > 3, e
Gp > 1 in the most practical cases, we can treat % as
a positive value, and therefore, A always increases as G D
grows. If Gp is sufficiently large, A can be approximately
obtained by

K>Gp

A~ =TT (28)
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D
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(25)

VI. NUMERICAL RESULTS

To simplify the parameter setting, D; = Dy = 900 km,
LA(Dl) = LA(D2) = 0.5, A= T80 nm, Ps =0 dB, GS =
Gg = 10", ny = 0.04, n, = 0.1, and ng = np = 0.9 are
assumed in the following simulation results. In each Monte-
Carlo simulation result, 107 realizations are generated to get
the corresponding average value according to the statistical
properties, i.e., uy, g, oy and og.

As shown in Fig. 1, the received power at D increases as
Gp grows, due to the improved telescope gain. When Gp is
sufficiently large, Pp reaches an asymptotic bound, as proved
in (6). It is obvious that Pp is improved with increasing 11z,
because a smaller ;1 means a better pointing direction. The
maximum points are also marked in Fig. 1, which are derived
from the maximization analysis for Pp, where the maximum
points for u3, + p?, < 202 are infinity.

10® o Simulation
! H—— Analysis
: : - %- Asymptotic
I 1|= = Maximum Point

107 . . BT !

1010 101 1012 1018 101 1018 1016
Gp
Fig. 1. Pp versus Gp with various values of pp for 0'%, = 0’?{ =

1.44 x 10~ and py =1 x 1077,

Fig. 2 plots Py versus Gp for different values of . Pg
for « > 0 increases first, and reaches a vertex before a
sharp decline, while Pg for a = 0 always increases with
increasing G p, where the asymptotic results are derived by
(19). When Gp is sufficiently large, P g becomes lower as o
grows, because a larger o means a larger distance between the
transmitter and eavesdropper. The maximum points in Fig. 2
are obtained in the analysis of Subsection IV-B.

To validate the correctness of (17) for the general pointing
errors, we also vary the values of uy and of in Figs. 3-4,
respectively. From Figs. 3-4, we can easily see that a large
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a=3,2,1,0x10"7

o Simulation

1025 | |—— Analysis

- %- Asymptotic for a = 0
— — Maximum Point

103

1010 11 12

10" 10
GI)

10 10

Fig. 2. Pg versus G'p with various values of o for cr%, = U%—I =1x10"14,
and Ly = UH = 0.

pv (or o%) results in a larger Ppr. More specifically, Pg
under different values of iy almost converges in the low and
high G'p regions, and the gap is only obvious in the medium
Gp region. In the o changing case, the gap of P under

different 0%, becomes larger with increasing G p.

1010

|
10730,
lO-AO,
1010 l011 1012 1013 1014 1015 1015
Gp
: 5 : : 2 _ 2 _
Fig. 3. Pg versus Gp with various values of uy for o, = of =

1x107M™ pgp=1x10"", and « =2 x 10~ 7.

In Fig. 5, A for a > 0 increases first before achieving a
vertex after which this figure is rapidly falling, rather than
a continuous growth in the figure for « = 0, where the
asymptotic results are obtained by (28). The maximum points
for (24) are also presented in Fig. 5, where the decreasing
trend of maximum points are obvious with increasing «.

To present more general pointing error cases, we consider
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100

1020+

o? = 0.001,0.01,0.1,1,10 x 1074

1030+

1013 10

Gp

10‘12 10‘15 1015
Fig. 4. Pg versus Gp with various values of 0‘2/ for a?{ =1x10"14,
pwy =pg =1x10"7, and a =2 x 10~ 7.

10°

Ratio of Pg to Pp

10'10 L
a=1,0.5,0.1,0 x 1077

10 | o Simulation
—— Analysis

—# Asymptotic for a =0
- = Maximum Point

102

10%° 102 10" 10 10%®

Fig. 5. A versus G p with various values of « for 0‘2/ = O’?_I =1x10"14,
and KLy = UH = 0.

different values of py and py7, and set the same variance of
0y and 0y in Fig. 6. There is an increasing trend of A as the
variance grows, although the difference of A among different
variances is not obvious in the low G p region.

N
5]
&

i

©,
N
S

Ratio of Pg to Pp

1015+

1020

105}

o Simulation
—— Analysis
10°%

10° 10 10%? 10% 10%
Gp

Fig. 6. A versus Gp with various values of a%/ = U?_I = 02 for py =
1x1077, py =0,and a =1 x 107

VII. CONCLUSION

In this letter, closed-form expressions for Pp, Py, and A
were derived, and simplified expressions in some special cases
were also given. To get more design insights, we performed
an analytical maximization for Pp, Pg, and A based on

some special settings of some selected parameters. In the
numerical section, we used the Monte-Carlo simulations to
validate the correctness of our newly derived expressions.
From both the derived expressions and numerical results, we
can get some design guidelines for the telescope gain at the
legitimate receiver to achieve a specific purpose, shown as
follows:

o If the legitimate receiver only wants to improve its

received power (without taking the eavesdropper into

account) in the 0‘2/ = U%, case, the optimal Gp can be

found by (10), which depends on the parameter setting,
i.e., may not just make Gp as large as possible (shown
in Fig. 1).

o If we only want to make P lower, the legitimate receiver
should avoid the optimal Gp for Pp, where the impact
of Pp is neglected due to the priority of security. From
Fig. 2, we should make G p as small (or large) as possible
to avoid the vertex for & # 0. When a = 0, decreasing
Gp is the only way to get better security.

o If we need to balance the received power performance
between the legitimate receiver and eavesdropper, A
should be taken into account, which reflects the joint
effect of Gp on Pp and Pg. From Figs. 5-6, to make Pp
larger and P smaller for o # 0, the legitimate receiver
can increase G'p until arriving to a specific threshold. If
« = 0, we have no choice but to decrease G p.
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