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Abstract. Mobile networks need additionnal security functions in contrast to traditional fixed-topology
static-user networks. In fact, a new problem involving mobility is that users are able to access the network at
multiple points which can be separated by significant geographic distances and many different administrative
boundaries. As these access points are not necessarily under the control of a single administrative authority,
a new set of inter-domain mechanisms is needed in order to allow users to perform security operations in
visited domains, providing they obtain an agreement from their home domain. Even if this requirement is
obvious, the corresponding solutions should however take into account a somewhat contradictory security
constraint that calls for strict partitioning of security domains in order to avoid sharing domain-specific secu-
rity information among several domains. In this paper, we suggest a generic solution for the authentication
of users in visited domains that maintains the domain separatibn property. The advantage of the proto-
cols described herein is they may be adapted to both wireless networks and traditional wireline networks
supporting mobility.

Introduction. With the advent of mobile networks, new security requirements arise due to the lack of
physical protection mechanisms akin to the traditional fixed-topology, static-user networks. In addition to
the need for security functions preventing illegal access (fraud) and eavesdropping in mobile networks, a new
problem involving mobility is the ever-increasing distance that can separate network access points. Since
all network access points are unlikely to be under the control of the same administrative authority, a new
set of inter-domain mechanisms is needed in order to allow users to perform security operations in visited
domains. Potential solutions must take into account a somewhat contradictory security constraint that calls
for strict separation of security domains in order to avoid sharing domain-specific security information. The
goal of this paper is to propose a general approach for the authentication of users in remote domains while
maintaining strict separation of security domains. We begin by presenting the drawbacks of authentication
solutions in existing mobile-user environments. Then, we presents our solution and an application to the
wireless environment.

Review of Existing Approaches. User mobility is a feature that can be offered in different net-
work environments such as wireline, infrared, radio and cellular. In the case of mobile digital cellular network,
the Global System for Mobile (GSM) [1, 2] architecture is the first to provide security services such as
user authentication, traffic confidentiality and key distribution.The main concern with the GSM authentica-
tion approach (and also for Cellular Digital Data (CDPD) approach [11]) is it relies on the assumption
that the "fixed network” is secured.
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Therefore, messages are transmitted in a clear text form between Mobile Switching Centers (MSC) which
trust each other. However, the same assumption cannot be made for large heterogeneous network en-
vironment managed by different administrative authorities. Thus, a security architecture with minimal
assumptions about the security of intermediate transport networks is needed.

Another point of contention with GSM is the manner of distributing user authentication information. The
home domain is expected to generate a set of challenge/response pairs on-the-fly that the foreign domain is
then supposed to use in successive authentication flows with the end-user. This solution is inefficient in terms
of both bandwidth consumption and the overhead incurred in the home domain. In addition, since only &
(presumably) small number of such challenge/response pairs is communicated, their supply can eventually
be depleted and the foreign domain would have to contact the home domain for a fresh batch.

A final remark on GSM has to do with the non-published algorithms A3, Aj, Ag that are used for authenti-
cation and privacy. The principle of hiding the algorithm has not proven to be effective in preventing hostile
attacks. Furthermore, even if the GSM solution is well-designed, "secret® or "unknown” algorithms always
fail to give an informed end-user a comfortable feeling of security.

Other environments can be adapted to support user mobility, i.e., a wireline network can be equipped to
allow universal access by offering a value-added service such as Universal Persona! Telecommunication (UPT)
(12]. The UPT design anticipates many types of fraudulent. use and suggests some general solutions [12, 13].
Unlike GSM, UPT has not matured to a state where specific security solutions have been proposed.

Initial Assumptions. We assume that, when accessing the network in the home domain, the mobile
user is authenticated with a traditional server-based authentication mechanism such as Kerberos [3] or
KryptoKnight [4]. Users of every network domain are registered with that domain’s Authentication Server
(AS). The AS of a domain can be replicated or partitioned within the domain but the set. of all partitioned and

duplicated ASs represent. a single domain-level authority. An important characteristic of mobile environments
is the speed at which users move across domains in the network. We assume that the inter-domain travel
has a relatively low frequency, i.e., for a typical user, the intra-domain migrations (be it within a home or a
remote domain) will be more frequent. and last longer than the inter-domain migrations.

Design Criteria. In addition to avoiding the aforementioned drawbacks of existing systems like GSM,
the solution must take into account the following design criteria:

o Domain Separation: Domain-specific secret or sensitive information such as the user’s secret key
or password should not be propagated from the home domain to a foreign domain or between foreign
domains.

o Transparency to Users: Authentication in foreign domains should have minimal impact on the
user interface with respect to authentication in the home domain.

o User Identity Confidentiality: It is often desirable to keep both the movements and the current
whereabouts of mobile users secret. For this reason, all user identification information must be
protected from disclosure.

e Minimal Overhead: The distance between the home and the foreign domain may be very large.
Hence, the number of messages exchanged between the home domain and the remote domain for the
purpose of authentication should be kept minimal.
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Protocol Building Blocks. We base our design on top of existing two- and three-party authentica-
tion and key distribution protocols. These protocols are borrowed from KryptoKnight, an authentication
and key distribution service developed at IBM Research [4]. KryptoKnight protocols have a number of quali-
ties that make them attractive to build on. These include: message compactness, usage of nonces (as opposed
to timestamps), formal assurance of security, use of strong one-way hash functions, protocol flexibility with
respect to different network configurations, and amenability to small hardware-based implementations.! The
resultant protocol(s) will be incorporated into the existing KryptoKnight protocol family (which curreatly
lacks any support for user mobility).

Basic Protocol. The basic protocol is depicted in figure 1. It enables a travelling user to establish a
temporary residence in a visiting dommain by requesting the transfer of location-dependent authentication
information from the authentication server of his home domain to its peer in the remote domain. The
following notation is used in the protocol and throughout the rest of this paper:

e SUid- 1dentification of the end-user U in different protocol flows.

AS), - Authentication Server of the home domain

AS, - Authentication Server of the remote domain

K. - Key shared between U and AS),

e K., - Location-dependent key computed for the remote domain, i.e., a key that user U can use only
in domain R. The particulars of K, computation are discussed below.

o K.; - Long-term key shared by AS, and AS),. We assume that K, is installed either out-of-band
or using a secure key distribution procedure involving a mutually-trusted third party.?

o K, - Short-term session key to be shared by AS, and U (generated by AS,.)
e N, - Nonce issued by user or by the access device on user’s behalf
e T, - Timestamp issued by the user or by the access device on his behalf

] ]V,1 - Nonce generated by AS,

o AUTHk(X,Y,Z) - Equivalent to Ex(Z @ Ex(X @ E(Y'))). Authentication token computed
over a triple (X, Y, Z), under key K using E as a strong cryptographic algorithm like DES [6]

o TICK R’(Av' B, C) - A ticket (i.e., a certificate) issned by A, sealed with the key K , containing
a secret quantity (typically, a key) K to be used by B for communicating with C. The exact format
of a ticket is discussed below.

The basic protocol can be adapted in the least "sophisticated” case where the user relies only on his password
or PIN and has no special hardware, or in a cellular environment where personal device (portable phone,
smartcard or token card) is usually used. We now turn on the details of the protocol:

1Refer to [4]) and [16] for details.
2This can be done with a hierarchy of ASs; see, for example, [20].
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Figure 1: Basic Mobile User Authentication Protocol

1. The user begins by generating a nonce NV, a timestamp T,, and computing K,. Next, he computes
the authentication token AUT Hg, (N, T, U) and sends it to the local AS, AS,.

There are many ways of constructing Ky, in a manner that makes it dependent on the user’s current
location. For example, K, can be computed as Ek,[F'(AS;, U)] where F is a strong one-way hash
function such as MD5 [17). The use of encryption or a secret one-way function in the formation of
K, is essential in order to satisfy the domain separation constraint by preventing the derivation of

K, from K,,.

If K, is a weak key, e.g., a password or a PIN, the authentication token (regardless of its construction
details) is subject to verifiable-plaintext attack [8). Little can be done to avoid this unless the access
equipment maintains a secure channel to the local AS.3 Ideally, however, K, is a strong key which,
instead of being memorized by the user, is kept in secure storage on the user’s smartcard or some
other type of personal device. For the purpose of the ensuing discussion, we assume that, the user
and his/her device constitute a single entity.

2. Upon receipt of the initial message, AS, recognizes that the user is a foreign one. Not having any
means of authenticating/identifying this user, AS, needs to request. a proof of the user’s identity from
the claimed home location. The request must also authenticate AS, to AS), and U to AS;. The
latter serves as evidence of U being in the remote domain. The user’s token is not sent in flow 2; as it
may be computed with a weak key, the user’s secret is susceptible to guessing attack when traversing
networks composed of untrusted areas. In order to avoid this weakness, we uses a token chaining
technique: one of the two nonces used in the computation of the AS, token is the user token itself.
This also has an advantage of reducing the size of the message in flow 2.

3. When AS}, receives the message in flow 2, it proceeds as follows:

(a) Looks up the record for the user U and obtains K.

30ne could envision, for example, a physically secure, public access workstation that maintains a strong
key in secure storage and uses that key to secure all communication with the nearest AS.
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(b) Validates T,, by compariug it to the current clock reading. Obviously,some skew is to be expected
and a maximum clock difference must be defined accordingly. T, is also compared to the last
timestamp recorded in the user’s record. If the new timestamp is not greater than the recorded
one, the request is rejected.

(c) Given U, K, and AS,, AS), recomputes K,,.
(d) Using K., , recomputes N* = AUT Hk,, (N, T, U).

(¢) Using N?, N} and AS,, recomputes AUT Hk,, (N}, N?, AS,) and compares it to the cor-
responding token that arrived in flow 2.

A match in the last step successfully authenticates both U and AS, to ASh. At this point, AS,
issues a ticket (in flow 3) that confirms U’s identity and allows U to operate in the realm of AS,.
Not all of the above needs to be sent explicitly. In particular: AS,, AS,, U and N, can be inferred
from the context of the message, i.e., the recipient (AS,) knows them. All ticket fields appear in
cleartext with the exception of the key, which is secured within a key token. A KryptoKnight-style
key token [4), in turn, is computed as: AUT H,, (N,, Ni,, U)@® Kur. This construction insures
that the key is protected from unaunthorized disclosure:

TICKk,,(AS\[Ku} AS, U) = [Ni, AUTHk,,(N,,Ni,U)@® Ko
4. Upon receiving the message in flow 3, AS,:

(a) Recomputes AUT Hg,, (N, N;,,U)
(b) Extracts the key K,,,

(c) Recomputes AUT Hk,,(Ny, Ty, U) and, finally, compares it to the corresponding token re-
ceived in flow 1 from U. This comparison is needed to check the integrity of K, extracted
from the ticket.

A match in the last step is crucial. It completes the protocol cycle by authenticating to AS, both
AS), and U simultaneously. Next, AS, proceeds to install the user’s temporary credentials in the
subscriber /user database.

5. The last flow (4) is strictly optional. It can be used to perform single sign-on for the user based on
the information received from AS),, i.e., to establish a working session key between AS, and U. The
ticket is computed under the newly-acquired K, and contains the strong session key (K,) that the
user can utilize immediately.

For subsequent. network access in the same domain, the foreign user can be authenticated via ordinary single
sign-on protocol (e.g., borrowed from KryptoKnight or Kerberos) using the same K,.*

Wireless/Cellular Considerations. In a highly-dynamic wireless environment where users fre-
quently cross domain boundaries in the middle of communication, it is crucial to transfer the necessary state
between domains in a manner transparent to the user. The same problem also occurs when users migrate

among different cells within the same domain. However, in the latter case, authentication is not an issue.

GSM, for example, makes provisions for very fast transfer of users’authentication information between do-
mains. Therefore, in GSM the home domain supplies the foreign domain with a set of challenge/response

4Essentially, this means that only protocol flows 1 and 4 will be executed.
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Figure 2: Fast Hand-over of Authentication Information

pairs. Each pair is good for one-time authentication of the user. Whenever the user moves from foreign
domain A to foreign domain B, AS, is allowed to forward the unused challenge/response pairs to AS}.
This allows AS}, to authenticate the user (or, rather, the user’s SIM) immediately without having to contact
the home domain. So, when the entire set of authentication triplets has been depleted, there is no way for
the visited domain (AS}) to authenticate the visiting user without contacting the home domain again.

Figure 2 depicts a fast hand-over protocol avoiding a new visited domain (AS}) to contact the home domain
(AS},) during a communication. The first two flows represent a normal user sign-on in the foreign domain
A. These flows are identical to flows 1 and 4 in the basic protocol. Subsequently, the user is crossing the
boundary into the adjacent foreign domain B. Instead of immediately contacting AS} (which is potentially
very far away), AS, forwards to AS} a ticket containing the very same key K, that was distributed to the
user in flow 2 of the last network sign-on in A. Knowing K, allows AS}, to authenticate the user immediately
and directly.’

However, this protocol is only useful as a temporary measure. It is expected that the next time the user
attempts to access the network in domain B, a full-fledged authentication procedure involving the home
domain will take place.

Summary. In conclusion, this paper discussed security implications of user mobility in both wireline
and wireless network environments. Existing approaches such as GSM and CDPD were found to be ill-suited
for general mobile user authentication. After formulating a number of important design goals, we presented
a new protocol for cross-domain authentication of mobile users. The flexibility of the proposed solution
allows its implementation (irrespective of the underlying network design specifics) in any environment that
supports user mobility. Authentication protocols described in this paper have been implemented as part
of KryptoKnight Network Security Server. The current operating environment supports user mobility via
traditional, wireline access. Future work includes experimentation with wireless access.

5The ticket forwarded to AS, must have a very short lifetime.
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