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NEED FOR TRANSPARENCY IN TARGETED ADVERTISING

() Targeted advertising Is prevalent:
* Facebook's ad revenue in 2016: 27B$ (Source: statista.com)

() Very frequently black boxes
() Use users' personal data at a massive scale

() Have social and political impact:
HOW RUSSIAN FACEBOOR ADS Facebook Lets

DIVIDED D TVRGETED (S -
VOTERS BEFORE THE 2016 Advertisers Exclude
FLECTION Users by Race

() Transparency on how these systems work Is important
() Reflected in legislation (GDPR)

We focus on transparency in targeted advertising
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TARGETED ADVERTISING IN FACEBOOK

2. AUDITING FACEBOOK TRANSPARENCY MECHANISMS (NDSS2018)

3. MEASURING THE FACEBOOK ADVERTISING ECOSYSTEM (NDSS2019)

4. BRINGING COLLABORATIVE TRANSPARENCY TO TARGETED ADVERTISING

5. ADANALYST- A TOOL TO HELP USERS MAKE SENSE OF THEIR ADS
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TARGETED ADVERTISING IN FACEBOOK
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TARGETED ADVERTISING IN FACEBOOK

Sponsored Create Ad

{ . , RichesMonts 1 Like Page
o=y 5 ¢

zé
Presque aussi fine qu'une crépe et plus riche en pommes que le cidre : notre

J a V a C r i tarte fine aux pommes et a la raclette est idéale pour renouveler la chandeleur
f, ; !

La recette : http://bit.ly/TartePommesRaclette
See Translation

Pusher - Leader in Realtime Tech
pusher.com

VISIBILITY
AS A SERVICE

LEARN MCORE

Visibility As A Service From Teneo
teneo.net

Parforma Insiacht

. t.C

156 ¥

Lightweight Expandable Barrel Metabolic Body Massage Cup

Shop Now
$16.00 $0.00
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HOW ADVERTISERS TARGET USERS

Campaign

\— Objective

é Ad Account

I— Create New

B2 Ad Set

Page
Audience
Placemenits

Budget & Schedule

B ad

Identity
Format
Text

Close
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Locations Everyone in this location «

United States
@ United States
@ Include -

Add Locations in Bulk

Age 18 + - 65+

Gender “ Men Women

Languages

Detailed Targeting INCLUDE people who match at least ONE of the following €

Transparency|
Transparency
transparency

Transparency
Connections @

Transparency

-

Browse

Browse
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Create Multiple Ad Sets in One Step

Add variables for locations, detailed targeting.
age ranges and Custom Audiences to quickly
create multiple ad sets at one time.

Create Multiple Ad Sets

Audience Size

/‘\ Your audience
selection is fairly
! / broad.

Potential Reach: 230,000,000 people

Estimated Daily Results

Reach

5,100 - 32,000 ]
|

The accuracy of estimates is based on
factors like past campaign data, the budget
you entered and market data. Numbers are

=d to

give you an idea of performance

budget, but are only estimates and



MANY ATTRIBUTES AVAILABLE FOR TARGETING

INCLUDE people who match at least ONE of the following @ INCLUDE people who match at least ONE of the following @ INCLUDE people who match at least ONE of the following @
Fascism| Browse Homaosexuality Browse Income = Browse

Fascism Homosexuality Income
fascism Income
Income

Income

Income

Income
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EVEN MORE TARGETING TYPES

... H Wh h f P, C jes?
at are the es O artner Categories?
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) ) Create a Lookalike Audience
Prepare a file with your customer data

] Read best practices for preparing your customer data

Find new people on Facebook who are similar to your existing audiences. Learn more.

Identifiers you can use (15) 0

Email Phone Numbse I & Adve In] F Mam Last Nam ZIP/Postal Code Source g
State/Pr : Countr D Birtt Year of Birt E] F < App User IC Create New w
Fa F »
Location Browse
Number of
3w
Audiences
Audience
———
Size
0 1 K 3 4 5 G T 8 9 10 % of countries

Hide Advanced Options «
If you measure revenue per conversion or lifetime value for people in different audiences, you can

» your source. This allows you to bid

create separate lookalikes with different ranges of similarity
1 values. Learn more.

differently for audiences with different conversio

d_ nd

Institut Mines-Télécom

AUDITING, MEASURING, AND BRINGING TRANSPARENCY TO TARGETED ADVERTISING ECOSYSTEMS



FACEBOOK HAS EXPLANATIONS

Weckt Friihlingsgefihle schon im Wint Addd 55 10 your saved fems
Cheesecake Style mit weiBer Schokok
See Translation

€ Turn on notifications for this post
This ad is useful
</> Embed

frischer Lemon-
Cheesecake- Geschmack
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FACEBOOK HAS EXPLANATIONS
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About This Facebook Ad

Why Am | Seeing This Ad? Options =

One reason youre seeing this ad is that Leibniz wants to resch people interested in Ferrero SpA,
based on activity such as liking Pages or clicking on ads.

There may be other ressons you're sesing this ad, including that Ledbniz wants to reach people ages

25 and older who live or were recently in Germany. This is information based on your Facebook
profile and where you've connected to the internet.

Let us know if this topic interests you
Ferrero SpA E’ .m::
¥ Manage “Your Ad Preferences

Tell Us What You Think

Was this explanation useful? “Yes Mo

) Learm more shout Facehook Ads
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AUDITING FACEBOOK TRANSPARENCY MECHANISMS
(NDSS2018)
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DESIRED PROPERTIES OF EXPLANATIONS

() Do explanations show all the attributes?
e Completeness
() Are they correct?
* Correctness
() Are they personalized?
* Personalization
() Do similar ads show similar explanations?
* Determinism
() Are explanations for users consistent?
* Consistency

A nd

nstitut Mines-Télécom AUDITING, MEASURING, AND BRINGING TRANSPARENCY TO TARGETED ADVERTISING ECOSYSTEMS

12



EXPERIMENTS

() Browser extension to collect ads from Facebook timeline

* 35 users for 5 months
* 26K unique ads and explanations

() Controlled experiments targeting users with ads

‘ Ground truth

*  We targeted users
* We collected explanations
° 96 successful experiments
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EXAMPLE OF EXPLANATIONS
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About This Facebook Ad

Why Am | Seeing This Ad? Options =

One reason youre seeing this ad is that Leibniz wants to resch people interested in Ferrero SpA,
based on activity such as liking Pages or clicking on ads.

There may be other ressons you're sesing this ad, including that Ledbniz wants to reach people ages

25 and older who live or were recently in Germany. This is information based on your Facebook
profile and where you've connected to the internet.

Let us know if this topic interests you
Ferrero SpA E’ .m::
¥ Manage “Your Ad Preferences

Tell Us What You Think

Was this explanation useful? “Yes Mo

) Learm more shout Facehook Ads
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EVALUATION

() Are explanantions complete?:

61 Controlled experiments (e.g. target users interested in Instant messaging AND
Mobile Phones)

° Only one attribute appears in the explanation (e.g. Instant messaging)
() Which attribute appears?

° Depends on attribute type (e.g. Demographics>Interests>Behaviors)
° Depends on audience size (least unique attribute appears)

O Explanations are incomplete

() Incomplete explanations:

° malicious advertiser can conceal sensitive/discriminatory attributes
* by adding a common popular attribute to the targeting audience

Establishing properties can help create better explanations

A nd
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MEASURING THE FACEBOOK ADVERTISING ECOSYSTEM
(NDSS2019)
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AIMS AND DATASETS

() Questions:

°*  Who are the advertisers?
° How are they targeting users?

O Dataset:

*  More than 600 users, 200K ads, 40K advertisers
* Across the globe
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RESULTS

() Who are the advertisers?

°*  ~10% from sensitive categories such as News and Politics, Finance, Medical Health...
*  38.9% of ads come from unverified advertisers

() How are they targeting users?

e 21% of ads use Data Brokers, Pll-based and Lookalike Audiences
*  North America vs Europe (e.g. for Pll-based 6 vs 2%)
* Advertisers from News and Politics tailor their ads over time, users and attributes

Need for extra transparency!

Institut Mines-Télécom AUDITING, MEASURING, AND BRINGING TRANSPARENCY TO TARGETED ADVERTISING ECOSYSTEMS

18



BRINGING COLLABORATIVE TRANSPARENCY TO TARGETED
ADVERTISING
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IDEA: COLLABORATIVE TRANSPARENCY

Group users that received the same ad together

Infer targeting from group properties of users that received the same ad:

which attributes do users that received the same ad share?
how can we use them?



ADANALYST- A TOOL TO HELP USERS MAKE SENSE OF THEIR
ADS
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ADANALYST O 22

O https://adanalyst.mpi-sws.org

() Enhance transparency by aggregated statistics

O Who else received this ad?

@® |Install Now

Disable adblockers and anti-tracking!
Set Facebook in French or English!

d_ nd

Institut Mines-Télécom AUDITING, MEASURING, AND BRINGING TRANSPARENCY TO TARGETED ADVERTISING ECOSYSTEMS



CONCLUSION

We audited Facebook transparency mechanisms and identified weaknesses
We show how are advertisers targeting users and found concerning practices
We bring more transparency to users in a collaborative way

We provide users with a tool that helps them make sense of their ads



Questions?
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