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Abstract

This paper presents an architecture for the intercon-
nection of multiple wireless networks by using an ATM
backbone. It described the location management mecha-
nism that has been designed and the current status of the
implementation of the Access Point. We propose mecha-
nism to solve the Address Resolution Protocol problems
raised in the context of cells overlapping and in the ATM
side we introduce the concept of ATM proxy (for our
Access Point to the wireless segment).

1 Introduction

Asynchronous transfer mode (ATM) is emerging as a
promising technology for multimedia applications in
wired networks. It offers high speed transport and can be
used for both local and wide area networks. On the other
hand, with the recent rapid advance from cellular com-
munication services to powerful notebook computers,
wireless communications attract significant interests in
research and industrial development. The WATMIN
(Wireless ATM INterconnection) project has proposed a
solution dealing with both domains.

We consider a wireless cell as consisting of a number
of mobile hosts (MHs) which are connected to the fixed
network via an Access Point (AP). The most common
way to interconnect those wireless cells is to use the leg-

acy networks based upon connectionless protocols and

providing broadcasting. Whilst overcoming the restric-
tions imposed by a connection oriented network the
WATMIN project proposes to exploit the benefits of
ATM 1o provide mobility to users, by acting as a back-
bone {or the interconnection of multiple wireless cells.

In our campus we propose a solution that use our ATM
nciwork 1o interconnect a certain number of wireless
cells, we intend to provide to user equipped with a
mobile computer, a certain kind of broadband access (o
multimedia services.

This paper will present a summary of the WATMIN
architecture, including the WATMIN protocol designed
for handling the mobility problems. It will focus espe-
cially on the implementation of the AP and will propose
solutions to the Address Resolution Protocols problems
raised in this context. We intend to present the status of
our experience in the design of APs.

2 WATMIN architecture and Objectives

The principles of the WATMIN architecture had
already been presented in [6]. In this section we will give
a brief summary of this architecture with the basic prin-
ciples and explained in which configuration we are cur-
rently working to achieve the first phases of the
WATMIN project.

We intend to provide to mobile users an access to vari-
ous services like consultation of WEB documents,
access to their mail or remote teaching. WATMIN uses
an innovative approach to extend the possibility of
mobility between wireless cells, by retaining the IP
addressing and routing schemes to the MHs. Tt proposes
adding intelligent processing to the APs, in addition to
their usual function of forwarding between the wireless
and fixed segments. The aim of the WATMIN architec-
ture is to develop a light weight solution in terms of
modifications of the different protocols stacks used.

Wireless cells may be based upon either centralised or
decentralised architecture. We have chosen the decen-
tralised one, in order to leave the protocol stack of MH
unchanged. It means that hosts within the same cell can
communicate directly without passing through the AP.

In the WATMIN project we distinguish 4 types of
mobility [6]:

e within a single radio celi

* hetween neighbouring cells w1lh1n the same IP

subnetwork

= hetween neighbouring cells which are no longer

are no longer configured on the same IP subnetwork
* hetween different ATM routing domains.
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Figure 1 EURECOM Testbed Architecture

In the next section, we will only consider the two
first classes of mobility (Phases 1 and 2): A MH may
migrate over the cell boundaries between adjacent APs
in the same IP subnetwork. The MH defines the quality
of the radio path by collecting statistics on the traffic
flows, therefore it has the responsibility to decide to
which of the APs it should be registered, at any particu-
lar time. Thus, we have the notion of handover between
APs, whereby the control of the MH is transferred dur-
ing the transmission of user data. In order to carry out
the handover, and host location updates, we require a
specific protocol operating between the APs, which is

_carried over the ATM backbone. The basic principles of
the WATMIN protocol is described in the next section.

To better understand the WATMIN architecture we
present our Institute configuration. Within the same IP
subnetwork, we have 2 wireless cells interconnected
with our campus ATM backbone (Figure 1).

3 WATMIN Protocol and AP Architecture

In this section we present the specific protocol that is
used 1o register a MH to an AP and how the AP has been
implemented under Linux, in order to satisfy the WAT-
MIN requirements.

The WATMIN protocol is closely based upon Classical
IP {2]: The first phase is the registration of the APs with
the ATMARP server, the process is the same as IP client
registration. The second phase is the MH association to
an AP; The AP broadcasts messages AA_Advertisement
(Ivl 3) periodically to all the MHs in its cell coverage. If
a MH decides 10 register to this AP, it responds with a
message containing its IP address. Then to register the
MH 10 the ATMARP server, the AP opens a new connec-
tion o the station where the ATM server is located,
which in turn sends an InATMARP request, the AP
responds with an InATMARP reply containing the IP
address of the MH and the ATM address of the AP (new
mechanism in the ATMARP client are proposed in sec-
tion 5). Aller atl the acknowledgments received, the MH

is now associated with the AP. The MH is now able to
communicate with any IP stations. Figure 2 presents the
WATMIN protocol for the registration phase.

) Association Agent ATMARP
Mobile Host Access Point Server
AA_Advertisement
AA_Request
Connect
[RATMARP_Request
InATMARP_Reply
AA_Reply \
Wireless ATM
Segment Segment

Figure 2 Mobile Host Association Phase

The AP consists of a Pentium PC using the LINUX
operating systems. It has 2 network cards: the ATM
interface card {Efficient Network ENI-155 unit) and the
radio interface card (NCRs WaveLAN). The ATM driver
software [3] is an experimental package from the EPFL,
Switzerland, which support Classical IP over ATM.

The MHs (Pentium Portable PCs} use NCRs Wave-
LLAN card for the radio interface, with a free LINUX
interface driver.

With the current versions of the two cards drivers the
packet forwarding between them was impossible. Before
starting the implementation of the AP, we had modified
the WaveLLAN driver to enable it. The problem was
raised by the ATM driver implementation that requires
data 4-bytes-aligned for more efficient performances.

Each interface (ATM and WaveL AN} of the AP is con-
figured with a distinct IP address within the same IP sub-
network. Initially, the routing table of the AP in our
configuration (Figure 1) looks like that (ethO for the
WaveL AN interface and atm0 for ATM):

destination gateway if
192.1684.0 {0.0.0.0 atm0
192.168.4.2550.0.0. eth0
default lab-gateway fatmO

In order to carry out the functionalities of the AP with
respect to the protocol designed, we have decided to
implement most of them in a daemon in user mode. We
did not want to overload the kernel if we were abie to do
it. Thus only a simple table (WATMIN Association
table} containing information on the MHs under control
is kept in the kernel (together with functions handling
this table in the WAT module, Figure 3 (c)). Modifica-
tions regarding the Address Resolution Protocol (ARP)
mechanism has been done as well {see section 4).
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Figure 3 AP Architecture.

When started, the Associalion_Agent daemon (AA)
creates an INET socket (a) and make use of ioctl func-
tion (with ncw operation flags) to communicate with the
kernel. First, It initializes (b) the WATMIN tablec in the
kernel. It will then start broadcasting AA_Advertisement
in the wircless side and waits for requests from MHs. To
cnable broadcasting only on the wireless segment we
add the routing entry: 1P subnetwork broadcast address
by the wireless interface (ethQ). When it receives on, it
checks whether the MH wants to change-of AP or if it is
the first registration. In the first case, a dialogue will start
hetween the two APs concerned by the handover, but we
will not discuss this case in this paper. To register the
MH, the AA daemon will add this IP address in Lhe
WATMIN table (b) (kepl in the kerncl) and will request
1o the ATMARP (client) dacmon to open a virtual con-
nection to the ATMARP server in order 1o add the asso-
cialion <ATM@AP | IP@MH>. This phase will be
described in section 5. When the AA has received a con-
firmation from the ATMARP scrver, it adds a new cntry
1o ils routing table. For instance, if the MH with IP
address 192.168.4.2 is registered, the routing table will
look like:

destination galeway if
192.168.4.0 |0.0.0.0 atm0
192.168.4.255 (0.0.0.0 cth0
default lab-gatcway  |atm0
192.168.4.2 |0.0.0.0 eth(

Thercalter the Association Agent sends an AA_reply
to the MH (o confirm the registration.

On the MH side, we have decided Lo timplement all the
WATMIN protocol in the user space. We don’t want 1o
have any modification ol the kernel (WATMIN require-
ments). .

When a mobile user wants to be connected to the net-
work, it will start the Wat_Mobile dacmon on the MH,
this  onc _will  wait lor the reception  of
AA_Advertisement from AAs. According to the radio
path quality, the MH will decide to which AP it will reg-
ister, and sends an AA_Request containing its 1P
address. When it receives the AA_Reply acknowledging

its good registration, with the information collected in
the AA_Advertisement, it will add or change its default
route entry to the IP address of the wircless interface of
the AP. In our configuration if the MH with IP address
192.168.4.2 is registered to the AP, the routing table of
the MH should look like:

destination gateway if
192.168.4.0 [0.0.0.0 ethQ
default 192.168.4.1 |ethd

4 ARP problems in the Wireless segment

As we have chosen to use a decentralised model for the
wireless cells and because the routing table in the AP has
been slightly modified (we are in the same IP subnet-
work), the AP should acts as a special proxy for the
MHs, thereflore some ARP problems are raised.

When 2 MH sends an ARP_request regarding an IP
address that does not regard a MH in the ccll, the AP
should respond to that request. For that we have modi-
fied the ARP mechanism in the AP. When it receives an
ARP request, if it is not a request for the TP address of
the AP, it checks if the source IP address belongs Lo the
WATMIN table. In this case, it lests if the target IP
address is one of the WATMIN table, if so, it has 1o
remain quict because the MH regarded by the request
will respond. Otherwise it means that the AP has to
respond Lo that request because it will act as a Proxy for
the requester. Therefore it will send an ARP_reply where
it responds with its MAC address. The first ARP prob-
lem is avoided.

To enable handover between cells, the configuration
must have cells overlapping. An other problem linked to
the ARP mechanism is therefore raised. The problem is
described with the figure 4. The MHI (registered to
AP1) closed to the border of its cell, issues an
ARP_request (A) for the IP address 192.168.4.25, this
request is broadcasted on the wircless segment. As we
have modiiicd the ARP of its AP, AP1 will respond to
that request (B). But the MH3 in the neighbouring cell is
able to receive that request (A). Of course, it will not
respond to it. But if it has an ARP entry lor the MHI IP
address (source address IP ol the ARP_request), the
classical ARP mechanism implemented under LINUX
will automatically update this entry (Note: it will not
create a new entry if it has not gol one yel). If the MH3
were not mobile, it would not have cause any problems
but if it moves (C), its ARP cache will no longer be
valid. Thus it will no longer be able to reach the other
MH and it imay cause serious troubles. Another problem
of the same type is if the request were for the IP address
of the MH3 itsclf (targe! address IP of the ARP_request).
This time, MH3 should respond to this request and
should update or create a new cntry for the requester 1P
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address. The requester would therefore receive two dis-
tinct ARP_reply and thus may be able to establish direct
connection with the MH in the other cell, what has to be
forbidden if we want to keep a valid ARP cache even if
the MHs are moving. To respect the WATMIN require-
ments (i.e. no modifications of the protocol stack of the
MH), the solution we proposed is to add other modifica-
tions in the ARP mechanism in the AP. If the
ARP_request received has been sent by a MH in its celi,
the ARP function will inform the AA of that event by
pultll‘l" a message containing the IP address of the MH
in the ARP_message_queue {sec Figure 3,(d)). To force
the requester to get the right information in its ARP
table, we will retransmit 2 more identical ARP_reply
after a certain delay. The AA will then send messages to
the APs of its neighbouring cells to inform them that
their MHs may have invalid ARP entry for the IP address
of the MH that has issued the ARP_request. Each AP
will make use of the AA_Advertisement messages that
are periodically broadcasted to inform the Wat_Mobile
daemon of each MH of its cell, that they have to update
or 1o create the ARP entry with the right association:
MAC address of their AP with the IP address of the MH
that has issued the ARP_request.

Therefore, we have developed a solution that assure the
constant validity of the ARP tables hold by all the MHs

5 ATMARP Registration

In the registration phase of a MH to an AP (section 3),
we described the fact that the AP need to register the MH
to the ATMARP server. In our configuration, the AP will
act as an ATM proxy for its MHs. To achieve this regis-
tration phase, we propose to modify the ATMARP client
(developed by W. Almersberger [3]). By opening a spe-
cial socket SVC* (Figure 3,(e)) and using new command
flags, the AA communicate to the ATMARP client that it
intends to register a new MH. It will make use of the
selector field of the ATM address of the AP. Thus, it will
associate an unused selector to the IP address of the MH

{information stored in the WATMIN Association table)
and will open a new connection to the ATMARP server.
This one when the connection is opened, will issue an
InATM_request to the caller. On the reception of this type
of message, the ATMARRP client (AP) will systematically
checks if the selector of the ATM address used for the
connection is one associated with the IP address of an MH
under its control. In this case, it will substitute in the
InATMARP _reply (field source IP address) the IP address
of the AP by the MH's one. The WATMIN Association
entry used is validated and the registration of the MH to
the ATMARP server is confirmed to the AA. In the
InATMARP_reply and the InATMARP_request sent by
the AP, the source IP address will be systematically
adapted according to the selector of the ATM address used
by the connection. We think that the ATMARP client of
the AP will be consistent with the information stored in
the ATMARP server. Therefore we have found a way to
register the MH to the ATMARP server without having to
modify the ATMARP server.

Conclusion

This paper has presented the current status of the WAT-
MIN project. A MH, roaming in a cell coverage is able to
communicate with an ATM host in the same IP subnet-
work. It makes use of a light weight process in the user
space of the MH, the implementation of new mechanisms
in the AP and the ATMARP client modifications. Our
implementation of the AP has enabled us to leave the
MH’s protocol stack unchanged. The design of the second
phase (handover between cell in the same IP subnetwork)
is complete, we are currently implementing it.
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