WINES: A FLEXIBLE GSM SIMULATOR FOR INTRUSION DETECTION
AND NETWORK PLANNING APPLICATIONS

Didier Samfat and Christian Bonnet
Institut Eurécom
2229, route des Crétes, BP 193
06904 Sophia-Antipolis, France
e-mail: {samfat, bonnet ¥@eurecom.fr

KEY WORDS

Simulation, GSM network, intrusion detection, performance analysis, network planning

ABSTRACT -

In this paper we present WINES, a digital cellular network simulator which has been
developed in accordance to the GSM technical specifications. The resulting prototype is
able to simulate the whole network as well as the mobile stations at the protocol level.
The modular approach adopred for the GSM simulator functional architecture allows the
network model portion of the program to be casily wznsponted 1o various network applica-
tions. WINES is flexibic as it was used to validate a generic intrusion detection architec-
ture for mobile networks and integrated into a network planning tool. Other applications
based on the layer-3 signalling analysis could easily be implemented with such a plat-
form.

1 INTRODUCTION

The Globat System for Mobile communications (GSM) is becoming more and
more popular and has prompted the design of many new network applications.
Although GSM benefits from authentication mechanisms, they are inadequate
confronted with malicious attacks such as the theft of the mobile unit, sub-

scription fraud and petwark facility fraud’ [10]. Therefore, one way to over-
come these problems is to develop an Intrusion Detection Systern which is a
complementary approach to prevention based mechanisms [2]. The complex-
ity of such systems is growing in the case of Global System for Mobile (GSM)
because in the near futre, GSM will provide the same service in most Euro-
pean countries: a subscriber will have access to various networks managed by
different administrative authorities whilst retaining the same mobile unit.

In order to develop an intrusion detection system, 2 Wireless Network Simula-
tor (WINES) becomes a mandatory requirement as existing nerworks are not
always available to test the early intrusion detection prototypes during the
sofiware development phases. Moreover, even if such networks were availa-
ble, the provision of a wide range of traffic generators spread over a wide geo-
" graphic area is costly and difficult to perform. These problems can be
overcome by the use of simulators which also present the advantage of provid-
ing exact repetition of successive runs {useful during software implementa-
tion},

The growing success of GSM has stimulated operators to extend their net-
works, This cannot be achieved without a Network Planning Tool whose pur-
pose is to provide network service planning, prediction of resource allocation
and analysis of the network behaviour during overloading. As the creation of
an overloading situation cannot be envisioned in a real GSM network, the inte-
gration of WINES in the design of a network planning tool will allow network
designers 1o perform an accurate forecast of future traffic and to re-dimension
- an existing network configuration for a given traffic load.

Several network simulators have been developed by independent researchers
[10]. [11] and each of these designs has different objectives. However, even if
_ such simulators have led to interesting conclusions, they are not fully flexible
because they have been designed for specific applications such as the evalua-
lion of networking algorithms. A software architecture, based on the Maisie
language {12] has been proposed for the simulation of mobile network envi-
_ ronments [9]. This software has been used in order to evaluate a point-1o-point
file transfer protocol over a wireless netwerk. A modelling approach for Uni-
versal Personal Telecommunication has becn proposed in [8]; the objective
was 10 support the planning of new signalling networks according to a given
traffic matrix flow. However, the layer-3 protocols have not been implemented
" and thus can not be used for applications such as intrusion detection.

I. These frauds have alreacy been encountered in GSM

This is because of the aforementioned reasons that we have developed the
GSM simulator WINES, allowing operators 1o view the system as a real
implementation of the network. In Section 2, we briefly present the GSM
architecture. Section 3 describes the simulation platform as well as the advan-
tages of our approach. In Section 4 we illustrate the fexibility and the capabil-
itics of WINES by presenting its wtilization in two different mobile network
applications: first, WINES allowed us to perform experiments for the valida-
tion of a new intrusion detection architecture mobile networks: second, this
simulater has been easily modified in order to provide network designers an
efficient toot for the planning of the fixed pan of 8 GSM network.,

2 GSM ARCHITECTURE OVERVIEW

In the GSM architecture the whole nctwork is referred as the Public Land
Mabile Network (PLMN) which is composed of three parts with refereace to
Figure 1. the Mobile Station {MS), the Base Station Sub-system (BSS) and the
Network Switching Sub-system (NSS) [1]. Tae MS has two components: the
Mobile Equipment (ME) (the hardware equipment available from a dealer)
and the Subscriber Identity Module (SIM) which is a smart card containing the
subscribet’s data. This allows the application of cne of the prineiples of Per-
sonal Communications, as a call is not directed to a particular picce of hard-
ware but to a subscriber who personalizes an MS by inserting his SIM into the
ME.

Other MS(C's

Figure 1 GSM System Architecture

The BSS is in charge of providing and managing trapsmission paths between
the MS and the fixed network; it is composed of the following functional
blocks:
» Base Transceiver Station (BTS). The BTS is the radio
part of the fixed network, communicating with the mobile
stations through the air interface and also performing
measurements of the quality of radio communications.

»  Base Station Controller (BSC). The BSC is in charge of
radio resources allocation; it relays messages concerning
call control and mobility management between the MSC
and the MS, and also takes handover decisions according
10 measvrement results.

The NSS performs switching functions and communications management
functions in order to connect the MS to the desired destination networks or te
an other MS. The N33 it is composed of the following entities:
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+ Home Location Register (HLR). The HLR is the main
database of the system. It stores informations about the
subscribers such as subscription type and cumrent Jocation.

+  Mobile Switching Centre (MSC). The MSC is the switch-
ing centre of the network and manages the call control and
the mobility aspects. It communicates with the HLR for
the location updating procedures, with other MSCs for
handover!, and with the Gateway MSC for the routing of
incoming calls. The Visitor Location Register (VLR) is a
local database holding some of the information contained
in the HLR concerning the MS managed by the current
MSC.,

+  Gateway MSC (GMSC). The GMSC acts as a gateway for
incoming cails and provides access to other PLMNs. When
a call is directed 10 a subscriber of the PLMN, the GMSC
questions the HLR about the current location of the MS
and forwards the call 10 the respective MSC.,

3 THE NETWORK SIMULATOR

The GSM network simulator has been developed with OPNET software [17),
The res:.ling platform model simulates the BSS, the NSS and the MS as
described in section 2. All layer-3 messages exchanged by the different GSM
entities, have been implemented in accordance with the GSM recommendation
and are independent OPNET modules. The global architecture is depicted in
Figure 2.
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Figure 2 : A Portion of the basic version of WINES.

3.1 Design Approach for the NSS and the BSS

In addition to the basic requirement of designing a GSM simulator which is as
close as possible to the real network, effort has been concentrated primarily on
the following design criteria:
*  Portability: The simulatot has been programmed in C lan-
guage in order to run on diffcrent hardware/software archi-
tectures,

«  Scalability: The platform is able to simulate a GSM nel-
work composed of several PLMNs. This requirement is
important if we want to predict the behaviour of intercon-
nected PLMNs.

»  Customizability: Various GSM network topology can be
created. For instance, a location area can be composed of
one to several cells,

+  Flexibility: Specific variables of the different entities and

functions of the GSM simulator are easily adjustable by
the use of parameters.

|. Changing of cell without interrupting the call
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All GSM entities of the NSS and the BSS are separated OPNET network
nodes; each network node is composed of one or several }:arocessms2 and of
several emitter-receiver pairs for the network connection. Furthermore, each
processor is associated o a finite state machine whose main function is to
manage the different GSM protocols (RIL-3, MAP, BSSMAP) [15], [16]. In
order to reduce the simulation time and test the platform for the intrusion

detection architecture, all communications are assurned to be refiable?,

A BTS has several attributes which help in defining the characteristics of the
cell to be chosen upon a handover during the target cell selection procedure.
Furthermore, a «beacon frequency» attribute may also be chosen for each
BTS. The radio equipment of a BTS is connected to 5 links representing 4
dedicated channels and one common channel allowing simultaneous cormmu-
nications with the mobile stations.

A BSC manages a table of allocated channels where each entry in the table is a
structure describing the availability, the connection identification with a BTS
{or MSC) and the type of a channel.

A MSC has a connection tabie where each entry is also a structure describing
the active connections and other informations relevant to the call control and
handover processing. [n the platform, the YLR is integrated to the MSC node
as it is typically done in real GSM networks. In addition to the GSM entities,
two special nodes have been represented:

* The PSTN node (Public Switching Telephony Network)
for the simulation of mobile criginating and terminating
calls.

« The $57 nede (signalling Sysiem number 7) has been
implemented in order to connect different public networks.

The 557 protocols has been simpliﬁ:d‘ in order to reduce the simulation time.
The main function of the SS7 node is to route signalling messages towards the
NSS entities and the PSTN.

WINES is modular in design and can be adapted to various capacity require-
ments by adding further GSM network entities as well as mobile stations,
radio chapnels, and transmission equipment.

3.2 Implemented Procedures

The simulator is able to perform commeon procedures specific to cellular
mobile networks. We brielly describe these procedures which require the par-
ticipation of the different GSM cotities.

Location updating (locup). This procedure is triggered by the MS each time
its current location area changes. The corresponding information is sent by the
BTSs ou their control channel. The goal of this procedure is two folds: frst, it
allows the HLR to know which MSC is currently in charge of the MS, second,
it registers the MS in the VLR of the current MSC. The location updating
request emitted by the MS is processed by the new MSC:

« If the old location area was already under its control, an
inter-BSC-locup procedure is performed and the MSC has
only to update the VLR, However

* If the old and the new location areas are under the control
of separate MSCs, an inter-MSC-locup is performed. In
this case, the old MSC informs the HLR of the MS regis-
tration in the new VLR, as well as its entry cancellation in
the old VLR,

Mobile Originating call (MQO). The mobile user can make a call towards the

PSTN: the frequency and duration of these calls are parametrizable. The MSC
3

relays the call request to the PSTN and establishes the connection °.
Mobile Terminating call (MT). Calls can also be initiated by the PSTN which
asks the Gateway MSC for routing informatign, Therefore, the GMSC asks the
HLR for the roaming number provided by the current VLR and routes the call
toward the current MSC, The MS is then paged in the location area where it

2. Depending on the complexity of the GSM component

3. The loss of messages is not yet simulated

4. Only a light version af the signalling Control Connection Part protocol end
the Trunsuction Cupabilities Applicaiion Part protecoel have been imple-
mented

5. Speech data traflic is not yei simulared



was previously registered. Upon receipt of the reply from the MS, the MSC
establishes the connection between the PSTN and the MS.

Handover. During a call, the BSC continuously analyses the measurement
results sent by the BTS in order to decide on a potential handover. The follow-
ing procedures are performed depending on the type of handover:

+  internai-handover: the MS moves from 2 current cell 10 2
target cell both managed by the same BSC

+ inter-BSC-handover: the MS moves 10 a target ¢ell man-
aged by another BSC in the same MSC area

+ inter-MSC-handover: the MS moves from the anchor

MSC! area 1oward a target cell in another MSC area (relay
MSC area)

subsequent-handover. the MS moves from the relay MSC
area to another relay MSC area, or is back to the anchor
MSC area

. 3.3 The Mobile Station Model

In the basic version of WINES a full implementation of the MS has been
accomplished. The MS is a more complex node in contrast to the other GSM
entities. At the network node level, various parameters such as trajectory,
speed, altitude of the antennz for the radio-propagation can be set at simulation
time: these parameters allow the definition of the propagation model. The MS
requires the coordination of 5 different processors which have the following
roles:

«  The subscriber who is able to start or to end a call at any
time.
« Management of the data of the SIM card (functions for

- reading and writing data).

. Mcasummémf the quality of the reception. Upon receiv-
ing the corresponding re ults from the MS, the BSC is abie
to decide whether or not o perform handover and choose
the best cell for the MS

+  Management of the access procedure of the MS and (con-
trol of the emitted messages on the random access channel)

The radio equipment is composed of an antenna with ao
isotropic pattern of transmitter/receiver pair

In addition, 4 other processors have been integrated to the MS model in order
. to manage the following protocol layers:

+ Radio Resource [13] is the sub-layer managing the radio
connection, This protocol consists in establishing (or re-
establishing) a dedicated channel when changing cells,

»  Mobility Management {14] is the sub-layer which per-
forms the location update procedure. The security fupe-
tions have not been implemented.

. + Call Control [12] is the sub-layer which manages the call
performed by the mobile.

»  The physical layer process LAPDm messagcsz[ﬂ].

- Therefore, 9 finite state machines are needed to ensure the inter-operability of
the 9 MS processors which is able to handle up to 7 different cells simultane-
ously. Every packet arriving from the radio system is first processed by the
measure computation processor then sent to the physicai layer processor

- which forwards Call Control, Mobility Management and Radio Resource mes-
sages 1o the corresponding finite state machine. Additional parameters such as
call frequency and call duration, allow the definition of the mobile user behav-
iour,

This medel] allows the analysis of the exact volume of signalling traffic gener-
ated on the radio path and in the network by one MS (with a particular cus-
tomer activity as described in Table 1). depending on different scenario. Each
_ scenario takes into account a combination of criteria such as synchronous/non-
synchronous handover, location update and Mobile Terminating/Originating

1. MSC managing the MS ai the beginning of the call
2. LAPDm is the only layer-2 protocol which has been implemented since layer
2 and 3 are both present in the SABM message.

calls. Morecover, we are able to vary the propagation conditions of the radio
environment and thus 1o analyse the behaviour of the MS under such situa-
tions.

3.4 Mobile Station Generators

The complexity of the mobile station model forbids its duplication for the sim-
ulation of a wide network traffic because such approach requires a simulation
time of several days. Network management applications such as intrusion
detection and network planning which are essentially based on the analysis of
the NSS traffic (see Section 4.1 and Section 4.2) do not require the simulation
of the radio part.

Therefore, WINES has been modified in order to reduce computation time. In
doing so, we made the design of a mobile station Generator which does not
use the radio part. Only the protocols involving the BSC and the NSS entities
which manage the telephony activity and the migration of mobile stations are
simulated.

The goal of a Generator is to simulate a population of mobile stations in order
1o generate realistic signalling and user data traffic within WINES. The char-
acteristics of the generated traffic must be as close as possible to the real traffic
for a given GSM topology. Therefore, each Generator is configured in order to

activate a particular category of rcal GSM subscribers? as described in
Table 1.

Each Generator is able o simulate a group of 1000 mobile stations with the
same behaviour. The frequency and the duration of Mobile Originating calls
are parametrizable and the peak hours (busy period during the day) can also be
defined. For cach user, a scenario of behaviour is established at the beginning
of the simulation depending on the following statistical distributions:

+  Duration of calls follows an exponential distribution

+  Arrival of calls follows a Poissonian distribution
These assumptions have been shown to be reasonably accurate for mobile tel-
ephone networks. In addition to the telepheny activity, the parameters corre-

sponding to the mobility of users can be defined: number of handovers per
call, location updates and location areas traversed.

Typeof {] . - . : LOCAL s
User. || DOMESTIC || CORPORATE || BUSINESS i ROAMER
National 95%

" Call

Internatio- 5%

Destina- Mostly local Nation Wide International
tion Call
Origine of Home Cell Any MSC/BSC Same MSC All

Call

Type of MTL® MTL and MTL MTL and
Call MTM™MY MTM

Table 1 : Classification of GSM subscribers

a. Value in minutes
b, Value in minutes
¢. Mobile 1o Land
d. Mobiie 10 Mobile

A simulation run can represent the behaviour of the network during one day.
Therefore, a single Generator is able 1o simulate a population of MSs during

3. This classificarion of GSM subscribers was obtained from a french operaior
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work days or week-ends. The different Generators can be run in paralle! or in
sequence:

+  The parallel mode allows the network designer to obtain at
the end of the simulation, relevant information about the
behaviour of the GSM network during the day.

+  The sequential mode allows the analysis of the variation of
the network Ioad to be carried out in an incremental way.
For instance, it is possible for the network designer to
measure the impact of an additional ten thousand MSs on
the network for a given GSM iopology.

The Generator has been designed in order 1o be independent of the underlying
simulated network and can be used for the generation of traffic in other wire-
less network simulator. However, using a Generator requires that the normal
BTSs be replaced by a derived catity called BTS-bis which translates mobile

units activity! in werms of signalling messages. Like a normal BTS a BTS-bis
is connected to a BSC via the A-bis interface. Moreover, each BTS-bis man-
ages a connection table and routes messages between the BSC and the Genera-
1or in charge of the current mobile staton.

4 NETWORK MANAGEMENT APPLICATIONS USING
WINES

‘The GSM platform has been implemented in order (o test an intrusion detec-
tion Sysiem and to integrate a network planning lool. The reasons for such a
choice are twofold. Firstly, the GSM network docs not provide intrusion detec-
tion services to operators while subscriprion fraud and network facility fraud
have already been encouniered in GSM. Secondly, configuration, accounting
and fault management functions are present in various management environ-
ments in contrast to performance and network planning functions which are
more difficuit to implement as they require data coilection and thus create
computational overhead.

4.1 Validation of an Intrusion Detection Architecture

WINES has been used to test and validaie an Inuusion Detection Architecture
for Mobile Networks (IDAMN) which is also a simulated platform. IDAMN is
a distributed system whose main function is to track and detect mobile intrud-
ers in real-time, IDAMN includes two algorithms which model the behaviour
of users in lerms of both relephony activity and migration pattern. The main
innovation of this architecture is its ability to perform intrusion detection in
the visited location and within the duration of a typical call, as opposed to
existing designs that require the reporting of ail call data to the home location
in order to perform the actual detection [14], [15]. The algorithms as well as
the components of IDAMN have been designed in order to minimize the over-
head incurred in the fixed part of the GSM network

IDAMN is functionally composed of two distinct network entities: a Global
Monitor and an [ntrusion Detector, The main purpose of the global monitor is
to manage and save over a long period the profiles of the subscribers normal
behaviour, The Intrusion Delector is directly connected to the anchor® MSC
and makes 2 copy of the relevant signalling messages generated by each
mobile unit.

The global monitor is able to access the HLR via the GSM standard protoco!l
MAP/C in contrast to the Intrusion Deteclor which can retrieve information
‘rom the VLR using the MAP/B protocol [16]. Furthermore, a single Intrusion
Detector is associated with each MSC allowing IDAMN to have a complete
view on the mobile user in order to analyse his lefepheny activity and his
migration paitern.

The telephony activity of a mobile user is defined by two statistical vectors

which are initialized by the Intrusion Detector upon receiving signalling mes-
sages from the anchor MSC. These statistical vectors are the following:

1. The Call Vector is a local magnitude which models the outgoing

calls. In other words. cach time a mobile user makes a call, the

Intrusion Detector computes a statistical call vector over the fre-

1. A Generator generates locup. handover an Mohite OriginatingrTerminating
calls events which must be transformed into the corresponding signalling
protovel that the target simulaior can wdesstamd

2. In GSM terminology, this is an MSC managing the M3 i the bexinning of a
call

quency and duration of an outgoing call, number of handovers
performed, time and duration of activation of the MS.

2. The Session Vector is a global magnitude which models the ses-
sion behaviour of the user in terms network connection duration,
total number of calls, total duration of calls and the total number
of handovers

Depending on the nature of the messages, the Intrusion Detector inivalizes the
above mentioned vectors and requests from the global monitor the activity and
mobility profiles as well as the global report conceming the mobile user. Thea,
the Intrusion Detector is able to detect a potential intrusion by comparing the
Call and Session Vectors 1o the profiles according to a certain threshold. In
fact. 2 threshold is computed for each kind of vector analysis and for each
mobile user.

The values of both Call Vector and Session Vector are obtained when the
anchor MSC performs the following procedures: mo-call-startistop, imsi-
attachideiach, mscibsc-locup and internaliinter-BSClinter-MSClsubseguent-
handover.

In addition to the welephony activity analysis, the study of the migration pat-
tern of each mobile users is performed. It allows us 1o analyse the mobility
area of a subscriber as well as the most frequent paths used. A mobility behav-
iour profile based on a graph model (with probability transitions) is established
depending on the frequency of location area crossings of the mobile user. This
mobility profile is updated when the following procedures are performed:
inter-MSC-locup, inter-BSC-locup.

Category of Caill vector Cali vector Session Session
user lalse detection vector lalse vector
alarm rate rate alarm rate detection rate
DOMESTIC 0.5% 60 - 100% % 70 - 100%
BUSINESS 1% &8 - 100% 2% 95 - 100%
CORPORATE 1% 92 - 100% A% 95 -100%
ROAMER 0.5% 98 - 100% 3% 99 - 100%

Tabie 2 : Intrusion detection results after simulation of IDAMN

Intrusion alarms are raised when the detector notices a strong variation of the
mobile user behaviour compared to the mobility and activity profiles. These
alarms are then analysed by a rule based system which gives the final decision.
The simulation? results obtained for each category of mobile users are pre-
sented in Table 2.

4.2 Integration of WINES into a Network Planning Tool

Simulators based on WINES approach are of interests to operators because
they can address two different needs at the same time:

»  Replay of realistic scenarios based on accurate observa-
tions made on a real network in order to find the best con-
figuration

= Experiment of hypothetical growing traffic in order to pre-
dict the resources to be added to the existing network

Thercfore, WINES has been integrated into a basic network planning tool in
order to allow GSM operators to design the future extension of their BSS and
NSS. The basic network planning tool is depicted in Figure 3 and is composed
of several? Generators, WINES (for the simulation of the BSS and NSS of
GSM) and of an analysis tool which presents the output results in the form of
histograms or graphs.

Data are collected from a reat GSM network and must be formatled in order to
initiate the different Generator variables as well as the parameters of statistical

3. the values indicated in the ble have been obuiined after simulaing | month
of wser aotiviey
4. depending on the number of mobile suions 1 be simulated
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laws as mentioned in Section 3.4, Then, cach Generator activates a set of
mobile stations which generate signalling messages in both BSS and NSS.

Real GSM Graphical
Network User
Interface

| Planni

{anagement
Tool Process

g -

Figure 3 : Overview of a Network Planning Tool for
GSM

Human Decision

In order to design an efficient planning tocl, we have given WINES a set of
pew functions for the aﬁ‘lrysm of the generated wraffic, These functions can
help operators 10 assess the following network planning eriteria:

*  Treffic forecast: WINES is able to perform an accurate
prediction of future traffic on the basis of input parameters
of the Generator,

*  Trunk dimensioning: spy functions and probes located in
the different BSC and MSC allow the conversion of point-
to-point traffic load itto orunk requirements. In other word,
at the end of a simulation it is possible 10 determine the
number of munks needed 10 handle a simulated traffic.

*  Eguipment dimensioning: for a given user population, it is
possible to count the number of requests to the HLR as
well as to the VLR and hence deduce the signalling trans-
fer processing for these GSM entities,

+  Common channel signalling dimensioning: as we are
able to dimension each signalling link at each interface',
As all signalling protocols have been implemented, it is
possible to determine the occupancy of each link and to
notice the capacity limits for 2 givea population of mobile
users.

Tn addition, thre types of probes (or spy-functions) have been implemented at
different levels of the GSM network: BTS, BSC and MSC nodes. These
probes update local statistics for each entity of the network; for instance, we
are able to collect the following relevant information:

+ Instantaneous traffic load in terms of dedicated channels
such as Traffic Channe] at Full rate (TCH/F) and Stan-
dalone Dedicated Contrel Channel (SDCCH)

= Number of handovers performed (or failed) by a specific
entity in the network

*  Number of location updates performed (or failed) at differ-
enl levels of the nerwork

Therefore, we can measure the number of traffic channels and SDCCHs allo-
cated to each BSC and MSC composing the simulated GSM network. In other

1. Fuorinstance the data rare

words, we are able (o represent the load variation on each link (in terms of
number of dedicated channel manage by each entity) as a function of time,
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Figure 4 : Simulation of a GSM Network

With respect to the simulated traffic, it is also possible to measure the number
of call requests failed due to the unavailability of radio channel resources
within a cell. Moreover, the cell (namely a BTS) which rejected handovers or
cali requests cap be 1dentificd. In a more general way, we are able 10 have an
accuraie overview of the simulated network during an overloading or a con-
gestion situation,

At the end of a simulation, a graphical user interface displays the values of
trunk dimensioning as well the number of dedicated channels needed for each
GSM entity in order 1o manage the simulated traffic. Statistical results in the
form of histograms and graphs represeating the evolution in time of the switch
capacity, the number of activated MS, and the traffic load of a specific GSM
entity are also provided as depicted in Figure 4.

4.3 Simulation and Performance

In order to present the capabilities of WINES we have considered the GSM
topology of the Figure 5. The PLMN is composed of 1 HLR, 4MSCs/VLR, 1
GMSC, 17 BSCs and of 40 BTS-bis. In addition to the PLMN, 3 Generators
(for 3000 mobiles) and one PSTN node has been added in order to ensure
voice service operation in the example network. The transmission capacity of
each link is 64 Kbit/s and the propagation delay is 5 ms. The typical scenarios
for each category of users (see Table 1) can be classified into three subgroups:
normal call (80%), subscriber busy (15%) and no answer (10%).

The total CPU time for the simulation run was about 70 minutes contrasting
with 20 seconds consumed for the analysis. The load measured is not homoge-
neously distributed on the network and varies with the proportion of Local
business and Corporate users. In the case of 40% Local Business and 30%
Corporate users the bottlenecks are located in the MSCs and BSCs during
peak hours. Therefore, 10 to 20% additional trunks need to be added under
such situation.

5 SUMMARY

In conclusion, this paper presents a new modular approach to the simulation of
mobile networks. WINES is the resulting prototype which is able to simulate
entire GSM network as well as the mobile stations at the layer-3 protocol
level. Various GSM network topalogies (including the NSS and BSS) car be
created and different components (mobile stations and mobile stations genera-
tors} are available for the generation of traffic at the MS level or the NSS level.
The mobile station generators have been designed to be independent of the
simulated network and can be used in other mobile network simulators.

We showed that WINES can be of interest to network designers who can
replay realistic scenarios based on observations made on a real network in
order to find the best configuration for their GSM network. Moreover, the
inherent flexibility of WINES allowed us to develop a network planing tool for
GSM and to validate an intrusion detection architecture for mobile networks.

10



Fumure work includes an enhancement of WINES in order to take into account
supplementary services such as shori messages service, voice mail and facsim-
ile. The objectives will be to provide an accurate analysis on the impact of the
introduction of a pew service to an existing GSM network,
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