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Abstract—This work proposes a data driven IoT architecture 
to mitigate the fragmentation and data silos in consumer IoT 
ecosystem. IoT data cycle is explored to understand data 
transformation from generation to processing, storage and 
dissemination. We have developed a framework called DataTweet 
focusing on data cycle based IoT services. The DataTweet 
architecture is presented along with its subsystems, services, 
requirements and common service functions necessary to 
implement the services. The main novelty of DataTweet is in 
creating a ubiquitous consumer data service for transmitting short 
messages to any computing platforms to generate actionable 
intelligence that is disseminated to consumers. 

Keywords— Data Cycle; DataTweet; Discovery; IoT; Named 
Data Networking; oneM2M standard; Smart City. 

I.  INTRODUCTION 
The IoT is set to bring numerous benefits to the consumers 

for the foreseeable future. But the IoT platforms and ecosystems 
suffer from silo-based and individualized implementations. This 
in turn results into fragmented consumer market in which IoT 
applications and services do not interoperate seamlessly [18]. 
Realizing the fact that the intelligence lies in the data itself while 
communication is increasingly becoming an enabler for 
advanced data analysis, this work takes a data driven approach 
to mitigate the problem. DataTweet proposes to study the IoT 
data cycle under a vision for exploring the idea of a ubiquitous 
consumer data service for transmitting short messages in a 
similar way to Twitter. A consumer of the DataTweet service or 
a data source can send a short message at a very low rate to other 
entities of the IoT ecosystem (e.g. Cloud servers, edge 
computing platforms or smart device of interested consumers). 
The communication can be handled through some thematic 
channels over various access networks like open 802.11 
hotspots, LTE/LTE-A base stations, vehicle-to-infrastructure 
communication (using ITS-G5) [9]. The consumer or a device 
sends its message to the nearest available wireless network (for 
instance an 802.11 hotspot) that will forward it to the destination 
by the elements of the infrastructure network. From a broader 
perspective, such data generation to processing, storage and 
dissemination services have much larger scope. This is 
illustrated with the help of the water cycle analogy in Fig. 1. 
Consumer smart devices, vehicle and other sensors deployed in 
smart city domain generate data that are sent to the edge or cloud 
platform through nearest access points like water evaporating to 
the sky to form clouds. The collected data are processed to 
extract useful information in the computing platforms through 
semantic treatment of the data or by employing data mining and 
artificial intelligence algorithms. Base on the expressed interest, 
the cloud can shower (disseminate) necessary data to the 
consumer encapsulated in short messages at the target areas. 

 
Fig. 1. Data Cycle and Services of Data Tweet for IoT ecosystem. 

The data cycle model allows any device with sensor(s) to 
report data encoded in short messages. The raw data reaches a 
central or distributed computing platform where it undergoes 
transformation and evolves into a rich and structured 
information that can provide actionable intelligence to higher 
layer applications. Finally, the derived intelligence can reach 
consumer devices that paves the way for interesting context 
dependent IoT applications. The proposed data cycle model and 
DataTweet architecture fit well into smart city [11] and large 
scale crowd-sensing [12] based IoT projects. The work can 
mitigate a common problem of developing an efficient and 
scalable mechanism for efficient interconnection and 
information exchange among heterogeneous consumer devices, 
platforms and services. Another distinct advantage is that such 
data centric model can overcome the fragmented approaches of 
individualized solutions prevalent in the current IoT ecosystem. 
Fusion of data coming from several heterogeneous domains into 
a computing platform can potentially extend the smart city 
research avenues and commercial solutions. The main aim of the 
paper is twofold – (i) study the IoT data transformation at 
various stages and (ii) describe the DataTweet IoT architecture 
to exploit the data driven aspects for the mentioned benefits. 

The contributions of the paper are – (i) developing the data 
centric architecture focusing on IoT data cycle, (ii) integration 
of the architecture components into oneM2M standard, (iii) 
outlining requirements of DataTweet services and subsystems, 
(iv) integration of vehicular sensors as IoT data source and ITS-
G5 as communication medium towards connected vehicle 
domain [7] and (v) adding flavor of Named Data Networking 
(NDN) for the data dissemination. The rest of the paper is 
organized as follows. Section II outlines the DataTweet services 
and their requirements. Section III describes the DataTweet 
architecture, its subsystems and their mapping into real world 



components. Section IV focuses on IoT data cycle and how the 
data is represented and transformed through the architecture 
elements. Section V presents the integration of DataTweet 
architecture elements into oneM2M standard, its prototyping 
and deployment details. Finally, Section VI concludes the paper. 

II. DATATWEET SERVICES AND REQUIREMENTS 
In a rather simple way, the IoT data cycle forms a closed loop 

where information is generated, processed and consumed, as 
seen in Fig. 1. From there, four high level DataTweet services 
can be designed, namely – (i) Data consumption service, (ii) 
Data collection service, (iii) Data dissemination service and (iv) 
Configuration management service. The interworking of the 
services is challenged by heterogeneity of the M2M devices that 
are generating different kinds of data and the mobility aspect of 
the devices. These challenges are identified in depth and 
functional requirements are derived from them in subsections 
below. 

A. Requirements for data collection service 
• The first requirement for this service is the availability 

of a data generation subsystem from where the IoT 
data will be collected. 

• The service should be able to interact with the 
generation subsystem in a session less manner 
following RESTful approach [1]. 

• The service should be able to send a query (GET) to 
obtain data as well as capable of receiving data over 
POST and/or PUT. 

• The service should be able to access generation 
subsystem regardless of the communication 
technologies of the underlying network subsystem. 

• The collection service should also provide appropriate 
facilities for IoT data storage and processing. 

• The data collection service should also support 
resource discovery [2] initiated by a consumer 
subsystem to collect data from specific M2M devices 
in the data generation subsystem. 

B. Requirements for data dissemination service 
• This service should be able to communicate data to a 

consumer subsystem based on defined interests. 
• Depending on consumer subsystem’s context, this 

subsystem would either (i) disseminate raw M2M data 
collected by data collection service or (ii) process the 
M2M data to generate a high level abstraction and 
disseminate. For M2M data processing, the service 
must employ a processing and storage subsystem. 

• The consumer subsystem should be able to avail this 
service over RESTful interactions. 

• This service should allow authorized consumer 
subsystems (as determined by access control 
mechanisms [13]) to subscribe to occurrence of certain 
events. If one of the events occur, a push notification 
should be sent to the consumer. 

C. Requirements for configuration management service 
• This requires an administrative subsystem which is in 

charge of adding, updating and deleting configurations 
of generation subsystem [3], [10]. 

• The service should be able to push new configurations 
to generation subsystem through the processing and 
storage subsystem since the generation subsystem are 
not directly exposed. 

• The service should allow GET method to read the 
current configurations of generation subsystem. 

• The service requires the administrative subsystem to 
perform resource discovery for configuration update. 

• The service should update access control policies after 
configuration update. 

• It should make the services available through RESTful 
web services facilitating session less interaction. 

• The service requires the utilization of processing and 
storage subsystem to communicate with generation 
subsystem over multiple technologies. 

• The service requires that the processing and storage 
subsystem implement a device management 
framework to efficiently manage the configurations 
and generation subsystem. 

D. Requirements for data consumption service 
• Data consumption service requires availability of raw 

or processed M2M data from processing and storage 
subsystem. 

• The functionalities of this service should be invoked 
from both the consumer and administrative 
subsystems. 

• The service must provide facilities to register for a 
push notification as well as consuming data over GET 
request. 

• The service requires it to be implemented in RESTful 
manner to maintain interoperability with other 
services. 

E. Requirements for network subsystem 
• The network subsystem should be flexible enough to 

allow multiple access technologies (LTE, BLE, NFC, 
ITS) and protocols (HTTP, CoAP, MQTT), these 
being used for data exchange between the processing 
and storage subsystem and data generation subsystem. 

• It should support data transport through RESTful 
interactions between subsystems. If this support is not 
native, DataTweet should deploy network components 
implementing a way to support the DataTweet 
architecture and its elements, while procuring the best 
way to communicate the RESTful interactions. 

III. DATA CENTRIC ARCHITECTURE FOR DATATWEET 
This section describes the DataTweet architecture (Fig. 2), 

its subsystems and their mapping into real world components. 
The proposed architecture can be broadly classified into five 
subsystems as follows. 



A. Generation subsystem 
The generation subsystem comprises of physical things that 

generate data. It has two main functionalities – (i) data 
generation and (ii) maintaining a local configuration of entities. 
The former provides a generic and RESTful interface to the 
sensors to retrieve the measurements. It is to be noted that these 
sensors are heterogeneous in nature and generate multimodal 
data. To settle the inherent heterogeneity, Sensor Markup 
Language (SenML) is used. SenML provides a uniform way to 
represent and encode the measurements along with sensor 
specific attributes (unit, name, ID, timestamp etc.) creating a 
metadata [1]. The metadata settle the heterogeneity in data 
generation subsystem. The local configuration contains the 
device and endpoint descriptions for the purpose of automatic 
management of generation subsystem. The descriptions are 
generated by the smart M2M devices themselves following the 
specifications outlined in the IPSO Alliance Framework. It 
basically extends the CoRE Link Format to represent the M2M 
device and endpoint resources [3]. 
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Fig. 2. DataTweet architecture, its subsystems and interfaces. 

B. Network subsystem 
The envisioned network subsystem presents a subtle 

challenge. Not all access technologies function in the same 
fashion, nor do they ensure us of their support for the project’s 
requirements. Some services (IP communication, location) can 
be provided by the network operators and will be profited from. 
For fixed M2M devices and smartphones, IP communication can 
be used. As for vehicular environments the intelligent transport 
system (ITS) stack can be of service. All mechanisms hinge on 
the capability of the access to support RESTful communications, 
which require at least the presence of IP level interfaces. 
Natively supporting IP access technologies will not require any 
intervention from the presented DataTweet architecture. 
However, for those who may not support IP communications an 
alternative must be given, therefore requiring a DataTweet 
component be introduced in whatever underlying technology, 
which should still be as abstract as possible to ensure that it 
works upon the same principles across a range of access 
technologies. Along those lines, a simpler architectural approach 
usually adapts better to different technological environments. 

This is reflected in the introduction of a pair of components, the 
“Agent” and the “Proxy” (in Fig. 3) whose implementation 
specifics will be dependent upon the existing technologies. 
While the proxy will exist only once per access technology basis, 
the agent will be present among all the network devices aiming 
to support the DataTweet services. Either as a means of 
transporting local data or, if necessary, relaying any data from 
other agents to the upper structure of the architecture, the agent 
will keep a communication link with the proxy in whatever 
fashion the access technology allows (Fig 3, interface 6). 
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Fig. 3. Network Subsystem support for IP and non-IP access technologies. 

To simplify the external interfacing of the subsystem, 
Network subsystem is isolated and self-contained, keeping it 
completely transparent (meaning no interfaces are created with 
other subsystems). While within the subsystem, the choice on 
the proxy-agent interface should be given to the management of 
the local technology, to promote the best means of delivery and 
higher efficiency. As such, the network components will work 
in a plug & play fashion, independently of the rest of the 
architecture and in a completely transparent way. They will only 
be deployed where they are required to support Data Tweet 
services over access technologies who cannot support RESTful 
communications. 

C. Processing and storage subsystem 
DataTweet services on collection and configuration 

management are implemented using the processing and storage 
subsystem. It includes functionalities of data storage, data 
processing & analytics, resource discovery & naming, 
configuration management of generation subsystem and 
collection proxies. This subsystem is generic and flexible 
enough to be deployed at a remote cloud system, an M2M 
gateway or even in a mobile application running in a 
smartphone. Further descriptions about the functionalities are 
given below. Although access control is a part of this subsystem, 
that discussion is out of scope of this work. 

• Collection proxies: Consumer M2M devices which consist 
the generation subsystem may use many communication 
technologies (e.g. BLE, Wi-Fi). To create a generic 
functional architecture, it is necessary to consider IoT data 
exchange regardless of communication technologies. This 
is achieved using the collection proxies. Each technology is 
managed by a proxy which is further subcategorized into 
proxy-in (for sensors) and proxy-out (for actuators) [1]. 
Each proxy is developed using RESTful web service and 
can be accessed using an URI. The collection proxies can 
query the generation subsystem to obtain sensor metadata 
(in SenML format) or the metadata can be pushed to the 



proxies. Depending on the context, the metadata can be 
stored at the data storage for future processing or can be 
processed as soon as it comes. 

• Data storage: This offers appropriate storage mechanisms. 
For delay tolerant network (DTN) based use cases, the 
metadata received by generation subsystem is stored at data 
storage as it is initially. For other scenarios, the data storage 
could be utilized to keep the high level abstractions and 
actionable intelligence generated by the data processing 
unit. 

• Data processing: The raw measurement coming from 
generation subsystem does not convey much information. 
The first step towards intelligent processing of M2M data 
is to add additional attributes thereby creating a structured 
SenML metadata. The capabilities of SenML has been 
extended to use the same uniform metadata for actuators. 
The next step in data processing is to link the meaning of 
the M2M data from the point of view of the domain from 
which it is originating. This can be done by using semantic 
web technologies [4], [6]. Such processing results in high 
level abstraction of M2M data which on further treatment 
results in actionable intelligence. The intelligence could be 
treated as a contextual information and communicated to 
the end user or can be used by an M2M application to react 
to the situation. In either case, the derived intelligence 
becomes the stepping stone for actuation. Semantic web 
technologies could be utilized by the M2M data processing 
unit. 

• Resource discovery and naming: To provide consumer 
centric service, the subsystems of the architecture must 
interwork without human intervention. They must be able 
to exchange metadata, manage configurations, process the 
information and react autonomously. To realize such vision 
of IoT, there must be mechanisms for discovering the 
resources, their capabilities & properties as well as the 
URIs to access them directly. Without discovery module, 
the consumer will have to manually configure the 
subsystems which will result in a static environment. 
Dynamic discovery can automatically learn about the 
M2M devices attached to the collection proxies, their 
configurations and capabilities etc. This module also 
assigns proper name to the generation subsystem. Named 
Data Networking is utilized for naming the processed data 
[14], [15]. 

• Configuration management of generation subsystem: 
This module is focused on automatic and efficient 
management of the M2M devices in generation subsystem. 
The deployment of IoT based solutions on a large scale is 
highly dependent on configuration management. However, 
there is a lack of unified approach towards management of 
huge volume of devices in generation subsystem. To solve 
that, this module utilizes the Open Mobile Alliance 
Lightweight M2M (OMA LwM2M) framework [3]. 

D. Consumer subsystem 
The data consumption service is related to the consumer 

subsystem. It is deployed to consumer devices as a mobile 
application [16], [17]. From a generic perspective, its 
functionalities could be subdivided into three modules as 
mentioned below. 

• Discovery: It provides search facilities to retrieve the URIs 
of required resources from processing and storage 
subsystem. This module triggers the discovery by sending a 
GET request to a well-known entry point at the “resource 
discovery & naming” module. 

• Consumer data: It is accomplished by querying the URI(s) 
retrieved from the discovery phase. The consumer 
subsystem could also subscribe to a push notification [16] 
service from processing and storage subsystem. In that case, 
the later pushes the required data using a push notification 
framework. 

• Actuation: Based on the intelligence received, the user may 
decide to react to the environment through actuators. This 
process could also be automated using an M2M application. 
For example, consider a smart vehicle driving through a 
foggy environment. When the vehicle deduces that there is 
fog in the surroundings, it could automatically switch on the 
fog lamps (actuation). Capabilities of SenML are extended 
to accommodation metadata exchange with actuators [1], 
[8]. 

E. Administration subsystem 
This subsystem is also a part of the data consumption service 

but is centered on the administrative functionalities of the 
functional architecture. Administrative subsystem is primarily 
used to assign naming and addressing schemes to the other 
subsystems. It also determines the access control policies to be 
enforced at the processing and storage subsystem. To 
accomplish these functionalities, it needs the discovery and 
consume data modules which are same as that of consumer 
subsystem. This subsystem could be deployed at a terminal or in 
a mobile application. 

F. Mapping architecture elements 
Mapping of the DataTweet architecture elements with real 

world components is shown in Fig. 4. The consumer subsystem 
is aimed for the end user of the Data Tweet services. Nowadays 
services are consumed and accessed in several ways and through 
different platforms. Therefore, we chose to represent them in the 
current most popular ways such as a smartphone application and 
a web-interfaced application, which contain all the subsystem’s 
functionalities. Processing and storage require resources and is 
deployed at cloud platforms. But to promote a distributed 
architecture with scalability, robustness and high QoS mobile 
edge computing [5], [19] can be considered. For the 
administrative subsystem, a better option can be to centralize its 
components to a few back end servers, thus having its 
management policies and access control information stored in a 
secured network. As for the Network subsystem, this is far more 
particular as its components perform tasks that are more 
susceptible to location. For instance, the network proxy is better 
deployed as a network application in a gateway style equipment 
(ITS RSU, LTE/LTE-A base station), to simplify its task of 



interfacing with the access technology and open communication 
links with the network agents. Agents which are distributed 
along the end user equipments, such as vehicles and 
smartphones, also in the form of a network application. Lastly, 
the Generation subsystem resides inside of the user’s equipment, 
being composed only by the generating sensors, if they have the 
capability of transmitting the generated data, or otherwise as an 
application that interfaces directly with the generation sensors 
and manages them along with their data. 

 
Fig. 4. Mapping of DataTweet elements into real world components. 

IV. IOT DATA TRANSFORMATION 
The IoT data goes through a series of transformation from 

generation to processing, storage and finally dissemination. This 
section describes the IoT data lifecycle. At the generation 
subsystem, the data are encoded using SenML which creates a 
metadata. For example, below is body temperature sensor. 

{"e":[{"n":"BT-1", "v": 41, "u": "Cel", "t": "1380897199”, 
“ver”: “1.0”, “type”: “Temperature”, “domain”: 
“eHealth”}]] 

 The metadata is encoded using JSON. The body temperature 
sensor is named "BT-1” and generates a value of 41 degrees 
Celsius. The time stamp is calculated with respect to 16/01/1970 
AD at 23:34:57 UTC. The type of measurement is temperature 
and the sensor belongs to eHealth domain. The version of 
software being used is 1.0. On the other hand, the configuration 
descriptions of generation subsystem are represented using 
CoRE Link Format [20] and has also been encoded using JSON. 
The M2M description could be consisting of a name, id, model, 
location and destination (URI of the proxy to which it is 
attached): 

{"id": "G7612d", "model": "XYZ", "location": "Room313", 
"destination": "http://IP_addr:Port/313/AC-1", "name": "AC-
1"}  

Similarly, the M2M endpoint description consists of name & 
id of the endpoint, name of the M2M device to which it is 
attached and type of the endpoint.  

{"id": "2wsxzaq1", "device": "AC-1", "name": 
"AirConditioner_313", "type”: “Actuator"} 

The collection proxies feed the SenML formatted M2M data 
to the data processing unit which generates a high level 
abstraction and it is stored in a data storage. From the above 
example, the processing unit analyses the temperature 
measurement of 41 degrees Celsius which is coming from a 
body temperature sensor in eHealth domain. This allows the 
deduction of fever which is a high level abstraction of the data 
generated by the sensor. The new intelligence is stored the data 
storage along with a timestamp as well as can be pushed to the 
consumer subsystem as a part of data consumption service. 

The consumer subsystem understands the knowledge and 
based on preconfigured rules, initiate actuation of a room 
temperature controller to set a comfortable temperature. This 
command is also communicated using SenML extensions and 
could be encoded using XML as shown below. 

PUT http://IP_addr:Port/313/AC-1 
 <senml bn= AirConditioner_313> 
<e n=”Temp-1” t=”0” v=”20” u=”Cel” /> 

 </senml> 

V. INTEGRATION INTO ONEM2M ARCHITECTURE 
DataTweet IoT architecture has been integrated into 

oneM2M architecture (Fig. 5) to provide interoperability and 
scalability. Details of oneM2M itself have been previously 
discussed at [8]. 

The generation subsystem corresponds to the sensors, 
actuators embedded into different devices like smartphone, 
vehicles. The architecture is independent of the underlying 
networking subsystem. This makes the DataTweet services run 
independently of communication technologies and protocols. 
The processing and storage subsystem can be deployed at the 
cloud (infrastructure node) as well as M2M gateways or 
LTE/LTE-A base stations (middle node). The consumer and 
administration subsystems are incorporated as application 
service nodes analogous to consumer smart devices 
(smartphones, tablets). The functional entities representing 
discovery, management, access control etc. are parts of the 
Common Service Entities (CSE) in oneM2M. A prototype of the 
system is developed. The generation subsystem refers to a 
vehicle equipped with several on-board sensors and an on-board 
unit (OBU) with ITS-G5 stack. The OBU has software agents 
(written in C language) for data generation and local 
configuration management. To use ITS-G5 technology, we need 
an intermediate node for protocol translation. The middle node 
collection proxy is attached to a road side unit (RSU) which 
relays the sensor metadata to the collection proxy. It basically 
extracts the metadata from ITS-G5 and then encapsulates that 
into IP packets. The middle node (i) also acts as a storage and 
processing unit, (ii) is developed as a collection of RESTful web 
services and (iii) is written using Python based Flask framework. 
Such M2M gateways also promote a distributed computing 
platform. The cloud system (infrastructure node) acts as the 
central processing and storage subsystem. It houses the 
Machine-to-Machine Measurement (M3) Framework [4], a data 
processing engine (written in Apache Jena Framework) that 
utilizes semantic web technologies to generate high level 
abstraction and actionable intelligence from raw vehicular 
sensor metadata. The consumer subsystem is equipped with a 
mobile Android application called Connect and Control Things 



(CCT) [16], [17]. CCT allows expressing consumer 
requirements in terms of NDN interests which are routed to the 
cloud systems and data is showered according to the availability. 

 
Fig. 4. Integration of DataTweet architecture into oneM2M standard. 

VI. CONCLUSION 
In a nutshell, this paper looks into the IoT data cycle and 

discusses an architecture to enable data centric IoT services. The 
DataTweet architecture draws analogy from the water cycle and 
is broadly classified into four main services. The requirements 
for each are analyzed. The four subsystems of the architecture 
are presented in details and they are mapped to the real world 
components. The common service functions in the subsystems 
are described. The transformation of IoT data at various 
architecture elements are examined. To provide consumer 
interoperability, DataTweet services and subsystems are 
integrated into the oneM2M architecture. As for future work, we 
are working on data dissemination aspects utilizing NDN based 
interest and naming of data. 
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