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Abstract—Mobile applications running on smart devices are 

important enablers for Internet of Things (IoT). This paper 
presents a novel mobile application called “Connect and Control 
Things” (CCT) which integrates a lightweight IoT framework 
into smartphones and tablets. The framework is designed to 
discover & interact with things, reason with M2M data, provide 
configuration management facilities along with subscription and 
notification functionalities. The novel capabilities of CCT are: (i) 
lightweight search engine based dynamic discovery of physical 
things, (ii) interaction with both sensors and actuators using 
Sensor Markup Language (SenML) and its extensions, (iii) 
integrating a lightweight reasoning engine to infer high level 
abstraction, (iv) CoRE Link Format based configuration 
management and (v) support for both smart and legacy things 
regardless of communication technologies. An IoT architecture is 
presented along with a prototype implementation details for 
Android powered devices. Uses of the prototype mobile 
application in home automation scenarios are outlined. The 
performance of CCT is evaluated in terms of memory 
requirement, CPU usage and power consumption. Experimental 
results establish that the overall design and implementation of 
CCT are lightweight which encourages the adoption of CCT. It 
enables offering consumer centric services for home automation 
domain. Finally the paper concludes with future research 
directions. 
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I.  INTRODUCTION 
The Internet of Things (IoT) envisions a truly connected 

society by extending the Internet connection to physical things. 
It is estimated that by 2020, 50 Billion of things [13] will be 
connected to the Internet to create value added services for 
consumers. The development in the IoT ecosystem is further 
fuelling the growth of Machine-to-Machine (M2M) 
communications [1] [11]. Today the applications of M2M and 
IoT encompass a variety of domains including home 
automation, eHealth, smart tourism, smart agriculture and 
intelligent transportation system. A plethora of information and 
communication technologies (ICT) like cloud & edge 
computing, low power communication protocols, low cost 
sensing and actuating devices, smartphone & tablet 
applications are acting as enablers of the IoT ecosystem. The 
mobile applications are quite indispensable in terms of offering 
consumer centric services in IoT ecosystem. For example, in a 
simple home automation scenario, a user could create a custom 
access control policy for guest who will have limited access to 
the home automation devices. Also the smart devices now-a-
days are equipped with high end hardware components, 
multiple sensors, multiple communication technologies, cutting 

edge operating systems and sophisticated software 
development kits (SDK). This creates a perfect environment 
for designing a lightweight IoT framework that can be 
integrated into smart devices as a mobile application. This 
would reduce the dependency on home gateways for protocol 
translation, IP communication, discovery and management of 
physical things. 

Following the above motivations, this paper presents a 
lightweight IoT framework that is integrated into a mobile 
application called “Connect and Control Things” (CCT). The 
framework enables real time interaction with sensors and 
actuators allowing uniform metadata exchange using SenML 
[12] and its extensions [2] [3]. The framework can interact with 
things over multiple communication technologies supported by 
a smart device. Since the software drivers are already included 
in the operating system (OS), the driver installation and update 
are taken care by the OS itself. This further reduces the 
development time. The configuration management module 
keeps track of the thing configurations and allows the 
consumers to add, update and delete any configuration. The 
management module implements Open Mobile Alliance 
Lightweight M2M (OMA LwM2M) specifications [13]. To 
discover the things at real time, the framework employs a 
lightweight search engine. The discovery module is dependent 
on the management module to provide the “look up” facility 
and upon discovery, URI(s) corresponding to thing(s) are 
returned to the requestor. Finally, the framework also 
incorporates a lightweight reasoning engine for M2M data 
processing. The engine uses semantic web technologies to 
reason on raw sensor measurement and generates high level 
abstraction which on further processing turns into actionable 
intelligence. The derived intelligence allows the consumer or 
other M2M applications reacting to the environment using 
actuators. Along with that, the framework also provides 
subscription and notification services to the consumers. The 
main contribution of the paper is in integrating all these IoT 
functionalities into a mobile application. 

The rest of the paper is organized as follows. Section II 
discusses the requirements of the IoT framework for 
developing CCT. Section III focused on the framework itself 
while Section IV describes prototype implementation details 
with experimental results. Section V highlights how CCT 
accomplishes home automation scenarios with Section VI 
concluding the paper. 

II. REQUIREMENT ANALYSIS 
The requirements for the IoT framework are analysed and 

summarized below. 



• Uniform data exchange with things: The framework 
should be able to exchange data with heterogeneous 
things in a uniform and structured manner. 

• Real time interaction: Consumer services must be 
offered in real time and should support multiple 
communication technologies. 

• Configuration management: To keep track of the 
things, the framework must provide mechanisms for 
configuration management. The consumers should also 
be able to add, update and delete any configuration. 

• Dynamic discovery: This is a fundamental 
requirement of any IoT framework. This module 
should enable discovery of things, their capabilities & 
properties and URIs to access them directly. 

• M2M data processing: The framework must provide 
M2M data processing facility since raw sensor 
measurements does not convey any significant 
information. 

• M2M data storage and retrieval: Appropriate data 
storage and retrieval mechanisms must be supported to 
store high level abstractions and other necessary 
events. 

• Both smart and legacy devices must be supported. The 
legacy devices can be assisted using proxies [2]. 

• The system must allow session less interaction with 
consumer components. 

• The functionalities of the IoT framework should be 
exposed to the consumer through RESTful web 
services. 

• The framework must reuse the services (IP 
communication and location) offered by current 
network operators. 

• Subscription and notification: The framework must 
allow the consumer to subscribe to certain events. 
Given that subscription, occurrence of the events 
should be sent as push notification to the consumers. 

• Access control: Proper access control should be 
placed by the framework to limit the access to 
authorized services and things. 

• Interoperability: The implementation of the modules 
should be interoperable among each other while the 
overall framework should be interoperable with similar 
IoT framework and platforms. 

• Security and privacy: The framework must ensure 
end-to-end security to preserve privacy of consumers 
[8]. 

• Consumer centric design: To promote faster adoption 
among consumers, the framework must ensure low 
latency, high QoS, easy user interface and social 
network integration. Usability and recovery from are 
also highly necessary for such systems. 

The requirement list is non-exhaustive but summarizes the 
main requirements for the framework. The framework is 
designed taking into consideration the above list.  

III. PROPOSED LIGHTWEIGHT IOT FRAMEWORK 
The overall framework containing all the modules 

mentioned before is depicted in Fig. 1. The framework can be 
broadly classified into seven modules – (i) resource discovery, 
(ii) configuration management, (iii) metadata exchange, (iv) 
subscription and notification, (v) M2M data processing, (vi) 
data storage and retrieval and (vii) proxy manager. We assume 
proper access control policies are in place along with end-to-
end security mechanisms. The framework interacts with 
physical things through a proxy layer at south interface while 
the functionalities for consumer smart devices are exposed 
through north interface. Both the interfaces are implemented 
using RESTful web services. 

 
Fig. 1. Architecture of proposed IoT framework. 

A. Proxy manager 
The proxy manager is used to manage the communication 

with underlying things. The sensors and actuators are 
connected to proxy-in and proxy-out respectively [2] [4]. For 
each communication technology, there are dedicated proxy-in 
and proxy-out. The proxy manager contains the drivers 
necessary for technologies like Bluetooth Low Energy (BLE), 
NFC etc. Each proxy is implemented using RESTful web 
service. Therefore they can obtain sensor data using HTTP or 
CoAP [14] GET method or receive a push notification from 
things over HTTP or CoAP POST method. The manager 
provides protocol translation where necessary. Another novel 
feature of the proxy manager is that it can support legacy 
things. In this case, the manager could be configured with the 
properties of a legacy thing. For example, if a legacy 
temperature sensor is considered, then the corresponding 
proxy-in receives only the temperature measurement. But the 
proxy-in could be configured to add unit, timestamp, type of 
measurement, domain along with description of the legacy 
thing. This allows the framework to operate with both smart 
and legacy things. 



B. Metadata exchange module 
A fundamental aspect of M2M communication is the 

exchange of metadata generated by various things. SenML is 
used to represent the metadata which consists of sensor 
measurement along with additional information about unit, 
type of sensor, name, timestamp etc. The capabilities of 
SenML have been extended so that it can be used for metadata 
exchange with actuators also [3]. This is a novel feature of the 
framework where one generic API allows accessing things for 
metadata exchange. This functionality is exposed to the 
consumers through access things service at the north interface. 
In case of legacy sensors, SenML metadata is generated at 
proxy manager. For legacy actuators, the manager provides 
the protocol translation and converts the action into machine 
understandable format. 

C. Configuration management 
Another important building block of the framework is 

configuration management module. This supports registration 
and un-registration services for things. These services together 
with self-management service keeps track of the things 
connected to the framework. Also, the configurations of the 
connected things are managed by the module. When things 
connect to the south interface for the first time, they must 
upload their configuration. It is implemented using CoRE Link 
Format [4]. The configuration management API converts the 
received descriptions of things into appropriate format for 
configuration storage. The consumers can access the 
configuration of authorized things through configuration 
management service at the north interface. This allows the 
consumers adding, updating or removing thing description(s). 
For legacy devices, their descriptions are generated by the 
corresponding proxy.  

D. Discovery module 
IoT envisions interconnecting huge volume of 

heterogeneous things. This makes discovery a fundamental 
requirement for any IoT framework and platform. Discovery 
mechanisms [6] [7] are necessary to search for resources 
(things or services), their capabilities, properties and URIs to 
access them. The indexing API, index to URI databased and 
search engine are the components of the proposed discovery 
module. It is also dependent on the configuration management 
module. The configurations of the connected things are 
indexed using the indexing API to ease the discovery process. 
The index is unique to each physical thing. The index and an 
URI to access the thing are stored in a separate database. The 
discovery functionalities are exposed through resource 
discovery service at the north interface. When a consumer 
requests for discovery, the input for the request is analysed and 
keywords are extracted from that. Those keywords are used by 
the search engine to intelligently search across the stored 
configurations and indices. Upon a match being found, the URI 
along with the capabilities and properties of the thing (e.g. 
description of the thing) is returned to the requestor. 

E. M2M data processing 
The raw measurement coming from sensors does not 

convey much information. It could limit the scope of M2M 

applications if not processed. This paper proposes to utilize 
semantic web technologies to generate high level abstraction 
from raw sensor data. This is achieved in two steps. The first 
step is to add additional attributes to sensor measurement using 
SenML creating a metadata. The second step is to link the 
meaning of the data from the point of view of the domain in 
which the sensor is used. The generated high level abstraction 
of the sensor data is treated further to create actionable 
intelligence. This enables the consumers or other M2M 
applications react to the environment using actuators. 

This module utilizes a lightweight version of Machine-to-
Machine Measurement (M3) framework [5] [18]. The entire 
framework cannot be ported inside a mobile application 
because the former houses around 200 ontologies and related 
datasets, SPARQL queries. Instead, the lightweight version 
downloads the necessary ontologies, datasets based on the 
sensors attached to the south interface and the domains in 
which they are used. This is done during a provisioning phase. 
After that, the SenML sensor metadata is fed to the M3 
converter which transforms the metadata into RDF format. 
That is then treated with a semantic reasoning engine and query 
engine to derive the actionable intelligence. The main novel 
aspect of this module is the integration of a lightweight 
semantic reasoning engine into a mobile application. 

F. Subscription and notification 
This module offers consumer centric services through north 

interface and allows the consumers to subscribe to certain 
events in the IoT framework. The subscription API keeps a 
unique ID for each consumer smart device. Upon occurrence of 
the corresponding event, a push notification is sent to the 
device with the unique ID using the notification API. For 
example, a consumer can subscribe to receive a notification 
when a new thing is added or an existing thing is detached 
from the south interface. 

G. Data storage and retrieval 
Finally the data storage and retrieval module is composed 

of an API and a database. The actionable intelligence derived 
from M2M data processing is stored at the data storage along 
with a timestamp. This could be later retrieved by the 
consumer by sending GET request to the corresponding service 
at the north interface. The storage is also useful to calculate 
statistical information of the M2M data. This module also 
provides data management functionalities to the consumers. 

The above modules are designed to be interoperable among 
each other. This in turn makes the entire framework 
interoperable with similar IoT frameworks deployed in M2M 
gateways or cloud systems. The modules are also considered as 
common service functions (CSFs) which are a part of common 
service entity (CSE) in oneM2M architecture [15]. Therefore 
the design of the IoT framework and its integration in CCT are 
done following oneM2M specifications. 

IV. PROTOTYPE IMPLEMENTATION 
The above modules and the entire framework is 

successfully integrated into an Android application running on 
smartphones and tablets. This is a major contribution of the 
paper since CCT becomes an IoT hub that could be deployed in 



any Android powered devices. The key implementation details 
for each module are provided below. 

A. Implementation details 
• Proxy manager: The Android operating system 

supports communications using BLE, NFC and Wi-Fi. 
The Linux kernel already provides the device drivers 
for these technologies. The CCT prototype can connect 
to things using these three technologies at the south 
interface. The proxy manager therefore creates and 
maintains an M2M local area network with the 
connected things. 

• Metadata exchange: The API for metadata exchange 
is based on SenML and its extensions for actuators. In 
CCT the API is developed using JSON. Smart things 
can generated the metadata in JSON while the proxy 
manager can create the same for legacy things. JSON 
is transported as payload for HTTP based interactions 
with consumer devices. 

• Configuration management: The things are 
described using CoRE Link Format which is 
implemented using JSON. This promotes 
interoperability among the IoT framework modules. It 
also reduces the coding complexity since JSON parser 
is readily available in Android SDK. The 
configuration storage API is basically converting the 
CoRE Link Format based description in SQLite 
storage. 

• Discovery module: The configuration indexing is 
achieved using an indexing algorithm while SQLite 
database is used to store the index and URI. A 
lightweight library is written in Java to integrate the 
search engine functionalities. The reply of the 
discovery consists of thing description and an URI to 
access the thing. Therefore the reply is basically 
another JSON payload embedded into HTTP. 

• M2M data processing: Originally, the M3 framework 
is developed using Apache Jena Framework. Since it 
cannot be ported to Android, AndroJena1, a 
lightweight version of the Jena Framework is used. 
AndroJena is integrated as a library which allows 
implementing the reasoning engine in Java. Similarly 
the M3 converter and query engines are developed as 
separate APIs. 

• Subscription and notification: This is done using 
Google Cloud Messaging (GCM) framework. The 
consumer can view a list of events for which 
subscription and notification services are offered and 
the steps are explained below using Fig. 2. 

1. The Android powered client registers itself to the GCM 
framework to receive push notification. 

2. The GCM assigns a unique ID to the client. 
3. The client forwards the received unique ID to the 

subscription API of CCT along with the event for 
which the subscription is requested. 

                                                           
1 https://code.google.com/p/androjena/ 

4. When the event occurs, the notification API retrieves 
the unique ID from subscription API. Then it sends an 
HTTP POST to GCM with notification and list unique 
ID. 

5. Finally, GCM pushes the notification to the Android 
client corresponding to the unique ID. 

 
Fig. 2. Subscription and notification services. 

• Data storage and retrieval: The data storage is 
implemented using SQLite. The APIs for data 
retrieval and data management can be accessed using 
HTTP GET methods. The APIs in turn access the 
SQLite database performing the desired actions. 

B. Software architecture of CCT 
The software architecture puts together all the modules of 

the IoT framework and is portrayed in the figure below. 

 
Fig. 3. High level software architecture for Connect and Control Things. 

The prototype application contains a user interface. This 
provides the option for manually configuring the access control 
policies and selecting the security mechanisms. At the north 
interface, all interactions are based on standard IP 
communications while at the south interface, the interactions 
are part of an M2M area network 

C. Performance evaluation 
The prototype is installed in three Android powered devices 

– (i) Samsung Galaxy S2 running Android 2.3.4, (ii) Samsung 
Galaxy S3 running Android 4.3 and (iii) Nexus 7 running 
Android 5.1.1. This work presents some early results in terms 
of memory requirement, CPU usage, power consumption and 
time taken by the push notification component using GCM.  

• Memory requirements: The generated APK file 
itself is less than 15 MB in size which establishes that 
the implementation of the IoT framework as CCT is 



lightweight. It is observed that the configuration for 
each thing takes around 1KB memory. Thus an 
Android powered device can store configurations of 
thousands of things. Since the consumer smart devices 
are equipped with gigabytes of memory, data storage 
could store several hundred megabytes of processed 
data. 

• CPU usage: The CPU usage is measured during 
several phases of operation of the application and the 
results are listed in Table I. It appears from the table 
that services for accessing things for metadata 
exchange, resource discovery and data storage & 
retrieval require very little CPU. Only the computing 
for M2M data processing registers relatively higher 
CPU load. This is due to the fact that the services 
other the M2M data processing are based on SenML 
and CoRE Link Format which are ultra-lightweight in 
nature. Creating or parsing JSON objects and arrays 
are done very easily. Also the SenML or CoRE Link 
payload of associated network operations are very less 
in size. Overall the CPU load is really less. On the 
other hand, the M2M data processing module includes 
a 3rd party library AndroJena and the implementation 
of the semantic reasoning engine is dependent on that. 
The complex nature of semantic computing attributes 
to the relatively higher CPU load. But that should not 
discourage consumers from using CCT. The CPU 
usage results point to huge improvement compared to 
our previous work [3]. 

TABLE I.  CPU USAGE DURING DIFFERENT PHASES OF OPERATION 

Android 
Device 

Access 
Things 

Resource 
Discovery 

M2M 
Data 

Processing 

Data 
Storage 

and 
Retrieval

Samsung 
Galaxy S2 1% 2% 14% 1% 

Samsung 
Galaxy S3 1% 3% 18% 1% 

Nexus 7 1% 1% 21% 1% 
 

• Power consumption: The power consumption of 
CCT is measured using Power Tutor and portrayed in 
Table II. The measurements are average power 
consumption values taken over a complete life cycle 
of the application. A closer look into Power Tutor 
reveals that around 40% of the power is consumed by 
the M2M data processing module which could be 
accounted to the complex semantic computing. 
Another 34% power is consumed by the display 
hardware which can be lowered by reducing the 
brightness level. The overall performance of the 
mobile application is quite satisfactory. There is a lot 
of improvement in terms of power saving compared 
to our previous work [3]. We would further like to 

optimize the power consumption of CCT by 
following the guidelines mentioned in [16] [17].  

TABLE II.  POWER CONSUMPTION RESULTS FOR CCT 

Android Device 

Power consumption (mW) 

Mobile Data Wi-Fi 

Samsung Galaxy S2 298 214 

Samsung Galaxy S3 301 247 

Nexus 7 (Wi-Fi 
only) -- 401 

 
• Time required by GCM operations: Although 

GCM might appear to be a complex mechanism, it 
actually takes less than a second for the push 
notification. It is to be noted that the steps 1, 2 and 3 
as seen in Figure 2 are done only once. Hence the 
notification depends only on steps 4 and 5. Although 
there are instances where GCM is used with BLE, in 
this work we have used GCM in conjunction with 
Wi-Fi. 

V. USE CASE 
IoT is increasingly being employed in smart home domain 

[9] [10]. We discuss home automation which perfectly fits as a 
use case of CCT. Utilization of CCT ensures that the home 
automation system need not depend on additional home 
gateway. This section describes the operational flows for to 
accomplish various home automation services. 

A. Management of things in home automation 
Both smart and legacy things may constitute home 

automation domains. The registration of thing descriptions to 
the configuration management module is outlined in Fig. 4.  

 
Fig. 4. Registration of thing descriptions to configuration management. 

For smart things, it sends a GET request for registration 
which is approved by the proxy manager. Then the things 



POST the descriptions directly to the configuration 
management API. But for legacy things, the associated proxy 
manager creates the necessary descriptions. Similar to this, the 
un-registration of things is achieved by sending a GET request 
for un-registration to the proxy manager. The corresponding 
configuration is deleted after the request is approved. 

B. M2M data processing in home automation 
The operational flows for M2M data processing module 

along with subscription and notification modules are combined 
and depicted in Fig. 5. The SenML metadata from a sensor is 
fed to the M2M data processing unit which generates 
actionable intelligence and is stored at the data storage. If a 
consumer device has subscribed to the occurrence of the event 
corresponding to the derived intelligence, a push notification is 
sent to the device. It can then use SenML extensions to send a 
command to the actuators. 

 
Fig. 5. Operational flow for M2M data processing and subscription and 

notification services. 

VI. CONCLUSION 
In a nutshell, the paper describes the functional 

requirements and architecture of a lightweight IoT framework. 
It is implemented as a mobile application (CCT) and is 
deployed to Android powered smart devices. The application 
can replace home gateways for home automation scenarios. 
The novel aspects of the framework and CCT are highlighted. 
The core functionalities of CCT are exposed to the consumer 
smart devices using RESTful web services. Interoperability is 
maintained among the modules and the overall framework is 
interoperable with similar IoT frameworks. The experimental 
results highlight the lightweight nature of design and 
implementation of the IoT framework as CCT as well as real 
time interaction among the components. This encourages 
adoption of CCT for home automation scenarios which is 
illustrated with operational flows. Finally we are working 
towards optimizing the M2M data processing module to further 
reduce the CPU usage and power consumption. 
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