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Abstract—Solutions based on service-oriented architecture
are gaining popularity. However a wider adoption, especially
for business critical functions, is hampered by the trust deficit
that exists between consumers and providers, as consumers
are shielded from the service architectures and the operation
of the service itself. Security certification can be used as
a means to bridge this trust deficit. Common Criteria for
Information Technology Evaluation (CC) is a widely recognized
and used security certification scheme. However, the CC scheme
was tailored to provide assurance for traditional software
provisioning models and hence cannot be applied to SOA
solutions as is. In this paper, we present the limitations of
the CC scheme when applied in SOA, the challenges that must
be overcome for its adoption and possible directions through
which some of those challenges can be met. In particular,
we point out that CC scheme should be extended to allow
for dynamic evaluation of deployed systems (which includes
the operational environment) and for handling assurance of
composite services.

Keywords-Security Assurance; Security Ceritifcation; Web
Services; Common Criteria;

I. INTRODUCTION

A paradigm shift in software provisioning and consump-
tion models is taking place due to the adoption of Service
Oriented Architectures (SOA). Cloud solutions, based on
SOA, such as Gmail, Dropbox, Saleforce, Successfactors
enjoy a huge popularity among consumers. Such solutions
offer enormous benefits to consumers by insulating them
from the complexity and costs associated with procuring and
maintaining the required IT infrastructure while providing
a large scale inter organizational, interoperability. These
characteristics of SOA raise concerns among consumers
regarding the security of the service [6]. In fact, security
concerns hamper a more wider adoption of service based
solutions, especially in critical domains such as health-care,
finance, defence, etc.

In order to address their apprehensions over the security of
the service, consumers establish Service-Level Agreements
(SLAs) with the service providers. However, typically, SLAs
involve two or few predefined parties only, and this is
not a scalable solution for a service landscape, which is
very dynamic, and it can result in a “closed SOA” where
only few entities are involved in the service provisioning
and consumption. Though there has been work [11] in the
direction of establishing dynamic SLAs, it is focused more
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on the quality aspects of the service rather than security.
Security certification of services can constitute a valid so-
lution for gaining security assurance in the dynamic service
landscape, and yet preserving the “Open SOA” principle.
In the certification approach, a trusted third party evaluates
and, consequently, certifies that a service has certain security
properties. Consumers can then rely on the ”‘stamp™ of
approval of the certification authority, without the necessity
to establish additional bilateral contracts with the specific
service provider.

There are several existing security certification schemes
for Information Technology (IT) products, and among them
Common Criteria for Information Technology (CC) [4] is
the most widely recognized and used security certification
scheme. The CC scheme certifies products that range from
software, firmware to hardware. A quick survey of CC
certified products reveals that though there are more than
1500 products certified in various categories of products,
such as Operating systems, Databases etc., however there
are no services that are certified by the CC scheme [3].
This can be a direct consequence of a lack of interest from
service providers to gain (and from consumers to demand)
CC certification for services. The major reasons include: a)
CC certification is an expensive process [10] and may not
justify the Return on Investment (ROI) for service based
solutions; b) CC certification is a lengthy process often
taking upto 8-12 months to pass the evaluation [10] - a
major limitation in service environments where services are
constantly updated; ¢) CC scheme is tailored for traditional
software provisioning models and does not cope well with
service environment.

In this paper we present the issues that arise while
adapting the CC scheme to service environments and pro-
vide possible directions through which those issues can be
resolved. In the next Section, we will describe a service
scenario, which will be used in the following to illustrate
the challenges of certification for services. Section III will
discuss the major challenges, and Section IV describes
possible directions to address them.

II. SCENARIO

Let us consider the example of a popular cloud storage
service Dropbox. The security policy of Dropbox service [5]
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Figure 1. Dropbox Overview

discloses that it uses another cloud storage service, Amazon
S3, to store its consumers’ data. However, Dropbox ensures
that it uses strong encryption mechanisms to secure its
consumers’ data before storing on the Amazon S3 service.
This ensures that consumers’ data is kept confidential despite
the data being stored externally.

Dropbox also exposes an API to third party applications
that, with due prior authorization from the consumers, per-
mits access to the consumer data on their Dropbox account.
An example of such service can be an image processing
service that accesses the consumer’s photos stored in their
Dropbox account and process those images (such as resizing,
applying filters, and so on) and store them again in the
Dropbox account of the consumer as shown in Figure 1.
Such applications can be extensively found in the mobile
domain (Google Play, Apple AppStore). These examples
illustrate the ease of creating a chain of compositions in a
SOA environment and certification of such services through
the CC scheme needs to provide consumers with security
assurance that allays their concerns stemming from the lack
of control over the service and its operational environment.

III. CHALLENGES

The CC scheme, in its present form, does not cope well
with service environments and hence cannot be used to
gain the necessary security assurance to consumers. There
are two main reasons: First, in the CC evaluation process,
only the chosen “deployable” configurations are evaluated
and certified while making assumptions on the operational
environment for the secure operation of the product. From
CC evaluation perspective, these assumptions are always
considered fulfilled, and the consumer is delegated the re-
sponsibility of operating the product in an environment that
satisfies these assumptions. In fact, such strong assumptions
on the operational environment are not viable in a service
landscape as, very often, neither the service provider nor the

consumer have any control over the operational environment.
Moreover, certifying “deployable” configurations of a ser-
vice does not provide much value to consumers, as they need
assurance on the “deployed” service. Second, CC scheme
is a system wide certification and is not devised to certify
modular systems. Though the CC scheme proposes the usage
of Composed Assurance Packages (CAP) to gain assurance
over composed systems it does not provide high levels of
assurance [9], and, as a matter of fact, these packages are
not used. In the following subsections, we discuss in detail
the issues that arise from these two key aspects.

A. Assurance of Deployed Systems

In Common Criteria certification the Target of Evaluation
(TOE), which describes the parts of the product that are
subject to evaluation, delegates responsibility to the Opera-
tional Environment (OF), which is the environment in which
the TOE operates, for its secure operation. Typical examples
can be Application Server or Database products that require
the Operating System, which is part of the OE, to provide
user role management. In traditional software provisioning
models, these objectives for the OF serve as a guidance
for the consumers to configure their OF to ensure the TOE
operates securely. This is possible only when consumers
have control over the OF which is the case in the traditional
software provisioning models.

Howeyver, in service environments consumers do not have
neither any control over the service (TOE) and its execution
environment (OF) nor transparency regarding the service
architecture. In such scenarios, certifying “deployable” con-
figurations does not provide any meaningful assurance to
service consumers. Only certifying the “deployed” services
can provide the required assurance to consumers. Certifi-
cation of a deployed service can be done similarly to the
certification of a (set of) “deployable” configuration(s) of the
service. But the service landscape is dynamic and neither
the service consumer nor the certification authorities have
control over the service and its operational environment.
Thus, even when a service is certified, consumers cannot be
certain that the service that is being consumed is operating in
the certified configuration. The reason for this is due to the
static certification lifecycle of the CC scheme, where once a
product passes the evaluation and is certified, the role of the
CC authorities end and the onus is on the consumer to ensure
that the product he procures is the same as the one that is
certified. The CC scheme’s “ Assurance Continuity” [2]
allows incremental versions of a product to be certified by
evaluating only the changes made to the products. However,
this does not reflect any proactive role of the certification
authorities, it merely provides software providers to reduce
the time and expense to get newer versions of their certified
products evaluated. Clearly, this static certification lifecycle
does not scale to dynamic service environments.



B. Assurance of composed services

A key feature of SOA is the ease through which services
can be composed to form complex, composed application as
shown in the scenario presented in Section II. Indeed, inter-
operability of services is a major reason for the widespread
adoption of service based solutions. Composition of services
can happen at design time or at runtime and in both the
scenarios, if we assume the participating services are CC
certified, it is not trivial, (in the case of runtime compositions
practically impossible) to gain the assurance of the overall
composition. One reason being that composition was never
an inherently addressed issue within the CC scheme, as it
was designed to be a system wide certification. Another
reason being the natural language representation of security
certificates from the CC certification process.The CC scheme
requires product vendors to disclose certain information
regarding the system being certified, the security features
implemented in the product, the assets being protected, the
threats and so on, in a document called as the Security Target
(CC-ST). This document is seen as the descriptive part of the
CC certification. The CC scheme only prescribes the content
that must be captured in the CC-ST document, but does not
prescribe any rules or structure for the representation of this
content. The only standardized elements in the CC-ST doc-
ument are the Security Functional Requirements (SFR) that
the vendor claims the product meets and Security Assurance
Requirements (SARS) that describes the rigour of evaluation
of the product. These SFRs and SARs are prescribed in the
CC standard, but in the context of the CC-ST they cannot
provide complete information regarding the security of a
product. This is a major limitation in performing any sort
of automated reasoning on the security certificates, which is
an essential step in facilitating certification composition to
assess the overall assurance of a composed service.

IV. POSSIBLE SOLUTIONS

In this section, we present possible solutions through
which some of the challenges mentioned before can be
addressed. In particular we present some of the work we
have done in order to address these challenges.

A. Assurance of Deployed Systems

Since current security certification schemes are unable
to provide assurance of deployed systems, we propose
several extensions to the existing state of the art. These
extensions primarily change the scope of the evaluation and
consequently the scope of the certification as well.

The CC scheme should allow for certification of deployed
and running systems and keeping into account the dynamic
landscape of services. This would require the scheme to
evolve from a purely static certification lifecyle to a dy-
namic certification lifecycle. A dynamic certification lifecy-
cle requires a more active role played by the certification
authorities, which currently stops after issuing a certificate.

Its role should be extended to involve “monitoring” of the
deployed service by the certification authorities. In the CC
scheme there are no such mechanisms prescribed, as the
product operation falls under the purview of the consumer.

Hence we propose a Dynamic Certification Lifecycle
for CC certified services, that enlarges the role of the
certification authorities to include * service monitoring” once
they are certified. Such monitoring mechanisms ensure that
the service and its underlying OF have not changed from the
certified configuration and, when any changes are detected
by these monitors the certification authorities can flag the
corresponding security certificates of those services. These
service monitors must use the contents in the certificate to
choose the aspects of a service (or its execution environment)
to monitor. A key aspect that impacts the nature and scope
of such monitors are the trust relations that exist between
the different entities involved (i.e. certification authorities,
service providers etc.,) [1].

In addition, the dynamic nature of service landscape
poses a challenge to the current evaluation methodologies
used by the certification authorities. Currently, evaluation
is performed at a point in time, and does not suffice in
service environments where the evaluation of certain aspects
of the service can only be verified at runtime. For example,
when considering a security feature such as available of
data, static evaluation alone cannot provide the required
assurance. In fact at runtime, there might be several factors
that can affect this property. Another example is the Dropbox
service, presented before, which uses Amazon S3 service to
store data - but consumers might have a preference that their
data must not be stored outside the EU region, and such
properties can only be verfied at runtime and not statically.

Accordingly, the certification processes should extend
to encompass dynamic evaluation of these aspects of ser-
vices [12]. A key challenge to overcome, is the identification
of aspects that could be verified statically from the ones
that should be verified dynamically, as well as to determine
the relevant information that should be captured in the
certificates to perform this dynamic evaluation. For example,
in addition to the information regarding the results of the
static evaluation performed on the service, the security
certificates could be enriched with information to enable the
execution of test-suites at runtime.

B. Assurance of Composed Services

The CC certification should address the issue of certifying
composed services. A key step forward in this direction
is to move towards a digital representation of the security
certificate, which is the result of the CC certification process,
from the current natural language representation.

We recently proposed the concept of Digital Security
Certificate [7], that provides a structured representation of
the contents in the CC-ST. This structured representation
of the security certificate is realized by a language [8] that



is used to produce machine readable security certificate
artefacts that are encapsulated as SAML assertions. The
resulting artefact which we refer as ASSERT allows the
usage of the security certificate of services in typical SOA
scenarios such as service discovery, service selection, service
composition to name a few.

This structured representation takes into account the com-
posability of services and so it is designed in a manner
that facilitates the composition of certificates by representing
the various elements in the certificate in a fine grained
manner and providing explicit links between them. This is
in stark contrast to the CC-ST where the assets, threats and
various other elements that are described, have implicit links
only. This may be sufficient for documents that are aimed
for human consumption, but not suitable for automated
processing of the security certificate.

The key elements in the ASSERT artefact that are rele-
vant for the CC scheme are: Service Description, Security
Property Specification, User Defined Extensions. These three
elements are used to provide consumers with information
about the security aspects of the service at varying levels of
abstraction. The Service Description (SD) element provides
information about the service and its underlying architecture,
there by mitigating the concerns of consumers on the lack of
transparency of services. The Security Property Description
(SPS) provides details about the security properties of the
service at varying levels of abstraction while the User De-
fined Extensions (UDE) can be used by certification authori-
ties or service providers to provide additional information to
consumers. In a CC-ST, the Target of Evaluation(TOE) iden-
tifies the system that is being certified and the boundaries
of the evaluation are indicated in an natural language. But
for a machine readable certificate there should be a clear
distinction between the system that is being certified and
the aspects of the system that are subject to evaluation. And
it is not enough to describe just the system that is being
evaluated as it is of utmost importance in service based
systems, due to the fact that services can be easily composed
of external services and should be a part of the service
description where as these external services wont be subject
to evaluation. In addition, the TOE in the CC-ST contains the
system architecture, the different components that compose
the system among other information such as configuration in
which the system is evaluated, the underlying IT architecture
etc., and this is represented in natural language accompanied
by architecture diagrams. This is another aspect that needed
to be considered for a machine processable TOE description.
So in order to address these two issues, we introduced
an element called Target of Certification (TOC), which is
composed of TOC Components and a Deployment and Im-
plementation Model that explains how these components are
composed. Another key element of any security certification
scheme is identification and description of assets that need
to be secured. In CC-ST, the assets are described in natural

language and no identifiers are provided for these assets
and hence an explicit link cannot be provided between the
security properties and the assets that they secure. In the
ASSERT language, we adopt a asset-centric approach and
the assets are clearly identified and described in the SD and
referred in the SPS. Each TOC Component contains a set
of assets that need to be secured along with a component
model describing the internals dynamics of the component
at a certain level of abstraction as deemed sufficient by the
certification authority, given that service providers might not
want to disclose proprietary information. Also some aspects
of the component have no relevance on the security property
that is certified and hence such aspects can be abstracted
away from the component model. The TOE is part of the
TOC, referring to a subset of the TOC components that will
be subject to evaluation.

While the ASSERT language prescribes the structure on
the representation, the actual content of the certificates
should come from an ontology that is prescribed by the CC
scheme. The language facilitates such integration with ex-
ternal ontologies, keeping into account that the certification
criteria evolves over time as well as to accommodate any
variations between the different country specific variations
of the CC schemes (i.e., US, UK etc.,) which is the case for
products certified at higher levels of assurance.

These machine processable certificates facilitate advanced
and automated reasoning, thus providing more concrete
assurance to consumers. For example, if we consider the
scenario presented before in Section II, where the Dropbox
service uses the Amazon S3 service, it delegates some
responsibility to Amazon such as redundant data storage
for availability of the data. However, currently Dropbox’s
security policy only points to the security policy of Ama-
zon S3, but it still requires human inspection to verify.
Potentially, having available the ASSERTs of Dropbox and
Amazon S3, the consumer could verify whether the security
features delegated to Amazon S3 by Dropbox (such as
redundant data storage for availability of data) are actually
met by Amazon S3’s security certificate. This would require
additional tool support, but given that the ASSERTs are
machine processable such verifications can be performed
with relative ease.

V. CONCLUSION AND FUTURE WORK

In this paper we discussed several important issues that
prevent the application of CC certification to the SOA
domain. We argued that the CC scheme needs to adapt to the
new software provisioning models where security assurance
needs to be provided in a modular manner that scales to
the dynamic nature of service landscape. We discussed key
challenges that need to be addressed, in particular providing
assurance for deployed systems and composed services as
opposed to the current practice of providing assurance to
deployable and standalone systems. We present possible



solutions through which these issues can be addressed by
proposing a Dynamic certification lifecycle as well as a
Dynamic evaluation process. We present a concept of Digital
security certificate, which allows automated reasoning to
be performed on them to gain assurance over composed
services.
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