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The Role of Phone Numbers in Understanding Cyber-Crime
Schemes

Andrei Costin, Jelena Isacenkova, Marco Balduzzi, Aerekrancillon, Davide
Balzarotti

Abstract

Internet and telephones are part of everyone’s moderrlifortunately,
also several criminal activities rely on these technolsdgereach their vic-
tims. While the use and importance of the network has begellastudied,
previous work overlooked the role that phone numbers canipta under-
standing online threats.

In this work we aim at determining if leveraging phone nunstcemaly-
sis can improve our understanding of the underground marifleigal com-
puter activities, or cyber-crime in general. This knowledmpuld then be
adopted by several defensive mechanisms, including b&sldr advanced
spam heuristics. In our study we collected phone numbens Yiarious pub-
lic or private sources and we designed a framework for minamalyzing,
enriching and, finally, correlating phone numbers to malisiactivities.

Our results show that, in scam activities, phones numbensireoften
more stable over time than email addresses. Finally, usoapination of
graph analysis and geographical HLR lookup, we were abléaatify recur-
rent cyber-criminal business models and to link togethamscommunities
that spread over different countries.
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1 Introduction

In the current digital economy, cybercrime is ubiquitousl &as become a
major security issue. Every year, new attack avenues ariodsssmodels arisg [119,
[26]. Criminals use different techniques to trap victimoirarious schemes and
to achieve their, usually financial, goals. The used compatitin mechanism
depends on the abuse scheme, but criminals need to have affor@raction with
their victims; for example a web page (phishing, sellingrtetfeit goods), an IM
contact or a phone number (scams).

In many fraud schemes phone numbers play an important raleexample,
criminals have been analyzed by authorities based on themgnumbers on pub-
lic or underground forum$]9]. In other online fraud casié® dne-click fraud([15],
usage of a phone number can make the fraud appear more kgittma victim.
Finally, scammers will often use the phone to defraud vist[B€].

While the role of other features in illegal online activitibas been extensively
studied [29] [38] [28] [18] [16], the role of phone numbersnans relatively un-
covered. The existing work is limited to the study of spamr&#®!S, or to phone
number abuses through premium services [35] [34] [25]. Hewnea recent study
of fraud activity in Japari [15] demonstrates that phone remnplay an important
role in online fraud and can be used as a way to link and ideatiminals. While
there are several indications of criminals using phone rermfor their malicious
activities [9], we still lack a global understanding to ccanpthe usage and the role
of the phone numbers in different criminal schemes.

In this context, our research has three main objectivest, kitfe want to eval-
uate the reliability of leveraging an automated phone nusapalysis to improve
our understanding of the underground markets, illegal edermctivities and cy-
bercriminals in general. Second, by looking at the analydatd, we try to find
various patterns associated to recurrent criminal busimexdels. Finally, we cor-
relate the extracted information and enrich them with a gggaigical HLR lookup
process to automatically identify the communities respmedor Nigerian scam
campaigns.

Along these three directions, we can summarize our mainngsdand contri-
butions as follows:

e We present an approach, its limitations, and possible ivgments for ex-
tracting phone numbers from unstructured text input.

e We study the use of phone numbers across multiple malicioliseoactivi-
ties, with a particular focus on scam attacks. We found thakewthere are
many overlapping numbexsgithin each category, we discovered no correla-
tion betweerdatasets.

e We show that phone numbers are a good way to detect comnsmiitieam-
mers and to find links between scam campaigns.



e To the best of our knowledge, we are the first to propose andHl$e
lookups to verify our findings, and to study the use of phonesr dime
of different and distributed criminal groups.

The rest of the paper is organized as follows: we start byeptésy our frame-
work and data processing methodologies in Setfion 2; sulkség we present our
general results along with data analysis and present kefjaih Sectiof13; Sec-
tion[4 continues on the key findings and presents intereftingl business models
discovered during the experiments; subsequently in Se&iwoe analyze crimi-
nals behind the fraud business models; we then continuessepting in Sectidn 6
our analysis of mobile phones used in scam frauds; finallydiseuss similar and
related works in Sectidd 7; we conclude with Secfibn 8.

2 Architecture and Data Collection

In this section we describe the datasets we used in our stndywe introduce
our data collection, filtering, and analysis methodologynglwith the challenges
we faced and the approaches to solve them.

2.1 Datasets

Our focus was to obtain data from several sources relatdtkgi online ac-
tivities, which contains phone numbers. we selected malatg from scam mes-
sages, spam messages, DNS whois registrations and Andabichre. We selected
those data sources because they are very likely to contaimeptiumbers, are con-
nected to cyber-crimes or fraud schemes, and we were ablet i@cgess to such
data sources.

2.1.1 Scam dataset (SCAM)

The SCAM dataset consists of data from user reports. Thereemeralser
reports aggregatorshat cover a wide range of fraudulent activities. This infar
tion is usually reported in dedicated forums, blogs, aneiotmnline media sites.
We selected the community-supported dif®scam.org because it has a large
dataset of well formatted scam reports. This data was d¢etieenanually filtered,
and pre-processed from January 2009 to August 2012. Additimformation
about the scam emails is also provided, including the cayetite message head-
ers and, for 16% of them, the corresponding original emaiybo

2.1.2 Spam datasets (SPAM)

Our SPAM dataset included data from two different sourcdse flrst part of
it included generic spam messages that an average publicenagr receives on
a constant basis. The corpus consisted of around 40 thausaessages collected
over the period of roughly 5 years by a low traffic mail server.
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The second part of the SPAM dataset included over 260 thdssspam mes-
sages collected by a commercial anti-spam filter deployednamber of medium
size enterprises in a period of six months.

2.1.3 Android malware datasets (Android ML)

Most of the phone numbers in the malware dataset were exttdimm An-
droid malware by mostly manual reverse engineering. Twassds were provided
by well known anti-virus companies. The first Android datasensists of 5,739
phone numbers extracted by reverse engineering mobile analmainly found in
China. The second one is made of approximately 400 manustitgcted phone
numbers.

Unfortunately, we faced two major problems with these ddtawhich made
them unusable in our experiments. First, despite the mamnaysis, the dataset
contains a considerable amount of noise (false positiviesdnced by the extrac-
tion tools). Most importantly, most of the phone numbershiis tategory turned
out to be short numbers used for premium SMS frauds. Shorbatsrare a com-
modity provided to users, in general those numbers arelatadsto a long number
by the mobile operator. However, this translation is notliguli is country specific
and sometimes operator specific. Therefore, short numladysasm and tracking is
not trivial, and hence it is left as future work.

2.1.4 DNS datasets (DNS)

When a new domain name is registered, some details needsptovded by
the registrant, e.g., contact name, address, email adared®hone number. Such
details are stored and can later be retrieved by performiigeis database lookup.
We decided to collect the phone numbers provided during doregistration that
are known to be used for malicious activities. To do so we usedsources of
malicious domains. The first is a public list of malicious dons that are flagged
by the Exposure [13] malicious domain detection service.iWwided around 70
thousands domains.

Another list of malicious domains was provided by an antitssicompany that
consisted of 1,136 domains. The latter were used to hostite@shbdistributing
FakeAVs, ransomwares, and other types of malware.

2.2 Phone number extraction and processing framework

Because of the variety of the data sources we used, it quiddgme clear that
we had to manage data in a flexible and extensible framewagkiréf1 describes
the framework we built for data extraction, filtering andienment. The overall
architecture includes several tasks that can be preforntegendently and in par-
allel. Our framework is easily extensible, both to inclugevdatasets and to add
additional data filtering or enrichment modules.
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Figure 1: Overall processing architecture

As it is described in Figurig] 1, the framework relies on threemecomponents:
the data sources, the data processing, and the data an&typerticular, the data
processing phase includes phone number matching, ewrtnaetnd normalization.
Matching and extraction is performed by using Google’s juiiirary for parsing
phone numberdibphonenumbef2]). Then, normalization transforms the number
in a standard, international, format.

Afterwards, we derive the service type (e.g., mobile, ldand,Ipremium) of a
phone number using two different databases (so called “etimdp plans”). The
first one is a free and open source XML-based database intindéphonenum-
berwhich derives the service type during the extraction andiadization process.
The second one, is a commercial database [4] that providedea woverage. We
use both sources to cross-check the results and find poétdistaepancies.

2.3 Matching, normalization and filtering

One of the main challenges when trying to automatically gece and extract
phone numbers comes from many different representatia@isatie used to write
them in a textual form. For example, they can include intéonal codes ('+' and
'00’), only local codes, or only digits. They can be groupgd2bor 3 or 4 digits,
and separated by spaces, ', -’ or other characters. litiaddo this, source data
often includes strings of digits that can be misinterpretegphone numbers, e.g.,
ID numbers, IP addresses.

A number without its international prefix may potentiallyrespond to many
different numbers in different countries. Therefore, anmalization algorithm
transforms an extracted number into a non ambiguous fulyified E.164 num-
ber. When adding a country code to a candidate phone numhambering plan
can be used to check if the resulting number is a valid numberwob (e.g., the
range is allocated and it has the correct number of digitejotiunately, repeating
this step with too many possible country codes would leaddoynalse positives.



Therefore, our goal is twofold: in the case of multiple nolizesd phone num-
bers we want to distinguish which one (country code wisehésrhost probable
match; in the case of noise, determine that the phone matdibgiyonenumber
library is a false-positive and is not a phone number.

Though a simple normalization and filtering step is prefatrog thelibpho-
nenumbefibrary, we try to improve the accuracy litfphonenumbenormalization
by using additional processing steps to distinguish thettilady country codes
and/or false-positives. We introduce several heuristlosvang to identify the most
confident normalized numbers for a given non-normalizedbmemand to create a
weighted list of the most promising country codes.

2.3.1 Language heuristic

The language used in the surrounding text from which a phoneber is ex-
tracted is good indication of the geographic areas in whielmumber is supposed
to be used. This is especially true for SCAM numbers, in witliehsender expects
the victim to call that number without ambiguity.

For example, for a message written in Russian, that incladpeone num-
ber without a full international prefix, we try to normalizg besting few target
countries where the Russian language is widely spoke,Rugsia '+7’, Ukraine
'+380’, Belarus '+375’, Moldova '+373".

Based on this observation, we adopted an automatic langietgetion tech-
nique (provided by thguess-languag@/] python module) to infer the language
and thus derive likely phone country codes to improve thenadization accuracy.
For this we maintain a dictionary that associates langusm@somising country
codes.

2.3.2 Keywords dictionary match heuristic

The immediate context of a phone number can also be verylusafatect the
presence of a phone number. Such context may include abboms or words to
indicate a phone number is following (e.ghone, mobile, tel, fax, mobile, call,
contact, line, dial, direct, ext combined with punctuation marks (e.g., ., ’’",).

Based on this observation, we use the local text context &.80-byte prefix
and suffix) of any sequence of digits detected as a possildeegphumber. Match-
ing this context to known dictionary words or abbreviatidredps to improve the
confidence level of detected numbers. We also maintain imdéaty of such words
patterns.

2.3.3 Format pattern match heuristic

Depending on the locales, phone numbers take different fotmarefore, when
written in local formats, a phone number in France can apped4.73.33.49.30’,
while a local format phone number in the U.S. can appear 83)(851-4544’.
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Figure 2: Format patterns of the original phone data. '(xisxysed to represent a
country prefix.

Table 1: General phone numbers table

| Extraction phase | Normalization phase |
Data source Total Unique (unique International Need After  Total numbers nomarlize@€ountries
extracted from total format normalization normalization (normalized from extied)
Android ML 428 388 (91%) 33 355 95 127 (33% 19
DNS 76,836 4,649 (6% 4,003 646 161 4,060 (87%) 92
SPAM 52,231 8,677 (17% 64 8,613 897 945 (11% 51
SCAM 128,291 67,242 (52% 67,242 0 0 67,242 (100%) 15
Total | 257,786 80,956 71,342 9,614 1,153 72,374 107

We therefore designed specific pattern matching rules oméltected digits
of possible phone numbers, in order to increase our confedand improve our
normalization in “guessing” the proper international prefie also maintain a
dictionary of such rules for the most common country codévdgon.

2.3.4 Confidence level

To deal with the variety of our datasets and our detectiorristis, we in-
troduced aconfidence levahdex. It is a composite, weight-oriented, metric that
indicates the chances that a given extracted and normailfmate number is indeed
a real phone number.

For a given sequence of digits we increase the confidenca fodeach sub-
modules phonenumber, language heuristic, dictionary heuristattgrns heuris-
tic) that confirms the detected sequence. We then lower the ectcding to the
number of normalized numbers resulting from the initialsatce of digits. For
example, if the normalization process returns only one iciatel this increase our
confidence level, while if the process returns several dopémpossible numbers
we lower their confidence index to reflect the higher prolighbdf these numbers
to be false positives.

The confidence level algorithm outputs a value betwe€nand 1.0, where
1.0 is 100% match. In most of the casesl@0% match corresponds to matching
a phone number that was already including the internatiprefixes and country
codes (like for example '+1 695 123456’).



2.4 Assessment of results validity

As discussed in the previous section, there is a trade-boffden the amount of
extracted numbers and the accuracy of the results. Evengbyiag the heuristics
discussed above, the normalization phase often leads évadgossible numbers
for each candidate entry. With the exception of the correet @ssuming that it is
found by our method), all the other are false positives.

This introduce some uncertainty in the resulting dataSetsnitigate this prob-
lem, for the rest of the study we discard all numbers with didence value below
0.6. Table[1 shows the impact of this filtering step on the diffiéatasets. The
columninternational Formatcontains the numbers we extracted in their full form
(e.g. '+1 (805) 403 8813"), while thkikely Numbercolumn reports those num-
bers that, given the context in which they appeared, theg werst likely phone
numbers, but for which a normalization step was required.

The SCAM data is obviously the most reliable source, sinceas already
manually preprocessed by the users/community. The DNSelataof a medium
quality. In fact, the data is well structured and relativehsy to parse in an au-
tomated fashion. Unfortunately, both in the Android and BPdatasets most of
the numbers do not reach the required threshold, indicdkiagthere is a lot of
noise in the input data. The problem with the Android datéséhat it includes
many short numbers (49% out of total 388 uniquely extractechfAndroid ML)
for which our approach is not able to compute the normalizedber. The SPAM
dataset is even more noisy, mainly because of random-Igaidntent inserted into
the messages to make spam detection more challenging.

Our framework was able to extract a candidate phone numb&r%h of the
emails. This is consistent to the 15% that was measured thalRat al. [33].
However, most of the candidates turned out to be false pesitin fact, when the
extracted sequences were then fed into the normalizatimeeps, the confidence-
based filtering discarded most of them, thus reducing th&lirset to only 945
phone numbers. Even worse, by performing a manual checleaxtracted data,
we were able to confirm only 106 as authentic phone numberssertinderline
the fact that the process of automatically extracting phamabers (beyond the
one already present in an international format) from fre¢ i® hard and error
prone.

Finally, Figure2 presents the three most common prefix foohphone num-
bers for each data source. As we notice from the table, tisestesctured data is
found in the SPAM and Android datasets, which confirms ouririgsl from the
filtering process.

2.5 HLR lookups

Home Location Registers (HLR) are databases maintainedoijieroperators
containing information about the current status of a phomealer (e.g., IMSI,
roaming status, and roaming operator). This can be veryuugaf our study,



because they allow to know if a mobile phone number is stilivacand if it is
roaming to a foreign country. However, HLRs are only acd#ssirom within
the SS7 telecommunication network, and therefore we haelyoon a third party
commercial service [8] to query this information.

A detailed description of how HLR lookups are performed carfidund in [3].
The basic idea is to contact the homing operator of a phonebaupretending
to be interested in initiating either an SMS or a voice caly(eby sending a
MAPSENDROUTINGINFORMATIONmMessage). At this point, the homing oper-
ator of the subscriber number checks the status of the mobitgber and returns
the details.

By periodically doing a query for a given number, we can gsight on the
evolution of a number status. Such status can be used to dnawiusions about
activities related to a mobile phone number. We use thisiigale in Sectiof]6.

3 Data Analysis

In this section we analyze the phone numbers we extracteu dug datasets,
we report some general statistics, and we study the caoelahd reuse of phone
numbers both between and within datasets.

3.1 General statistics

As we explained in the previous section, our original ddtasesists of four
different sources covering phone numbers used in androidana (Android ML),
malicious and phishing DNS registrations (DNS), spam ngess{SPAM), and
scam (SCAM).

A first interesting finding is that in certain datasets thequeinumbers are a
small percentage of the total. For example, we observedteat96% of the mali-
cious domains are registered with overlapping phone nusnidéris shows a strong
correlation withing single datasets, and it seems to suglgatsa blacklist of phone
numbers could be a potentially useful feature to identifypstious domain regis-
trations. However, it is important to be careful before drayany conclusions.
For example, by manually reviewing the phone numbers remeatore often in
the DNS dataset, we found that the majority of them belonggamizations and
law enforcement agencies (CERTS, FBI, Microsoft, ...) thate actively trying
to take down large botnets. Other numbers belong to anoyioizservices used
to hide the real information of the person registering thendim. However, by
removing them from the list, the majority of the domains &ik registered with
overlapping numbers.

The next step consisted in acquiring the information abloeittype of service.
Figure[3 shows the repartition for each dataset, includinglidate numbers to
more precisely represent the global picture. The graphlgldamonstrates a dif-
ferent dominant service in each source. For example, in tN& Bet we notice
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that fixed lines are used more often in domain name registrgtiwhile most of
Android ML samples are mobile numbers, and scammers (SCA#restly in-
terested in premium numbers.

Regarding the use of premium numbers, Fidure 4 breaks das/odtegory in
different types. Again, we can see how different maliciociévéies often rely on
different services. The vast majority (over 90%) of scanshpremium numbers
arepersonal numbeservices (ref Sectidd 4), while the totality of the ones ugsed
mobile malware belong to the more traditiorsplecial servicesategory.

Finally, looking at countries, we can see that the majorftthe DNS phone
numbers are located in the US (59%), most of the phone numbehsidroid
dataset are either in China (33%) or in Hungary (20%), whitsiof the SCAM
ones are in UK (54%) or Nigeria (21%). These results seemréiroco that differ-
ent type of malicious activities are usually carried out bgarate groups.

3.2 Correlations between datasets

Our first aim was to find phone numbers that are shared witlffiereint groups
of criminals. For example, if a scammer registers a malgidamain for phish-
ing purposes, does she simply re-use her phone contacts negfstration form?
Unfortunately, in our collected datasets we were not abfentbany case like that.
This shows that such events, if they exist, are rare and ntayreelarger datasets
to be observed.

However, as reported in the general statistics, we obsevedapping inside
each category. In fact, scammers often reuse the same phangers across dif-
ferent campaigns, and criminals register several diftedlemains using the same



phone contact. The lack of links between the two categoriag aso be due to a
lack of overlapping between these groups.

4 Fraud business models

In this section we try to summarize some of the fraud busimesdels we
observed in our research. Such models were identified usfognation from var-
ious sources ( e.g., forums, and abused users complaintglaas the observa-
tions we made while analyzing our datasets. While some aithoisiness models
are known, many were lacking documentation or were not lwhekth empirical
evidence.

4.1 UK Personal Numbering Services

The number ranges 070/075/076 in the United Kingdom nationmbering
plan are associated wifPersonal Numberallocations[[10]. Such numbers usually
carry a special connection and/or a per-minute rate. Theersmany legitimate uses
of those numbers, such as information service or hospiiekli However, as we
mentioned in the previous section, those numbers are dfiesed by fraudsters as
part of scams or by deceiving a victim to call a number and lzeged an higher
cost than expected.

These type of numbers are also identifiedrdsrnational call forwarding ser-
viceon419scam.org resource, and have also been used for the study of frauds
models in[15].

Such numbers can be registered online on many telecom operabme of
which are only virtual operators. These premium rate sesv{(PRS) numbers are
often offered for free, since the price of each communicasdhen shared between
the registrant and the operator (often taking between 305884). In addition
to this, operators can then forward all incoming calls to atiyer international
phone number, thus providing a perfect anonymization serfgr scam or illegal
activities.

In our scam dataset, we have identified 34,424 unique numaieck belong to
the UK range o07x PRS numbers and were consistent with the allocation range
of UK operators([11],

Interestingly, certain operators are used more often thizer o register scam
numbers (the overall distribution is presented in FigureF)r example, we can
observe that top 4 operators (out of 88) provide more than &faud-related UK
PRS 07x numbers in our dataset. In particular, for one of freeator, fraud-related
numbers represent almost almost 5% of it's entire 07x ranged-for the next
three operators, fraud-related numbers representedctesie 1.79%, 0.59%, and
0.12% of their respective 07x ranges.

Our figures are only a rough estimation, and probably a lowent, of the real
values. The percentages are in fact computed against tieatlaicated numbers
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Figure 5: UK 07x fraud-share and fraud-vs-range allocatéiio.

for the operator, while in practice all the numbers may notbeently in use.
Second, our data-set is limited and those percentagessed baly on the numbers
collected in our database.

The fact that four operators cover 90% of the fraud is surgyis Therefore,
we manually compared the offers of ten operators from theofi88. These 10
operators include the top 4 mentioned, and the other 6 wadoraly chosen for
the operators which had a web-site and which provided tr@nmdtion on their
service setups. The contacts and web-sites of operatongudiesn from|[[6].

What we noticed is that operators more often associatecato scimbers nor-
mally provides three important things: 1) an online registn and configuration
service, with available APIs to script and automate the gger2) a cheap or free
international call forwarding; and 3) a cash back programpap the registrant for
each incoming call.

4.2 Other Premium Phone Numbers

Figure[4 shows several other premium phone number catsgbsaside the one
already explained in the previous section. In particula,olvserved the following
three cases:

e National Short Premium
Those numbers can provide high profit but they are generadiserdifficult
to set up. However, third parties businesses provide sueites as simple
point-and-click interfaces and also provide quick operal set-up which
can be easily changed at the end of the month. These numlgeusaally
found in the mobile malware dataset.
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Figure 6: Scam email category preferences by phone numbetrgacodes

e National Premium
Such numbers can provide moderate to high profit, with maeecano op-
erational costs, and quick set-up. These are found in allintlatasets.

e International Premium
Those numbers are quite complex to set-up, and have hightop®al costs.
Moreover, they are blocked by some of the operators. Foetressons, we
only observed few of these numbers in the mobile malwaresdata

5 Criminals Behind the Phone

In this section, we used the SCAM dataset to evaluate thefy®oe numbers
to identify criminals, study their behavior, and unfold thieucture and the size
of their networks. Since scammers are known to provide reahe numbers, at
which they pretend to be reached by their victims, this ddtadess polluted with
fake or spoofed numbers, by making our results and coneigsimore reliable.

The SCAM dataset covers the period from January 2009 to A&i® (with
the exception of August 2011, which is missing from our dettd€]). For 16%
of the phone numbers, we have information on the emails tlea¢ wsed to per-
petrate the scam. These emails are classified into categtiiee of which cover
over 90% of the data: general scam (62%), fake lottery (2584) reext of kin
(inheritance) (8%).

A first look at the relation between phone numbers and scaegcaés shows
that this threat has a strong geographical component. #stibwn in Figurgl6, cer-
tain types of scams rely prevalently on African numbers ke partner, orphan
scams, while others likiake lottery, dying merchant, next of kine almost always
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perpetrated by hiding behind a UK premidorward number The first question
we try to answer is the relationship between phone numbetearail addresses
that are used by scammers as their main point of contact.

5.1 Scam communities

We start our analysis by building a graph where the nodessept either
a phone number or an email address that is used as point aiotanta scam
message. The edges connecting the two types of nodes mdit the owner
of the address used that phone number in one of his scam emh#sgraph has
34,740 nodes and 27,409 edges where 66% of nodes are entedd%rare phone
numbers. We remove the smallest subgraphs that are lesseapative by filtering
out the ones smaller than 20 nodes. This leaves us with 3,684sn(10.6%) and
4,360 edges (16%), which consist of 699 nodes as phone narabéi2,982 nodes
as email addresses. Globally, we identify 102 communities % subgraphs.

The graph, a portion of which is shown in Figlde 7, shows mangresting
relationships: Apparently scammers reuse the same endriésal with different
phones, and the same phone number in multiple scam messagembination
with different email addresses.

In particular, we observe that 37% of the phone numbers veerged by more
than one scammer. Most of the largest nodes are white (phaméers) and sur-
rounded by several small black nodes (email addresses3.stiggests that phone
numbers play an important role in the activities of scammdiise set of phone
numbers used by scammers in their campaigns is less divargegaced to the email
addresses. In fact, email addresses are easily blacklstddaccounts blocked
when their connection with criminal activities is discozer Also, while email ad-
dresses are free, phone numbers are not. This forces thensrarto continually
register fresh emails for new scam campaigns. But our aisady®ws that scam
phone numbers are most stable and tend to be reused over time.

By looking at the smallest subgraphs, we notice that mostemt contain
phone numbers registered in a single country (76%), or atopeombined with
UK premium numbers (10%), mostly from UK, Benin or Nigeriahig indicates
that most of the scammers work alone, or in small groups déocat a particu-
lar country. Figuré]9 shows a real example of how scammerd fosg Spanish
mobile phone numbers in the same campaign. All the emailesdds are small
variations of the same person’s name, probably the victahttie scammers tried
to impersonate.

However, by looking at the largest communities we see thatesgroups are
geographically distributed over several countries. Fangxe, Figurd18 shows
how the eight largest communities are organized. They Bllar UK premium
numbers (for at least 29% of their phones) and on Nigeriamabpes; they also
own cellphone numbers in several European and African cesnt

13



Figure 7: Visual relationships between phone numbers énumitdes) and email
addresses (black nodes) that are used as point of contaCtAiMS3nessages. The
nodes’ size is proportional to the number of edges.

5.2 Reusing phone numbers

We further tackle the question of reused phone numbers frdiffieent angle.
By looking at our dataset, which contains information on whgese phone num-
bers have been used by the scammers (year and month), watandethat several
of them were reused through time for long periods.

Table[2 shows that 4% of the numbers that were in use 3 yearsragstill
active in 2012, while from Figure_10 we notice that, as thequepf time gets
longer, the amount of numbers being reused grows from 21%ofitimto 34% (3
months) and 48% over a year. In addition, a group of 307 phangers reappear
yearly through 2009 to 2012.
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Figure 8: TOP 8 largest SCAM communities. Ordered in sizefheft to right.

Table 2: Phones from 2009-2011 reused in 2012
Year Total numbers Reusedin 2012 %

2009 20,517 829 4%
2010 26,785 1,922 7%
2011 23,450 3,795 16%

5.3 Discussion

The relationship between phone numbers and email addresggests two
interesting findings. First, phones are more stable thanlerrad they are reused
for longer periods. Therefore, they are a better featureted this kind of threat.
Second, even though the majority of scammers seem to ogarateall groups,
some communities spread over multiple countries.

However, this analysis alone is not enough to draw complatelasions. For
instance, we are still unsure how common is to reuse phonebairan If 48%
of them are reused within 12 months, does it mean that theingmaones are
discarded or that they are simply not reported by the webdilereover, the fact
that phones registered in different countries are usednjuaction with the same
email address might be the consequence of individuals @ymuitiple SIM cards
(e.g. collected by traveling abroad). In the next sectioa,imtroduce a dynamic
phone analysis technique that we use to answer these qugestio

6 Live Analysis of Scam Numbers
To understand the organization and the dynamics behindctima sommuni-

ties identified in the previous sections, we performed pieiblLR lookups of the
mobile phone numbers extracted previously. With this erpent, we aim at un-
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Figure 9: Example of links between phone numbers and emdiktades

derstanding how often mobile numbers are used in other dear(i.e. roaming)
and over time.

As we already discussed previously, UK premium forward nerslare often
choose by scammers to redirect incoming calls and anonyfimizbcall destina-
tions. If we exclude this category, we are left with 32,16%ue numbers, 22,537
of which are mobile phones. However, old numbers may not bd asy longer
or being assigned to different customers. Therefore, wélyiinalected the 1,333
phone numbers that were collected in July and August 2012.

Table 3: Mobile phone network status query results on 2@

Status 2012/01-06 % 2012/07 %
On the network 3,122 73% 984 84%
Replied with error 416 10% 67 6%
Turned off 734 17% 127 11%
Roaming 6 0.14% 3 0.26%

We verified that this two months period is representativéhefgeneral picture
by performing a lookup on August 2nd and comparing the mohthuly with the
numbers reported between January and June. Table 3 shawtkehamount of
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Figure 10: Accumulated shares of reused cellphones of seasnower time

mobile phones that were either reachable, roaming, or duofféds comparable in
the two datasets, but more recently used numbers are mehgtikbe online at the
time of our query. This supports the fact that after a cergamount of time some
numbers might be either discarded or replaced. Interdgtingry few numbers
(only 9) were roaming in a foreign country.

A first consideration is that mobile phone numbers are ndynogderated by
criminals residing within the same country, and not usethfedroad.

That is, our first experiment consisted of doing HLR lookupsthe dataset
of 1,333 recent mobile numbers. We did queries every thrgs dad for a period
of two months. In order to appropriate choose this query awdve looked at
how often the network status of a phone number is updatedjeirage. A phone
number first gets registered on the network and the HLR isteddastantly. When
a phone gets turned off, the status is not updated, by defaulbnly when a call
is received.

By using one of our personal phone numbers we determinedethyg th a sta-

tus change (i.e. fromok to off ), as being 30 hours. Thus, a three days window

seemed to be appropriate enough for our analysis.

By looking at changes in the network status attribute, wécadtthat about

half of the numbers have a constask status. This shows that scammers use

phone numbers for long time periods by keeping tteeriine most of the time.
It also means that they rarely switch to new numbers. In fady 97 phones
showed to be unregistered from the network for a long tinegsabsent subscriber
The overall distribution of the phone availability on thetwerk is draw in
Figure[12. The average scammer keeps the phone up most afeieprobably
because is interested in being reached by his victims, atyd8nnumbers were
off more than 75% of the time.
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phones. The size of the node reflects the number of roaminggshio that country.

Finally, according to the roaming status attribute, onlyp6®nes were used in
a different country during our evaluation (i.e. roamingheTlexact roaming loca-
tions are summarized in Figurel11. The Figure clearly shevesdlusters — one
in Africa and one in Europe — with a small intersection of tve.t Nigeria is still
a key country of this type of business, with about 80% of themimg belonging
to it. This again supports our hypothesis that distributexigs exist and that they
operate in conjunction from multiple countries.

We then looked at mobile operators to evaluate if some of thexpreferred
over others. We analyzed the market shares of the major foumtges, which
contain more than 700 numbers related to scam activitiegedi, Benin, South
Africa and Senegal. Figufe113 shows the difference in thstion between the
market share of each operator (data from December 2009 tendimsr 2011) and
the “scam share” between criminals.

We can see that some operators seem ignored by scammer<({DeBouth
Africa, Teracel in Benin), while others are clearly favor@loBenin in Benin).
The reason behind this might be that they have less advaniageicing (e.g., for
international calls) or stricter registration policiesg(e strict ID checks). While
Figure[IB does not explain discrepancies between operatmiet share and fraud
share they could be used as an additional heuristic in a sesauntibn mechanism.
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Figure 12: Mobile phone numbers sorted by frequencglobtatus.

7 Related work

Cybercrime has become economically significant since atr@®94 [31], and
several research works have been conducted ever sinceisTeetd, Fallmann et
al. [21] proposed and deployed a stealthy monitoring systecapture and ana-
lyze trading information exchanged over underground t@echannels, in partic-
ular IRC and web forum marketplaces. Private forums, sucBpasndot.biz
are often used to conduct large-scale spam operations as-Stwmss et al. have
described in [[37] by taking over 16 C&C servers.

Similarly, Holz et al.[[24] monitored over a period of sevaonths a dropzone
used to collect keylogger-based stolen credentials. Tivesks investigated the
motivations and nature of these emerging underground ridakes.

Scam is another popular techniqgue employed by online calsito harvest
money from ingenuous victims. Stajano and Wilson, aftefyaag a variety of
scam technigues$ [36], raised the need of understanding &huactors” vulnera-
bilities and to take them into account in security enginegedperations. One of the
most popular scam operation, that goes under the naiNeyefian/419scam, has
been extensively studied and reported, for examplé_ih [bd][d3]. Coomerl[5]
has recently patented a technique to use phone numbers wuiagious emails
as either scam or spam. In comparison, our method takes ami@hppproach
and tries to correlate phone numbers to identify relatigogssbetween scammers
and evaluate the role of phones in criminal activities. Als@s unclear whether
the patent is actually implemented in any real product.

In another scam variant, the so called “one-click” fraue, ¥ictims click on a
link presented to them, only to be informed that they juséesd a binding contract
and are required to pay a registration fee for a service.3hChristin et al. made a
study on the entire business model behind these operatjoensatyzing over 2,000
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reported incidents and correlating them using differetribates such as whois
data, bank accounts, aptione numbersln particular, phone numbers have been
used to analyze and cluster the actors involved in the sampaign, in a similar
way as we performed in our study. Dod@el[17] covers otherrakwvarieties of
scams over phone numbers.

Phone numberare often used in email scams, @emium-ratenumbers are
in fraud operations against mobile users. Porter ef al. §22]yzed 56 iOS, An-
droid, and Symbian malware and showed that 52% of them serfsl BbEsages
to premium-rate numbers while two plapbone calls For exampleRedBrowser
(discovered February 2006) sends a stream of text messatigagpremium rate
of $5 each to phone numbem Russia (as Hypponen reported [in[25]). A more
extensive study has been contacted by Niemel [32] who aedlgifferent “tro-
janized” and fake mobile applications that call and send 88/% premium-rate
numbers belonging to Globalstar satellite or Antarcticarafors among others.

Another recent fraud that exploits telephone serviceshemurpose of finan-
cial rewards ivishing(voice phishing). Maggi[30] recently published an anaysi
on a real-world database of vishing attacks reported bymvicthrough a publicly-
available web application.Some papers have proposed nwtgies for detecting
and preventing voice-related fraud activities. Jiang ef2l] proposed a Markov
clustering-based method for detecting suspicious calilevnck et al. [[20] used
lightweight certification of applications to mitigate m&malware at install time.
Finally, Prakasam et al. [12] proposed a three step apprtathfirst identifies
emerging popular international terminating numbers, itentifies correlated for-
eign numbers which are contacted by the same group of mobdesuand then
correlates billing information to confirm the detectionuks.

8 Conclusions

In this paper, we have analyzed the rolepdfone numbersn cyber-crime
schemes. We collected a number of datasets and designetirégtex to mine
phone numbers from them. A first thing we noticed is that exing phone num-
bers from unstructured text is challenging and inaccurétte eurrent tools.

We then focused on analyzing the role of phone numbers in selated frauds.
We identified different groups, created strong links betwapparently unrelated
email addresses and also analyzed geographic distriboftikhie groups’ activities.
A key finding was that while a phone number appeared to be a weskc for
flagging spam messages, it proved to be a natinger identification mechanism
in scam when compared to email addresses. This may allowtter alyze
scammers operations and for example help investigatios®psuch scams.

In addition to this, we discussed common business modelsdfauring our
experiments. Our results show that in certain cases nunaber$ew telecom op-
erators are used to deliver majority of the phone numberd inseaud campaigns.
This also shows that some operators are preferred by frensdst
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We conclude that phone numbers appear to be a promisingcriresihandful
of scenarios, ranging from scam to malicious domains negisn.
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