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Evolutionary Game for Peer-to-peer Storage Audits
Nouha Oualha and Yves Roudier

Abstract

The paper describes an evolutionary game model BRR storage system. By studying the
equilibrium point of the game, we demonstrate #ratudit-based strategy, where audits are used
to decide whether to cooperate with a given pe@obrmay win or dominate free-riders peers that
are using the system without contributing to itisTHesirable equilibrium is reached for certain
conditions and system’s parameters revealed ipdper.
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1. Introduction

Peer-to-peer (P2P) storage systems allow peetsr® their personal data at several storage sitéisei
network. Storage sites stand for volunteer peextsabree to keep data stored at their disk spaadang
term basis. To relinquish storage peers from dgistgodata, cooperation incentive mechanisms must be
put in place at the storage system. Generallyop@&@tion incentive mechanism is proven to be &¥fec

if it is demonstrated that any rational peer fronsyatem supporting such a mechanism will always
choose to cooperate whenever it interacts with herotooperative peer. While for now the mostly
employed tool for such proofs is game theory, thera research trend towards the use of evolutyonar
dynamics. Typically, an evolutionary game modelctib®s the evolution of strategies within large
populations as a result of many local interacti@agh involving a small number of randomly selected
individuals. An individual plays only once; it plyn a one shot game against another randomlytedlec
player with the goal of maximizing its utility (fiess) in that game. We propose in this paper an
evolutionary game model of a cooperative storageegy so as to give an inkling of the features é&ed t
conditions that cooperation incentives must meetatvate the choice of an auditing-based strategy
self-interested strategies.

The paper is organized as follows: in section 2¢attine of the P2P storage system is first pradjde
then in section 3 an evolutionary game model ohsystem is described and the solution of the model
the evolutionary stable strategy, is derived fréva model, finally results are validated with sintida
experiments.

2. A peer-to-peer storage system

In a self-organizing storage system, peers aretaldtore their personal data at other peers’ spduese
latter, calledholders should keep data correctly held until the timatsfretrieval by theiowner The
availability and correctness of stored data maypbsgodically checked by the owner or some of its
delegates, callederifiers, in order to ensure the longevity of stored datthée network. However, holders
or verifiers may still be able to misbehave in was ways with the aim of optimizing their own resmu
usage or because of malicious intentions that aeaktacking the storage system or the peers thessse

Peers’ misbehavior may be thwarted through theofiseidit-based approaches. With auditing, a peer
chooses peers that have proved to be reliablesipdist and thus they are expected to honestly behav
the forthcoming interactions. Proofs of peers’ wwmdhaving can be constructed from data possession
checkings periodically performed by verifiers, agailed in [3] and [4]. Audits are objective andedit
observations of the behavior of the other peergergithat they are constructed based on results of
verifications performed by the observer or acttalage of its data (see [5]).

3. Evolutionary game

We propose in this paper an evolutionary game motiel cooperative storage system with which we
endeavor to demonstrate that peers using the baséd strategy will dominate the system.

3.1. Game mod€

In the proposed system, an owner stores data aspéitr holders. It appointsn verifiers for its data
replica that will periodically check storage atdheis.

The system is modeled as an evolutionary game"Htj: evolutionary game is a dynamic model of
strategic interaction with the following charactstics: (a) higher payoff strategies tend over titoe



displace lower payoff strategies; (b) there is tigr(c) players do not intentionally influence eth
players’ future actions
The one-stage game represents an interaction betwveedata owner,data holders, anoh verifiers.
Thus, the considered game players are an owrtaslders, andn verifiers. Our game is similar to the
game in [2] where players have either the rolehef donor or the role of the recipient. The donor ca
confer a benefib to the recipient, at a costto the donor.
Holders and verifiers have the choice between eitheooperate that we call interchangeably donate
or defect:
- Cooperation whereby the peer is expected to kdegrgitdata in its memory and to verify data held
by other peers on behalf of the owner.
- Defection whereby the peer destroys the data itbaspted to hold, and also does not verify others’
data as it has promised to do.
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Holder 2

Donor:
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Donor:
Holder r
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Fig. 1. One-stage game model

In our game, the owner is considered a recipidm tholders and then verifiers are donors. The
owner gaind if at least one holder donates at a easthowever if all holders do not donate then the
owner gaingb if at least one verifier donates at a cast (a<1) for each verifier (Fig. 1). The latter case
corresponds to the situation where the cooperatvigier informs the owner of the data destructiand
then the owner may replicate its data elsewhetbdmetwork thus maintaining the security of itsada
storage. The peers’ strategies that we considestfoly are:

- Always cooperateAlIC): the peer always decides to donate, when indleeaf the donor.



- Always defect AlID): the peer never donates in the role of the donor.

- Discriminate D): the discriminator donates under conditionshé tiscriminator does not know its
co-player, it will always donate; however, if itchareviously played with its co-player, it will gnl
donate if its co-player donates in the previous@éitis a Tit-For-Tat strategy that takes into@out
not only the owner’s (the donor) observations,dlsb those of verifiers).

3.2. Observations

Let's consider a scheme (see Fig. 2) inspired fepidemic models which categorize the populatioa int
groups depending on their state [6]. In the schéhsge are two states: “not known” and “known” eat
We denote the number of peers that a given pesramge does not know Byat a certain timéand the
number of peers that in average it knowskbgt timet. Peers that may join the system are peers who
were invited by other members with fixed invitaticate .. We will assume that these newcomers will
take the strategy of their inviters (for later usehe evolutionary game). Peers are leaving tstesy
with fixed departure rate of The rates designates the frequency of encounter betweempégcs, one of
them being the holder (i.e., probability that argeews about the behavior of another peer).

-
~ - —
—————— Storage
system

Fig. 2. System dynamics

The dynamics of the number KfandD are given by the following equations:
dD

—=An—-(o+u)D
o (0+4)
dd—f=0D—,uK =on—-(o+ kK
We denote the total number of peers in the stosggEem byh=D+K, thus, we have:
&= (-
dt

Let g be the probability that the discriminator knows whaandomly chosen co-player chooses as a
holder’s strategy in a previous one-stage game thighdiscriminator (being an owner or verifier).eTh
probabilityq is equal tdk/n, hence we have:

% _ dK/dt B Kdn/dt
dt n n®

Thus,

a_a—(a+/])q 3.2.1)

At time t=0, the set of peers in the stétes empty. Over time, peers in st@deenter the stat& with
rates. A new peer joining the system is attributed te #fiateD. So, initially g(0)=0. Then, the result of
the above differential equation (3.2.1) is:
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The limit of q(t) whent — oo is 6/( o+ A). If we consider a system without churt¥@), the limit
becomes 1.

3.3. Fitness

We denote the frequency of (i.e., fraction in trepuydation of peers playing) strategyfIiC by by X,
respectivelAIID byy, and finally the strategy by z

The expected values for the total payoff obtaingdhle three strategies are denotedJay:, Uaip and
Up, and the average payoff in the population by:

U =XXU e +yXU,yp +2zxU,
The average payoffs for each strategy are comphaeieniv:
Uye =—C—mac+b(d-y")+ Bo(y (1-y™))
=—c@+ma)+b@-y +4y @A-y"))
Uup =b@=(y+a2") + Bo((y+a2" A-(y+a2"™)
=b(l-(y+q2" +B(y+q2" A-(y+aa")
U, =-c+ma)l-qy)+b@-y" +A8y (1-y™)
0, we obtain:
Upec =0
Uup =b@-(y+02" + B(y+0d2" A~ (y+d2")
Uy =c@+ma)ay

Such payoffs are called also fitness, and stradgegith higher fitness are expected to propagaterfas
in the population and become more common. Thisga®cs calledhatural selection

By normalizingUc to

3.4. Replicator dynamics

The basic concept of replicator dynamics is thatgtowth rate of peers taking a strategy is propaat
to the fitness acquired by the strategy. Thussthategy that yields more fitness than averagedirof
the whole system increases, and vice versa. Weauséllthe well known differential replicator equato

dx —

a =X(U yc —U)

d __

d_étl =YUp —U) g4.1)
dz —

—=zU, -U

ot (U, )

3.5. Evolutionary stable strategy

A Strategy is said tomvadea population of strategy players if its fitness wihateracting with the other
strategy is higher than the fithess of the othestsgy when interacting with the same strategy. An



evolutionarily stable strategy (ESS) is a strateggh that if all the peers adopt it cannot be iedady
any other strategy.

Case x#£0, y=0, z*0: This case corresponds to a fixed point in the cepdr dynamics, which means
that a mixture of discriminating and altruistic jpigtion can coexist and are en equilibrium.

Case x#£0, y£0, z=0: In this case, the replicator dynamics of bothu@dtic and defector populations
are:

X=-xybd-y" + B/ @-y")<0

y=yd-y)b@d-y + 8y 1-y") 20
The population of defectors wins the game and 88 E attained at=0 andy=1.
Case x=0, y#0, z£0: There is an equilibrium point for which defectarsd discriminators coexist<0,
y=y0| Z:ZO)
In the case where there is no churr(), since the limit o§(t) whent—x is 1, the replicator dynamics
for defectors and discriminators are:

y=-y’zcl+ma)<0
z=zy(l-2)c@+ma)=0
The replicator dynamics of defectors is negativemti»c. Thus, the frequency of defectors will

converge to 0, leaving a population purely compasfediscriminators. Then, the evolutionary statigna
point is for &=0, y=Yyo=0,z=2,=1). You may refer to Table .1 for equilibrium vafuin more cases.

2.6.1)

Table.l. Finding the equilibrium fox=0, y0, z£0.

Conditions Yo Z
qt) 0] -1 0 1
o Ab ac

r=1,m=0, q(t) O ] -
" g+ A oc+ Ab oc+ Ab

o Apo ac
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A R CE N I CED N

1,qt)0 M » ——
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Case x#£0, y£0, z£0: There is one stationary point=Q, y=Yo, Z=2,) during which defectors will exploit
and eventually deplete all cooperators. The amotidefectors will first increase, and then converge
the equilibrium where there is coexistence withcidisinators. For the model without churn, defectors
will first increase by exploiting cooperators befovanishing from the system (Pyrrhic victory for
defectors [2]).

Defectors Defectors

X X z
z ooperators I
Cooperators Discrimin org P Discriminators

(a) (b)
Fig. 3. The replicator dynamics: (a) with churn and (b)hwiit churn.

4. Numerical evaluation

The evolutionary game is simulated with a custamugitor using the differential equations of 2.4fd
within several scenarios varying storage systeraraipeters.

Initial frequency of strategies: Fig. 4 shows the frequency of cooperators and t@feover time, and
demonstrates that with time cooperators will beniglated from the system by these defectors. Ifether
were some discriminators in the system, cooperatgsstill being evicted from the system; however,
discriminators and defectors will converge to duilm where both coexist (Fig. 5). This equilibrius

not perturbed by the injection of a population efattors or another population of discriminatossitas
illustrated in Fig. 6 (by varying the initial fregocy ofz). The figure shows also a little decrease in the
frequency of discriminators before converging te #quilibrium. The decrease is due to that fact tha
discriminators act as cooperators in the beginwihthe game since they do not know the behavior of
defectors yet.

T T T

g ! : : : ..... X(t)
§ 08 {0
7] H
2o B
g5 061 S S o .
%% I I I I
Bt R
g : l l l l
S ozfi
[} . I I I I
T “ | | | |

0 AL TP 4 L 4

0 200 400 600 800 1000

Fig. 4. Frequency of cooperators vs. defectors over timwl0,r=7, $=0.3,0=0.1,1=0.3,6=0.05,b=0.05,
¢=0.05,x(0)=0.9,y(0)=0.1, andz(0)=0.
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Fig. 5. Frequency of the three strategies over timel0,r=10,5=0.3,0=0.01,4=0.01,0=0.1,b=0.1,¢c=0.1,
x(0)=0.6,y(0)=0.1, andz(0)=0.3.

Number of verifiers and replicas: Varying the number of data replica®r the numbem of verifiers
changes the equilibrium point. Increasingecreases the equilibrium value of discriminatoeguency
(see Fig. 7). On the contrary, increasingjuietly make this equilibrium value increase fggher value

of mthan a certain value (see Fig. 8). Both parametar&lmimpact also the probability of encounter
that increases im or r increases, and hence the probabitjtyncreases which leads in its turn to an
increase in the equilibrium value of discriminatresguency (Fig. 9).
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Frequency of strategies

t

Fig. 6. Frequency of discriminators over time varyirfg). m=10,r=10,4=0.3,0¢=0.01,4=0.01,6=0.1,b=0.1,
¢=0.1,andx(0)=0.

Fig. 7. Frequency of discriminators at equilibrium varyingn=10, 4=0.3,¢=0.01,1=0.01,06=0.1,b=0.1,c=0.1,
x(0)=0,y(0)=0.5, andz(0)=0.5.
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Fig. 8. Frequency of discriminators at equilibrium varyimgr =10,5=0.3,¢=0.01,1=0.01,0=0.1,b=0.1,¢=0.1,
x(0)=0,y(0)=0.5, andz(0)=0.5.

Churn: The arrival ratel of peers effects the probability and hence the equilibrium point of the game
(see Fig. 10). For low churnout (sma)] the frequency of discriminators at equilibriusnhigh; whereas
for high churnout (large) the frequency at equilibrium decreases. For laigirnout, peers are not able
to get acquainted with all peers since there amayd new peers in the system, and defectors may tak
advantage of the lack of knowledge of discrimingtabout the system to gain benefit and remainen th
game. For a system without churnoit@), discriminators win against defectors thatelmainated from

the game.
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Fig. 9. Frequency of discriminators at equilibrium varyihg probability of encounter. m=10,r=10, =0.3,
2=0.01,14=0.01,b=0.1,¢=0.1,x(0)=0,y(0)=0.5, andz(0)=0.5.

Benefit and cost: Fig. 11 depicts the impact of the beneft and the cost on the frequency of
discriminators at equilibrium. The figure showstthaandc have opposite impact on the equilibrium
frequency of discriminators: increasiry decreases the frequency; whereas, increasimgakes it
increase. It=0, the replicator dynamics of 2.4.1 converges stationary point where discriminators are
eliminated from the game and defectors remainsr(ftbe dynamics of 2.5.1, =0, cooperators and
defectors converge to a state where both coexist).
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Fig. 10. Frequency of discriminators at equilibrium varythg arrival ratét. m=10,r=10,=0.3,0=0.01,0=0.1,
b=0.1,c=0.1,x(0)=0,y(0)=0.5, and2(0)=0.5.
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Fig. 11. Frequency of discriminators at equilibrium varyihg ratioc/b. m=10,r=10, 5=0.3,¢=0.01,41=0.01,
6=0.1,b=0.1,%(0)=0, y(0)=0.5, andz(0)=0.5.

Summary: Simulation results prove that there exist pararmsetalues for which discriminators, who use
an audit-based mechanism, may win against defestoosare free-riding. This means that discriminstor
are not hopeless when confronting defectors, eviliese latter may dominate altruists (always coafge
strategy). At the equilibrium point of the gamethbdiscriminators and defectors coexist if thereharn

in the system otherwise discriminators will dom@athe initial frequency of discriminators has fie&t

on the equilibrium point; whereas the replicati@ter and the number of verifiens1 decreases the
frequency of discriminators at the equilibrium fgnallm. A high cost of the storage and the verification
make this frequency increases.

5. Conclusion

In this paper, we validated an audit-based stratesggn evolutionary stable strategy in some canditi
and system’s parameters within an evolutionary gamodel of a P2P storage system. The audit-based
strategy wins over the free-riding strategy in@seld system. With some particular conditions, tidita
based strategy may coexist with free-riders aga fiequency.
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