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Homomorphic signatures for Network Coding

Melek Onen, Refik Molva, Abdullatif Shikfa

Abstract

Network coding allows intermediate nodes to mix data in otdechieve
higher throughput and better reliability. Hence, nodes lmiom multiple
packets into a single packet before forwarding it. Such isehaeeds effi-
cient authentication and integrity mechanisms in orderrevent pollution
attacks whereby an attacker injects bogus messages ingyskem instead
of network coded blocks. Such an attack has the potentisdaingf infect-
ing all subsequent message exchanges between nodes #iatdguolluted
messages. In this paper, we prop§seN Code, a new integrity mechanism
based on homomorphic operations allowing an on-the-flyfigation of the
integrity of a network coded packet and therefore prevengiallution at-
tacks. Thanks to this new mechanism, any intermediate rodagable of
constructing a correct signature for a linear combinatibmessages orig-
inating from the source. The proposed mechanism is basedeonge of
bilinear pairings and relies on a single communication ce&nin order to
evaluate the security of our signature scheme we also desela new se-
curity definition and a proof model that encompass the exéndtegrity
notion underlying network coding. This definition and thedabhelp dis-
tinguish some legitimate forgery such as linear combimatiaf original data
blocks from pure forgery such as injection of bogus data.






1 Introduction

Network coding is a fundamental concept that recently festeew research
in peer-to-peer or ad hoc networking. As introduced by thmisal paper [1] by
Ahlswede et al, the core notion of network coding is to mixadat intermedi-
ate nodes in order to achieve higher throughput and bettabitiy to errors and
data corruption. The network coding operation performeéddgh node consists in
forwarding a linear combination of input messages to neaghly nodes. The ele-
gance and performance advantages of network coding ontieelwand come with
a high price that is due to the sensitivity of the basic nekwamding mechanism
to the injection of bogus combinations by malicious nodesuph the so called
pollution attacks Due to the strong diffusion effect of network coding, ameiter
that forwards bogus messages instead of well-formed catibirts of authentic
inputs can quickly jeopardize the operation of network ngdn large portions of
the network by preventing legitimate nodes from retrievingssages transmitted
by the source.

One naturally seeks a solution to prevent such attacks imutha of data in-
tegrity mechanisms. Ideally, a typical data integrity $iolm would allow each
node to tell apart legitimate messages resulting from né&twoding from bogus
data injected by a pollution attack. The basic principle laésical data integrity
consists in transmitting a redundant piece of informatiailed integrity check
value along with each data fragment or packet and allowiab eecipient to com-
pare the integrity check value with the result of some iritggeerification function
computed over the packet. These mechanisms thus allowigetspio detect if
a message has been transmitted end-to-end without any oatidifi or tamper-
ing by intruders or random errors. The underpinnings ofsitas data integrity
mechanisms thus are digital signatures that allow legtgérsaurce and recipient to
respectively compute and verify the integrity check vals@a&hort representative
of each message while preventing an intruder from compuiting

In case of network coding, the first shortcoming of classingtgrity tech-
niques is due to the fact that by the very definition of netwen#ling the messages
are to be modified by legitimate linear combination operetioNetwork coding
thus calls for a new concept of integrity whereby some maatifims of messages
that are conformant with network coding principles showtdalithorized whereas
other modifications such as malicious tampering or injectibgarbage that aim at
jeopardizing network coding should be prevented.

The core question of data integrity with network coding igsttthe design of
signatures that are compatible with the network coding atper and that are also
called homomorphic signatures. Using such functionsitegie nodes would be
able to compute an integrity check value for a linear conmtimneof two or several
inputs using the individual integrity check values of eagbut. However, by their
very definition, homomorphic signature schemes would ntsfgathe security
against existential forgery requirement because theinrgaal is to authorize a
third node to compute valid signatures without knowing therst key. Therefore,



homomorphic signatures require a new definition of secuvitgreby some types
of forgeries are authorized whereas all others are unda#tbr In the context of
network coding, authorized forgeries consist of any linanbination of original

blocks generated by the source: an adversary should notlbaa@lcompute a
valid signature of a bogus message that is not a correctlyuated combination of
original blocks.

In this paper, we define a new security model for homomorplgnasures
in the context of network coding and further suggest a datgiity mechanism
which is an extension of an identity-based signature tegleni Unlike some re-
cent proposal, our scheme is very efficient in terms of badthwaitilization in that
it does not require the distribution of integrity check \eduor each original data
block. Our scheme does not require prior distribution ofetscto networks nodes
either. The scheme is implemented by a protocol callégVCode that allows
any party to verify that an input message is a valid comhbomatif two or several
legitimate combinations of original data blocks only basadhe ID of the source
and the value of a check value that is transmitted along \kighiiput message.
SigNCode also allows each party to compute a valid signature for amybina-
tion of two or several valid inputs based on the inputs, thefliihe source and the
check value that is transmitted along with each input.

The main features of our approach are:

e an extended notion of integrity suited to network coding kehg any linear
combination of authentic data blocks are deemed legitimate

e a data integrity mechanism that achieves the extendeditytegtion with-
out direct feedback from the source.

In order to evaluate the security of the signature schemelseedeveloped
a proof model that encompass the extended integrity nofidrs definition and
the model help distinguish some legitimate forgery suchrest combinations of
original data blocks from pure forgery such as injection afs data.

2 Problem Statement

2.1 Network coding

Network coding allows intermediate nodes to mix the infdiorain packets
before forwarding them. For such mechanisms, the networkadeled as a di-
rected graptg = (V, &) whereV is the set of nodes anfl is the set of edges
between these nodes. When a sowfce V wishes to send a fil& to a setl’ C V
of vertices,F' is subdivided inta: blocks such a$' = b;|bs|..|b,,. The source com-
putes a different linear combination of the blocks for eamtoving intermediate
node and sends the result of this linear combination wittvéator of coefficients.
Each intermediate nod¥; € V receiving packets from several nodes, computes a
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Figure 1: Network coding: Example

linear combination of the received values and obtains a im&al combination of
initial blocks as follows:

yi= Y b
1<j<n

y; is sent to the next edge with the vectoro; 1, a2, .., vy, >

In order to illustrate this mechanism, we define a networlsitven nodes
represented in figure 2.1. In this particular network, there® nodeS wishes to
send a fileF' = b;|b, to nodesN; and Ng and thus sends; to Ny andb, to node
Ns. In this particular network, nodé&/s performs a simple linear combination
whereby the coefficients corresponding to original blodkes<a 1,1 >. Thanks
to this operation, noded’s and Vg are able to perform the decoding operation in
order to retrieveh; andbs.

2.2 Structure of a network coded message

Consider a source nodgethat wishes to send a file. F'is first subdivided into
n blocks such ag" = b1|bs|..|b,, where| denotes the concatenation. Then, each
block is subdivided intd sub-blocks such &g = (b;1, .., b, ;). Therefore F' can
be represented by the following matrix:

bn,l bn,kz

A network coded message is defined as a vector regroupingcbefficients
that are used in the computation of the linear combinatioarigfiinal block andk
sub-blocks. We thus have the following representation:

My = (15 Qs M 1, oy M k)

where



Mij = Qi1 + .+ @ pnbn,j

with1 < j < k.
Letm; andmsy be two network coded messages defined as follows:

m1 = (1,1, s A1, M1, o, ML)

mo = (2,1, .., @20, M2 1, .., M2 )

The result of a linear combination of these two network coaegsages with
coefficientsg; and, is a new message; defined as follows:

m3 = (Q3,1, .., X3, M3,1, .., M3 k)

for eachi andj such thatl <i <n andl < j <k, a3, andms; are defined
as follows:

g = Prog ;i + Paog

m3; = Bimaj + Bama

2.3 Pollution attacks

Network coding has been theoretically proved to maximizsvagk through-
put [1-3] and recent implementations demonstrate its joeddienefits [4]. How-
ever, new security issues appear with network coding. lthdigethe case where
some malicious node injects a single bogus packet, all floenration turns out to
be contaminated and therefore receiving nodes end up withicarrect decoding
operation. Because any message can be defined as a lineanatambof original
blocks, a bogus network coded message if there is no conudaetween the
coefficients and the result of the linear combination (thesage sub-blocks).

Consider again the previously defined ffie = b,|..|b,,. Let m} defined as
follows:

!/ / / / /
mg = (%,1» < Q3 1y M3 75 "?mS,k’)

m4 is defined as bogus when at least one subblock is not the Esulinear
combination using the coefficien{sy; ; }, that is when for at least ongesuch that
1 <j < kwehave:

/ / / /
mg ; # a3 1by j+ ..+ a5 by

Such an attack has the potential impact of infecting submggomessage ex-
changes between nodes that received polluted messaghe.drample illustrated
in figure 2.3, when an attacker injects a bogus messagehis message would
impact the incorrect decoding operation by all receivers.

4
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Figure 2: Pollution attacks against network coding

Since intermediate nodes do not have knowledge of origiloakls, they can-
not verify the correctness of received network coded blodkserefore, network
coding mechanisms need efficient authentication and ityegechanisms in or-
der to prevent such pollution attacks. Indeed, before @ngockceived packets,
a node should first verify the integrity of incoming packetsl ahe concordance
between coefficients and message blocks. The use of crgmioigrsignatures is
a solution to provide integrity. However, each packet stida¢ authenticated by
the source itself because intermediate nodes can be maliaiwd only the source
is trusted. In this case, since packets are inherently neold#fi each intermediate
node, the integrity code resulting from linear combinagiariginating from the
source should also take into account such modification.

Therefore, integrity mechanisms dedicated to networkrapdpplications should
be based on homomorphic operations. Thanks to this promamyintermediate
node would be able to construct a correct signature overdm#fiicients and mes-
sage blocks for a new linear combination of messages otigmé&om the source
without having access to the source’s private key.

However, homomorphism inherently does not satisfy secagainst existen-
tial forgery requirement. Therefore, in the next sectios,farmally define a new
security model for homomorphic signatures dedicated tevort coding applica-
tions.

3 Homomorphic Signatures for Network Coding

3.1 Definition

A homomorphism is defined as a map X — Y such that:

oz - y) = d(z) o (y)

where- ando respectively are the operationshandY'.

Therefore, given two network coded messaggsandms and their respective
signaturesr; andos, o is homomorphic if it is easy to compute the signatugef
a new network coded messagg. Indeed, ifmg is defined asns = Gymq+Pams
then, its signature; can be computed in a similar way, thatds; = 8101 + (G205.



3.2 Security with Homomorphic signatures for network codirg

The standard notion of security against existential foegeis too strong for
homomorphic signatures: ho homomorphic signature schenrd even satisfy it,
because given two signatures on messaggsn, one can generate a signature on
the new messages = mi + ms Without asking the signer for a signature on
explicitly.

We therefore need a new definition of security. Authors ind&fine the secu-
rity of homomorphic signature as follows:

Definition 1 We say that a homomorphic signature scheme Sjg, ig ¢)-secure
against existential forgeries with respectaaf every adversaryd making at most

g chosen-message queries and running in time at s advantageldv A < e.
The advantage of an adversady is defined as the probability that, after queries
on the messages, .., z,, A outputs a valid signature: 2/, y’ > on some message

z' ¢ spang(z1.,..,z4).

In this definition, some types of forgeries are authorize@nghs all others are
unauthorized. Authorized forgeries consist of combinaiof legitimate messages
under the homomorphic operatian to result in another legitimate message. All
other types of forgeries are deemed unauthorized.

In the context of network coded messages, authorized fesgeonsist of any
linear combination of original blocks generated by the seuHence, an adversary
should not be able to compute a valid signature of a bogusanktvoded message
including both coefficients and message bloeks= (o o, .., 5 ,,, ™5 1, . M3 )
if there exists at least onjesuch thatl < j < kandmy ; # aj 10y ;+..+aj,b), 5

Furthermore, since authorized forgeries are limited tosiien space of signa-
tures of network coded blocks, signature keys should alpertiton these blocks.
If a source wishes to distribute two different files that aeéirted in two different
span spaces, one attacker can succeed to find a signaturegidsiietwork coded
message that is a correct one for the second distributiorarder to avoid such
attacks, homomorphic signatures for network coded messsgmild be based on
the use of one-time signature keys. Each time a source wistdistribute a dif-
ferent file that is a set of different blocks, then a new sigreakey should also be
generated. Hence, in addition to the identity, signatuyes lsbould also depend on
the files.

4 SigNCode

We now describe a homomorphic signature scheme that deteltttion at-
tacks in the context of network coding as defined previously.



4.1 Preliminaries

The proposed scheme is based on elliptic curve cryptographgrefore, we
first define the useful security primitives. Consider an tgglicyclic groupG; of
prime orderg and a cyclic multiplicative groufg». Leté : G; x G; — G2 be a
map which satisfies the following properties:

e bilinear: forall P,Q € Gy and alla,b € Z, é(aP,bQ) = é(P, Q)%

¢ non-degenerateThe map does not send all pairs fra# x GG; to the identity
in Go.

e computablethere is an efficient algorithm to computeP, Q) forany P, QQ €
G1.

Such bilinear maps are considered as admissible bilineps lawad can be ob-
tained by the Weil or Tate pairing [6] over supersingulaipélt curves or abelian
varieties.

The security of encryption or integrity schemes that aretdéas bilinear maps
relies on the hardness of the following problems.

Let G be a cyclic group of prime orderand P a generator ofr; .

e The Decisional Diffie-Hellman Problem (DDH) iy, is to distinguish be-
tween the distributions< P, aP,bP,abP > and< P,aP,bP,cP > where
a, b, c are random irz,

e The Computational Diffie-Hellman Problem (CDH)G# is to computerb P
given< P,aP,bP >

A gap Diffie-Hellman group (GDH) is defined as a group where BigH
problem is efficiently solved and where there exists no @igworwhich can solve
the CDH problem with non-negligible probability within golomial time. Our
scheme relies on such groups.

Bilinear maps inherently provide homomorphism thanks &rtproperty of
bilinearity. Indeed, let),, > and P;, P, be four elements of an additive cyclic
groupG; anda; andas two scalar coefficients. We have the following property:

e(a1Q1 + @2, P) = é(Q1, P)* e(Q2, P)*?

é(Q1, a1 P + o Ps) = é(Q1, P1)*é(Q1, P2)*?

4.2 SigNCode Description

We propose a new homomorphic integrity mechanism basedlioedni pair-
ings allowing an on-the-fly verification of the integrity ohatwork coded packet



in order to prevent pollution attacks. Thanks to this new ma@tsm any interme-
diate node is capable of constructing a correct signatura lioear combination of
messages originating from the source. This scheme is basgdignature scheme
proposed in [7], but this existing scheme is modified and tthio network coding
mechanisms.

SigNCode is ID-based and therefore there is no need for apnalry phase
of key distribution. ldentities are public and thus publigyk that are used for
signature verification can be derived from the identity & fource and a file id.
Moreover, in order not to let an adversary to use signatur@sevious instances
originating from other files in order to compute new signagirSigNCode are
based on one-time signatures: a different set of keys isatkfior each different
file.

The proposed scheme consists of four algorithi8stup, Extract, Sigand
Verify. In order to describe these algorithms we first remind thagtevork coded
messagen; regrouping both coefficients and subblocks is represergéallaws:

mg; = (Oéz‘,h w0y MG 1, --,mi,k)

e Setup: Given a GDH groug~ and its generatoP, pick a randoms and set
Py = sP. LetF : Z, x G — Z, be alinear function and/ : {0,1}* —
G* be a hash function. The system parameters(&e°,,;, F, H). The
master key is.

e Extract: This algorithm deals with secret generation. As previpuest-
plained, signature keys strongly depend on both identiekthe file. There-
fore, given an identity D and a fileF; represented as described previously,
the algorithm first defines a subblock identiB/ D; ; for each element of
the vector including coefficients corresponding to a nekammded mes-
sage. These subblock identities are unique and cannot beddor another
file distribution. Then, the algorithm computés; = H(ID|BID; ;) for
eachj such thatl < j < n + k andD; = sQ;. The algorithm outputs
{D;}1<j<n+k} as the set of private keys corresponding to identity and
messagen;.

e Sign: Given identity /D and messager;, the algorithm first generates a
random number; € Z, and then computes the signatute= (U;, V;) such
that:

n+k
Ui=ri ) Q
Jj=1

n+k n n+k

k
j=1 j=1 j=1 =t



k
wheref; = F(Z mi i, Us).-
j=1

e Verify: For a given message; = (i1 Qim, My 1,.., M4 1) , identity I.D
and a signature; = (U;, V;), ; is valid if

n k n+k
eV, P) = (Ui + Y 0ijQj + Y mijQnij+ fi ¥ Qs> Ppup)
j=1 j=1 j=1

k
wheref; = F(Z mi i, Us).
j=1

4.3 Homomorphism with SigNCode

In this section, we show that the proposed scheme providesimorphism.
Let two network coded messages andms be defined as follows:

mi1 = (1,1, s X1, M1, o, ML)

ma = (04271, -y A2, M2, - m2,k)

Given{f, B2} € Z,, we define a new network coded messageas the result
of a linear combination of the previous two messages witbahmefficients. We
thus have:

ag; = fray; + Beaa

m3; = Bimij + Boama

wherel <i<nandl <j<k.

SinceF is a linear function we havé; = 31 f1 + G2 fo.

Now, leto; = (Up, V1) andoy = (Us, V) the signatures respectively corre-
sponding tan; andms resulting fromSigN Code given an identityl D. We thus
have:

n+k
Uy =nr § Qj
j=1

n+k n n+k

k
Vi=r) Dj+ Y a1;Di+Y miDuj+ fi ) D;
j=1 j=1 j=1 j=1



n+k
Up =12 Q;
j=1

n+k n k n+k
Vo= Z D; + Z ag;Dj + Z mo i Dnyj + fo Z D;
j=1 j=1 j=1 j=1

where f, and f5 are defined as:

k
= F(Z ma,j, Ur)
j=1

k
fo= F(Z ma,j, Us)
=

The signaturers corresponding tans would have been computed by the source
as follows:

e r3is defined ags = G171 + Baro;

n+k n+k
o Us=r3 Y Q;=(Bir1+Bar2) Y Qji
P =1

n+k n k n+k
[ ] V3 =73 Z Dj + Z 0537ij + ng,an_H' + f3 Z Dj
7j=1 7j=1 j=1 j=1

Any other intermediate node can compute this signature byusing Uy, Us,
f1, and £, as follows:

Us = 51U1 + 52Uz
I3 =01f1+ Baf2
V3 = iV1+ B2Va
Consequently, from existing correctly signed messaggsnade can compute

new signatures for messages that are the result of any lbe@abination without
the knowledge of private keys.

5 Security Analysis

5.1 Security Model for SigNCode

In the security definition foiSigN C'ode, authorized forgeries consist of any
linear combination of original blocks generated by the seuBased on this exten-

10



sion of the concept of existential forgery in the context @ffomorphic functions,
we came up with a new security model that is defined as follows:

Definition 2 SigNCode is said to be existentially unforgeable if no probabilistic
polynomial time adversary has a non-negligible advantamgthé following game:

1. Setup: The challenger runs the algorithi®etup of Sig N C'ode and obtains
both the public parameters and the master secret. The aaers given
these public parameters but the master secret is kept byhilkenger.

2. Queries. The adversary adaptively makes a number of different q@gein
the challenger. Each query can be one of the following.

e Extract query: the adversary can ask for the private key of any identity
1D and messager. The challenger responds by running the algorithm
Extract of Sig/NCode and forwards private key§D; }1<;j<n+ to the
adversary.

e Sign query: the adversary can ask for the signature of any identity 1D
on any message:. The challenger responds by first runniggytract
for (1D, M) to obtain private key§.D; }1<;<n+t , @and then running
Sign to obtain a signature, which is forwarded to the adversary.

e Other queries: the adversary can ask the result Bfor H on respec-
tively a tuple(M, U) or a messagen.

3. Forgery: The adversary outputsl D*, M*, f*,r*, U*, V*). The adversary
succeeds if the following hold true:
(&) ID* does not appear in any of thextract queries;

(b) M* is not the result of a linear combination of any set of messdgat
appear in the different queries;
n+k

(© U =r") Qj
j=1

k
@ f*=FO_ m5U%);
j=1

(e) and finally:

n k n+k
eV P)=eU"+ Y ab@Qs+ Y miQh + Y QL Pyus)
j=1 j=1 j=1

11



5.2 Reductionist security proof

We should insist in the fact that keys are used only once!!ll

Now that the security model for our particular scheme is @efjnve associate
SigNCode to the Computational Diffie-Hellman Problem which is assdne
be hard and the security proof consists in showing that ifduessary can break
SigNCode then one can efficiently solve CDHP. This approach is refetoeas
the provable security paradigm.

Therefore, in this section, we provide the proof of the fwilog theorem:

Theorem 1 If there exist an adversaryl that has an advantagein forging our
scheme in an attack modeled by the game that is previoustyilbded when running

in a timet and askinggy queries to random oracle&l, qr queries to the key
extraction oracle and;s queries to the signature oracle, then the CDH problem
can be solved with an advantage> (1 — qLE)e and within timet’ < ¢ + ((n +
k)qr + (n + k)ge +ngr(n + k + 3)gs)t,, wheret,, denotes the time to compute
a scalar multiplication inG.

Proof 1 A challengerC is givena P, bP and tries to computeb P by simulating all
possible oracles for the adversad. After receivinga P andbP, the challenge
setsP,,, = aP and the adversaryd can proceed to different queries at all phases
of the proposed scheme.

Queries: C simulates all oracles and responds to each type of queryllasvs

e H queries. when an identity ID and a message is submitted to thed
oracle, the challenge€ flips a coinc € {0,1} wherePr[c = 0] = qLE and
picksz; € Z, for eachl < j < n + k. ThenC returns the following:

—{z;Phicj<nyr if ¢ =0;
— {zjbPhicjcnirifc=1;

In both cases( inserts a tuple< 1D, m, {z;}1<j<ntk,c > inalist List,
to keep track of the way it answered the query.

e Key extraction queries: when A requests the private key associated to an
identity and a message, C recovers the corresponding 1D, m, {z; }1<j<n+tk, ¢ >
from List,;. We assume that for any key extraction query or signatureyque
involving an identity, aH oracle query was previously issued for the same
identity and message.

— if ¢ = 1, C outputs “failure” and halts because it is unable to coher-
ently answer the query;

— if ¢ =0, Coutputs{D; = x; Pyup}1<j<ntk

12



e [ queries:. C keeps a listListy for such queries. When a tuplé/,U) is

submitted to the oracle, C first scans the lististy to check whethef
was already defined for that input. If it was, the previousdfirkd value is
returned. If it is the result of linear combinations of prews values than
C returns the result of the corresponding linear combinatid@therwise,
C picks a randomf € Z,, stores the tupléM, U, f) in the list List, and
returns f to A;

Signature queries. C keeps a third listLists for such queries. Whenl
queries the signature oracle on a messagefor an identity I D, C first
recovers the previously defindd); } <<+« from List;. C looks atListy

if fis already defined. If is already defined, thefi outputs “failure” and
halts because it is unable to coherently answer the queitjisihot the case,
thenC checksLists and verifies ifM is not a linear combination of existing
queries. Otherwise, it picks a nefv € Z, and inserts the corresponding
tuple in Lists. Then, ifm is a linear combination of existing queries,
returns the result of the same linear combinationléwalues and/ values.
In all other cases( pickst € Z; and sets:

-V= thub;
n+k

n k
—U=tP =3 Q> miQuyj— f) Qi
j=1 j=1

J=1

The pair(U, V), is returned ta4 and appears as a valid signature from the
latter’'s point of view since the verification is correct:

n k n+k
eV, P)=e(U+> Qi+ miQuij+ 1> Qs Pyus)
j=1 j=1 Jj=1

C stores the tuple< ID,m,t,U,V, f > in Lists.

Solving CDHP: When(C receives the valid tupl€I D*, M*, f* r* U*, V*)
from the adversary, it recoversabP as follows:

Ppub:ap;

recover{Q;, z; hi<j<n+k} cOrresponding tal D*; if ¢* = 0 thenC halts
and outputs failure. Otherwis€, proceeds to the computation phase;

n k n+k
C computed/* + > Q5+ Y miQh + 1Y Q;
=1 j=1 j=1

since the new signhature is a valid one we have:

13



n+k

n k
eV P)=e(U"+> a5Qi+ > miQh i+ > QF Pou)
j=1 j=1

Jj=1

We already know thakb,,, = aP. Thanks to bilinearity we obtain:

n+k
e(V*, P U*+ZaQ +Zm@n+j+f ZQ
We thus have:
n+k
Ve o= U*—I—Za@ —I—Zm Qngj + [T ZQ
n+k’
= Za:*bP—i—Za bP+Zm] h b
n+k’
—i—f*Z:c;be)
j=1
n+k

= abP(r ZCL‘ —i—Za +ij Tpyj
n+k’
+F Y )
j=1
From this equation, we can recovebP as follows:
n+k

abP =V*((r* + %) Za: —I—Za —i—ij Thii)”

Consequently, the challengércan resolve CDHP only 4 was successful in
his attack and it = 1 for the correspondinQID* M*). ThereforeC can resolve
CDHP with probability at least1 — —) Finally, Theorem 1 is proved.

6 Related Work

The problem of the impact of pollution attacks on networkingdapplications
was first analyzed in [8] whereby authors propose the use mihworphic func-
tions proposed in [9]. In the proposed solution, homomarptsish functions are

14



computationally expensive operations and therefore asifhimpose to reduce this
cost by providing a probabilistic verification. Moreoves,@posed t&'igN Code,
the paper only deals with homomorphic hash functions andigoiatures. There-
fore, the system relies on the existence of a preliminang@hehereby the source
first hashes original blocks and signs each hash block withnanmon signature
algorithm such as RSA [10]. Furthermotgig/N Code does not require the com-
munication of initial integrity values before starting thetwork coding operation
as opposed to [8]. Indeed, the verification of messages aferped on-the-fly
and rely on combination of signatures originating from tberse sent together
with the network coded messages. An intermediate nodeviegea message:;
only requires the identity D of the source and the block identiti&d D, ; in order
to verify the signaturer; and thus can conclude that this message is a result of le-
gitimate linear combination of blocks originating from theurce. Therefore there
is a single communication channel and the source does riallinsend integrity
values of each individual block.

In [11], similarly to our scheme, authors propose a hew hoorpitic signature
scheme that allows nodes to sign any linear combinationeofrtboming packets
without contacting the source. Their scheme slightly medithe Aggregate Sig-
nature version of the Boneh-Lynn-Shacham signature sch&&jeby replacing
the hash value of a message by the message or a block of thageeself. Au-
thors do not provide a security analysis of the result of tiglification and claim
that the security of their proposed scheme relies on theriggat this particular
signature. Therefore the security of such scheme is noticing. Moreover, in
order to implement this particular signature scheme, tlecgoneeds to distribute
a large set of keys that are represented by distinct pointdafsion elliptic curves.
SinceSigN Code uses ID-based cryptographic scheme, intermediate nodestdo
need to previously receive any information from the soufete the reception of
messages.

In [13], authors propose another approach to analyze thedmgf bogus
injection that is also defined as Byzantine errors. Indeethaas consider an
information-theoretically solution for such attacks. ¥reeheme provides a dis-
tributed solution that is proved to be rate-optimal and caimiplemented in poly-
nomial time. Authors consider different type of adversardand adapt their so-
lution for each type of adversaries. However, even if thelutson is proved to
be rate-optimal, it significantly increases the commuiacabverhead due to the
redundant messages or flows.

7 Conclusion

In this paper, we propose a new approach to the data intggotyem in net-
work coding using a new homomorphic signature scheme defran an ID-
based signature. This scheme mainly addresses the newitinfgoblem akin to
network coding whereby some modification on original datanaely linear com-
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binations of authentic original blocks should be authatizédereas all other modi-
fication attempts including data tampering and injectiobajus messages should
be detected. Classical integrity mechanisms definitelysfairt of meeting such a
subtle notion of integrity. Recent research results hakenta similar direction to
our solution by looking for homomorphic integrity functeut they suffer from
several shortcomings such as the need for the source tdbdistall nodes hash
values for each original data block prior to the network ogdoperation. Our
scheme is definitely more efficient in that each linear comtam can be verified
solely based on the ID of the source, the value of the linearbioation and the
signature thereof. The second contribution of our papenassecurity definition
and the model for the reductionist proof that encompassdhenotion of extended
integrity. Our protocol is proven in the suggested modéehwhe assumption of the
Computational Diffie Hellman Problem.
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