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An Application of Policy-Based Signature:
Proof-Carrying Proxy Certificates

Abstract. The term proxy certificate is used to describe a certificate that is issued by an end user for the
purpose of delegating responsibility to another user so that the latter can perform certain actions on behalf
of the former. Such certificates have been suggested for use in a number of applications, particularly in
distributed computing environments where delegation of rights is common. In this paper, we present a
new concept callegiroof-carrying proxy certificatesOur approach allows to combine the verification

of the validity of the proxy certificate and the authorization decision making in an elegant way that en-
hances the privacy of the end user. In contrast with standard proxy certificates that are generated using
standard (public-key) signature schemes, the proposed certificates are generated using a signature scheme
for which the validity of a generated signature proves the compliance of the signer with a credential-based
policy. We present a concrete realization of our approach using bilinear pairings over elliptic curves and
we prove its security under adapted attack models.
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1 Introduction

The concept of proxy certificates, first formalized in [15], allows an end user to delegate some
responsibility to another user, called agent, so that the latter can perform certain actions on behalf
of the former. A proxy certificate is a certificate that, in contrast with the public-key certificates
issued by trusted certification authorities (such as X.509 certificates), is generated by an end user.
It represents the signature of the end user on a message that typically contains the identity of the
end user himself, the public key of the agent and a set of statements defining the terms of the
delegation. It allows the agent to authenticate with other users as if he was the end user when
performing the delegated actions. Proxy certification has been suggested for use in a number of
applications particularly in distributed computing environments where delegation of rights is quite
common. Examples include grid computing [5], mobile agents for e-commerce [7], and mobile
communication [6]. More recently, an X.509 certificate profile for proxy certificates was proposed
in [18].

Whenever an agent wants to perform an action on behalf of an end user, he must prove that he is
authorized by the end user to perform the action on his behalf. This is achieved by providing a valid
proxy certificate and proving the possession of the private key corresponding to the agent's public
key specified by the certificate. Furthermore, the agent has to prove that the end user is compliant
with the authorization policy associated to the action he wants to perform. An increasingly popular
approach for authorization in large-scale open environments like the Internet consists in using poli-
cies fulfilled by digital credentials. Basically, a digital credential is composed of a set of statements
about certain user and the signature of this set by a trusted entity (called credential issuer). In this



context, a commonly taken approach consists in that the agent provides a set of end user’s creden-
tials fulfilling the authorization policy (called a qualified set of credentials for the policy). The entity
that is in charge of making the authorization decision is called the verifier. On one hand, the verifier
has to check the validity of each of the received credentials. On the other hand, he has to check that
the received set of credentials fulfills the authorization policy associated to the requested action.

The standard approach is not satisfactory for three reasons: first, verifying the validity of the
proxy certificate and the validity of the different credentials separately is a burden for the veri-
fier. Second, we believe that managing the end user’s credentials and proving his compliance with
an authorization policy should not be the role of the agent. Third, proving the compliance with a
credential-based policy through the disclosure of a qualified set of credentials is not optimal from
a privacy point of view. More precisely, it is not compliant with the privacy principle of data min-
imization (called the data quality principle in OECD guidelines [9]) that states that only strictly
necessary information should be collected for a given purpose. For instance, assume that the au-
thorization policy requires the possession of at least one credential belonging to a set of multiple
credentials. Then, according to the data minimization principle, the verifier should not know more
than the fact that the end user is compliant with the policy. In other words, the verifier should not
know which specific credential fulfilling the authorization policy is held by the end user.

In this paper, we introduce a novel form of proxy certificates catlebf-carrying proxy cer-
tificates In contrast with standard proxy certificates that are generated using standard (public-key)
signature schemes, the proposed certificates are generated using a signature scheme for which the
validity of a generated signature proves the compliance of the signer with a credential-based policy.
Using this special form of proxy certificates, the end user does not disclose any of his credentials.
He uses them to generate a proof of compliance with the verifier's authorization policy. Besides, the
agent does not have to deal with the end user’s credentials. He just provides his proof-carrying proxy
certificate (in addition to proving the possession of the private key corresponding to the agent’s pub-
lic key specified by the certificate). Finally, the verifier will just need to verify the validity of the
received proxy certificate with respect to his policy i.e. the verification of the validity of the proxy
certificate and the authorization decision making are performed in a logically single step.

The signature scheme used for the generation of proof-carrying proxy certificates should be
unforgeable as for standard signature schemes. Furthermore, the scheme has to fulfill a privacy
property called credential ambiguity in order to fulfill the data minimization principle i.e. the validity
of a the signature on the proof-carrying proxy certificate proves that the end user is compliant with
the authorization policy. However, if multiple qualified sets of credentials can fulfill the policy, the
verifier should not know which specific one is held by the end user. In the following, an application
scenario is described as an illustration of our approach.

Application Scenario. Consider the following scenario: a researcher (end user) wants to perform
some operations on various hosts on a scientific computation oriented grid environment. The oper-
ations can be executed independently, can depend on each other, or can be executed only at specific
periods of time. From his laptop the researcher wants to submit a number of requests to the destina-
tion hosts and have the operations executed while he is doing other things including being offline.



For each request, an authenticated connection needs to be established with the corresponding desti-
nation host. An authorization policy is associated to the operations and the researcher has to prove
his compliance with the policy in order for the operations to be authorized to be executed. The
researcher delegates the management of the different operations to one or more agents.

Currently, authorization in grid environments is identity-based. The researcher whose pub-
lic/private key pair is denote(pky,sk,) holds an X.509 certificate binding his global identity to
his public key. In order to make the agent act on his behalf, he generates for the agent a random pair
of keys denotedpk,, Ska). Then, he issues an X.509 proxy certificate [18] associated to the gener-
ated key pair. The certificate contains in addition to the agent’s publipkgya set of statements
indicating the valid operations that the agent is allowed to perform on behalf of the researcher, as
well as a restricted validity period. The authentication of the agent is therefore based on its key pair,
the proxy certificate generated by the researcher and the public-key certificate of the researcher.
Authorization to perform a specific task is based on the identity of the researcher (taken from his
X.509 certificate) as well as on the statements within the proxy certificate.

As explained in [5], an identity-based approach to authorization and authentication for large
grids "will not provide the scalability, flexibility, and ease of management that a large grid needs
to control access to its sensitive resources”, while a property-based approach where properties are
carried by digital credentials is more appropriate. In scientific grids for instance, properties may
include whether the requesting agent is acting on behalf of a professor, a student or an administrator;
whether the agent is acting on behalf of a member of a particular research project whose membership
list is not maintained locally; whether the agent is acting on behalf of a researcher from academy or
industry; etc.

In the credential-based approach, the agent needs to prove that its owner (the researcher) is
compliant with a specific credential-based authorization policy in order for the operations to be
executed. Using standard credential systems such as X.509 attribute certificates, the agent needs
to have access to the credentials of its owner to provide the necessary authorization arguments.
For example, assume that a policy requires the researcher to be either a research staff member of
companyX or companyy. Suppose that the researcher is employed by com@atherefore he has
been issued a credent@ked; (associated to his public keyk,). In addition to the proxy certificate,
the researcher gives to the agent the credeeriéal; . During authentication and authorization phase,
the agent submits in addition to its proxy certificate, the researcher’s credartial The remote
host where the operation needs to be executed does the following: (1) check the validity of the
proxy certificate using the public kegyky, (2) check the validity otred; using the public key of
the 'trusted’ credential issuer, (3) check whether the provided credential fulfills the authorization
policy for the requested operations. If all the validity checks are successful, the task is executed.
Otherwise, an error message is returned.

Using proof-carrying proxy certificates allows to combine the verification of the validity of
the proxy certificate and the authorization decision making in a way that improves the privacy of
the researcher. In fact, instead of using a standard signature scheme, the researcher generates the
agent’s proxy certificate by running an advanced signature algorithm on input of his private key



sk,, his credentiatred; and the credential-based poliayredy or cred;’. The new proxy certificate
carries in addition to delegation rights, the authorization arguments necessary for the execution of
the operations. Hence, instead of performing three validity checks, the remote host needs just to
verify the validity of the proxy certificate with respect to the policyeéd; or cred;’ using the
researcher’s public kepk,. Furthermore, thanks to the credential ambiguity property, the remote
host will not know whether the agent is acting on behalf of a company companyy.

Contributions and Organization of the Paper. In this paper, we present the concept of proof-
carrying proxy certificates that allows to combine the verification of the validity of the proxy cer-
tificate and the authorization decision making in a way that enhances the privacy of the end user.
After discussing the related work in Section 2, we provide a comprehensive overview of the proof-
carrying proxy certification mechanism in Section 3. In Section 4, we provide precise definitions
for the algorithms specifying a proof-carrying proxy certification scheme. Then, we define the re-
lated security models, namely unforgeability and credential ambiguity. In Section 5, we describe a
provably secure construction of proof-carrying proxy certification scheme based on bilinear pairings
over elliptic curves. In Section 6, we summarize the paper and discuss current and future research
work.

2 Related Work

The intuition behind the concept of proof-carrying proxy certificates comes originally from proof-
carrying codes [14]. The latter is a technique that can be used for safe execution of untrusted code.
In a typical scenario, a code receiver establishes a set of safety rules that guarantee safe behav-
ior of programs, and the code producer creates a formal safety proof that proves, for the untrusted
code, adherence to the safety rules. Then, the receiver is able to use a proof validator to check that
the proof is valid and hence the untrusted code is safe to execute. By analogy with proof-carrying
codes, a proof-carrying authentication mechanism based on higher-order logic was presented in [1]:
the client desiring access must construct a proof using his attribute certificates, and the server will
simply check the validity of the proof. The logic-based approach leads to a simple and efficient solu-
tion that integrates different authentication frameworks including X.509 and SPKI/SDSI. However,

it cannot be used in the context of proof-carrying proxy certification because it does not provide a
signature scheme fulfilling the required properties.

Providing a privacy preserving proof of compliance with a credential-based policy is a problem
that has been studied in recent literature. In [2], the authors exploit cryptographic zero-knowledge
proofs to allow requesting users to prove their adherence with a credential-based policy. The pro-
posed solution provides better privacy guarantees than our concrete implementation of proof-carrying
proxy certificates as the users may prove their compliance while preserving their anonymity. How-
ever, as the described protocol requires interaction between the credentials holder (end user) and
the verifier, it can not be directly used to implement proof-carrying proxy certificates. An inter-
esting line for future research would be to exploit the Fiat-Shamir heuristic [8] to transform their



interactive protocols into a signature scheme that could be used to implement proof-carrying proxy
certificates.

The concept of self-certified signatures presented in [12] shares with proof-carrying proxy cer-
tificates the idea of combining signature’s validity verification with certification information verifi-
cation: the signer (end user) first generates a temporary signing key (analog to the agent’s private
key) using his long-term signing key and his public-key certification information together. Then,
he signs a message and certification information using this temporary signing key. In the verifica-
tion stage both the signature on the message and certification are checked together. Self-certified
signature was extended to multi-certification signature in which multiple certificates are verified to-
gether with the signature. The multi-certification signature scheme described in [12] could be used
to construct proof-carrying proxy certificates for which policies are restricted to conjunctions of cre-
dentials. However, they cannot support disjunctions of credentials while respecting the credential
ambiguity property. Thus, the signature scheme used in proof-carrying proxy certification could be
seen as a generalization of self-certified signatures that supports both disjunctive and conjunctive
authorization structures.

Our pairing-based signature scheme for proof-carrying proxy certificates is based on the policy-
based signature scheme proposed in [3]. The latter allows to generate a signature on a message so
that the signature is valid if and only if the signer is compliant with a credential-based policy written
in standard normal form. However, it cannot be used to implement proof-carrying proxy certificates
as it suffers from collusion attacks. In fact, in addition to the legitimate signer, any collusion of
credential issuers or end users who are able to collect a qualified set of credentials for the policy
according to which the message is signed can generate a valid signature. Besides, the scheme is not
satisfactory as it is not supported by formal security arguments. In this paper, we propose a scheme
that solves the collusion problem and provides a formal security analysis based on reductionist
proofs, thus fulfilling the security requirements of proof-carrying proxy certificates.

3 Proof-Carrying Proxy Certification

In this section, we provide a general description of our approach as well as the notations used
along the paper. We define the different components of a proof-carrying proxy certification scheme,
including our policy model. Then, we describe how the proof-carrying proxy certificates are created

and used.

3.1 Setting the Context

The setting for proof-carrying proxy certification comprises four types of players: end users, creden-
tial issuers, agents and verifiers (service providers). We consider a public key infrastructure where
each end user holds a pair of kelysk,, sk;). An end user is identified by his public kgk,. The

public key does not has to be bound to the end user's namef/identity (through public-key certifi-
cation) as for standard PKI systems such as X.509. In fact, in large-scale open environments, the



identity of an end user is rarely of interest to determining whether the end user could be trusted or
authorized to conduct some sensitive transactions. Instead statements about the end user such as at-
tributes, properties, capabilities and/or privileges are more relevant. The validity of such statements

is checked and certified by trusted entities called credential issuers.

We consider a set of credential issudrs- {li,...,In}, where the public key ofy, for k €
{1,...,N}, is denotedR while the corresponding master key is denotedWe assume that a
trustworthy value of the public key of each of the credential issuers is known by the end users. Any
credential issuelk € I may be asked by an end user to issue a credential corresponding to a set of
statements. The requested credential is basically the digital signature of the credential issuer on an
assertion denotedPk:. The assertion contains, in addition to the set of statements, the end user’s
public keypk, as well as a set of additional information such as the validity period of the credential.
As the representation of assertions is out of the scope of this paper, they will simply be encoded as
binary strings. Upon receiving a request for generating a credential on as#tipa credential
issuell first checks the validity of the assertion. If it is valid, tHemxecutes a credential generation
algorithm and returns a credential denoté, APk). Otherwise) returns an error message. Upon
receiving the credentiaj(R¢, APk), the end user may check its integrity usiés public keyR.

The process of checking the validity of a set of statements about a certain entity is out of the scope
of this paper.

Each service provider defines an authorization policy for each action on a sensitive resource he
controls. We consider credential-based policies formalized as monotone boolean expressions involv-
ing conjunctions (ANDA) and disjunctions (OR/) of credential-based conditions. A credential-
based condition is defined through a pédir, A?%) specifying an assertioAPk ¢ {0,1}* (about
an end user whose public key g,) and a credential issuég < I that is trusted to check and
certify the validity of APk, An end user whose public key sk, fulfills the condition(l,, APk if
and only if the end user has been issued the credegiiRal APk'). We consider policies written in
standard normal forms, i.e. written either in conjunctive normal faZMF) or in disjunctive normal
form (DNF). In order to address the two standard normal forms, we use the conjunctive-disjunctive
normal form €DNF) introduced in [17]. Thus, a policy denot@dIP is written as follows:

m j *
PolPki = A{il[v?‘zl[Ak:"l(lKiﬁj_k,Af;(fkﬂ], wherely,,, € I andAf}f’k c {0,1}

Under theCDNF notation, policies written i€NF correspond to the case whemg; = 1, for alli, j,
while policies written inDNF correspond to the case where=1.

_____ in(PoIPk:) denote the set of credentilfc(Ry, ;. A"\ ) oot Hmy for {ji € {1,...,m}}m,.
Then,cjlmjm(PoIp"U) is a qualified set of credentials feplPk,

3.2 Creating and Using Proof-Carrying Proxy Certificates

When an end user wants to interact with a service provider (verifier) through an agent, he first
generates a pair of keypks, sky) for the agent. Then, he specifies the content of the proxy certificate

- a message, denotddl, containing the end user’s public kek,, the public key of the agenik,

and the delegation constraints. Finally, the end user generates a signature on the content of the proxy



certificate using a dedicated signature algorithm. The latter takes as input the message to be signed,
the private key of the end ussk,, the policy of the service providétolP% with respect to the end
user’'s public keypk,, and a qualified set of credentials for the pOIIQ.J,"‘Mm’jm(POIPKJ).

When the agent decides to interact with the verifier, he provides his proof-carrying proxy cer-
tificate along with a proof of possession of the private &kycorresponding to the public keyk,
contained in the proxy certificate. The verifier first checks the delegation constraints specified by the
proxy certificate to be sure that the agent is allowed by the end user to perform the requested action
on his behalf. Then, he checks the validity of the signature on the content of the proxy certificate
using the adequate verification algorithm. This algorithm takes as input the proof-carrying proxy
certificate, the end user’s public kek,, and the authorization polidgolP%. At the end, the verifier
obtains a proof that the agent whose public kephgis allowed by an end user whose public key
is pk, to perform the action on his behalf and that the end user is compliant with the authorization
policy specified by the verifier.

The signature and verification algorithms used for the creation and verification of proof-carrying
proxy certificates must fulfill two security requirements:

— Unforgeability: the signature on a proof-carrying proxy certificate must not be valid with respect
to policy PolPk if the signer does not use the private lgy or a qualified set of credentials for
policy PolP%. In other words, the agent cannot obtain a valid proof-carrying proxy certificate
with respect to policyPolP% from a user that does not have access to the privatsligegnd the
end user cannot generate a valid proof-carrying proxy certificate with respect to polf&yif
he does not have access to a qualified set of credentials for the policy.

— Credential ambiguity: in the case where there exists multiple qualified sets of credentials for
policy PolP%, a valid proxy-carrying proxy certificate must not reveal which specific set of
credentials has been used to generate the certificate.

4 Definitions

Following the functional description provided in Section 3, we give in this section precise defini-
tions for the algorithms used during the proof-carrying proxy certification process. In addition, we
formally define the corresponding security models.

4.1 Algorithms

A proof-carrying proxy certification scheme (in she@PC) is specified by six algorithm$&8ystem-
Setup Issuer-SetupUser-SetupCredGen SignandVerify.

System-SetupOn input of a security parameterthis algorithm generates the system paramefers
including the different spaces, groups and public functions that will be referenced by subsequent
algorithms.

Issuer-Setup This algorithm generates a random master &egnd the corresponding public key
R« for credential issu€ly € I.



User-Setup This algorithm generates a random private kgyand the corresponding public key
pk.

CredGen On input of the public ke, of a credential issud € I and an assertioAP% € {0,1}*,
this algorithm generates the credengéR,, APk) using the master kes, associated t&.

Sign. On input of a messagkl, a pair of keys(pk,sk,), a policy PolPk and a qualified set of
Verify. On input of a messagdd, a signatures, a public keypk, and a policyPolP%, this algorithm

returnsT (for true) if o is a valid signature oM according to policyPolPk:. Otherwise, it returns
L (for fals@.

The algorithms described above have to satisfy the standard consistency constraint i.e.

0 =SignM, pky, sk, PolP% ¢j, . (PolP%)) = Verify(M, g, pk,,PolP%) = T

4.2 Security Models

A PCPC scheme has to fulfill the security requirement of unforgeability and the privacy requirement
of credential ambiguity.

Unforgeability. The standard acceptable notion of security for standard signature schemes is exis-
tential unforgeability against chosen message attacks [10]. Therefore, we require the same security
notion for proof-carrying proxy certification schemes. The definition of existential unforgeability
should naturally be adapted to the advanced form of signature used by proof-carrying proxy certifi-
cates.

Existential unforgeability foPCPC schemes is defined in terms of an interactive game, played
between a challenger and an adversary. The game consists of three SegpQueriesandForge
which we describe below.

— Setup On input of a security parametierthe challenger does the following: (1) Run algorithm
System-Setufp obtain the system public parametdts(2) Run algorithmissuer-Setupnce
or multiple times to obtain a set of credential issuges {l1,...,In}, (3) Run algorithmUser-
Setupto obtain a public/private key pafpk,sk), (4) Give to the adversary the paramet#rs
the public keypk and the public keys of the different credential issuers included in

— Queries The adversary performs adaptively a polynomial number of oracle queries which we
define below. By "adaptively”, we mean that each query may depend on the challenger’s replies
to the previously performed queries.

— Forge. Once the adversary decides tateriesis over, it outputs a messak, a poIicyPoprkf,

a signaturess, and wins the game Werify (M, oz, pk, Polfpkf) =T.

During theQueriesstage, the adversary may perform queries to two oracles controlled by the chal-
lenger. On one hand, a credential generation oracle defiwgztGen-O On the other hand, a signa-



ture oracle denote8lign-O. While the oracles are executed by the challenger, their input is specified
by the adversary. The oracles are defined below:

— CredGen-O On input of a credential issuéy € I and an assertioAP% ¢ {0,1}* (associated
to a key pair(pky, sk,) chosen by the adversary), run algoriti@redGenon input of the tuple
(Ix, APk and return the resulting credent@R,, APK).

— Sign-O. On input of a messagd and a policyPolP¥, first run algorithmCredGenonce or mul-
tiple times to obtain a qualified set of credentie,-lg__,jm(Polp"f) for PolP, then run algorithm
Signon input of(M, pk;, sk, PolP%, ¢j,_j..(PolP%)) (for someji € {1,...,m} fori=1,...,m)
and return the resulting output.

The oracle queries made by the adversary du@ingriesare subject to some restrictions depending
on the type of adversary. In fact, we distinguish two types of attackers:

— Insider: the adversary is given, in addition to the parameters provided by the challenger during
Setup the private keysk. An adversary of this type is not allowed to obtain (through queries
to oracleCredGen-Q a qualified set of credentials for the forgery poliéglfpkf. This type of
attackers corresponds to entities that are not compliant with a policy and that try to generate a
valid signature w.r.t the policy.

— Outsider: the adversary is given, in addition to the parameters provided by the challenger during
Setup the master keys of the different credential issuers includedl iin adversary of this
type does not have access to the private #leyand do not need to perform queries to oracle
CredGen-OThis type of attackers corresponds to entities that might have access to a qualified
set of credentials for the policy but do not have access to the corresponding public key.

Obviously, an adversary, be it insider or outsider, is not allowed to perform a query to Srgei©®
on the tuple(My, Pol™).

The game described above is denoietf-PCPC-CMA*, whereX = | for insider adversaries and

X = O for outsider adversaries. A formal definition of existential unforgeability against chosen
message attacks fBICPC schemes is given below. As usual, a real funcgiesaid to be negligible

if g(k) < le) for any polynomialf.

Definition 1. The advantage of an adversag/ in the EUF-PCPC-CMAX game is defined to be
the quantity Adyx = Pr[:2X wing. APCPC scheme i€UF-PCPC-CMA* secure if no probabilistic
polynomial time adversary has a non-negligible advantage irethiePCPC-CMAX game.

Credential Ambiguity We define credential ambiguity against chosen message attacRSpar
schemes in terms of an interactive game (denate¢dPCPC-CMA), played between a challenger
and an adversary. The game consists of three st&gésp ChallengeandGuessvhich we describe
below.



— Setup On input of a security parametierthe challenger does the following: (1) Run algorithm
Setupto obtain the system public parametgts(2) Run algorithmissuer-Setumnce or mul-
tiple times to obtain a set of credential issuérs- {l1,...,In}, (3) Give to the adversary the
parameter® as well as the public and master keys of the different credential issuers included
in 1.

— Challenge The adversary chooses a mesdlge a pair of keyg pken, Sken) and a policyPo
on which he wishes to be challenged. The challenger does the following: (1)=br...,m,
pick at randomi®" € {1,...,m}, (2) Run algorithnCredGen ntimes to obtain the qualified set

of credentials;jghmjﬁr(Polfr']%“), (3) Run algorithnBignon input the tupléMcn, pkeh, Skeh, POleh,

|p|‘ch
ch

cjihwjﬁqh(Polg'fC“)) and return the resulting output to the adversary.

— GuessThe adversary outputs a tuglg, . . ., jm), and wins the game if the equalitys", .. ., j$") =
(j1,---,jm) holds.

Definition 2. The advantage of an adversad/in the CrA-PCPC-CMA game is defined to be the
quantity Ady; = Max; {|Pr[ji = j& — % }, where the parameters;rare those defined by the chal-

lenge policy Pcﬂ’r'fh. A PCPC scheme i€rA-PCPC-CMA secure if no probabilistic polynomial time
adversary has a non-negligible advantage in ¢ra-PCPC-CMA game.

5 Concrete Implementation

In this section, we describe a concrete implementation of proof-based proxy certificates. Our imple-
mentation is based on bilinear pairings over elliptic curves. Our scheme owes much to the work on
pairing-based signature and ring signatures presented in [13, 19, 20]. After describing our concrete
algorithms, we analyze their consistency and efficiency. Then, we prove their security in the random
oracle model.

5.1 Description

Before describing the algorithms defining ®RCPC scheme, we define algorithBDH-Setupas
follows:

BDH-Setup Given a security parametiergenerate a tupl@, G1, G2, e,P) wheree: G1 x G1 — G2

is a bilinear pairing(G1,+) and(Go, ) are two groups of the same ordgrandP is a random gen-
erator ofGG1. The generated parameters are such that the following mathematical problem are hard
to solve:

— Computational Diffie-Hellman ProblenCDHP): given a tupleP,a- P, b- P) for randomly cho-
sena,b e Za, compute the valuab- P.

- (I;Jrll)-Exponent Problerk(+1EP): given the tupléP,a-P,a2-P,...,a"-P) forac Zg, compute
a“tt.p.



Note We recall that a bilinear pairing satisfies the following three properties: (1) Bilinear: for
Q,Q € Gy andfora,b € Zy, e(a-Q,b-Q) = &(Q, Q)2, (2) Non-degenerate(P,P) +# 1 and there-
fore it is a generator of,, (3) Computable: there exists an efficient algorithm to comp(@ Q')
forall Q,Q € G;. ¢

Our PCPC scheme consists of the algorithms described below.
System-SetupOn input of a security parametierdo the following:

1. Run algorithmBDH-Setupon inputk to generate outpyy, G1,G2, e,P)
2. Define three hash functionlp : {0,1}* — G4, H1: {0,1}* — Za andH, : G, — Za
3. Let? = (C]7 Gl, Gz, e, F:'7 H()7 H;|_7 Hz).

Issuer-SetupLet I = {l4,...,In} be a set of credential issuers. Each credential idguer! picks
at random a secret master kgye Z; and publishes the corresponding public iy= s - P.

User-SetupThis algorithm picks at random a private k&l € Zg and computes the corresponding
public keypk, = sk, - P.

CredGen On input of the public ke, of issuerl, € I and assertioAP% € {0,1}*, this algorithm
outputsg(Re, APK) = s - Ho(APK).

Sign. On input of a messaghl, a pair of keys(pk,sk,), a policy PolPk and a qualified set of
credentials;j, ._j,.(PolP%), do the following:

1. Fori=1,...,m, do the following:
(a) Pick at randonY; € Gy, then compute j,+1 = e(R,Yj)
(b) Forl =ji+1,....m,1,...,ji— 1 modm + 1), do the following:
i. Computet;| = nrkllle(RKiJ‘,kaO(Ai?llka))
ii. Pick at randon¥;; € Gy, then computes ;1 = e(P,Y; ) *r:jl(M”X‘*' i)
(c) Compute¥, j, = Yi — Hy(M ., M1 §1)- (S5 (Re, e AP, )
2. ComputeY =y, 51 Yi j, then comput& = (sk,+Ha(Y)) - P
3. Returno = ([[x j]7"4]"4,Y,2)

Verify. Let o = ([[XLJ‘}?‘:]_]{T;:UY, Z) be a signature on messalyeaccording to policyPolP% and
public keypk,. To check the validity o0&, do the following:

1. Computet; | = n:‘:‘jle(RKi_j_’k,Ho(Af"j‘f‘k)) (forj=1,....mandi=1,...,m)
2. Computeng = e(pk, +Ha(Y)-P,Z)" N
3. Computeay = [T}, %.j] andoz = e(RY) * [, n?‘:lr;'jl(M”x“"”m””“)
4. If ap=e(P,P) andaj = ay, then returnT, otherwise return_

The intuition behind our signature algorithm is as follows: each conjunction of condﬂ@fﬁl.(i_j‘k,Af;‘”Q

is associated to a tagj. For each indek the set of tag$T, ; }’j“:1 is equivalent to a set of ring mem-
bers. The signature key of the ring member corresponding to the fagnsists of the credentials



{q(R« Ijk,A]p'“J ) 1~ Thus, the generated signature corresponds to a set of ring signatures which
validity can be checked using the global 'glue’ valieThe latter can be computed only by a user
having access to a qualified set of credentials for pdfalPk:. The elemenZ represents the [20]
short signature olY using the private kegk,. Therefore,o proves that the entity whose public

key is pk, is compliant with policyPolP%. Note that we can use any standard signature scheme to
generate the valug.

5.2 Consistency and Efficiency

Our PCPCscheme satisfies the standard consistency constraint thanks to the following statements:
ao = e(pky+Ha(Y) - P.Z) = e((sky+ Hz(Y)) - P, (sky + Hz(Y)) ™" - P) = &(P,P) y

Hy (M| i illj _
Ti,jl( (15 lmllifl§) :Xi,j+1*e(PaYi,j) l(Where(i,m+l:Xi,l) (2)

o — Ax T HMIIMID] - here) —
2= *r“‘l ] (whereh =¢(RY))

m m-—1

=Ax .I_U r! X jr1%€PYi ) X 1P Yim) ]

_)\*I_lr!x']* e(PY )]
IR ST @
1I=1]= I=1]=

The essential operation in pairing-based cryptography is pairing computations. Our signature al-

gorithm requires a total of ", m + 3", ¥;.; m ; pairing computations. Note that the values

T;, does not depend on the signed mesgdgd hus, they can be pre-computed by the end user,

cached and used in subsequent signatures involving the corresponding credential-based conditions
e. <RKi.,.k,Ai‘?,‘ka). On the other hand, our verification algorithm requires a total-efy3" ; z'j“:lm,j

pairing computations. Although pairing computations could be optimized as explained in [4], the

performance of our signature and verification algorithms still need to be improved. This is the main

focus of our current research work.

Letl; denote the bit-length of the bilinear representation of an element of gtp(ip= 1,2). Then,
the bit-length of a signature produced by ®@@PC scheme is equal tgF " ; m).I>+ 2.11. Note that
the signature’s length does not depend on the vatugs



5.3 Security

In the following, we provide the security results related to @aPC scheme.

Notation Given the notation used in Section 3, the maximum values that the quantjtresand
m; j can take are denoted, respectively,, > 1,m, > 1 andm, > 1. We assume that these upper-
bounds are specified during system setup.

Theorem 1. Our PCPC scheme i€UF-PCPC-CMA' secure in the random oracle model under the
assumption thaCDHP is hard. In fact, let2° be anEUF-PCPC-CMA' adversary with advantage
Advz. > € when attacking ouPCPC scheme. Assume that adversayhas running time 4- and
makes at mostggueries to oracle CredGen-Og gueries to oracle Sign-O,gqqueries to oracle
Ho and q queries to oracle bl Then, there exists an adversafy the advantage of which, when
attacking CDHP, is such that

Advz. > 9/(100G"™ 5™, 11 ("))
Its running time is 4. < (3201 +4)t4- /€, for > Max{2m, ,my, 2m,0sa1 } ande <32(q1 + 1 —my,my)/q.

Proof. Proof of Theorem 1 follows the method described in [11], which is based on the oracle replay
technique [16]. Informally, by a polynomial replay of the attack with different random oracles, we
allow the attacker to forge two signatures that are related so that the attacker is able to solve the
underlying hard problemdDHP). The details of our proof are given in Appendix A. Note that our
security reduction does not depend on the paramete©n the other hand, it depends exponentially

on the parametens\,, andm, which needs further improvement. Finally, note that the ID-based
ring signature presented in [20] is not supported by any security arguments. Our proof could be
easily adapted to realize the missing proofs. In fact, the ID-based ring signature of [20] is almost
similar to our signature algorithm applied in the particular case where the policies are such that
myy=my=1. I

Theorem 2. Our PCPC scheme i€UF-PCPC-CMAPC secure in the random oracle model under the
assumption that ¥ 1EP is hard.

Proof. The security of our schenRCPC in theEUF-PCPC-CMAC game is equivalent to the security

of the short signature scheme presented in [20]. In fact, the outsider adversary succeeds in forging a
proof-carrying proxy certification if and only if it succeeds in generating a vatdrresponding to

a valid ([[Xivj]?]:l”il,Y) associated to the pair of keypk, sk ). As the adversary has access to the
master keys of the different credential issuers, its is able to generate a valid[tmigl](?‘:ﬂﬂl,Y)
corresponding to any policy associatedote. Therefore, the adversary needs to be able to generate

a [20] short signature ovi using the protected private ke¥. The short signature of [20] is proved

to be secure in the random oracle model under the assumption thettE® problem is hard]

Theorem 3. Our PCPC scheme i€rA-PCPC-CMA secure in the random oracle model.



Proof. Let Mch be the message amd = ([ ™,]™ Yo", Z¢") be the signature which the adver-
sary is challenged on in therA-PCPC-CMA game. OuiPCPC scheme is such that the following
holds

H1(Menl X7y [ mif[j -1

LN =ePYj 1)1, "  for jAi+1 andxic?

Lie

- . m h
2. YN = S[5 g + —Hl(Mchllﬁ?ichllmHlllth) (21 SR jon o A jeni))]

i,

SinceY; andY; j_; are chosen at random frofs;, andH; is assumed to be a random oracle, we
have thakﬁ'j‘ andY®" are uniformly distributed i, andG, respectively. If( j1,..., jm) is the tuple

output by the adversary in tt@A-PCPC-CMA game, then we haver[j; = jiCh], fori=1...,m O

6 Conclusion

In this paper, we presented the concept of proof-carrying proxy certificates. The idea is to generate
the proxy certificate using a special signature scheme for which the validity of the generated sig-
nature proves the compliance of the signer with a credential-based policy. The proof adheres to the
privacy principle of data minimization i.e. in the case where there exists multiple qualified sets of
credentials for a policy, the proof does not reveal which specific set has been used to generate the
signature. To implement our approach, we developed a concrete proof-carrying proxy certification
scheme using bilinear pairings over elliptic curves. We defined formal security models for proof-
carrying proxy certification schemes and proved the security of our construction under the defined
models in the random oracle model. We are currently developing an experimental implementation
framework for proof-carrying proxy certificates in the context of grid computing. The integration of
well established credential standards (e.g. SPKI, SAML) is one of our goals. We are also working
on improving the performance of our construction in terms of both computational and bandwidth
consumption costs, and preparing and in-depth analysis of such costs. As discussed in the related
work, an interesting line for future would be the construction of a proof-carrying proxy certification
scheme based on the well known zero-knowledge proof of knowledge protocols.
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A Proof of Theorem 1

We construct an algorithm® that usesq® to mount an attack again€DHP. The game between
the challenger and algorithrfi® starts with thdnitialization stage which we describe below.

Initialization. The challenger gives to adversafyy the BDH parametergq, G1,G»,e P) as well
as aCDHP-instance(P a- P b-P) = (P, P, P,) for these parameters. Then, algoritbah does the
following:

1. Choose the value$ € {1,...,myx}, j* € {1,...,m,} andm. . € {1,...,m,}

2. Pick at random the valuee;’j.’k €{1,...,N}andlp jok € {1,...,00}, fork=1,...,mf ;.

3. Pick atrandon®. .. € Z, fork=2,...,nm. ;., then compute. ;. ; = 2:12‘ B je k



The interaction between algorithr® and adversaryd® consists of three stageSetup Probing
andForgewhich we describe below.

Setup Algorithm 4* does the following: (1) Let* = (9,G1,G2,e P,n,HS,H;,H2) be the global
information, where the oraclddj andH; are controlled by algorithnid®, Hy is a public hash
function, the tuple€q,G1, G2, €,P) is given to algorithm2°® in thelnitialization stage, and the value
n € N* is chosen by algorithm®, (2) Define the the set of credential issuérs- {l4,...,In} as
follows: for kK € {K,. ‘o k} the public key ofl is R = r¢ - P, for some randomly chosem c 7k,
whereas, fok € {1,...,N}\ {k ;.  }, the public key of is R¢ = s - P for some randomly chosen
S € Zg, (3) Run aIgoritthser Setupo obtain a public/private key paiipk:,sk), (4) Give the
global mformatlonl’ and the credential issuers’ public kdy,s} , to adversaryq°.

Note Fork € {Ki.J.’k}, the master key df is sc =rqa

Algorithm 2° controls the random oracldg as follows: algorithm2® maintains a list of tuples
[Ai,Ho,,A\] which we denoteH(')'St. The list is initially empty. Assume that adversafly makes a
query on assertioAPk ¢ {0,1}*, then adversaryl® responds as follows:

1. If APk already appears on the ligf in a tuple[A,,Ho,, A], then returrHo,
2. If pks = pk andAP% does not appear oHy™ and AP% is thel?. .. ;-th distinct query to or-
acleHg, then computeHo . | = oo L (P2 =6} j. - P), returnHo,. and add the entry
) s i°,j°,
[APK Hoe Lpnull to HYst
3. If pky= pkf andAP* does not appear dlist andAP% is thel, . j»k-th distinct query to oraclely
(for k> 1), then computelo., ,k—(rlz.lj B0 j+4)-PreturnHoys |, and addAPK:, Ho s ,k,rK‘lj O el
to Hjst
4. Otherwise, pick at randoh € Z¢, return) - P and addAP% A - P A] to H)St

e je1’

Note The random oraclelg is such that}. ;. = ﬂ:ll‘ e(Rie jo o Ho(Aﬁk‘j._k)) =e(Pab-P).
Probing. Adversary4° performs a polynomial number of oracle queries adaptively.

Forging. Algorithm 2° outputs a messad¥;, a policyPolk and a signatures. The adversary wins
the game ifverify(Ms, o, pks, Pok) =

The oracles that adversaff® may query during”robing are defined below. We assume without
loss of generality that adversadl always makes the appropriate query to the random otdgle
on assertior\Pk,

— CredGen-O Assume that adversary° makes a query on a tup(é, A). Let [A,Ho,,A,] be the
tuple fromH}®t such that\, = APk, then algorithma°® responds as follows:
Lifir=I% o1 andk € {K}. e, «}» then report failure and terminate (evefyfeq)
2. If 1#1% . g andk € {K} ;.  }, then return(rcA,) - PL = (r«@) - Hoy = Sc- Hoy
3. Ifke{l,.. SNFVLKE G «}» then returrs, - Ho,,

— Sign-0. Assume that adversaﬂf makes a query on a tup(#, PolP¥). Algorithm 4° responds
as follows:



1. Pick atrandonh; € Zg ,andY; ; € Gy (j=1,....mandi=1,...,m)

2. Computet; j = ﬂﬂllle(RKi.j.kvhHG(Afﬁk)) (i=1,....mandi=1,...,m)

3. Computex j+1 =¢€(RYij)*T; ', then computdy j+1 = Hi(M||X; j+1[[m[|i]|j +1). In order to
compute the valug; j, algorithmA* maintains a list of tuple§M,, x,,m;,i,, ji),Ha,] which
we denoteH!st. If (M,x; j,m,i, |) appears oH}® in a tuple[(M,,x, m,i,, j;),Hz,], then
algorithm A4° setsh; ; = Hy,. Otherwise, it picks at rando < Zg, setsh; j = H and adds
the tuple[(M,x; j, m i, j),H] to H}st.

4. Letx;y = e(PYim) * T andhy 1 = Hi(M|x;1[m]il|1), then
(a) If (M,x 1,m,i,1) already appears on the IiHﬂliSt in a tuple[(M,,x,, m,i;,1),Hy,] such

thatHy, # hi 1, then report failure and terminate (we refer to this evergy.
(b) Otherwise, add the tupléM, x 1,m,i, 1), h 1] to HIS,

5. ComputeY = 31, 5T, Y; j andZ = (sk,+ Ha(Y))~*- P then return([x ;"] ,Y, Z) to

adversary3°.

Algorithm A4° controls the random oracld] as follows: assume that adversafy makes a query
to the random oraclel; on input(M,x,m,i, j), then algorithm4*® responds as follows:

1. Ifthe tuple(M,x,m,i, j) already appears dfh'liSt inatuple[(M;,x, m;, iy, ji),Hy,], then outpuHy ,
2. Otherwise, pick at random € Z¢, outputH and add(M,x,m,i, j),H] to H'lISt

In the following, we analyze the simulation described abovezldie the whole set of random
tapes that take part in an attack by adversatywith the environment simulated by algorithf?,
but excluding the randomness related to the or&tfle The success probability of adversafy
in forging a valid ring signature scheme is then taken over the spadd;). Let s be the set of
successful executions of adversaty, then the following holds

Advge =Pr[(w,H7) € 5] > € 4)

Let o be the event that adversad? succeeds in forging the signatuse= ([x{;]T",]™;,Y",Z")

without making a query to the random ora€l¢ on at least one of the tupIépr{j,m,i, i), and
let £} be the event that everiy occurs at one of the queries made by advers#ryo the oracle
Sign-Q Then, we have

q q

Let s’ be the set of successful executions of adversgtyfor which it has made queries to the
random oracléd; on the all the tupIe$Mf,xif’j,m, i, ]), then the following holds

(®)

Let Qq,...,Qq, denote the different queries made by adversaryto the random oraclei;. We
denote byQg,; (for Bij € {1,...,a1}) the query made by adversafy to the random oraclel} on

Pr[(w,H?;) € 8] = Pri—Eo).Pr[—Eg).Pr[(w,H;) € 8] > (1 £ (6)



the tuple(Ms, x| ;,m,i, j). Leti'd andj'd be the indexes such that for &l j) # (i'9, j'9), B ; < Biia_ja-

I,'j’
The valueBa jiq is called the last-query index. We defip{gq " to be the set of executions frog
i9,j

whose last-query index [§iq jio. SinceBjiq j; May range betweeh < f = m,,m, andqy, this gives

us a partition ofs’ in at leasty; + 1 — 3 classes.

Let Z; be the event that algorithtd® obtains a successful executi()ml, Hl'l) es, ,forsome
ila jla

last-query inde>£3i1.q jlas after invokingt; times adversarya® with randomly chosen tuplesv, Hy).

In the particular case whete = (Pr[w,H}) € §'])~%, and sincg1— £)* < e! (for X > 1), the
following statement holds

Pr(Z;] = 1— (1—Pr[(w,H}) € S > 1—e’1>§ @)
We define the set of last-query indexes which are more likely to appear as follows:

J= {Bi'q,jm st. PI’[(w,Hl') € Séilq_jlq ](w, HI) (S 5/] > y}, Wherey: 2(0]1+71178)

Lets; = {(w,H}) € séth " st. Bia jia € 7} be the subset of successful executions corresponding to
i'd,j ’
the sety. Since the subset%_Iq , are pairwise disjoint, the following holds
i,

Pri(w,H}) € l(w,H]) €5'1= 5 Pr{(w,H]) € Séilq_jlq](w,Hl') €]

Bilq'quEJ
—1_ Z Pr[(w,H7) € Séilq o [(w,HT) € 5]
Bi|q>j|q¢] ‘
1 1
>1-(-—-9)y=5
>1-(5 1)Y= 5 (©)

Leto = (1—Ma™) (1~ ”W(fsql).s.y, then equation (6) leads to the following statement
Pr[(w,H]) € Séilq jlq] = Pr[(w,H3) € §'].Pr[(w,H3) € Séilq‘jlq |(w,H}) € §'] > a 9)

The oracleH; can be written as a paﬁﬂl, hilq’jlq), whereH; corresponds to the answers for all the
queries to oraclél] except the quer@Bilq i whose answer is denoted g ;4. We define the set
Qpq o @s follows: ’

QBilqjqu = {(w, (Hl,hilq’jlq)) & 5/ St. Prhilq‘jlq [(w, (Hlyhﬂq,j'qn S .Séiqujlq] > o— G}

For d = 2a and according to the splitting lemma defined in [16], the following statements hold

V (w, (1, ja)) € Qpiq o> Prhig ol (#, (1, ja)) € 5éi|q,,.|q] >a (10)
~ ~ a 1
Pr{(w, (1, hja jia)) € Qp,q 1ol (, (H1,hiia o)) € Séi,q?j,q] 255 (11)



Assume that even; occurs and that the successful executiart, (H,h, o)) is in s). Let %,

1>"la jla
be the event that algorithmi® obtains, for some last-query md@%

a.jar @ Successful execution
(wt, (HE,h3, ja)) € QB_ll such thah?, a7 hi, _jia» after invokingt, times adversaryt®, with fixed

(w',H{) and randomly chosemq_’“q. In the particular case whetg = (o — é)*l, the following
holds

Pr[fz]_1—(1—(a—;))t221—e‘1>g (12)
Consider(w (Hll,hIIq o)) and (w?t (Hl,hIlq 1)), the two successful executions of the attack ob-
tained by algorlthmﬁl’ |f events; and %, occur For the two considered executions, the random
tapesw are identical, whereas the answers of the random ok&ke the queries of adversay®
are identical only until the querg'pBlq N
id,j
Leta? = ([xt J]T‘ll]{"ll,Yl Z1) ando? = (X2 J]rjnzl],’T‘zl,Y2 Z?) be the signatures forged by adversary
4° through the two considered successful executions respectively. With probability greater than
Wl.() we havem! = m? = mandm! = m? =m (i = 1,...,m). In this case, the following
|
statements hold
Lx=x(j=1....,mandi=1,...,m)
2. ht; =h?; (forj +# J'q andi #i'9) andhIIq ja 7 ha, i

hl, 1o—h, .
The fact thao} ando? are valid ring signatures leads to the equadity, Y2 — Y1) = |q'q1{;q .

With probability greater than/4g""™, we haverf. j* = Tja jia. In this case, note that adversaty
does not make a query to oraﬂeedGemn assertlowq (eventfcred does not occur). This case
leads to the equality;q jo = €(P,ab- P), and soY? — Yl (hf, i —hg, jia) * (@b-P). Thus, with
probabilityPr[4°* wing|, algorithm4°* succeeds to obtaeb- P by computing the quantitghillq‘jlq —

h2, ) L. (Y2 —Y?1). From statements (7), (8), (11) and (12), we have Adv Pr[4°* wing >

Forq > Max{2m,,my,2my,0s01 } ande < 32(g1 +1—my,,my)/q, the running time of adversary
A° is such that the following holds

1 4 32Aqu+1-
tar :(t”b)'tﬂ":(ZJra—l/q)-tﬂo <(g+ @ £ WAW))MO <

320, +4
c tg0



