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* Payloads: yes (DCOM, Netbios, WebDav)

CLUSTER ID: IDENTIFICATION:

2145
W32/Gaobot.worm.gen.k
Backdoor.Agobot.Id
W32/Agobot−GM (sophos), also known as:

FINGERPRINT:

* Number Targeted Virtual Machines: 1
* Ports Sequence: 2745,2082,135,1025,445,3127,6129,139,1433,5000,80
* Number Packets sent VM: 33
* Global Duration: 7s < t < 11s
* Avg Inter Arrival Time: < 1s
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A(OSs): clique 3

FINGERPRINT:

CORRELATIVE ANALYSIS:

* Number Targeted Virtual Machines: 3
* Ports Sequence VM1: {135,4444,135,4444}
* Ports Sequence VM2: {135}
* Ports Sequence VM3: {135}

* Number Packets sent VM2: 3
* Number Packets sent VM3: 3
* Global Duration: < 5s
* Avg Inter Arrival Time: < 1s

* Number Packets sent VM1: 10

CLUSTER ID: IDENTIFICATION:

W32.Blaster.A (symantec), also known as:
W32/Lovesan.worm.a (McAffee)
Win32.Poza.A (CA)
Lovesan (F−Secure)
WORM_MSBLAST.A (Trend)
W32/Blaster (Panda)
Worm.Win32.Lovesan (KAV)

* Payloads: 72 bytes + 1460 bytes + 244 bytes

1931

A(SAX): clique 21
A(Env): 
A(Geo):
A(Hostnames):
A(TLDs):
A(commonIPs):
A(IPprox):
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* Payloads: yes (DCOM, Netbios, WebDav)

CLUSTER ID: IDENTIFICATION:

2145
W32/Gaobot.worm.gen.k
Backdoor.Agobot.Id
W32/Agobot−GM (sophos), also known as:

FINGERPRINT:

* Number Targeted Virtual Machines: 1
* Ports Sequence: 2745,2082,135,1025,445,3127,6129,139,1433,5000,80
* Number Packets sent VM: 33
* Global Duration: 7s < t < 11s
* Avg Inter Arrival Time: < 1s
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A(OSs): clique 3

FINGERPRINT:

CORRELATIVE ANALYSIS:

* Number Targeted Virtual Machines: 3
* Ports Sequence VM1: {135,4444,135,4444}
* Ports Sequence VM2: {135}
* Ports Sequence VM3: {135}

* Number Packets sent VM2: 3
* Number Packets sent VM3: 3
* Global Duration: < 5s
* Avg Inter Arrival Time: < 1s

* Number Packets sent VM1: 10

CLUSTER ID: IDENTIFICATION:

W32.Blaster.A (symantec), also known as:
W32/Lovesan.worm.a (McAffee)
Win32.Poza.A (CA)
Lovesan (F−Secure)
WORM_MSBLAST.A (Trend)
W32/Blaster (Panda)
Worm.Win32.Lovesan (KAV)

* Payloads: 72 bytes + 1460 bytes + 244 bytes

1931

A(SAX): clique 21
A(Env): 
A(Geo):
A(Hostnames):
A(TLDs):
A(commonIPs):
A(IPprox):

2	(��� A�V8 5�; ���
��� )	(
�����
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