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1: Introduction
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º®·ß¶ ¸c¼4½.¾�¼&Ã	ÁB¼6¼&Ã ½�À4½lÁBÀ4½oÁc¾�ÌwÁB¶"¼*ÁBÙ�½.·6º¶�Å ·&º¶vÙI¼&À*ÁTÂo»\Ê:½�Ã	Á.Ì1º®¸cÅvÀ;ÎXÀ4½�¹É1º¶vÙKÅvÐ:¸c¶�Ð	Ác»4à�½�¼6Ã ½sÁc¾v½�À
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2: Related Work
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Ã ¸c¶ ½�É�Ð:¸c¼4·�Ç'Ác·'Ác¾�ÌcÁB¶ ».½.¾´ÆoÁB¶�É6É�½sÁBÀ4·gÁBÙ�¸�Ó �wÕvÊ�¸c¼&Ã�¼4¸ß·4½�À&Ì�½Ác·,¾v½.».¸�É1·gÁB¶ ¾\ÁB¹®·4¸2Í}¸cÀ�¼&Ã ½5ÐvÅvÀ&Ð:¸w·4½
¸BÍ©Í~Ác»�º¹º¼*ÁB¼&º¶vÙ°¼&Ã ½�ÁB¶	ÁB¹É�·&º®·ß¸BÍgÄä¶"¼4½�À&¶ ½�¼¬ÁB¼&¼*Ác»4àN¼&À*ÁTÂo»�Ê"ÉN».¸c¶�Ñ ¶vº¶vÙ°¼&Ã ½6¼&À*ÁTÂo»�¼4¸;Ê:½�ÁB¶	ÁB¹É�·4½.¾
¼4¸o¼&Ã	ÁB¼�Ç/Ãvº®»*ÃÖº®·2·*¸c¹®½�¹É§º¹¹®½�Ùwº¼&ºÆoÁB¼4½wÝ*��¼&Å ¾�É1º¶vÙ�¼&Ã ½6¼&À*ÁTÂo»´¸c¶ÖÁlÊ�¸c¶	Á\Ñ	¾v½�ÐvÀ4¸�¾�Å »�¼&º®¸c¶�·&É�·&¼4½�Æ
º®·¬Ì�½ZÜv½.¾_Ê�ÉÖ¼&Ã ½o½ZÜ�¼4½�¶"¼´¸BÍ¹®½�Ùwº¼&ºÆoÁB¼4½o¼&À*ÁTÂo»wÛ�Ç/Ãvº®»*ÃE¼4½�¶ ¾v·6¼4¸N¸cÊ�ÍXÅ ·4»sÁB¼4½o¼&Ã ½\ÐvÀ4½.·4½�¶ ».½;¸BÍ�ÁB¶"É
ÁB¼&¼*Ác»4à�¼&À*ÁTÂo»wÝ�Þ5Ã ½´¼4½�À&Æ �1ywz��Z�cz���|�Ác·¬¸cÀ&ºÙwº¶	ÁB¹¹ÉÖ¾v½ZÑ ¶ ½.¾�Ó+	TÕ ·&ºÙw¶vº�Ñ	½.·¥Á;¶ ½�¼äÇg¸cÀ&à�¸BÍ5·&¼*ÁB¶ ¾ ÁBÀ4¾
ÐvÀ4¸�¾�Å »�¼&º®¸c¶N·&É�·&¼4½�Æ\··4¸Bå�»sÁB¹¹®½.¾�Í}Åv¹¹eÃ ¸c¶ ½�É1Ð�¸c¼4·/å º¶"¼4½�¶ ¾v½.¾K¼4¸�Ê�½6ÁB¼&¼*Ác»4à�½.¾IÁB¶ ¾§Ç/Ã ¸w·4½ßÌwÁB¹Å ½ß¹º®½.·
º¶\¼&Ã ½¹ºÆ�º¼&¹®½.·*· º¶�¼4½�À*Ác»�¼&ºÌ�º¼äÉo¸BÍ¦Á�À*ÁB¶vÙ�½�¸BÍaÀ4½sÁB¹ ÐvÀ4¸1¾�Å »�¼&º®¸c¶�·4½�À&Ì�º®».½.·�Ý�èËÃ ¸c¶ ½�É1¶ ½�¼ ÆoÁsÉ�Ê�½/Ê:¸c¼&Ã
¹®¸cÙwº®»sÁB¹¹É�ÁB¶ ¾�Ù�½.¸cÙwÀ*ÁBÐvÃvº®»sÁB¹¹É°¾�º®·&Ð:½�À4·4½.¾�ÓÔZÕ�Ý�,Ëº¼&Ã�¼&ºÆ\½wÛ�¼&Ã ½ß».¸c¶ ».½�Ðv¼Ã	Ác·5Ê�½.».¸cÆ\½�Æ\¸cÀ4½�Ç/º®¾v½�¹É
Å ·4½.¾§ÁB¶ ¾�º®·/¶ ¸�Ç-¼*ÁBà�½�¶§¼4¸�·&ºÙw¶vº�Í}É�ÁB¶�ÉlÙwÀ4¸cÅvÐI¸cÀ».¸c¹¹®½.»�¼&º®¸c¶I¸BÍ�Ã ¸c¶ ½�É�Ð:¸c¼4·sÝ,è0Ã ¸c¶ ½�É�¶ ½�¼ÆoÁsÉlÊ:½
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3: The Experimental Environment and Dataset
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4: Packet Inter-Arrival Times (IATs)
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Figure 1. The distribution of IATs by Session
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Figure 2. The distribution of IATs by Session in the 0-10000 seconds range.
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5: Investigations of Some Peak IAT Values
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Table 1. The ten highest IAT peaks
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Table 2. IAT interdependence - numbers of sessions with specific IAT values
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Figure 3. The peak at 28800 seconds.
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Figure 4. The IAT distribution of traffic targeting port UDP/38293.
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Figure 5. The peak at 57600 seconds.
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Figure 6. The peak at 9754 seconds
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6: Conclusions
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Figure 7. The IAT distribution of traffic targeting port UDP/1026.
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Ä.6 
Iá Ô:	)5
Þ 6'á�8��)5 Ôs×
Þ 6'á�81Ôsã)	 Ô:� � �
Þ 6'á�81Ôsã � �w×
Þ 6'á�8 �)� � ã)	4�
Þ 6'á�81Ô:5w×)	 Ôs×
Þ 6'á�81Ô �"ãwã �
Þ 6'á�8c× � ��	 Ôs×
µ /�á�81Ôsã � �)�
µ /2á 81Ô:5w×)� ã �c×4�
µ /2á 81Ô:5w× � � �

Table 3. Distribution of target ports for packets in sessions containing an IAT of
9754 seconds.
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