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Abstract. In this paper, we formulate the conceptpaflicy-based cryptography
which makes it possible to perform policy enforcement in large-scale open envi-
ronments like the Internet, with respect to the data minimization principle accord-
ing to which only strictly necessary information should be collected for a given
purpose. We use existing cryptographic primitives based on bilinear pairings over
elliptic curves to develop concrete policy-based encryption and signature schemes
which allow performing relatively efficient encryption and signature operations
with respect to policies formalized as monotonic logical formulae. we illustrate
the properties of our policy-based cryptographic schemes through the description
of three application scenarios.
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1 Introduction

In open computing environments like the Internet, many interactions may occur be-
tween entities from different security domains without pre-existing trust relationships.
Such interactions may require the exchange of sensitive resources which need to be
carefully protected through clear and concise policies. A policy specifies the constraints
under which a specific action can be performed on a certain sensitive resource. An in-
creasingly popular approach for authorization in distributed systems consists in defining
conditions which are fulfilled by digital credentials. A digital credential is basically a
digitally signed assertion by a trusted authority (credential issuer) about a specific user
(credential owner). It describes one or multiple properties of the user that are validated
by the trusted authority. It is generated using the trusted authority’s private key and can
be verified using its public key.

Consider the following scenario: a user named Bob controls a sensitive resource
denoted 'res’, and for a specific action denoted 'act’ he defines a policy denoted 'pol’
which specifies the conditions under which 'act’ may be performed on 'res’. Policy
'pol’ is fulfilled by a set of credentials generated by one or multiple trusted authorities.
In order for a user named Alice to be authorized to perform 'act’ on 'res’, she has to
prove her compliance to Bob’s policy i.e. she has to prove that she possesses a minimal
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set of credentials that is required by 'pol’ to permit action 'act’ on 'res’. In standard
credentials systems lik€.509, Alice needs first to request the credentials from the ap-
propriate trusted authorities. Then, Alice has to show her credentials to Bob who verifies
their validity using the public keys of the issuing trusted authorities. Bob authorizes Al-
ice to perform "act’ on 'res’ if and only if he receives a set of valid credentials satisfying
'pol’. Such scenario does not meet ttiata minimizatiorrequirement (called thdata
quality principlein OECD guidelines [8]) according to which only strictly necessary
information should be collected for a given purpose. In fact, the standard approach al-
lows Bob, on one hand, to enforce his policy i.e. to get a proof that Alice is compliant to
his policy before authorizing her to perform the requested action on the specified sen-
sitive resource. On the other hand, it allows him to collect additional 'out-of-purpose’
information on Alice’s specific credentials.

In this paper, we formulate the conceptpafiicy-based cryptographyhich allows
to perform policy enforcement while respecting the data minimization principle. Such
‘privacy-aware’ policy enforcement is enabled by two cryptographic primitipescy-
based encryptiomnd policy-based signaturdntuitively, policy-based encryption al-
lows to encrypt data according to a policy so that only entities fulfilling the policy are
able to successfully perform the decryption and retrieve the plaintext data, whereas
policy-based signature allows to generate a digital signature on data with respect to a
policy so that only entities satisfying the policy are able to generate a valid signature.

Our cryptography-based policy enforcement mechanisms manipulate policies that
are formalized as monotonic logical expressions involving complex disjunctions and
conjunctions of conditions. Each condition is fulfilled by a specific credential issued by
a certain trusted authority. Such policy model allows multiple trusted authorities to par-
ticipate to the authorization process which makes it, on one hand, more realistic because
each authority should be responsible for a specific, autonomous and limited adminis-
trative domain, and on the other hand, more trustworthy compared with models relying
on a centralized trusted authority (which could be seen as a single point of failure)
to issue the required credentials. Furthermore, in contrast to the traditional approach
where credentials are revealed during policy compliance proofs, our credentials have to
be kept secret by their owners. They are used to perform policy-based decryption and
policy-based signature operations. We note that the idea of using secret credentials as
decryption keys has already been used or at least mentioned in the literature, especially
in the contexts of access control and trust negotiation systems [3, 7, 15,12, 9].

We use existing cryptographic primitives from bilinear pairings on elliptic curves
to construct concrete policy-based cryptographic schemes. In fact, our credentials sys-
tem is based on the short signature scheme defined in [4], our policy-based encryption
scheme extends the ID-based encryption scheme described in [3] and our policy-based
signature scheme extends the ID-based ring signatures given in [13, 18]. Our algorithms
offer a more elegant and efficient way to handle complex authorization structures than
the widely used naive approach based on onion-like encryptions to deal with conjunc-
tions (ANDs) and multiple encryptions to deal with disjunctions (ORs). Apart from
performance considerations, our policy-based cryptographic primitives have many in-
teresting applications in different critical contexts in today’s Internet such as access
control, sticky privacy policies, trust establishment, and automated trust negotiation.



The sequel of the paper is organized as follows: we provide in Section 2 a formal
model for policy-based cryptography. Moreover, we give formal definitions for policy-
based encryption and signature schemes. In Section 3, we describe our concrete policy-
based encryption and signature schemes. We briefly discuss their efficiency in Section 4
and analyze their security properties in Section 5. In Section 6, we illustrate the privacy
properties of our policy-based primitives. In Section 7, we discuss related work before
concluding in Section 8.

2 Model

In this section, we formulate the concept of policy-based cryptography. We first describe
the policy-based cryptosystem setup procedure. We then describe the policy model and
define the related terminology. We finally provide formal definitions for policy-based
encryption and policy-based signature.

2.1 System Setup

A policy-based cryptosystem setup procedure is specified by two randomized algo-
rithmsPBC-Setup andTA-Setup which we describe below.

PBC-Setup . On input of a security parameterthis algorithm generates a set of public
parameters, denoteB, which specifies the different groups and public functions that
will be used by the system procedures and participants. Furthermore, it includes a de-
scription of a message space dend¥éda ciphertext space denoted and a signature
space denoted. We assume that the set of paramet®iis publicly known so that we

do not need to explicitly provide it as input to subsequent policy-based procedures.

TA-Setup . Each trusted authoriffAuses this algorithm to generate a secret master-key
sand a corresponding public k& We assume that a set of trusted authorities denoted
T is publicly known and thus can be referenced by all the system participants i.e. a
trustworthy value of the public key of each trusted authority includedl is known by

the system participants. At any time, a new trusted authority may be added to

2.2 Policy Model

In the context of this paper, we define an assertion to be a declaration about a subject,
where a subject is an entity (either human or computer) that has an identifier in some
security domain. An assertion can convey information about the subject’s attributes,
properties, capabilities, etc. The representation of assertions being out of the scope of
this paper, they will be simply encoded as binary strings. We define a credential to be
an assertion which validity is certified by a trusted authority through a signature proce-
dure. A trusted authority is basically 'trusted’ for not issuing credentials corresponding
to invalid assertions. Whenever a trusted authdridye 7 is asked to sign an assertion

A € {0,1}", it first checks the validity of\. If A is valid, thenT A executes algorithm
CredGen defined below and returns the output back to the credential requester. Other-
wise, TAreturns an error message.



CredGen. On input of assertiod andT A's master-keys, this algorithm outputs a cre-
dential denoted;(R, A) whereR denotesT A's public key. For every paifTA A), the
credential¢(R,A) can be generated only by the trusted authofify using its secret
master-keys, while its validity can be checked using its public key

We define a policy to be a monotonic logical expression involving conjunctions (
and disjunctions\() of 'atomic’ conditions. Each condition is defined through a pair
(TA A) which specifies an assertidnand indicates the authorifiyA that is trusted to
check and certifyA’s validity. Let the expression 'user ¢(R,A)’ denote the fact that
‘user’ has been issued credentiéR A) and let the expression 'user (TA A)’ denote
the fact that 'user’ fulfills conditioqTA A).Then, we state the following property

user= (TAA) < user—¢(RA) (1)

As every statement in logic consisting of a combination of multipland v, a
policy can be written in either conjunctive normal for@NF) or in disjunctive normal
form (DNF). In order to address these two normal forms, a policy denoted "pol’ will be
written in conjunctive-disjunctive normal forncDNF) (defined in [15])

pol = /\inll[\/?ll[/\:ljl<TAi,j,kaAi.j.k>]]

Thus, policies expressed @NF form are such thatn j = 1 for all i, j, while policies
expressed iDNF form are such than= 1.

Givenji € {1,...,m} foralli € {1,...,m}, we definegj, . ;.(pol) to be the set of
Credentiali{{c(Ri’ji’hAi_’jhk)}]_gkgmﬁji }i<i<m. Let the expression 'user ¢j, _j.(pol)’

Vie{l,...m,Vke{1,...,mj},user—¢R j kA jk)

Let the expression 'usee pol’, for pol = Aﬂl[v?ll[AElj1<TA.j,k7Ai,j,k)]], denote the
fact that 'user’ fulfills (satisfies) policy 'pol’. Property (1) leads to the following

user=pol & Vie{l,....m},3jie{l,....m}:user—gj, . j.(pol) 2

Informally, we may say that the set of credentigls._ ;. (pol) fulfills policy 'pol’.

2.3 Policy-Based Encryption

A policy-based encryption scheme (denofRE) consists of two randomized algo-
rithms: PolEnc andPolDec which we describe below.

PolEnc . On input of message and policy poj, this algorithm returns a ciphertegt
which represents the messagencrypted according to policy pol

this algorithm returns a message
AlgorithmsPolEnc andPolDec have to satisfy the standard consistency constraint i.e.

¢ =PolEnc(m,poly) = PolDec(C,pola,Cj;.....j(POly)) =m



2.4 Policy-Based Signature

A policy-based signature scheme (denof®SS) consists of two randomized algo-
rithms: PolSig andPolVvrf which we describe below.

algorithm returns a signatumewhich represents the signature on messagecording
to policy pok.

Polvrf. On input of messagm, policy pok and signatures, this algorithm returns’
(for 'true’) if o is a valid signature om according to policy pgl. Otherwise, it returns
L (for 'false’).

AlgorithmsPolSig andPolVrf have to satisfy the standard consistency constraint i.e.

0 =PolSig(m, polg, Gj;.....j, (POlg)) = Polvrf(m,polg,0) =T

3 Policy-Based Cryptography from Bilinear Pairings

In this section, we describe concrete policy-based encryption and signature schemes
based on bilinear pairings over elliptic curves.

3.1 System Setup

We define algorithnBDH-Setup to be a bilinear Diffie-Hellman parameter generator
satisfying the BDH assumption as this has been formally defined in [3]. Thus, on input
of a security parametés; algorithmBDH-Setup generates a tuplgy, G1,G»,e) where

the mape: G1 x G1 — Gy is a bilinear pairing(G1,+) and (G2, ) are two groups of

the same ordeg, whereq is determined by the security paramekeiVe recall that a
bilinear pairing satisfies the following three properties:

1. Bilinear: forQ,Q € G; and fora,b € Z;, e(a-Q,b- Q') = &(Q,Q)®
2. Non-degenerate(P,P) # 1 and therefore it is a generator@p
3. Computable: there exists an efficient algorithm to comp(@® Q') forall Q,Q’ € G,

The tuple(q,G1,G2, €) is such that the mathematical problems defined below are such
that there is no polynomial time algorithms to solve them with non-negligible probability.

— Discrete Logarithm ProblenD(P). GivenQ, Q' € G1 such thaty = x- Q for some
X € Zg: find x

— Bilinear Pairing Inversion ProblenBPIP). GivenQ € G; ande(Q, Q) for some
Q eGy:findQ

— Bilinear Diffie-Hellman ProblemgDHP). Given(P,a-P,b-P,c-P) for a,b,c € Zg;
computee(P, P)ab¢

The hardness of the problems defined above can be ensured by choosing groups on
supersingular elliptic curves or hyperelliptic curves over finite fields and deriving the
bilinear pairings from Weil or Tate pairings [10]. As we merely apply these mathemat-
ical primitives in this paper, we refer to [17] for further details.

Our PBC-Setup, TA-Setup andCredGen algorithms are described below.



PBC-Setup . Given a security parametkyrdo the following:

Run algorithmBDH-Setup on inputk to generate outputy, G1,G>,€)

Pick at random a generatBre G,

For some chosene N*, let M = {0,1}"

Let C=G1 x ({0,1}")* x M and$ = (G2)* x G

Define five hash functionsio : {0,1}* — Gy, H1: {0,1}* — Zg,

Hz:{0,1}* — {0,1}", H3: {0,1}" — {0,1}" andH, : {0,1}* — Z;

6. Set the system public parameters tabe- (q,G1,G2,e,n, P, Hg,H1,Hs, H3, Ha)

agrwbdE

TA-Setup . Each trusted authority A picks at random a master-key Zg and keeps it
secret while publishing the corresponding public key s- P.

CredGen. Given a valid assertioA and T A's master-keys, this algorithm outputs the
credentialg(R,A) = s-Ho(A).

3.2 Policy-Based Encryption

Our policy-based encryption scheme can be seen as a kind of extension or generalization
of the Boneh-Franklin ID- based encryption scheme given in [3]. Lef pl@note a

policy of the formA? ; [\/ [Ak L (TA kA jx)]l, we describe ouPolEnc algorithm

below.

PolEnc . Given message and policy poj, do the following:

1. Pick randomlyt. {0,1}"fori=1,.
2. Computet = @2 ,tj, then compute = Hl(mHthoIA) andU =r-P
3. Fori=1,. aforjal -
(a) Computeg; j = [T, '1e(R ik Ho(ALj k)
(b) Computevi  =t; & Ha(gf; i[| )
4. Computew = m® Hs(t)
5. Set the ciphertext to be= (U, [vi1,Vi2,...,Vi g]1<i<a, W)

The intuition behind the encryptlon procedure described above is as follows: each
conjunction of conditions\; ; = /\k 1<TA i.k-Aij k) is associated to a kind of mask we
denoteys j = Hz(gf [/il|J). For each index, a randomly chosen kayis associated to
the disjunctionv; = \/‘]-"‘zlAi,j. Eacht; is encryptedy times using each of the masks,.

Thus, it is sufficient to compute any one of the magksin order to be able to retrieve
the keyt;. In order to be able to perform the decryption procedure successfully, an entity
needs to retrieve all the keys Our PolDec algorithm is described below.

PolDec. Given the ciphertext = (U, [Vi 1,V 2,...,Vi a]1<i<a, W), policy pol, and the
set of credentlalsJl Jja(poly), do the followmg

1. Fori=1,.
(a) Compl‘IteQ| i = (U Zk (R| Jis k’A| Jisk ))
(b) Computeij = v j, @HZQQI hH'”JI)
2. Computeni=wa® Hg(@
3. Computed = Hy (| @& lt.HpoIA)
4. I1f U = U, then return messagg, 6therwise returnL (for "error’)

Our algorithmsPolEnc and PolDec satisfy the standard consistency constraint. In
fact, thanks to the properties of bilinear pairings, itis easy to check that for everyiindex

Gji =9



3.3 Policy-Based Signature

Our policy-based signature scheme is a kind of extension of the ID-based ring signature
schemes given in [18,13]. In an ID-based ring signature, the signer sets up a finite
set of identities including his identity. The set of identities represents the set of all
possible signers i.e. ring members. A valid signature will convince the verifier that the
signature is generated by one of the ring members, without revealing any information
about which member has actually generated the signature. Lgtpabte a policy of

the formAP_ l[\/t-’i [/\£”1<TA- ik Aij k)], we describe ouPolSig algorithm below.

PolSig . Given messagm, policy pok and the set of credentiatg, . j, (polg), do the
following:

1. Fori=1,...,b,
(a) Pick randomlyY; € G1, then compute; j; 11 = e(P,Yj)
(b) Forl = ji+17"'7bi71b7--'7ji —1modh;+ 1),
i. Computeti; = [T, €(Ri1 k. Ho(A 1 k)
ii. Pick randomlyY;, € G1, then computex, I+1=ePRYi )T
(c) Computey, —\[;_—Hzt(mllxunllpols) (SR R ke Ak ))
2. ComputeY =5P, AN
3. Set the signature to ie= (X 1,Xi 2, ..., X b]1<i<b,Y)

me, tllpolg)

The intuition behind the signature procedure described above is as follows: each
conjunction of conditions\; j = /\Ei:l<TAi7j’k,Aj_’j7k> is associated to a tag;j. For each
indexi, the set of taggT; j}; corresponds to a set of ring members. The signature key
associated to the tag j corresponds to the set of credenti®gRi j «, A j k) f1<k<b; ;-

Our Polvrf algorithm is described below.
Polvrf. Given message, policy pok and the signature = ([X;.1,%i 2, . .., X i ]1<i<b, Y),
do the following:

1. Computez; = |'|F:1[|‘|?i=1xi.j]
2. Fori=1,...,bandforj=1,...,b;, computer; ; = I_IEi;jle(Rj.Lk,Ho(Ai)jAk))

3. Computez; — e(P,Y) l_lel[l_l]LlTHf(mHXl JHPOIB)]

4. If zy = 2, then returnT, otherwise returnL

Our algorithmsPolSig andPolVrf satisfy the standard consistency constraint. In fact,
itis easy to check that far=1,...,bandj =1,...,b;, the following holds

Ha(mi; i|Ipol _
T 14<m”X illpole) _ =X,j+1*€PY j) " (wherex 1 =X 1)

LetA =e(PY), then the following holds

b bi—-1

H q Ig) _ _
2=M] | | | AR l[ﬂ Xij+1x (P YLj) tex g xe(PYip)
.

b b bj

:“rlrl”’*ﬂ GEREST RO PR R



4 Efficiency

The essential operation in pairings-based cryptography is pairing computation. Al-
though such operation can be optimized as explained in [1], it still have to be mini-
mized. Table 1 summarizes the computational costs of our policy-based encryption and
signature schemes in terms of pairing computations.

PolEnc PolDec|PolSig Polvrf
b
SRaviaaa SR bit Iy Y bl Y b

Table 1. Computational costs in terms of pairing computations

Notice that for alli, j,k, the pairinge(R; j k,Ho(Ai j)) involved in algorithmsPolSig,
PolEnc andPolVvrf does not depend on the messageThus, it can be pre-computed,
cached and used in subsequent signatures, encryptions and verifications involving the
COﬂditi0n<TA'1j’k,Ai_j,k>.

Letl; be the bit-length of the bilinear representation of an element of gBupr
i = 1,2. Then, the bit-length of a ciphertext produced by our encryption algorithm is
equal tol1+ (14 ¥ ; &).n, and the bit-length of a signature produced by our signature
algorithm is equal td P, bi).I2 +11.

The sizes of the ciphertexts and the signatures generated by our policy-based en-
cryption and signature algorithms respectively is highly dependent on the &flues
andyP_; bi, which then need to be minimized. For this reason, we require that the rep-

resentation of a pOliC%{zl[\/T‘zl[/\:lJ;KTA’j’k,Ajtl"k>]] minimizes the suny ™, m.

5 Security

In this section, we focus on the security properties of our policy-based cryptographic
schemes. Informally, a policy-based encryption scheme must satisfy the semantic secu-
rity property i.e. an adversary who does not fulfill the encryption policy learns nothing
about the encrypted message from the corresponding ciphertext. While a policy-based
signature scheme must satisfy, on one hand, the existential unforgeability property i.e.
an adversary cannot generate a valid signature without having access to a set of cre-
dentials fulfilling the signature policy, and, on the other hand, the credentials ambiguity
property i.e. while the verifier is able to check the validity of the signature, there is no
way for him to know which set of credentials has been used to generate it. A formal
analysis of these security properties requires, in addition to the specification of attacks’
goals, the establishment of adequate attack models i.e. chosen ciphertext attacks for
policy-based encryption and chosen message attacks for policy-based signature. Be-
cause of the lack of space, we only point out, in this paper, the security properties of
our schemes and provide intuitive and rather heuristic proofs of our claimed security
properties. Our security analysis relies on the random oracle model as defined and dis-
cussed in [2].



5.1 Policy-Based Encryption

Claim. Our policy-based encryption scheme is semantically secure in the random ora-
cle model under the assumption ti&iHP is hard.

Given a policy pol = /\?:1[V?‘;l[/\z';jl<TA,j,k,Ai,j7k>]], we provide in the following
a proof sketch of our claim through a step-by-step approach going from simple cases to
more general ones.

Case 1. Assume thab=1,a; =1 andaj 1 = 1i.e. poh = (TA111,A111). Here,
our policy-based encryption algorithm is reduced to an ID-based encryption algorithm
similar to algorithnFullident defined in [3]. Thus, we can define a game between a chal-
lenger and an adversary and run a corresponding simulation proving that our algorithm
is secure as long &&DHP is hard. The game we may define is similar to the one de-
scribed in Section 2 of [3]. The only difference is in the definition of extraction queries.
In [3], an extraction query allows the adversary to get the credential corresponding to
any specified identityD;, with the natural restriction that he does not get the credential
corresponding to the identity;* on which he is challenged. As we deal with multiple
trusted authorities, an extraction query in our game should allow the adversary to get
the credential corresponding to any p@lrA j k., A j k) he specifies, with the natural
restriction that he does not get the credential corresponding to th€Toafif ., A )
on which he is challenged. Notice that the adversary learns nothing about the challenge
pair from queries on pairéT A’ ., Ai j k) and(TA j i, A’ ) because the trusted author-
ities generate their master-keys randomly and independently. Thus, we may conclude
that our policy-based encryption algorithm is as securaubiislent. The latter is, in fact,
proven to be semantically secure against chosen ciphertext attacks in the random oracle
model.

Case 2. Assume tha= 1,3 = 1 anda; 1 > 1i.e. poj = AEj(TALl’k,ALL@. As
for the previous case, we can define a game and run a corresponding simulation proving
that our algorithm is secure as longe3HP is hard. Here, each extraction query should
allow the adversary to ask the challenger each time for the credentials corresponding to
a1 pairs of the form(TA jk, A j k), instead of a single pair as for the previous case.
The only restriction is that the adversary does not get all the credentials corresponding
to the set of pair{(TA; |, A'j k)1, - (TAj oA ars } ON Which he is challenged.
The fact that the game defined for the previous simple case allows the adversary to
perform an unlimited number of extraction queries, leads to the conclusion that our
encryption algorithm remains semantically secure wdenl, a; = 1 andag 1 > 1.

Case 3. Assume thaa =1 anday > 1i.e. poh = V3L A" (TAy j 1. Ag )] Here,
the difference with the previous case is that the ciphertext corggi@scryptions of the
randomly generated ephemeral keyinstead of a single one as for the previous case.
The fact thaH, is a random oracle allows to generate a different uniformly distributed
pad for each of the input entrieﬁgrl’j,l, i). The semantic security of the Vernam one-
time pad leads to the conclusion that our encryption algorithm remains semantically
secure whea =1 anda; > 1.

Case 4. Assume that > 1 (this corresponds to the general case). First of all, no-
tice that for alli, encryptinga; times the ephemeral keydoes not weaken its security
because the random oracle hash functignoutputs different uniformly-distributed



pads for the different input entrieg; ;,i,j) so that no pad is used more than one
time. Now, we give an intuitive recursive proof of the semantic security of our policy-
based encryption scheme. Assume that the encryption is semantically seaute if
A for someA, and consider the case whesie= A+ 1. For a given message, let
c=(U,[Vi1,Vi2,...,Viali<icp+1, W= Md Hg(@ijllti) be the ciphertext generated by
our policy-based encryption algorithm. L&y = (U, [Vi 1,Vi 2, .. ., Vi a | 1<i<A, WA = MG
H3(@f\:lti)) andca+1 = (U, [VA+171,VA+1_’2, e 7VA+1,aA+1],WA @ Hs(ta+1)). We know
that the adversary learns nothing aboutrom ca. Moreover, that the adversary learns
nothing neither abouin nor aboutwa from ca.; thanks to the random oracle as-
sumption. This leads to the fact that the adversary gets no useful information about
m from cp andca 1. As the different ephemeral keyisare generated randomly, it is
highly improbable thats? ,tj = ta,1. Becausena® Hg(@iAjllti) is at least as secure as
m® Hz(e2 1) @ Hz(tar1), we may conclude that our policy-based encryption algo-
rithm achieves the semantic security property.

5.2 Policy-Based Signature

Claim. Our policy-based signature scheme achieves signature unforgeability in the ran-
dom oracle model under the assumption that DLP and BPIP are hard.

Given policy pog = /\le[\/?i:l[/\sgﬂTALj,kvALj,k)H- we give an intuitive proof of
our claim similarly to the proof given in [13]: an adversary who does not possess a set of
credentials fulfilling pas may try to generate a signature= (X 1,Xi 2, . .., Xi b |1<i<b, Y)
on a messagm according to pgl through two possible attacks. On one hand, the ad-
versary chooses the valugg for all 1 <i <band all 1< j < by, then tries to compute
Y such that is valid i.e. the adversary computédrom the equation

e(PY) = (M Moyl Ml e P 2

Such attack is equivalent to solviRBIP which is assumed to be hard. On the other
hand, the adversary choosésind all the values; j for 1 <i <band 1< j < b but
the valuexi, j, for certain 1<ig < band 1< jo < by, then tries to compute,, j, such
thato is valid i.e. the adversary solves the equation

H4(mHXio.j0 ”pOIB>

XiOst = E * Tio,jo

Ha(mijx j[polg)

where€ = i zig [Mjo X1l " * €(RY) s [Mizig Mo T JI. Becaused, is
assumed to be a random oracle, there’s no way for the adversary to solve such equa-
tion apart from a brute force approach which consists in trying all the elemefis. of
Hence, the probability of forging a signature through this attack is less thawHich

is considered to be negligible.

Claim. Our policy-based signature scheme achieves credentials ambiguity in the ran-
dom oracle model.

We give an intuitive proof of our claim similarly to the proof given in [13]: for all
indicesi, Y; is chosen randomly iz, which means thax; j; is uniformly distributed



in Go. Similarly, for all indicesi andl, Y is chosen randomly ifiz; which leads to
the fact that all; are uniformly distributed irz>. Thus, given a message and the
signatureo = ([X 1,%2,...,Xip1<i<b, Y) On maccording to pgl, o does not reveal
which credentials have been used to generate it.

6 Application Scenarios

Assume that Bob (service provider) controls a sensitive resource 'res’, and that for a
specific action 'act’ on 'res’, he defines a policy 'pol’ which specifies the conditions
under which 'act’ may be performed on 'res’. Assume that Alice (service requester)
wants to perform action 'act’ on 'res’. As a simple example, we assume that Bob’s
policy is

polg = (IFCA,alice:membera [(X, alice:employegV (Y, alice:employef

Here 'IFCA stands for the International Financial Cryptography Association, while *X’
and 'Y’ are two partners of Bob. Bob's policy states that in order for Alice to be au-
thorized to perform action 'act’ on 'res’, Alice must be a member of IFCA as well as
an employee of either partner "X’ or partner 'Y’. We assume, for instance, that Alice
is a member of 'IFCA and works for "X’ i.e. Alice possesses the secret credentials
Grca = ¢(Rirca, alice:memberandcx = ¢(Rx,alice:employeg In the following, we
describe three different policy enforcement scenarios and show how our approach al-
lows performing privacy-aware policy enforcement (with respect to the data minimiza-
tion principle).

Scenario 1 . Assume that 'res’ is &DF file containing a confidential report and assume
that Alice wants to have a read access to the report. Here, the only concern of Bob is to
ensure that Alice does not read the file if she is not compliant 9. pt# needs to know
neither whether Alice fulfills his policy or not, nor whether she is an employee of X or
Y. The standard approach allows Bob to get such 'out-of-purpose’ information because
Alice has to show her credentials in order to prove her compliance g plilst our
policy-based cryptographic approach allows to avoid this privacy flaw as follows:

1. First, Bob encrypts the protected file according to policygpat. Bob computes
¢ = PolEnc(res polg). Then, he sends to Alice. Note that practically, Bob does
not encrypt res but the session key which encrypts res.

2. Upon receivinge, Alice decrypts it using her secret credentials i.e. Alice computes

res= PolDec(c, polg, {GFca,Cx })

Scenario 1 may be applied to solve the cyclic policy interdependency problem as
described in [12, 9]. An additional interesting application of policy-based encryption is
the sticky privacy policy paradigm, first defined in [11], according to which the policy
that is specified and consented by data subjects at collection, and which governs data
usage, holds true throughout the data’s lifetime, even when the data is disclosed by one
organization to another. Thus, a data subject may encrypt his private data according to
a policy reflecting his privacy preferences. The exchange of encrypted privacy-sensitive
data ensures that only principals fulfilling the privacy requirements are able to perform



the decryption operation successfully and retrieve the privacy-sensitive data. As an il-
lustrative example, a user Alice may require that a company is a member of either the
Better Business Bureau (BBB) or the International Chamber of Commerce (ICC) in
order to be able to have access to her professional e-mail addhesgdX.net Thus,

Alice may encrypglice@X.netccording to her policy

pol, = (BBB,member:current-yepy (ICC, member:current-year

Scenario 2 . Assume that 'res’ is @D-ROM containing a confidential piece of software
and that Alice asks Bob to ship it to her home address. The only useful information for
Bob is to know whether Alice is compliant to obr not. He does not need to know
for which company Alice works. While the standard approach obliges Alice to show
her employee credential in order to prove her compliance tg, mmir policy-based
cryptographic approach allows to avoid this privacy flaw as follows:

1. First, Bob picks a random challenge nongg and encrypts it according to pol
i.e. Bob computeg = PolEnc(nch, polg). Then, he sends to Alice as a 'policy
compliance’ challenge

2. Upon receiving, Alice decrypts it using her secret credentials i.e. Alice computes
Nresp= PolDec(C, polg, {Grca,Gx }). Then Alice sendsyespas a response for Bob's
challenge

3. Upon receivingnesp Bob checks whethatesp= ey in which case he authorizes
the shipping of the request&@b-ROM to Alice’s home address. If Alice does not
send her response or if the response is not equal to the challenge nonce, Bob infers
that she is not compliant to ppland thus does not authorize the shipping of the
requestedD-ROM

Scenario 2 applies either when the action 'act’ on the sensitive resource 'res’ is
different from 'read’ or when the communication partners wish to conduct mutli-round
transactions during which a party needs to know whether the other is compliant to his
policy or not.

Scenario 3. Consider the previous scenario while assuming now that Bob wishes to
keep a non-forgeable and/or non-repudiable proof that Alice is compliant o ool

the standard approach, Bob gets all the credentials of Alice allowing her to prove her
compliance to p@l. In this case, the set of received credentials may be seen as a policy
compliance proof. In addition to the required proof, Bob knows for which company
Alice works. The collection of such 'out-of-purpose’ information represents a privacy
flaw which could be avoided using our policy-based cryptographic approach as follows:

1. First, Bob picks a random challenge nomgg and sends it to Alice

2. Upon receiving the challenge, Alice signs it according tgpading her secret cre-
dentials i.e. Alice computes = PolSig(nch, Polg, {Grca,Cx }). Then Alice sends
to Bob as a response for his challenge

3. Upon receivingo, Bob checks whether it is a valid signature with respect tg pol
i.e. Bob checks whethé&olVrf(nen, polg,0) = T, in which case Bob authorizes the
requested action to be performezb:ROM shipping)



Scenario 3 allows a number of interesting value-added services such as account-
ability i.e. Alice cannot deny being compliant to Bob’s policy at certain period in time,
service customization i.e. Bob may make a special offers or discounts to customers
respecting pg at a certain period in time, policy-based single sign-on i.e. based on
Alice’s poof of compliance to policy pgl Alice may get multiple services from Bob’s
partners (within a federation) without re-proving her compliance tg peit. Note that
the non-repudiation property is due to the fact that the credentials are attached to Alice’s
name (identifier).

7 Related Work

Many cryptography-based policy enforcement mechanisms have been presented over
the years, especially in the context of access control. In [16], Wilkinson et al. show how
to achieve trustworthy access control with untrustworthy web servers through standard
symmetric and asymmetric cryptographic mechanisms. Their approach allows remov-
ing access control responsibilities from web server software which are subject to failure,
while delegating access control functionalities to encryption and decryption proxies.
Their access control 'expressions’ (policies) are described through conjunctions and
disjunctions of groups each containing a number of users. They describe how they per-
form encryption operations and generate decryption keys according to these policies.
Their approach remains naive in the sense that they use onion-like encryptions to deal
with conjunctions and multiple encryptions to deal with disjunctions. Moreover, they
use standard public key cryptography which main drawback consists in dealing with
public key certificates. This weakness could be avoided by using identity-based cryp-
tography as formulated by Shamir in [14].

In[7], Chen et al. investigate a number of issues related to the use of multiple author-
ities in ID-based encryption from bilinear pairings. They present a number of interesting
applications of the addition of keys, and show how to perform encryptions according
to disjunctions and conjunctions of keys. However, their solution remains restricted to
limited disjunctions of keys. In [15], Smart continues the ideas discussed in [7]. He
presents an elegant and efficient mechanism to perform encryption according to arbi-
trary combinations of keys, yet generated by a single trusted authority. Our work could
be seen as an extension of [15] in the sense that we use the same policy model while
allowing multiple trusted authorities and defining the policy-based signature primitive.

Apart from access control systems, the exchange of digital credentials is an in-
creasingly popular approach for trust establishment in open distributed systems where
communications may occur between strangers. In such conditions, the possession of
certain credentials may be considered as security or privacy sensitive information. Au-
tomated trust negotiation (ATN) allows regulating the flow of sensitive credentials dur-
ing trust establishment through the definition of disclosure policies. One of the major
problems in ATN is called the cyclic policy interdependency which occurs when a com-
munication party is obliged to be the first to reveal a sensitive credential to the other.
In [12], Li et al. model the cyclic policy interdependency problem as a 2-party secure
function evaluation (SFE) and propose oblivious signature-based envelopes (OSBE)
for efficiently solving the FSE problem. Among other schemes, they describe an OSBE



scheme based on ID-based cryptography which is almost similar to our policy-based
encryption scheme in the particular case where the considered policy is satisfied by a
single credential. Thus, our encryption scheme could be seen as a generalization of the
identity-based OSBE scheme.

In [9], Holt et al. introduce the notion of hidden credentials which are similar to our
policy-based encryption scheme in that the ability to read a sensitive resource is con-
tingent on having been issued the required credentials. In contrast with OSBE, hidden
credentials deal with complex policies expressed as monotonic Boolean expressions.
They use onion-like encryptions and multiple encryptions to deal with conjunctions and
disjunctions respectively. Their approach remains inefficient in terms of both compu-
tational costs and bandwidth consumption (ciphertext size) especially when authoriza-
tion structures become very complex. While our policy-based encryption and signature
schemes are based on publicly known policies, hidden credentials consider the poli-
cies as sensitive so that they should never be revealed. Thus, decryptions are performed
in a blind way in the sense that the decrypting entity has not only to possess a set of
credentials satisfying the encryption policy but also to find the correct combination of
credentials corresponding to the policy structure. Very recently, Bradshaw et al. pro-
posed a solution to improve decryption efficiency as well as policy concealment when
implementing hidden credentials with sensitive policies [5].

In [6], Brands introduced practical techniques and protocols for designing, issuing
and disclosing private credentials. He describes in chapter 3 of [6] a set of showing
protocols enabling the credentials owner to selectively disclose properties about them.
Brands’ approach is data subject-centric, while our approach for privacy focuses on the
quality of data exchange during privacy-sensitive transactions. Besides, Brands’ cre-
dentials are based on standard public key cryptography, whilst our policy-based crypto-
graphic schemes are based on identity-based cryptography from bilinear pairings.

8 Conclusion

In this paper, we formulated the concept of policy-based cryptography which allows
performing privacy-aware policy enforcement in open distributed systems like the In-
ternet. We mainly focused on the compliance to the data minimization principle which
has been advocated by several privacy protection guidelines and legislations. We de-
fined the policy-based encryption and signature primitives, and we proposed concrete
schemes from bilinear pairings. Our algorithms allow handling complex policies in an
elegant and relatively efficient manner. Moreover, their properties allow using them in
a wide range of applications, from the traditional access control systems to the more
sophisticated privacy protection and trust establishment systems. Future research may
focus on improving the efficiency of the proposed policy-based schemes and on devel-
oping additional policy-based cryptographic primitives. We are currently investigating
the real deployment of our policy-based approach in the context of sticky privacy poli-
cies. Besides, we are developing formal security models and proofs for policy-based
cryptographic schemes.
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