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Security Pitfalls of Frame-by-Frame Approaches
to Video Watermarking

Gwen&l Doérr and Jean-Luc Dugela§enior Member, |EEE

Abstract— Water marking digital video material is usually con-
sidered as water marking a sequence of still images. However, such
a frame-by-frame approach is very risky since straightforward
embedding strategies can result in poor performance in terms of
security i.e. against hostile attacks. As examples, two very com-
mon video water marking systems will be presented as well as the
associated intra-video collusion attacks which defeat them. Then,
both watermark modulation and embedding strength modulation
will be surveyed to design alter native embedding strategies which
exhibit superior performance against such attacks. Nevertheless,
it will also be shown that an expert attacker can still construct
an effective watermark removal attack. Finally, there will be
a discussion to assert whether or not security against intra-
video collusion can be achieved with such blind frame-by-frame
embedding strategies.

Index Terms— Video watermarking, security, intra-video col-
lusion attacks, watermark estimation

|I. INTRODUCTION

bound to introduce: the inserted watermark should remain

imperceptible to a human user. Finally, the robustness of a

watermarking scheme can be seen as the ability of the detector
to extract the watermark from some altered watermarked data.
These parameters are in conflict and a compromise must be
found depending on the targeted application.

Embedding a watermark in video content can be useful
in many applications [3] to provide for example services
such as copy control for DVD or traitor tracing in Video-
on-Demand frameworks. Today, video watermarking basically
extends results obtained for still images. Thus, two common
frame-by-frame approaches are presented in Section Il. Such
straightforward adaptations have however led to non-secure
algorithms and two specific attacks are introduced to illustrate
this point in the next section. Sections IV and V explore
then two strategies to improve performance against collusion
attacks: watermark modulation and embedding strength mod-

HE last century saw the enormous growth of the digitaflation. Nevertheless, it is also shown that an expert attacker

T world: old analog audio tapes were substituted by dids still able to defeat these new strategies. Finally, lessons to
ital disks, personal computers with internet connections tod€ learned are gathered in the last section and the need for
homes by storms and Digital Versatile Disk (DVD) playerdnformed watermarking is discussed.

invaded living rooms. Unfortunately, this has also raised many

concerns regarding copyright protection since digital data  Il. FRAME-BY-FRAME VIDEO WATERMARKING

can be perfectly duplicated and rapidly redistributed on a Some video watermarking algorithms exploit the specifici-
large scale. Today, even non-technical users can excharfige of a compression standard. Others embed a watermark in
copyrighted material via Peer-to-Peer networks and mult three dimensional transform. However, watermarking digital
media content providers have requested security mechanisgitfeo is mostly considered today as watermarking a sequence
before releasing their highly valued property. Many Digitabf still images [3]. Once this approach is enforced, two major
Right Management (DRM) frameworks rely on end-to-enédmbedding strategies are used: eithedifferent watermark
encryption to make digital data completely unusable withoy inserted in each video frame, or tlsame watermark is

the proper decryption key. However, this protection falls whesmbedded in all the video frames. For sake of simplicity, both
encrypted data is decrypted to eventually be presented tasteategies are illustrated with an additive watermark based on

human user. Digital watermarking [1], [2] was consequentlhe Spread Spectrum (SS) theory in the next subsections.
introduced in the 90’s as a second line of defense to fill this

anal_og hole. . . . . A. Uncorrelated Watermarks Embedding
Digital watermarking basically consists of embedding a

key dependent secret signal into digital data in a robust and/" the pioneering spread spectrum based video watermark-
invisible way. Moreover, this underlying signal is closely tied"d téchnique [4], video was considered as a one-dimensional
to the host data so that it survives digital to analog conversion9nal- From a frame-by-frame perspective, this can be seen
There is a complex trade-off between three parametiats: @S @ System whicllways embeds a different watermark as
payload, fidelity and robustness. Data payload is the number depicted in Figure 1. In suchSSsystem, the embedder inserts

of bits encoded by the hidden watermark. Fidelity is related PSeudo-random watermark in each video frame:
to the distortion, which the watermark embedding process is Fi=F 4+ aW,(K), W (K)~N(0,1) 1)
where F; is the luminance of the! video frame,F; the
luminance of thet™ watermarked frameq the embedding
strength andk” a secret key. The inserted watermahk, (K)
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has a normal distribution with zero mean and unit variance

and is different at every instant Using K + ¢t as a seed O @ O
for the pseudo-random generator is a simple way to obtain /(\
this property. Perceptual shaping can be introduced to improve Original Watermarked

video frames video frames

the invisibility of the watermark even if a global embedding

strength has been used in practice. From a subjective point of
view, always changing the embedded watermark introduces an Secrethkey | ——(X)
annoying flicker artifact [5].

Reference
Watermark

Embedding strength

O @ O

/{\ /{\ Fig. 2. SS-1 system: The same reference watermark is redundantly embedded

— in each video frame.

Original Watermarked
video frames video frames

. video frame, the linearity of the operatocan be exploited to

ecret key > . . .

@ reduce the number of computations [7] required for detection:

Temporal

_ 1 - 1 -
Watermarks p({Ft}) = T Z F: - W= (T Z Ff> W (4)
t=1 t=1

This means that averaging several correlations between dif-
Fig. 1. SS system: A different watermark is embedded in each video frafRfent video frames and the same watermark is equivalent
to computing a single correlation between the average of the
The detector computes then the following correlation scorgideo frames and this watermark. Here again, the correlation
L | score should be equal o if a watermark is present in the
=) = _ = . ~ video, while it should be almost equal to zero if no watermark
p({F}) T tz:; FoWeza T ; FoWima @) has been inserted. As a result, the computed score is compared
to a thresholdryetecs Which is set equal tex/2 in practice to
gtain equal false positive and false negative probabilities.

Embedding strength

where T is the number of considered video frames and
denotes the linear correlation operation. This score should B
equal toa if a watermark is present in the video, while it
should be almost equal to zero if no watermark has been !l WEAKNESSES AGAINSTCOLLUSION ATTACKS
inserted. Moreover, host interference can be cancelled in aPrevious works have mainly focused on robustness i.e.
preprocessing step [6] to enhance the detection statistics. i&silience against non-malicious attacks. For example, for ap-
a result, the computed score is compared to a threshglgl; plications such as broadcast monitoring, video authentication
to assert the presence or absence of the watermark. The valuedata hiding, the watermark has to undergo some signal
a/2 has been chosen in practice to obtain equal false positipeocessing e.g. noise addition, filtering, lossy compression.

and false negative probabilities However, for fingerprinting or copy-control applications, the
embedded watermark has also to survive in a hostile environ-
B. Redundant Watermark Embedding ment with malicious users. In this context, security issues have

The SS ¢ s highl tive 1o t | d to be addressed. Security has been definettheaability by
€ oo system 1S highly sensilive 1o temporal 0eSYlyp,, ihorized users to have access to the raw watermarki ng
chronization. A simple frame drop or insertion succeeds i

. . 95 Yhannel [8] and is usually neglected during watermarking eval-
l(;c_)nfusg%the detector. Tﬂhebalterr_lattS?sjtl sygtelrpbdeplcted "N uation. The remainder of this section consequently introduces
igure 2 has consequently been introduced. It basiaaligys collusion attacks, which can be used to evaluate security.
embeds the same watermark [7]. In other terms, the embedder
redundantly inserts the same pseudo-random watermark in ] ]
_— Collusion can be seen as eavesdropping the watermarking
Fe =Fe +aW(EK), W(K)~N(0,1) (3) channel to identify some hidden properties and exploiting this
whereW (K) is a key-dependent reference watermark. Froknowledge to damage information transmitted on this secret
a subjective perspective, this embedding strategy producescammunication channel. In practice, several watermarked doc-
annoying persistent pattern [5] when the camera moves. uments are combined with a linear or non-linear operator [9]
On the detector side, the correlation score defined in (2) ie obtain unwatermarked content. For example, a group of
computed. Now that the same watermark is embedded in eavhlicious customers can gather several versions of the same
movie containing different watermarks and average them to
1Adding some noise to the watermarked video introduces an interferiigash out the underlying watermarks. A known countermeasure
term in (2), which has zero mean and a variance proportional 44T L ianing th £ di . K h
In other words, modifyingI’ enables to adjust the false positive and fals€ONSIStS IN desgnmgt eseto d'St_”bUtEd watermarks so that a
negative probabilities. coalition, gathering few customers in comparison with the total



DOERR AND DUGELAY: SECURITY PITFALLS OF FRAME-BY-FRAME APROACHES TO VIDEO WATERMARKING 3

number of users, cannot remove the entire watermark [1@ligital content and has to blindly estimate in practice the
Furthermore, the remaining watermark signal should identifyidden watermark. Digital watermarks are usually located in
at least one of the colluders without ever framing any innocehtgh frequencies. A rough estimation of the watermark can
customer. Collusion can also occurs when several moviesnsequently be obtained with denoising techniques, or more
carry the same watermark. In this case, the attacker rouglsiynply by computing the difference between the watermarked
estimates the embedded watermark from each movie aftdme and its low-pass filtered version [13]:

combines them to refine the watermark estimate, which is . . .

later remodulated to stir out the watermark signal. A simple A(F) =F-L(F) @
counterattack consists then in making the hidden watermagiere L(.) is a low-pass filter e.g. a simplé x 5 spatial
dependent on the host signal so that watermark estimationaiferaging filter. Then, estimations obtained from different

not possible. video frames are averaged [11]:
1 « 1 «
B. Intra-video Collusion Wy = = wa == Z A(Fy) (8)
. . . T - T
The previous attacks require several watermarked videos to t=1 t=1

produce unwatermarked video content. In contrast, intra-videghereT is the number of considered video frames for collu-
collusion attacks aim at removing an underlying watermaron. In practice, the estimator defined in (7) produces badly
using only a single watermarked video. Since frame-by-framgtimated samples around discontinuities (edges or textured
watermarking is commonly used, an attacker can indeed vieweas). An additional thresholding operation is consequently
each single video frame as a watermarked content to performed to discard samples whose magnitude is greater than
exploited for collusion. As a result, unless such attacks afg,;q. The threshold value has been set to 8 for experiments and
carefully considered, video watermarking schemes are doomg@ number of valid estimations for each watermark sample
to be broken once released to a large hostile audience [11]. A®s been counted to allow pertinent normalization in (8).
support this idea, the remainder of this subsection presents tee resulting watermarkV, is then subtracted from each
basic intra-video collusion attacks which succeed in removingatermarked video frame with a remodulation strengtfihis
the watermarks inserted by both SS and SS-1 systems.  strength is chosen to introduce a distortion similar to the one
1) Temporal Frame Averaging (TFA): Since neighboring due to the watermarking process in terms of Peak Signal to
video frames are highly similar, temporal low-pass filteringioise Ratio (PSNR). The attacked video frames are thus given
can be performed without introducing much visual distortiorty:

I':t:Lw(ft), ft:{Fu,—w/2§t—u<w/2} (5) I':t:f:t—oz\iVTn:IV:t—a WT

wherew is the size of the temporal window,Lis a temporal ) Wr - Wr ]

low-pass filter and, is the resulting!™ attacked video frame. ASSUming that the attacker has access to the estinmajoy,

In experiments, a simple 3-frames temporal averaging filtfen @ watermarked video is submitted to the WER attack,
has been used. Assuming that a watermarked viflEg} the detector obtains the following correlation score:

is temporally averaged, the following correlation score is _
obtained on the detector side: p({F:}) = a

9)

T T
1
- — W, -W;| (10)
T T2V/Wr - Wr tz:; ;
p({Ft}) =~ %Z< Z Wity -Wt> (6) If the watermarks embedded in different video frames are
[ [ uncorrelated (SS system), the correlation t¥vm-W; is equal
8¢ whered is the Kronecker delta and the correlation score

5w
ue[—3.%

If the same watermark has been redundantly embedded ( Ki | J/T) which is al |
1 system), all the correlation term ;. - W, are equal to after attack is equal ta(1 —1//T) which is almost equa .
1 and the correlation score is equal o In other words to « for largeT'. As a result, the attack does not succeed in

the TFA attack fails. Alternatively, if uncorrelated watermark§€MoVving an embedded watermark if a strategy wiaivys
have been inserted in successive video frames (SS systefffjoeds @ different watermark is enforced. On the other hand,
the term corresponding to the index — 0 in the second if the same watermark has been redundantly embedded in all

summation is the only one not to be null and the correlatiotttn1e video frames (SS-1 system), each correlation term is equal

score is reduced ta/w. As a result, forw greater than 2, the to 1 and the correlation score drops to zero. This result has
correlation score drops below the detection thresholdect to be contrasteq since the atFacI_«;r has ”9‘ accessotq).

and the attack is a success. Averaging many video frames"\g_wever' cqmbmlng several individual estimates as in (8)_
likely to result in poor quality video in dynamic scenes. Thi¢€fines the final fone ar?d the at:]ack_grov;as to be a ngcf:cess n
attack is consequently more relevant in static scenes everpfpctice [11]. In' a9t-_t e more the vi €o frames are di ergnt,
it can be adapted to cope with dynamic ones thanks to fra more each individual watermark estimate refines the final
registration [12] one i.e. the attack is more relevant in dynamic scenes.

2) Watermark Estimation Remodulation (WER): Comput-
ing the differenceAo(F) = F — F is the optimal approach IV. SWITCHING BETWEEN ALTERNATIVE WATERMARKS

to estimate the watermark embedded in a given video frame.Section Il highlighted two important facts. First, uncor-
However, the attacker does not have access to the origimalated watermarks can be washed out with temporal frame
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averaging. Second, a redundant watermark can be estimated
and later removed via remodulation. Watermark modulation is O @ O
explored in the remainder of this section: for each video frame, /{\
the watermark is picked out from a finite pool of reference Original o w Watermarked
watermark patterns. The superiority of this strategy in terms of videotrames vdeotrames
security is demonstrated both theoretically and experimentally.

Its limitations against an expert attacker are also outlined. T
9

Secret key —

A. SSN System

Periodic watermark schedules have been investigated for o e
temporal synchronization [14]. However, from a security point
of view, repeating the same sequence of watermarks allows an
attacker to group frames carrying the same watermark befqfig 3. ssa system: the embedder inserts a watermark randomly chosen
performing a WER attack. Thus, for each video frame, thigom a collection of N reference watermarks.
watermark should rather be randomly chosen from a finite set

f N watermarks{W, i in Figure 3. Both previ .
0 atermarks| . .1,} as dep cted_ gure 3 : oth p ? OUS5  Enhanced Security
systems are specific cases of this novel architectiyrex 1 . . .
for SS-1 system andV = oo for SS system. Watermarks are If a watermarked video is temporally averaged with a large
orthonormalized to prevent cross-talk on the detector side. THéndow sizew i.e. a strong attack without any concern for

Embedding strength

embedding process can then be rewritten: video quality, the attacked video frames are then given by:
N
- A . 1
Fo=Fi+aWaq), P(2(t)=1) =pi (11) Fi = " Z Fifu + Oézpiwi (14)
where thep,’s are the emission probabilities of the system. u€l-%, %] =1

From a subjective point of view, changing the watermarkhus, the detector obtains the following correlation score:
pattern still introduces a flicker artifact.

T N T N
; ; - : ) 1 . o
On the detector side, a new correlation séasecomputed: p({E.}) = - Z Z E Wy ~ = Z Zpl ~a (15)
1 T N t=1i=1 t=1i=1
p({Fe}) = T Z Z |Fe - Wi (12) TFA spreads the energy of a watermark embedded in a video
t=1i=1 frame over its neighboring frames. In the SS system, when

For each video frame]N linear correlations are computedthe detector checks for the presence of the watermark that
and their absolute values are summed before being temporailjould be embedded in each video frame, it misses most of
averaged. This detection process does not require synchronithg watermark signal. On the other hand, the /8 Sietector
tion. However, the complexifyof the detector is increased by achecks the presence afl the watermarks of the set{W}
factor N and the linearity of the operatecannot be exploited in each video frame and thus retrieves all the parts of each
as in (4) because of the absolute values. Immediately aftgatermark. As a result, the TFA attack fails.

embedding, the detector obtains: Assuming that the attacker has access to the estimato),
N if a watermarked video is submitted to tr}e WER attack, the
= 1 final watermark estimate is equal t& >, | Wg(,). After
Fl) == ‘F -W, W W, ) ) ) t=1 (®)
P({F) T tz:; ; - Wit aWae - Wi remodulation, the following video frames are produced:
. : P pi
~ T Z 5<1>i(t) e (13) Fo=F+a (1 - ;)W<I>(t) - Z ;sz (16)
t=1 i=1 i£D(t)

Host interference is cancelled in a preprocessing step [6] fthere y = /W - Wr. Subsequently, the detector obtains
improve detection statistics. The correlation score is then eqygb following correlation score:

to « if a watermark is present in the video and to zero N
otherwise. This score is consequently compared to a threshold({ }) L a Z Z (1 _ Pa) )5 i Z Pig i
Tqetecs Which is set equal ta/2 in practice, in order to assert ~\\"t/) ~ T v )72 v 2

. t=1 i=1 i£D(t
the presence or absence of a hidden watermark. ! i#()
- Di pj
2Changing the detector has of course an impact on the detection statistics. ~ o Zpi l(l - ;) + Z 7] (17)
In particular, the variance is increased by a faetd¥ in comparison with i=1 J#i

SS and SS-1 systems i.e. more frames need to be accumulated to have the

same false positive and false negative probabilities. If all the p; are equal tal/N, the normv is equal tol/\/N
3Complexity can be reduced by using non full frame watermark patterzgd (17) becomes:

In other terms, each frame is partitioned/¥\hnon-overlapping areas and each

watermark pattern is spread over one of these areas. As a resulEedl¢h .

has N times fewer terms. However, this also alters detection statistics i.e. p({Ft}) =«

robustness performance.

1+ (N —2)~—

N (18)

¥
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In other terms, fofV greater or equal to 2, the correlation score 554 x SSsystem g ¢

v SS-1 system 7

is greater or equal teyetectand the attack fails. Here, using sev- |l o sS-Nsystem / o

eral watermarks has interfered with the watermark estimatic /
process. Thus, the attacker can only remove a small fracti [ ; )

VN /N of the embedded watermark in each video frame. O§ «| o

the other hand, a small part of all the other watermarks froig .| L
the set{W,} is also removed. Then, summing thabsolute

ore after W

values of the linear correlations succeeds in compensating tts °| - MR

loss of correlation with the originally embedded watermark 2 25 e o

Absolute values play a key role in fact. If they are remove';é 2L o e

from (12), the algorithm is still immune to TFA but the § S Pt

WER attack causes then the correlation score to drop to ze *° I T

Equation (18) also reminds that the WER attack is a succe 1 * S v

for N =1 (SS-1 system). osk 0 - ’ :
00// O.‘5 ]‘. 15 2‘ 2‘.5 C;

Correlation score after TFA attack

C. Bxperi tal Results Fig. 4. Resilience of the three presented video watermarking systems (SS,

. . S-1 and SS-N) against TFA and WER intra-video collusion attacks.
Five videos {04 x 576, 25 frames per second, 375 frames? ) 29

are used for experiments. Their content is summarized in

Table I. They are Watgrmarked with the three watermarki _ Watermark Estimations Clusters Remodulation (WECR)
schemes presented, with a global embedding strength equal to

3. The PSNR is consequently around 38 dB which ensures theéAttackers are likely to modify and adjust their approach
watermark invisibility. Four different watermarks have bee@ccording to this novel watermarking strategy. The security
used for the SSV system. The watermarked videos are thefif the SSN system basically relies on the assumption that
submitted to TFA on one hand and to the WER attack on tttackers are unable to build sets of frames carrying the same
other. Finally, the correlation score is computed for all theatermark. Otherwise, a simple WER attack performed on

videos. each subset succeeds in estimating the pool of secret water-
marks. A successful brute force attack can be theoretically
TABLE | designed [15] but its computational complexity may prevent
DESCRIPTION OF THEVIDEOS USED FOREXPERIMENTS its use in practice. Individual watermark estimatg®/,}
obtained from different video frames can be seen as vectors
Mdeo shot || Short description in a very high dimensional space. Since these vectors should
Ping-Pong || Moving players, camera zoom/static/pan approximate the embedded watermafl®/;}, the problem
Ski Fast moving skier tracked by the camera comes down to vector quantization. In other words, the goal is
Susie Girl on phone close-up, lips/feye/head motion to defineNV clustersC; whose centroid€; are good estimates
Train Many moving objects (train, ball, calendar), camera pan of the secret watermarks.
Tree Static landscape background, camera static/pan 1) Attack Description: The k-means algorithm is a simple

way to perform vector quantization. In a first step, the in-
] ) o dividual watermark estimate§W,} are distributed amongst
Each watermarking scheme is represented in Figure 4 Ryerent clusters(C;}, so that each vector is assigned to the

a specific symbol: crosses for SS system, triangles for SSster associated with its nearest centi®@idaccording to the
system and circles for S§-system. The figure has also beenjistance below:

divided into four quadrants whose borders are defined by the ,

detection threshol@yeect= 1.5. The crosses are located in the e 1 ( & . ) 2 }

upper-left quadrant, which confirms that the SS system resisg(wt’c’) P [26; Wi(e)=Ci(z) +z;cl (z)| (19)

the WER attack while it is weak against TFA. In fact they are ’ ¢

in the neighborhood of the line defined lgy= wx (w = 3 in  whereP is the frame dimension and the set of valid samples
the experiments) as can be predicted from theoretical resul& whose magnitude is lower thaguiq. The first term in (19)

in Section 1II-B. On the other hand, the triangles are in thmeasures how close the observatiiipis from the centroidC;
lower-right quadrant, which supports conjectures asserting thestnsidering only the valid samples. The other term is a penalty
the SS-1 system is robust against TFA while the WER attatkrm which favors observations having more valid samples.
succeeds in stirring out the embedded watermark, even if tHis a second step, the centroids are updated using only valid
latter attack is more or less efficient depending on the videsamples and the algorithm iterates until convergence.
content of the shot. Finally, the circles are in the upper-right To avoid random initialization, a splitting strategy [16] has
guadrant, meaning that the 38-system effectively resists been introduced. The basic idea is to start with a single cluster
both TFA and WER attacks. The WER attack even increasasd to increment iteratively the number of clusters. Oncéthe
the correlation score as asserted in (18). means algorithm has run until convergence, the log-likelihood
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L; of each cluster is computed: the efficiency of the attackp{ng-pong video). In real life,
an attacker would not use successive frames from a video,
L;=— Cil 1+ log (2_7r Z d(W,, Ci)2) (20) but would rather extract some key frames of the watermarked
2 Cil W,ec, video. As an example, a TV news video with commercial

) ) ) breaks has been watermarked with the /8System and 325
where C;| is the number of vectors contained in the clustgfey frames have been extracted to perform the WECR attack.
C;. The worst cluster, the one with the lowest log-likelinoody, this case, almost 90% of the watermark signal has been
is then identified and its associated centrOigrs; is split in o oqeriy estimated, which succeeds in lowering the correlation

Cuworstt¢D wheree is a very small value an is a direction to - gcqre from 2.91 to 0.52 (0.45) i.e. a score below the detection
be set. This direction can be fixed, random or even better tﬂﬁeshold.

direction of principal variation in the cluster. After each split,
the k-means algorithm is run until convergence. This splitting
strategy is stopped when the last split has not significantly ) . .
reduced the average of the distances between each watermark'® SS#V system exploits watermark modulation to obtain
estimateW, and its nearest centroid. superior performance against intra-video collusion attacks.
At this point, M centroids have been obtained which ar&'OWever, an expert attacker can still remove the embedded
assumed to estimate the embedded watermark patterns. TH{RIermark with an attack based on vector quantization. A

V. EMBEDDING STRENGTHMODULATION

they can be remodulated to alter the watermark signal: ~ N€W geometrical interpretation is consequently introduced in
this section to obtain a novel perspective and thus a better
F,=F —a C&(t) (21) understanding of the weaknessgs of the previc_)us watermarking
C&(t) . C&(t) schemes. From these observations, embedding strength mod-

ulation is explored to achieve security. Limitations of such an
whereg(t) = arg max; F,;-C;. If the attacker knows how many approach against hostile intelligence are also evaluated.
watermarks have been used during embedding, an additional
merging step [17] can be introduced to have exactly the same A Novel Perspective
numberN of centroids. The basic idea consists in successively
merging the two most similar centroids, according to a giveg
metric such as the correlation coefficient for example:
c. . GlCi + 165G,
iUy —
|Ci| + IC5]
2) Attack Performance: The videos presented in Table | The embedded watermark can be seen as a low-power pseudo-
have been watermarked with the 3Ssystem using 4 al- random image ofP pixels which is scaled and added to a
ternative watermarks and an embedding strengtbqual to video frame. Alternatively, it can be considered as a disturbing
3. Next, the watermarked videos have been submitted to tf'dom vector drawn from & dimensional space which is
WECR attack with and without an additional merging step”.‘dded to a host vector. In this case, the norm of the first
The detection score has been computed before and after Y§§t0r has to be far lower than the norm of the latter to

attack and the results have been gathered in Table II. The valtfffill the invisibility constraint. Since watermarks are zero
mean, they are in fact drawn from @ — 1) dimensional

The three video watermarking systems presented all embed
normally distributed watermatl/; with zero mean and unit
variance in each frame; with a fixed embedding strengti

(22) Fo=Fi+aW,(K), W,(K)~N(0,1) (23)

TABLE Il subspace. Furthermore, they are bound to lie on the unit sphere
IMPACT OF THEWECR ATTACK ON THE DETECTION SCORE OF THE associated with the distancéxdy) = /(x —y) - (x—y) as
SS-N SYSTEM they have unit variance. Now, even if the presented water-

marking schemes share a common framework, they enforce a

Mideo shot [| Before WECR attack | After WECR attack different embedding strategy. This has a direct impact on how

Ping-Pong 2.92 1.73 (3.24) the different watermarks are distributed over the unit sphere
Ski 2.82 0.46 (0.45) as illustrated in Figure 5.

Susie 3.00 0.30 (0.27) This geometric approach sheds a new light on the link
Train 2.89 0.70 (0.54) between embedding strategies and security issues. When em-
Tree 237 1.63 (1.02) bedded watermarks are uniformly distributed over the unit

sphere (SS system), averaging successive watermarks results
in brackets indicates the detection score when a merging steptien in a very small vector in the middle of the unit sphere i.e.
introduced. It is clear that the efficiency of the attack dependsere is very little residual watermark energy. Alternatively,
on the content of the video. The more dynamic the videwhen watermarks are gathered in a single narrow area (SS-
content, the more different the individual watermark estimatels system), or even several areas (8Ssystem), the water-
and the more effective the watermark estimation refinememiarks can be distributed amongst well-identified clusters. As
process. Furthermore, if the video contains long static shots,conclusion, successive watermarks define a trajectory over
it can interfere with the splitting strategy and resultsbad the unit sphere and this watermark trajectory should have some
centroids i.e. which gathers video frames not carrying the sameoperties to resist intra-video collusion attacks. First it should
watermark pattertWV,;. Adding a merging step may then alterbe continuous so that averaging successive watermarks results
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Gi(t) = 5qj’(t). However, such modulation functions only give
N possible combinations of watermarks and this system can
be defeated by a WECR attack. An additional constraint is
introduced so that embedded watermaws all lie on the
unit sphere. In other terms, the modulation functions should

as)| ” W% verify:

. S o . = N
U5'.\J\__\. ..’-'.(:_‘_,_- i 0s ~:\__\\. ..’_,.r'l‘-‘-’... ) Vit Z ﬁf (t) _ Wt . Wt -1 (26)
- 0 - P

As a result, the embedding process introduces a Mean Square

(&) SS system (b) SS-1 system Error (MSE) equal toa? and an embedding strength
equal to 3 induces a distortion of about 38 dB. The detector
. computes the enerfycontained in the subspace spanned by
" Y the watermark patternd/;:
04 .:ﬁ:_ .
. p({F:}) =
el ~ 27)
(c) SSAV system (V=3) Host interference is cancelled in a preprocessing step [6] to

Fig. 5. Distribution of the embedded watermarks over the unit sphere depe‘ﬁﬂhance detection statistics. The detection score should be

ing on the enforced watermarking strategy in a 3-dimensional watermarkiaqual to« if a watermark is present in the video, while it

subspace. should be almost equal to zero if no watermark has been
inserted. It is consequently compared to a threshqlgec;

in a watermark near the surface of the unit sphere. Secor\évdjgzgs'esns:toiiuﬁ: dtdmeﬁ 2\/\'/;2:?1(;?‘ to assert the presence

the trajectory should not have accumulation points to preven{l Snusoidal Modulation: A ) inusoidal embeddin

weaknesses against WECR attacks. ) uso odulation. sinusoidal - emoe 9
strength [18] can be used to have a practical implementation

of this strategy:

B. SS-a System
The SSN system relies on watermark modulation to Bi(t) = \/ESiH(QtﬂLd)i) (28)
achieve security. However, an alternative strategy exploiting N

the embedding strength can also be explored. The basic idgere ) is a shared radial frequency amg are phases to

consists in using a time dependent embedding strefigth  be set appropriately. From a communication perspective, this
= system can be considered as transmitting the same low-power
Fi = Fue+aBBW(K),  W(K) ~N(0.1) (24) temporal signatin(Q2¢) along several non-interfering channels

Here the embedding strength is modulated for security reasong with some phase differences. The square norm of the

and not to improve watermark invisibility as usual. With thismbedded watermark/; is then given by:

end in view, the modulation functiofi(t) has to respect the

three following constraints: W, W, = | cos(202) iCOS(%Z_)
() It should vary smoothly in time to be immune to TFA =1
attacks, . N
(ii) It should be zero mean to resist a potential WER attacks, +M Z sin(2¢;) (29)
(iii) It should have a large number of values after discrete N =
sampling to avoid WECR attacks. The phase differences; should be chosen so that both sums

Keeping these specifications in mind, a s@/;} of N are equal to zero to fulfill (26). TheV™ roots of unity in
orthonormal watermark patterns is built. The embedding pr@* can be taken into account ard; = i2x/N modulo 27.
cedure of the S system is then defined as follows: An ambiguity regarding the value ef; still remains, leaving

N room for embedding a moderate payload:
Fi=F + Z Gi()W; = Fy + oW, (25) i
= $1 =0, @:(ﬁ+my-mmmr (30)

The modulation functions3;(t) have to be chosen in ac-

cordance with the precited specifications to achieve security,As for the SS\ system, changing the detector has an impact on the
The SSN t indeed b i etection statistics. Here again, the variance is increased and more frames
€ system can Iindeed be seen as a SpeciliC casen@ly 1o be accumulated to obtain similar false positive and false negative

this new system where the modulation functions are equal gbabilities than for SS or SS-1 systems
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whereb; € {0,1} is a bit of payload. Since the detector willestimates hampers the final watermark estimation, which is in
only be able to estimate phase differences, the phads set complete contradiction with the paradigm behind the original
0 to allow payload retrieval. The whole embedding procesdtack. The same property can be demonstrated with non-
is depicted in Figure 6. On its side, the detector correlatesljacent video frames. The radial frequerieyshould also
each incoming video framg; with all the watermark patterns be set so that a given mixture of sinusoidal coefficieits)

W, to obtain an estimatéi(t) = F, - W, of the temporal is never used twice. It should consequently be selected from
signal transmitted along each communication channel. Ne®,— 7Q so that any WECR attack is then doomed to fail.

the detection score given in (27) is computed to assert whethelternatively, an attacker can perform a TFA attack and

an underlying watermark is present in the video or nobbtain the following attacked video frames:
If a watermark is detected, the payload bits are extracted

by estimating the phase differences. This can be easily . 1 sing(42)
done by computing the unbiased cross-correlation betweeld * = w Z Fipu +avuWe, v = SIT(QQ) (32)
the reference signab; (¢) and the others;(¢t) whose phase uel-3,% 2

difference encodes a payload bit according to (30). ) )
Regarding (25), TFA has basically scaled the embedded wa-

termark signal by a signed attenuation factqs. The larger
ﬁ @ﬂ the temporal window size, the lower the attenuation factor.
A f(\ Similarly, the higher the radial frequendy, the closer the
il Watermarked attenuation factor to zero. As a result, the radial frequency

should be chosen in such a way that the attenuation factor
remains higher than a threshold valgg, as long as the
— temporal window size is lower than a given valugnay. If

a larger window size is used, the content provider considers
that the video has lost its commercial value due to the loss of
visual quality. In other words, the parameterg, and wmax
209 give a higher bound for the radial frequen@yso that TFA
only results in a small attenuation of the hidden signal.

Clock

Radial frequency

Secret key

Payload

C. Watermarking Subspace Estimation Draining (WSED)

Embedding strength

. N . . . Embedded watermarR#/; are always a linear combination
Fig. 6. SSe system with sinusoidal modulation: the embedd_e_r inserts a !lnea]g o
combination of N' reference watermark patterns, whose mixing coefficien® & small number of reference watermark pattakhsas writ
are temporally sinusoidal. ten in (25). In other terms, embedded watermarks are restricted

to a low dimensional watermarking subspace which can be

2) Security Constraints: Even if this novel system has beenestimatefl using space dimension reduction techniques [19].
designed to resist intra-video collusion attacks, some parantaving a collection ofT individual watermark estimates
ters need to be carefully chosen. First, the radial frequéhcyof size P and knowing that the embedded watermarks are
should remain secret or pseudo-secret to prevent an attackentained in av-dimensional subspac&/(< P), the attacker
from separating the watermarked video frames into distinglants to find/V vectorsg; which span the same subspace as
sets of frames carrying almost the same watermark signathe one generated by the secret pattaths
Otherwise, a WER attack can then be successfully applied to
each set. Now, if an attacker performs a WER attack on the W = spaifW,) = spanE;) = £ (33)
whole video using the optimal watermark estimatog(.), the

following watermark estimate is obtained: With this end in view, Principal Component Analysis (PCA)

N T N can be performed since it is an optimal dimension reduction
Wr=Y" (3 Zﬁq:(t))Wi = N (D)W, (31) technique. Le be aP x T' matrix whose columns are the

i=1 T =1 i—1 individual watermark estimated/,. The goal is to find &@x N

The more video frames are considered, the closer the coBfalrix E and aV x 7" matrix V which minimize the norm

ficients \;(T") are to zero. Since the attacker does not hawe/V —EV/||. Each column of the matrix can be viewed as the

access to the optimal watermark estimator in practice, eaEﬂo_rdmates _of 'Fhe associated watermark estimate in the m_atrlx

watermark estimation is noisy and accumulating several watdl. In the principal subspace spanned by the vectors defined

mark estimations decreases the power of the watermark sigrfy.the columns of matriE.

That is to say that combining several individual watermark

81t should be noted that this estimation of the watermarking subspace can be
5In fact, Q can be estimated with a very simple temporal spectral estimati@xploited to enhance the previously described WECR attack. The watermark
This is a major security flaw for any watermarking system based on period&timatesW; are projected onto the estimated subsp&cerior to vector
watermark schedule. However this system is only presented for illustratiygantization. Once the coordinates of the clusters have been identified in the
purpose. In the general case, this attack does not defeat thesgStem. watermarking subspace, the centrof@iscan then be easily retrieved.
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1) Attack Description: As standard methods for PCA re-when the technology is to be deployed in a hostile environ-
quire too much memory for high dimensional data, an apnent. In this case, malicious users will surely design some
proach based on the Expectation-Maximization (EM) alg@advanced attacks to defeat the system. The security issue has
rithm is exploited [20]. The PCA procedure is then reducedonsequently to be addressed. When robustness ensures the
to an iterative algorithm using two steps: survival of the watermark after blind attacks, security ensures

E-step: V — (ETE)*lETVV (343) |Itds survival even if it is sgbmi.tted to hpstiletelligent attac'ks.

- eal systems are utopian in security and the goal is only

M-step: E =WVT(VVT)~! (34b)  to always make the task more difficult for an attacker. Thus,
where.T denotes the transposition operator. A major asset B¥ this paper, a basic frame-by-frame embedding strategy has
this approach is that it can be performedine using only been improved step by step so that more sophisticated attacks
a single watermark estimate at a time, which significant"® needed to defeat the system. All the proposed systems
reduces storage requirements. Moreover, the EM framewdrR" be defeated as reminded in Table IlI but_the .attacks are
supports missing data, i.e. non pertinent estimated sampl@§° more and more complex. Now that security pitfalls have
During the E-step, for each incomplete watermark estimaf§€n identified, the introduced geometrical perspective gives
W,, the coordinate¥; in the current estimated subspace aré®Me intuitive insight regarding which trajectory successive
computed using only valid samples and missing informatiofatermarks shpuld fqllows. It should be continuous, without
is completed so that the distance to the current principdlly accumulation point and should go all over the whole
subspace is minimized. The completed watermark estimgte Watermark space.
is then used for the M-step. After the PCA iterationsNa
dimensional subspachas been estimated which is assumed
to be close to the watermarking subspa@eThus it is drained
from any energy:

TABLE Il
WATERMARK EMBEDDING STRATEGIESASSOCIATED WITH THEIR
DEDICATED INTRA-VIDEO COLLUSION ATTACK

N Embedding strategy || Collusion attack
Fo=F — Z(fzt -E;)E; SS system Temporal frame averaging
i=1 SS-1 system Watermark estimation remodulation
N N SS-N system Watermark estimations clusters remodulation
~F+ Z ai(t) (W7 - Z(W1 ’ Ej)Ej) (35) SS« system Watermarking subspace estimation draining
i=1 j=1
where{E;} is an orthonormalized basis of the subspéaag. The previous theoretical statement does not give any clue

the eigenvectors of matri. If the watermarking subspad®’ on how such trajectories can be built in practice. All the

has been finely estimated, the terkvg — E;V:l(wi -E;)E; watermarking systems presented can be labeletliad as

are null and the embedded watermark is removed. they do not in any way consider the data to be watermarked.
2) Attack Performance: A TV news video with commercial Considering the host data may have a significant impact on

breaks has been watermarked with the sinusoidal implemgserformance and possible tracks for future work are given

tation of the SSx system. An 8 bit payload has been hiddemelow:

using N = 9 watermark pattern$V; and the embedding (i Anchor-based watermarks: Security is somewhat related

strengtho has been set equal to 3. Previous experiments have g gtatistical invisibility [21]. In such an approach, two

shown that intra-video collusion attacks are more efficient  \yatermarks should be as similar as the associated host

when the several individual watermark estimates originate  yigeo frames. An implementation of this idea consists

from video frames with uncorrelated contents. As a result,  j, empedding small watermark patches at some anchor
key frames of the watermarked video have been extracted and  |ocations of the video frames. These anchor points
used to estimate the watermarking subspa¢e Eventually, should be pseudo-secret, and also host signal dependent.
all the frames of the watermarked video were drained of anyiiy |mage signature: Another approach to obtain such co-
energy contained in the estimated subspécdhis WSED herent watermarks exploits key-dependent image signa-

attack has reduced the detection score given in (27) from 2.96  yres [22], [23]. The goal is to obtain binary strings
to 0.53. In other terms, there is no longer enough watermark  rg|ated with the host content i.e. image signatures should
energy and the attack is a success. This result however pe 55 correlated as the associated images. They can then

has to be contrasted. First, for a given dimensivn the be used to generate a watermark pattern which degrades

more watermarked video framé¥§/; are considered, the finer gracefully with an increased number of bit errors.

the estimated watermarking subspace and the more efficieff) |nformed coding: Recently, dirty paper codes [24], [25]

the attack. Second, with a given numbgrof watermarked have been explored to make the embedded watermark

video frames, the greater the dimension of the watermarking dependent on the host signal. Basically, for a given pay-

subspace/V, the harder it is to estimate. load, a constellation of possible watermarks is defined on

the unit sphere and the nearest watermark from the host

V1. CONCLUSION signal is embedded. As a result, the induced watermark

Robustness is usually considered as a key-property for trajectory varies as smoothly as the host content and
watermarking systems. However, it is only a first requirement  links several points of the constellation.
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(iv) Registration-based watermarks. From an MPEG-4 per- [18] G. Dogrr and J.-L. Dugelay, “Secure video watermarking via embedding

spective, frames of a video scene are several 2D projec-
tions of the same 3D movie set. Frame registration can

consequently be exploited to combine several redundgmné]
areas, for instance the background, and thus produce
unwatermarked content. A straightforward counterattagk
is then to simulate aideal world, so that each 3D point

of the scene, and thus its 2D projections, always carfsi!]
the same watermark sample [26].
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