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ABSTRACT copyright information always embed a different watermark in al-

- o ternative multimedia documents, which may first sound appealing
The security issue has been neglected for a long time in digital wa-t, resist hostile attacks such as the copy attack [3] or watermark es-
termarking. Recent results for video watermarking have pointed timation collusion attack [4]. Security raised more concerns when
out that existing watermarking schemes were not secure i.e. hoSyesits for stillimages were extended to video watermarking. Most
tile intelligence succeeds in removing the hidden watermarks. In of tpe proposed schemes have indeed relied on a frame by frame
particular, for a given secret key, many watermarking SChemeSapproaCh which has leaded to non-secure algorithms.
embed watermarks which lie in the same low-dimensional sub- " \watermark security has been definedtesinability by unau-
space whatever the host data is. In this article, it will be Shown thorjzed usersto have access to the raw watermarking channel [5].
that this subspace can be quite easily estimated with an efficientn particular, unauthorized users should not be able to estimate
Principal Component Analysis (PCA). For storage convenience, angjor remove the embedded watermarks. In Section 2, it will
an online Expectation-Maximization (EM) algorithm will be con- e reminded that many algorithms come down to an additive wa-
sidered. Once this watermarking subspace has been estimated, agrmark which lies in a low-dimensional subspace. As a resuilt,
attacker only has to project incoming data onto the orthogonal of g nostile attacker can gather several works watermarked with the

this subspace to remove the watermark. same secret key to estimate this watermarking subspace via PCA
as described in Section 3 for later removal. The experimental re-
1. INTRODUCTION sults reported in Section 4 will further demonstrate the danger of

such an attack in practice. Eventually, security issues will be dis-

Recent technological advances have permitted to initiate the tran-cussed in Section 5 and possible tracks to survive this attack will

sition from the analog world to the digital one. Unfortunately, this P€ Proposed.

has raised many concerns regarding copyright protection since dig-

ital data can be easily and perfectly duplicated and rapidly redis- 2. ADDITIVE WATERMARKING

tributed at a large scale. Encryption is usually used to make digital

data completely useless for people not having the correct decryp-Many algorithms have been proposed to hide a secret watermark

tion key. However, encrypted data has to be decrypted sooner oin digital multimedia content. Most of them can be reduced to a

later to be eventually presented to a human observer/listener i.esimple additive scheme as expressed below:

its protection falls during content presentation. As a result, digital

watermarking [1] has been introduced in the 90's as a second line

of defense. Basically, a key dependent secret signal is embedded

into digital data in a robust and invisible way. Moreover, this un-

derlying signal is closely tied to the host data so that it survives wherec, is the original digital content ang), its watermarked ver-

D/A conversion. There exists a complex trade-off between con- sion. Thew;'s are orthogonal pseudo-random watermark patterns

flicting parameters (data payload, invisibility, robustness and se-dependent of a secret kdy and the);’s their associated mixing

curity) and a compromise has to be found, which usually dependscoefficients. On the detector side, the hidden bits are then obtained

on the targeted application. back by correlating the watermarked digital content with each one
In its infancy, digital watermarking has been extensively stud- of the pseudo-secret watermark patterns:

ied for still images and the research effort was mainly devoted

to achieve enhanced robustness, additional payload or less visi- pi = Cw - Wi(K) @)

ble watermarks. The security issue was almost ignored apart from . . . .

- ; where- is a correlation operator e.g. linear correlation.

works defining secure protocols for watermarking [2]. When a

user wants to insert some copyright information in digital data, Code Division Multiple Access (CDMA [6]). The watermark

a Trusted Third Party (TTP) computes the payload to be embed-patternsw;’s have the same dimensions than the host digital con-

ded, e.g. a hash string depending of the encrypted copyright in-tentc,. Furthermore, they are normally distributed with zero mean

formation and the host data, and keeps it in a repository with a and unit variance and are orthonormalized, thanks for example to a

timestamp. The user embeds then this payload with a given wa-Gram Schmidt procedure. The mixing coefficieAfsare set equal

termarking scheme. As a result, a user with fixed secret key andto £« wherea is a fixed embedding strength. The sign of i

is chosen accordingly to the bits to be hidden e.g. iftheit is

Contact author: dugelay@eurecom.fr equal to O (resp. 1), the associatedshould be negative (resp.

Cw=Co+ Y Awi(K) €N

i=1




positive). The distortion introduced during the embedding processbe randomly distributed in this watermarking subspace, the goal
is then equal te’p in terms of Mean Square Error (MSE). Onthe s to estimate this subspace rather than the individual watermarks
detector side, the hidden bits are retrieved with respect to the signand then to remove any residual watermark signal. The process
of the correlation scores;’s. can be divided into three steps: individual watermarks estimation,
Time Divis'on M u|’[|p|e Access (TDMA [7]) The procedure is Watermarking subspace estimation and flna”y Watermark remOVal.
exactly the same than for CDMA modulation except that each wa-
termark patternw; does not cover anymore the whole host digital 3.1. Watermark Estimation
content. In fact the host digital content is partitioned inttistinct
chunksci. Each watermark pattems; is then generated in such a
way that it is normally distributed with zero mean and unit vari-
ance orti and equal to 0 elsewhere. In other terms, the watermark - )
patterns do not “overlap” and ade facto orthogonal. The embed- the dlff_er.ence be_tween the watermarked content and the associ-
ding process now introduces a distortion equaktdn terms of ated original one i.ew = Gw = Co. However, the attac_ker does not
MSE. have access to the original digital content in practice and should
. . . estimate the underlying watermark in a blind manner. Digital wa-
Dither Index Modulation (DIM [8]). Non ovc_srlap_plng water-  tormarks are usually located in high frequencies. As a result, a
mark patterns are used as in TDMA. The key idea is then to Chose'rough estimation can be obtained thanks to denoising techniques,

the mixing coeff_|C|ents>\i_so that the correle}tlon Scores after or more simply by computing the difference between the water-
guantization define a point on a regular lattice which encodes themarked digital content and its low-pass filtered version:
hidden message. Alternative points of the lattice can encode the

same message and the embedder selects the one which introduces W =Gy — L(Gw) (3)

the lowest distortion in terms of MSE. Assuming thatis the

difference between two quantized values which encode the sameavhereL(.) is a low-pass filter operator. With such a strategy, some
symbol, the mixing coefficients; vary uniformly between-A /2 samples are doomed to be badly estimated e.g. around discontinu-
and +A/2 and the introduced distortion is equal in average to ities. An additional thresholding operation is consequently per-
A?/12 in terms of MSE. On the detector side, the hidden mes- formed to isolate non-pertinent samples and ignore them for the
sage can be extracted back according to the quantized values ofemaining of the attack. For example, estimated samples whose
the correlation scores. magnitude is greater thamiscaracan be discarded.

Embedding Strength Modulation (ESM [9]). Introduced in the
specific context of video watermarking, this approach uses over-3.2. Water marking Subspace Estimation
lapping watermark patterns as in CDMA modulation and relies on
time-dependent mixing coefficients. Temporally zero-megds

are used for security reasons and phase differences between the
are introduced to encode the payload. For example, for a given
frame, the mixing coefficient can be writtersin(® + ®;) where

« is a fixed embedding strength. As a result the introduced dis-

In the proposed approach, the first task of an attacker is to col-
lect several individual watermark estimations from several water-
marked contents. The ideal estimator would consist in computing

At this stage, the attacker has a collectionmoihdividual water-
mark estimates of size Knowing that the watermarks are all con-
tained in a subspace havipgdimensions < s), he/she wants

to findp vectorse; which generate the same subspace than the one
created by the secret watermark pattesms

tortion is equal tax?p/2 in terms of MSE. On the detector side, W = spar{w;) = spar(e;) = £ 4)
the correlation scores are computed for each frame and the phase
differences are estimated to obtain back the hidden payload. With this end in view, Principal Component Analysis (PCA) is per-

Other watermarking algorithms can be reduced to the simpleformed asitis an optimal dimension reduction t_echnique.Wet
additive scheme defined in (1). In all those algorithms, the secretP® @s x n matrix whose columns are the previously computed
key K defines gprivate watermarking subspace which has usually ~ Watermark estimates. The goal is then to find & x p matrix C
fewer dimensions than the whole media space and, whatever thénd @ x n matrix V-which minimize the normjW — CV/||. A
message is, whatever the host content is, the embedded waterma!umn of matrixV' can be regarded as the coordinates of the as-
is bounded to this private low-dimensional subspace. The dangerSociated watermark estimate in mawikin the principal subspace

due to the use of such reduced subspaces will be investigated iffenerated by the vectors defined by the columns of malrix
the next section. A major shortcoming of standard approaches to PCA is that

high dimensional data are difficult to be dealt with. Troubles can
arise in the form of computational complexity, storage require-
3. COLLUSION ATTACK ments or data scarcity. Since the dimensiaslikely to be large in
the context of digital watermarking, e.g. the size of a typical video
In previous work, it has been shown that, when a watermark is em-frame iss = 576 x 704, an approach based on the expectation-
bedded in a digital document, it can be roughly estimated and re-maximization (EM) algorithm will be exploited [11]. The PCA

modulated [10]. This approach has been further extended to videgprocedure is then reduced to an iterative algorithm using the fol-
to obtain a refined estimation of a redundantly embedded water-lowing two steps:

mark [4]. In other terms, the original attack has become a collusion _

attack i.e. several watermarked digital contents (each video frame) estep: V= (C'C)"'C'W (5)

are gathered to produce unwatermarked digital content. In this ar- m-step: C=WVT(VWT)~! (6)

ticle, this collusion approach will be further developed in a slightly

more general framework: several alternative watermarks are em-where.” denotes the transposition operation. A major asset of this
bedded in distinct digital contents but they all belong to the same approach is that it can be performedline using only a single
low-dimensional subspace. Since the embedded watermarks cawatermark estimate at a time, which reduces significantly storage



requirements. Moreover, the EM framework allows to deal with estimated with the presented attack using onljimages from the
missing data, in our case watermark estimates having some norwatermarked database and the average noris computed. The
pertinent values that should be discarded as introduced in Subsecresults obtained with the CDMA algorithm have been gathered in
tion 3.1. The e-step only has to be slightly generalized so thatFigure 1. It basically illustrates how evolves the average norm
missing information is also estimated accordingly to the current D depending on the dimensignof the considered watermarking
principal subspace estimation. For each incomplete watermark essubspace and the numberof images considered to estimate the
timatew, missing information is completed so that the distance to watermarking subspacd’. The darker the figure is, the greater
the current principal subspace is minimized i.e. the unique pair of the average norm is. For a given subspace dimension, the more

pointsv* andw"* - such thatv* lies in the current principal sub-
spaceWw™ lies in the subspace defined by the reliable information
in W and the norm|w* — Cv*|| is minimized - is computed. The
corresponding column & (resp.V) is then set tav* (resp.v*)

for the following m-step. At this point, the principal subspace has
been estimated andadimensional ortho-normalized badjs; }

can be found e.g. the eigenvectors of ma@ix

images are taken into account, the finer the private watermarking
subspace is estimated i.e. the more efficient is the attack. It is
a common feature of collusion attacks since observing more wa-
termarked contents permits to extract more information about the
hidden parameters, here the watermarking subspéceOn the

other hand, for a fixed number of images, the greater the dimen-
sion of the watermarking subspace is, the harder it is to have a

good estimate of the watermarking subspace, which is also quite
a natural result. However it should be noted that when 60 water-
marks have been used, the proposed attack still permits to cut the
average nornD down to 37% even if each watermark is then em-
bedded with a quite low strength. In other terms, at least 63% of
the watermark signal energy has been removed, which is usually
enough to trap most detectors.

3.3. Watermark Removal

Once the PCA iterations are finished, the obtained vedters
span a subspacgwhich is assumed to be close to the watermark-
ing subspaceV. At this point, the attacker basically wants to
drain any energy contained in this estimated subspadeis can

be easily ensured as follows:
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wherecy is the resulting attacked digital content. If the water-
marking subspac®V has been finely estimated as defined in (4),
the termsd; = w; — >°7_, (w; - €;)e; are null. In other terms, _
the attacker retrieves al7most the original digital contgrand no o
pertinent watermark can be retrieved. '
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Experiments have been conducted with a collection of 500 images
of size512 x 512 to verify the previous theoretical assertion. This

database has been watermarked with the schemes described in Seﬁfg 1. Percentage of residual CDMA watermark energy after at-
tion 2 and the parameters have been chosen so that the embeddir}gd'( f;)r several watermarking subspace dimensjoasd a vary-

Em’(\:liss introc?ucedsBaNdistor;ionhequal 09 irllterr_ns qf MSE _i.e. Iaing numbern of images considered for collusion. The darker the
SNR around 38 dB. Next, for the watermark estimation, a simple j o460 is the more watermark energy is lefti.e. the less efficient is

5 x 5 averaging filter has been used #6(.) and practical results

have shown that the threshaigkscara = 8 gives good results to iso- the proposed attack.
late non-pertinent estimated watermark samples. Experimentally,
the iterative approach was found to converge quite rapidly and 20
iterations were performed to obtain the vectfes}. Eventually,

The results for the other three watermarking schemes exhibit
the same behavior even if they are not reported in this paper. More-

the average normb of the vectors{d; } has been computed to as- over, the impact of perceptual shaping has also been investigated.

sert the effectiveness of the attack. If the watermarking subspacePi9ital watermarks can indeed be slightly modified according to
W has been perfectly estimateid,should be equal to 0. Alterna- the human perceptual system so that the inserted watermark is less

tively, if the estimated subspaéeis completely orthogonal toV), perce_ptible. In the context of still images watermarks, the em-
the vectors; are equal tav; and D is equal to 1. In other terms, bec_idlng streng_th can for example be made dependent_ of the local
the lowerD is, the finer the watermarking subspace has been esti-variance of the image. However such a perceptual shaping does not

mated and the more effective is the attack. 1 . .
. . . . . It has been assumed here that the attacker knows the dimemsion
A typical experiment consists in watermarking the database e \atermarking subspace. Ifitis not the case, the attack can be performed
with a given value for the dimensignof the watermarking sub-  with an arbitrary large value far. Next, only eigenvectors associated with
space. Then, on the attacker sidep-dimensional subspace is high eigenvalues are kept.




modify drastically the watermark to be embedded and the result-
ing shaped watermark is still highly correlated with the reference
one. As a result, perceptual shaping does not strongly interfere [1]
with the estimation of the private watermarking subspa¢eThe
proposed attack is consequently still pertinent even if a small de- [2]
crease of effectiveness is observed in comparison with the results
obtained without perceptual shaping @
3

5. CONCLUSION AND PERSPECTIVES (41

Many watermarking schemes rely on the same approach. First, a
secret key is used to build a set of pseudo-random reference wa- [5]
termarks, which can be considered as a key-dependent private wa-
termarking subspace. The watermark to be embedded is then con-
structed as a linear combination of those reference watermarks ac- [6]
cording to some parameters e.g. the payload to be hidden. Eventu-
ally, the resulting watermark is embedded with an additive scheme,
possibly with perceptual shaping. The weakness of such water- [7]
marking schemes is that if an attacker succeeds in estimating the
private watermarking subspace, he/she can completely remove the
underlying watermarks. A collusion-based approach has been pre- [8]
sented in this paper to achieve this goal, which relies on the prin-
cipal component analysis of several watermark estimates obtained
from distinct watermarked contents. o]

The reader might argue that the attacker needs to gather a
large collection of contents watermarked with the same secret key,
which can be unfeasible in practice. However, in a video context,
each video frame can be regarded as a distinct watermarked conf10]
tent. This assumption is all the more pertinent since watermarking
video is often considered as watermarking a sequence of still im-
ages [12]. Thus, considering a 1h30 watermarked movie, if the
attacker draws a frame every 10 seconds, he/she can collect 540
frames watermarked with the same secret key and subsequently11]
perform the attack. This emphasizes the issuminé-video col-
lusion in video watermarking. Some watermarking applications [12]
require a very high level of security and use secure cryptographic
codes [13] to prevent users from colluding and producing unpro-
tected content. However, it is useless to embed watermarks encod{13]
ing such secure codes if the watermark signal can be stirred out
with a signal processing attack.

Once again, this attack points out the need for informed water- [14]

marking and in particular informed coding. The weakness of the
presented watermarking schemes is that, for a given secret key, th?lS]
watermarking space is fixed once for all whatever the host con-
tent to be watermarked is. A possible countermeasure would be

to have a watermarking subspace which is dependent on the host
content e.g. dirty-paper watermarks. In this case, the dimension

of the watermarking subspace is very large which virtually pre-
vents an estimation attack. On the other hand, the detector has to
search in a high dimensional space and an effective method has to
be designed [14]. An alternative approach consists in modifying

the watermark, drawn from a low-dimensional subspace, accord-
ing to a key-dependent image signature [15]. As a result, since
the detector can invert this modification, nothing has changed and
the watermark seems to be in a low-dimensional subspace. On the
other hand, when the attacker estimates the watermarks from sev-
eral works, he/she sees them as if they were uniformly distributed
over the whole image space.
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