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Demandeur 
Serveur

d'authentification 

connaît m connaît HT = h
t
(m)

IDdemandeur, 1ère identification, h
t-1

(m)
Authentification : 

- si h(h
t-1

(m)) = HT 

- affecter h
t-1

(m) à HT

IDdemandeur, 2ème identification, h
t-2

(m)

Authentification : 

- si h(h
t-2

(m)) = HT 

- affecter h
t-2

(m) à HT
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A�;�Y6X >�A�T_9<;�A�Rb;�|Bs T_SB;�=pE6s T_>�T�Y6@pE�FwK:;}x�M�=BM�A�;<>�R C�=�SUT2O T_@p;�A�;�Y6X >�A�T_@p;�A^8 T >-E�;
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9�M�A�R rDO�;<>�R C�= @p;�A��#ENC�=?>hT��{TPO�>�QBM�TPEhT =�QU>�R s RbE�;�=?>6SUTPE6O C�Y6@U>�T�QBA�Eas CBO�;�Q�� �?QBRVENC�=�>
ENW�=pO��BA�C�=BRbENMPE«T�=�>�A�T�T�Q��[F

A→ B : A,SA(sA, B), CertA��C�=?>�A�;�R A�T�Y6T�=?>y;�Q+O�;�O��BT >_S[Z �BC�A�CUSB;<>�;�x�T �
tA
�-�?QBR7SUT�9�A�;�R > $ >�A�T2>�A�;�=pENY6RbE^T�=

O sb;�R A �Usb;h9�;�s T�QBAVSUT
sA

T�E	>�A�T >�A�C�QB9�M7@p;�A �+T�=�QU>�R s RbE�;�=?>Vs TaO C�Y6@U>�T�QBAVs CUO�;�s�F

mBF zUF mBF 	«kN�<l�� 
��<� e�fa�Ul�  �  bf�j "pl«� e�f "{��� � k�e�faj<� ��j<l��<  k�e�f

8�QU>��BT�=?>�R rDO�;<>�R C�=�QB=BRbSUR A�TPO�>�R C�=B=BT�s s TLK�T�@BA�T�Y6R T�A[@BA�C�>�CBO C�s T�S[Z ;�QU>��BT�=?>�R rDO�;<>�R C�=�QU=BR �
SUR A�TPO�>�R C�=B=BT�s s T�; 9�TPO`s TPEV=BC�Ya|BA�TPEV;�s MP;<>�C�R A�TPE«QU>�R s RbENT�sb;hY6M >��BCUSUTaSUTtsb;^ENR x�=p;<>�QBA�Thq

J�F
B → A : nBvUF
A→ B : A,SA(nB , B)), CertA��T6@BA�C�>�CBO C�s ThO A�M�T6QB=BT69�QBs =BM�A�;�|BR s R >�M6@DC�>�T�=?>�R T�s s T�q[T�= O��BC�RbENRbE�E�;�=?>�SUTPEt9<;�s T�QBA�E

@p;�AN>�RbO QBs R X�A�TPEt@DC�QBA�s T^=BC�Ya|BA�T^;�s MP;<>�C�R A�T
nB

��� @{T�QU>aC�|U>�T�=BR A�sb;�ENR x�=p;<>�QBA�T6@p;�Aa8
S[Z QB=_Y6T�E�E�;�x�T`@p;�AN>�RbO QBs R T�A~�?QBRD@{T�QU> $ >�A�T`QU>�R s TtT�=ySUT��BC�A�E«SUQ_O C�=?>�T#��>�T7SUT7s�Z ;�QU>��BT�=��
>�R rDO�;<>�R C�=�F���Th>	W�@DT-SUT69�QBs =BM�A�;�|BR s R >�M^O C�=B=?QIENC�QpEts T6=BC�Y S[Z ;<>N>�;��?QBT^¥->�T#��>�T^O sb;�R A
O��BC�RbENR`@DT�QU>�O C�=pE	>�R >�QBT�A-QB=+\�;�R s s T%R Y6@{C�AN>�;�=�>�T%@DC�QBAys�Z ;�s x�C�A�R >��BY6T%SUT}O��BR �{A�T�Y6T�=�>
ENC�QpE �b¢	;�O T�=?>PF:K�;2ENC�sbQ�>�R C�= ¥2O T^@BA�C�|Bs X�Y6T-O C�=pENRbE	>�T-¥�R =?>�A�CUSUQBR A�T^QB= =BC�Ya|BA�T-;�s MP; �
>�C�R A�T`ENQB@B@Bs M�Y6T�=?>�;�R A�T`O��BC�RbENRp@p;�A«8 SB;�=pEws T`O�;�sbO QBsDSUT`sb;�A�M�@DC�=pENT�F?��R{O T�=BC�Y�|BA�T�TPE	>
;�s MP;<>�C�R A�T�Y6T�=?>�O��BC�RbENRp@p;�A«8 � � =BT`@DC�QBA�A�;t@p;�E�O C�=?>�A���s T�Aws T`Y6TPE�E�;�x�T��?QBR{ENT�A�;aENR x�=BM
@p;�A�8aFpK�T�ENTPO C�=pSy@BA�C�>�CBO C�s T7TPE	>V|p;�ENM�ENQBAVsb;hY6M >��BCBSUT�SUQ2SUMPO��BR �{A�T�Y6T�=�>�q

J�F
B → A : B,PA(nB , B)vUF
A→ B : nB

��= @BA�C�|Bs X�Y6T^ENR Y6R sb;�R A�T6¥2O T�s QBR�SUT^sb;�ENR x�=p;<>�QBA�ThT#�URbE	>�T-SB;�=pE�O T-O C�=�>�T#��>�T�q�T�=
QU>�R s RbE�;�=?>�O T^@BA�C�>�CBO C�s T�� @DT�QU>h;�A�A�R 9�T�A�¥_\�;�R A�T^SUMPO��BR �{A�T�Aa¥28¤QB=IY6TPE�E�;�x�T^ENTPO A�T >
�?QBT}8 ; 9<;�R >yO��BR �{A�M};�QB@p;�A�; 9<;�=�>y;P9�TPO2E�; O s M%@BA�R 9�M�T2T�='SUT��BC�A�E-SUQ'O C�=�>�T#��>�T}SUT
s�Z ;�QU>��BT�=?>�R rDO�;<>�R C�=�FD��T7>	W�@DT�SUTt9�QBs =BM�A�;�|BR s R >�M7TPE	>�O C�=B=�Q�ENC�QpE«s Tt=BC�Y S[Z ;<>N>�;��?QBTPE~¥
O A�W�@U>�C�x�A�;�Y6Y6TVO��BC�RbENR�F�K:;aENC�s QU>�R C�=^¥�O T�@BA�C�|Bs X�Y6T`O C�=BENR E	>�T�¥7\]C�A�O T�Awsb;t9�M�A�R rDO�;<>�R C�=
@p;�A78 SUQ2\�;�R >7�?QBT �¦;^|BR T�=2T��{TPO�>�QBM�s T�O��BR �{A�T�Y6T�=�>tSB;�=pE�s Ta@BA�T�Y6R T�A`Y6TPE�E�;�x�T�Fp8
O T >�T��{T > � @DT�QU>�R =pO s QBA�T-SB;�=pE�s T^Y6TPE�E�;�x�T^; 9<;�=?>�O��BR �{A�T�Y6T�=?>�QB= O��p;�Y6@ ENQB@B@Bs M#�
Y6T�=?>�;�R A�TVO C�=?>�T�=p;�=�>wQB=BT~9�;�s T�QBA�;�s MP;<>�C�R A�T

n′
T >�;<¢�C�QU>�T�A�QB=^O��p;�Y6@^ENQB@B@Bs M�Y6T�=�>�;�R A�T

;�Qy@BA�T�Y6R T�A~Y6TPE�E�;�x�T`�?QBR�O C�=�>�R T�=?>
h(n′)

FU8�R =pENR�8¦=BT7A�M�@DC�=pSUA�;�R >~¥ �+�?QBTtENR{s Tt�p; �
O��p;�x�T�@p;�A

h
SUQ2=BC�Y�|BA�T

n′
�?Q�Z T�s s TaC�|U>�R T�=?>7;�@BA�XPE�SUMPO��BR �{A�T�Y6T�=?>`TPE	>7|BR T�=2M�x?;�s:;�Q

O��p;�Y6@�ENQB@B@Bs M�Y6T�=?>�;�R A�T�SUQ�@BA�T�Y6R T�AVY6TPE�E�;�x�T�F

8�QU>��BT�=?>�R rDO�;<>�R C�=+YaQU>�QBT�s s T©KwZ ;�QU>��BT�=?>�R rDO�;<>�R C�= YaQU>�QBT�s s T%@DT�QU>_;�QpE�ENR�$ >�A�T2T��{TPO �
>�QBM�T�@p;�AVs TPEVSUT�Q��_9<;�A�Rb;�=?>�TPE�FUK:;h@BA�T�Y6R X�A�TtQU>�R s RbENT�sb;hY6M >��BCUSUTaSUTtsb;^ENR x�=p;<>�QBA�Thq

J�F
A→ B : A,nAvUF
B → A : B,nB , SB(nA, A), CertBmBF
A→ B : SA(nB , B), CertA
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��C�Y6Y6T @{C�QBA%s�Z ;�QU>��BT�=?>�R rDO�;<>�R C�= QB=BRbSUR A�TPO�>�R C�=B=BT�s s T��7s�Z R =pO s QpENR C�= S[Z QB= ENTPO C�=pS
=BC�Y�|BA�Ty;�s MP;<>�C�R A�T-SB;�=pE�O��p;��?QBT-Y6TPE�E�;�x�T-ENR x�=BM-@DT�QU> $ >�A�TyQU>�R s T_;<rp= S[Z T�9�R >�T�AhSUTPE
;<>N>�;��?QBTPEV¥h>�T#��>�TaO sb;�R A�O��BC�RbENR�FBK:;^ENTPO C�=pSUTt9<;�A�Rb;�=?>�TtQU>�R s RbENT�sb;6Y6M >��BCUSUTaSUQ2SUMPO��BR \ �
\]A�T�Y6T�=?>aq

J�F
A→ B : A,PB(nA, A)vUF
B → A : B,PA(nA, nB , B)mBF
A→ B : nB

�2%��2%�� ���!���S���! ��� �=���� "��������� �7� ����� 	 ���$� � � ���=��� ������� �
���!�������

K�T%O�C�=pO T�@U>ySUT2ENT�A�9�T�QBA6S[Z ;�QU>��BT�=?>�R rDO�;<>�R C�= SUMPO A�R >-SB;�=pE6s T2@p;�A�;�x�A�;�@B�BT_mBF vUF mBF
A�MPENC�QpS @BA�R =pO R @p;�s T�Y6T�=�>6s T_@BA�C�|Bs X�Y6T_SUTys ;}SURbE	>�A�R |BQU>�R C�=�SUQ ENTPO A�T >h@p;�AN>�;�x�MySB;�=pE
s TIO�;�EySUTPEy@BA�C�>�CBO C�s TPE-¥ |p;�ENTHS[Z ;�s x�C�A�R >��BY6T}ENW�Y6M >�A�Rb�?QBT�F~K�T}@BA�T�Y6R T�Ay@BA�C�>�CBO C�s T
S[Z ;�QU>��BT�=?>�R rDO�;<>�R C�=�QU>�R s RbE�;�=?>:QB=�ENT�A�9�T�QBA:;VM >�MwR =?>�A�CUSUQBR >:@p;�A � T�TPSU�p;�Y¦T >��UO��BA�C�TPSUT�A
� � � ���[T�=}J � �<�BF��7;�=pE«O T7@BA�C�>�CBO C�s T��?;�Qys R T�Q_SUT7@p;�AN>�;�x�T�A�QB=_ENTPO A�T >~SUR �{M�A�T�=?>V; 9�TPO
O��p;�O QB= SUTyENTPEaO C�A�A�TPEN@DC�=pSB;�=?>�Et@DC�>�T�=?>�R T�sbE��:O��p;��?QBT^T�=�>�R >�M-@p;�AN>�;�x�T^ENT�QBs T�Y6T�=?>�QB=
ENT�QBs�ENTPO A�T >�;P9�TPO`s T�ENT�A�9�T�QBAVS[Z ;�QU>��BT�=�>�R rDO�;<>�R C�=2;�@B@DT�s Ma�{F &`Qp;�=pSyQB=BTtT�=?>�R >�M � 8��~;
|{TPENC�R =�SUT�E�Z ;�QU>��BT�=?>�R rpT�A�;�QB@BA�XPEVS[Z QB=BTa;�QU>�A�T � � � �p8 O C�=�>�;�O�>�Ta�_O C�Y6Y6TaENQBR >�q

J�F
A→ S : A,B, nAvUF
S → A : EKa(nA, B,Kab, ticket = EKb(A,Kab))mBF
A→ B : ticket = EKb(A,Kab)upF
B → A : EKab(nB)zUF
A→ B : EKab(nB − 1)

��=H=BC�QB9�TP;�Q}ENTPO A�T >
Kab

�?QBR�TPE	>79�;�sb;�|Bs Ta@{C�QBA7sb;ySUQBA�M�ThSUT6O T >N>�ThR =pE	>�;�=pO T6SUQ
@BA�C�>�CBO C�s T6TPE	>hx�M�=BM�A�M^@p;�A�s TyENT�A�9�T�QBAaT >hT�=?9�C<W�My¥%8 SB;�=pEas T-Y6TPE�E�;�x�TyvUF���QUR«TPE	>
O��BR �{A�M_;P9�TPO^s T_ENTPO A�T >hR =pS�Rb9�RbSUQBT s � ;2@p;�AN>�;�x�M^@p;�Ah8 T >^�{Fw��TyY6TPE�E�;�x�T-O C�=?>�R T�=?>
M�x?;�s T�Y6T�=?>VQB=2;�QU>�A�T�O��p;�Y6@�O��BR �{A�Ma;�@B@DT�s M +8795��&A!+ �?QBR�TPE	>�QB=BT�T�=?9�T�s C�@B@DT�O��BR �{A�M�T
@p;�A�sb;�O s M � |ySUT � T >~O C�=�>�T�=p;�=?>«sb;�=BC�QB9�T�s s T`O s M

Kab
F�8'sb;�A�MPO T�@U>�R C�=-SUQ-Y6TPE�E�;�x�T

vUF ��8 SUMPO C�QB9�A�T�sb;�9�;�s T�QBA�SUT � ;�|^@p;�A«s T`SUMPO��BR �{A�T�Y6T�=?>~SUQ-Y6TPE�E�;�x�T�T�=^QU>�Rbs RbE�;�=�>«sb;
O s M

Ka
F ��;�A�O T~SUMPO��BR �{A�T�Y6T�=�>w8 C�|U>�R T�=?>�;�QpE�ENR�sb;`9<;�s T�QBA�SUQ�>�RbO ��T >w�?Q�Z T�s s T�>�A�;�=pENY6T >

SUR A�TPO�>�T�Y6T�=?>t¥��7FD��Z QB=BThY^;�=BR X�A�T�ENR Y6R sb;�R A�T�� �¦A�T >�A�C�QB9�T�sb;-=BC�QB9�T�s s ThO s M�@p;�AN>�;�x�M�T
� ;�|%T�=HSUMPO��BR �{A�;�=�>ts T�>�RbO ��T >�; 9�TPO�E�;yO s M�R =pSUR 9�RbSUQBT�s s T

Kb
F[K�TPE`Y6TPE�E�;�x�TPE�upFDT >azUF

O C�=pE	>�R >�QBT�=?>aQB=I@BA�C�>�CBO C�s Th@DC�QBA�s�Z ;�QU>��BT�=?>�R rDO�;<>�R C�=IQB=UR S�RbA�T�O�>�RbC�=U=BT�s s T-SUT-8#@p;�A �
QU>�R s RbE�;�=?>�s T�ENTPO A�T >V@p;�AN>�;�x�M � ;�|�F

8�Q SUM�@p;�AN>aENT�QBs T-S�T�Q��HA�T�sb;<>�R C�=pEt|BR =p;�R A�TPE�ENC�=�>a@DC?E�ENR |Bs TPEtT�=IQU>�R s RbE�;�=?>as TPE�O s MPE
R =pSUR 9�RbSUQBT�s s TPE � ;�T > � |%q?s�Z ;�QU>��BT�=?>�R rDO�;<>�R C�=-T�=?>�A�T78'T >��6T >VO T�s s T`T�=?>�A�Tt�6T >��7F�K�T
@BA�C�>�CBO C�s T7SUT � T�TPSU�p;�Y �	�UO��BA�C�TPSUT�A~@DT�A�Y6T >�S[Z M >�;�|Bs R AVQB=BT7>�A�C�RbENR X�Y6T7A�T�sb;<>�R C�=_T�=�>�A�T
8#T > � @p;�A�s�Z T#��>�T�=pENR C�= SUT-O TPE�SUT�Q��HA�T�sb;<>�R C�=pEtR =BR >�Rb;�s TPE�F���T >N>�T-T#��>�T�=pENR C�=HA�T�@DC?ENT
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O T�@DT�=pSB;�=?>«ENQBAwQB=BT�@BA�C�@BA�R M >�MV=BC�QU9�T�s s T��?QBRpTPE	>�sb;�O C�=UrD;�=pO TV@Bsb;�O M�TVT�=y�{F ��SUC�R >�T�=
T��{T >�\�;�R A�TVO C�=UrD;�=pO T~¥��h¥7@BA�C�@DC?E�SUT~s�Z ;�QU>��BT�=?>�R rDO�;<>�R C�=6SUT�8 @p;�A��{F�8�R =pENRBs T«>�RbO ��T >
O��BR �{A�M«\]C�QBA�=BRB@p;�Aw��TPE	>wQB=^O T�AN>�R rDO�;<>w�?QBRUx?;�A�;�=?>�R >�¥ ���?QBT«>�C�QU>�TVT�=�>�R >�M��?QBRU@BA�C�QB9�T
E�;%O C�=B=p;�RbE�E�;�=pO T^SUT-sb;2=UC�QB9�T�s s TyO s M � ;�|I@DT�QU> $ >�A�T-O C�=pENRbSUM�A�M�T-O C�Y6Y6T-M >�;�=�>68aF
��C�Y6Y6T�� =BT~@{T�QU>�@p;�E�9�M�A�R rpT�A�sb;7Y^;�=BR X�A�T~SUC�=?>�sb;tO s M � ;�|�TPE	>wO C�Y6Y�QB=BRb�?QBM�TV¥t8 �
�¦SUC�R >V\�;�R A�TaO C�=UrD;�=pO T�¥-��SB;�=pEVs�Z ;�QU>��BT�=?>�R rDO�;<>�R C�=2SUT�8 @{T�=pSB;�=�>`sb;^SURbE	>�A�R |BQU>�R C�=
SUTaO T >N>�TaO s M�F

�«R T�= �?Q�Z M >�;�=�>6s Ty@BA�MPO QBA�ENT�QBAhSB;�=pEhENC�=�SUC�Y^;�R =BT��:s T_@BA�C�>�CUO C�s TySUT � T�TPSU�p;�Y �
�UO��BA�C�TPSUT�A~@BA�MPENT�=�>�TtQB=BT7\�;�R |Bs TPE�ENT7@p;�A~A�;�@B@DC�AN>V;�Q��-��W�@DC�>��BXPENTPE~O R ��SUTPE�ENQpE�FU§%;�s x�A�M
sb; =BMPO TPE�ENR >�M}@{C�QBA_8 SUTIO�C�=B=p;%$ >�A�T}sb;�O s MHENTPO A�X >�T � ; @{C�QBAy@{C�QB9�C�R AyC�|U>�T�=BR A_sb;
=BC�QB9�T�s s T�O s M � ;�| �D;�QpO QB=%M�s M�Y6T�=?>tSB;�=pE`O T�@BA�C�>�CUO C�s T�=BT�@{T�A�Y6T >tSUT�x?;�A�;<=?>�R A`�?QBT
sb;2O s M � ;�|HTPE	>a=UC�QB9�T�s s T�F:8�R =pENR�ENRwsb;_9�;�s T�QBA�SUT^sb;2O s M � ;�|IO C�A�A�TPEN@DC�=pSB;<=?>�¥�QB=BT
T#�UMPO QU>�R C�=y;�=?>�M�A�R T�QBA�T`SUQy@BA�C�>�CBO�C�sbT�; 9<;�R >«M >�MtSUM�9�C�R sbM T7¥aQB=_;<>N>�;��?Qp;�=?> � T�=->��BM�C�A�R T
s�Z ; �-O��p;�x�TwS[Z QB=BT«O s M«;�=pO R T�=B=BTw=BT«O C�=pE	>�R >�QU>�T�@p;�E�QB=BT�9�QBs =BM�A�;�|BR s R >�Mw@BQBRbE��?QBT«O��B;���QUT
=BC�QB9�T�s s T«T#�UMPO QU>�R C�=hSUQ�@BA�C�>�CBO C�s TwTPE	>�O T�=pENM�T«QU>�R s RbENT�A�QB=BT~=BC�QB9�T�s s T~O s M�� �<s�Z ;<>N>�;��?Qp;�=?>
@{T�Q�>t@p;�AN\�;�R >�T�Y6T�=?>7A�M�QpE�ENR A`¥-@p;�E�ENT�A`@DC�QBAt8 ;�QB@BA�XPE`SUT �¦T�=%T��{TPO�>�Qp;�=?>tQB=%A�TN¢�T�Q
SUQ Y6TPE�E�;�x�T^mBF:T >�T�= T#�UMPO QU>�;�=?>�s T-A�TPE	>�TySUQ @BA�C�>�CUO C�s T^T�= QU>�R s RbE�;�=�>hsb;�9�;�s T�QBA�SUT
� ;�|�SUM�9�C�R s M�Tt@p;�A~Y6M�x?;�A�SUT�F

��T >N>�T7\�;�R |Bs TPE�ENTt;�M >�M7A�T�Y^;�A��?QBM�T`@p;�A«s TPE«R =�9�T�=�>�T�QBA�E~SUT�O T7@BA�C�>�CUO C�s T � � � �'�����
T >~QB=BT`9�T�A�ENR C�=^O C�A�A�R x�M�T�SUQy@BA�C�>�CUO C�s TVR =pO s Qp;�=?>~�?QBT�sb�?QBTPE«;�Y6M�s R C�A�;<>�R C�=pEw;aM >�M`Y6RbENT
T�= �aQU9UA�T6@p;�A�s T-ENWUE	>�X�Y6T � T�A�|DT�A�C?E[� �pF � m���F:KwZ ;�Y6M�s R C�A�;<>�R C�=}@BA�R =pO R @p;�s�SUQI@BA�C�>�C �
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l'utilisateur 

=

Refusé

Accepté

   Non 
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Authentification 

forte avec K 

Authentification 

faible avec le PIN 
Utilisateur 

connaît

le PIN 

Dispositif

Actif

connaît

le PIN et  K 

Entité 

Distante

Médium protégé Médium non 

protégé
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Biométrie parfaite 

signatures manuelles 

vitesse de frappe 

forme de la main 

empreintes digitales 

empreintes rétiniennes 

reconnaissance de l'iris 

reconnaissance du visage 

empreintes vocales 

Efficacité biométrique Degré intrusif du dispositif 

Coût du dispositif Effort pour l'utilisateur 
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