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Thispaperdescribes protocolto protectdatacollectedby mobileagentsoamingthroughasetof potentiallymalicious
hosts.This protocolis basedon anoriginal securecryptographidechniguethatassureshe integrity of a sequencef

datasegmentsegardlessf theorderof eachsegmentn thesequenceTheprotocolallowseachhostto updatethedata
it previouslysubmittedn away thatis suitablefor free competitionscenariodike comparisorshoppingor distributed
auctionandfor highly dynamicenvironmentdike stockmarketsThesetof hostscanbevisitedseveratimesin random
order and a short message digest allows for the integrity verification of all the collected data.

1 Introduction

Recentadwancedn softwaretechnologyallow the designof mobile codethatis capableof moving over
the network andrunningindependenthat remotehosts.Bestknowvn examplesof mobile codeare Java
applets ActiveX programsandsoftware agents.The mobile codeparadigmoffers several advantages
over the more traditional distributed computingapproachesflexibility in software designbeyond the
well establisheabjectorientedparadigm autonomyof componentsandbandwidthoptimization,just
to namea few of them.As usual,advantagecomewith a costthatis increased/ulnerabilityin theface
of maliciousintrusionscenarioskinto Internet.Possiblevulnerabilitieswith mobile codefall in oneof
two catgories:
» Attacks performed by the mobile progranaemgt the remotexecution emironment and its
resources lik in the nav common gample of malicious 3a applets.
»  Subversion of the mobile code and unauthorized modification of its data by the remo¢ian
ervironment.

This papers focusis the secondoroblem,i. e.the protectionof mobile codefrom potentiallymali-
cioushostswhich hasnotyet attractedsomuchattentionfrom softwaremanugcturersThis categyoryis
alsoquite atypicalsinceit doesnotrely on the securityof the executionervironmentwhich hasalways
beena basicassumptiorin classicalreasoningaboutthe securityof cryptographicsystemsProtecting
mobile codefrom maliciousremoteexecutionervironmentscanbe rephrased@scarryingout a trusted
operationasdefinedby a mobile programusingan executionervironmenton an untrustechost. Some
authors[1] conjecturethat mobile code cannotbe effectively protectedagainsta maliciousexecution
ervironmentthathasfull accesdo bothits codeanddatasegments On the otherhand,few researchers
[6] [8] wereableto shav the possibility of obtaininga safeexecutionof secretfunctionson untrusted
executionervironments.Theresultsobtainedby the latter group,unfortunatelyonly applyto alimited
setof functions.Solutionsfor securingmobile codeagainstthe executionervironmentarethusstill in
their infang/ and no widespread practical implementatioxiste

In this paper we focuson a specialcaseof mobile codesecuritythatis the protectionof the data
collectedoy mobileagentsagainstpotentiallycompetinghosts A typicalillustrationfor suchascenario



is asoftwareagentthatbargainson behalfof a customeltby visiting variousmerchansystemsat differ-

ent locations. Securedata collection schemescan also be usedto carry out a distributed auction.

Anotherexampleis the collectionof datain stockmarkets,wherethe datais availableat differentloca-

tions. In theseexamplesthe emphasi®of securityis shiftedfrom the mobile programto the datathatis

collectedfrom the visited hosts.The collecteddatais subjectto disclosuremodification,andrepudia-
tion by single hosts, a group of colluding hosts, or pétintruders.

We suggestn original integrity schemeo protectthe datasubmittedto the mobile agentby com-
peting hostsvisited by the agent.The integrity schemeensureghe protectionof eachpieceof data
againstmodificationor tamperingoy partiesotherthantheorigin of the data(the hostthatsubmittedhe
data).Theintegrity of theentiresetof datacollectedby the mobileagentis assuredasedn anoriginal
securecryptographicmechanismnusing discreteexponentials.Thanksto the propertiesof our mecha-
nism, the data collection protocoferfs three adantages:

» Each host can update the data ivesly submitted without additional comgigy or memory
increase.

*  Theintegrity verificationmechanisnis independenof thesequencef individual datasubmissions
by different hosts.

* The intgrity verification is not computationally intensiand it does not depend on the number of
updates. Moreeer, the complgity of the \erification does not increase significantly with the num-
ber of visited hosts.

The updatefacility is suitablefor commercialcompetitionasrequiredduring an auctionandit allows

for fastreactionin caseof dynamicscenariodik e stockexchangemarkets. The secondoropertyof the

protocol allows for the collection of datafrom hostswithout arny constrainton the itinerary of the
mobile agent.

The paperis organizedasfollows. Section2 presentghe datacollection scenarioand formalizes
thesecurityrequirementsThe genericcryptographidechniqueor dataintegrity is presentedn section
3. Thedatacollectionprotocolbasedn thistechniques describedn sectiond. Section5 is devotedto
the evaluation of the security properties piausly defined.

2 DataCollection System

The purposeof our datacollectionsystemis to allow mobileagentdo travel amonghostsof a network,
to collectindividual datasegmentsrom thesehostsandto returnthe setof dataseggmentso theorigina-
tor of the agent.Eachdatasegmentcollectedby the agentcaneitherbethe resultof somecomputation
by the agent,basedon somelocal input, or simply the input of somedataby the visited host, without
ary processing by the agent.

Our securityschemeassureshe integrity of datasegmentsagainsttamperinganddeletionattacks
thatmight originatefrom a hostvisited by the agent,a setof colluding hostsor anintruderon the net-
work. The securityof the procesausedto generatehe datasegmentsat eachhostis out of the scopeof
our scheme pasedon the assumptiorthat, even thougheachhost might behae maliciously against
other hosts, each host can be trusted with respect to the generatiomof itsta.

Migration is anotherimportantaspecbf the datacollectionschemaewith respecto the securityof
the collecteddata.By controlling the migration processmalicioushostscanhave a significantimpact
onthesetof datasggmentscollectedby the agent.Our dataintegrity schemedoesnot addresshesecu-
rity of the agens itinerary



In a typical datacollectionscenariothe mobile agentis generatedy a sourcehostHg andvisits
intermediatehostsH; basedon certainmigrationdecisionswhich are beyond the scopeof this paper
Eachintermediatehost H; submitsa pieceof datao;. In addition,eachhostcomputesas part of the

securedatacollectionschemeanintegrity proofvalue O, , thatwill beintegratedonthe overallintegrity
proof value I' (S), includedin the agentand computedby the previous hostH;_;. The new integrity
value (SO {O;}) andthe setof datasegmentscollectedfrom the previously visited hosts Z ={oy,

04,...,0;} aretransmittedo the next host.Thedatacollectionschemeallows the agentto visit hoststhat

were alreadyvisited and lets thesehostsupdatethe datapiecesthey previously submitted. Whenthe
datacollectionprocesderminategor theagentis calledback),theagentreturnsto its originatorHg. At

this point the agentreturnsto its originatorthe set ¥ of datasegmentscollectedfrom all the visited
hostsandthe final integrity proof value I' (S) . The originator canthenverify the integrity of the data
s@gmentsn X using I (S) . Table1l summarizethe componentinvolvedin the securedatacollection
process.

Table 1: Data Collection Components

Ho originator

H, 1<i<n visited hosts

o, 1<i<n data collected from Hli. e., output of the data collection algorithm
O, 1<i<n integrity proof associated with o

5 set of data collected, i. @, 04,..., Q}

S set of intgrity proofs, i. e. {§ O; O}

r(s integrity proof associated with all the elements of$et

21 Security Requirements

The datacollection processs exposedto a numberof attacksfrom network intrudersand legitimate
hostsbehaing maliciouslywith respecto competingpartiesasdepictedin [3]. Theseattacksraisea
number of security requirements as folto

+ Data Integrity: o; cannot be modified or updated by parties other than H

e Truncation Resilience:onlythedatasegmentsoj, i <j<k,submittechetweerthefirst malicious

host H and another malicious hosj ldan be truncated from the set of data pieces.

* Insertion Resilience:no data sgment can be inserted unlesplitly allowed.
+ Data Confidentiality: o; cannot be disclosed to parties other thaardl H,.



* Non-Repudiation of Origin: H; cannot dey having submitted ponce it vas actually included in

the set of collected data.
Ourdefinitionof the dataintegrity requirementxpandsthe previousdefinitionsthatcanbefoundin [3]
and[9] in thata hostcanupdatethe datait previously submitted We believe thatthe updatefacility is
required in free competition and dynamic commerciglrenments, like stock maréts.

Dataconfidentialityand non-repudiatiorare not mandatoryin all scenariosln somereallife sce-
narios like auction, the confidentiality service might even be conflicting with the free competition
model.Lik e the protocolsproposedn [3], our datacollectionschemecanbe enhancedvith dataconfi-
dentialitybasedon public key encryptionandwith non-repudiatiorof origin basedndigital signatures.

A limitation of datacollectionscheme$asedn dataintegrity mechanismss the degreeof trunca-
tion resiliencethat can be offered. As pointedout in [9], the collusion betweentwo malicioushosts
allows the deletionof the datacollectedon the pathbetweenthem by substitutingthe datasetwith a
copy recordedprior to the beginning of the truncatedpath. This seemsto be an inherentlimitation
regardlessof theway theintegrity functionis computedn eachschemeA solutionto this problemcon-
sistsof assuringheintegrity of themigrationpathin additionto theintegrity of the collecteddata.This
problemis beyondthe scopeof this paperandcallsfor solutionsaimingattheintegrity of executionfor
mobilecodelik e [7] and[4], additionalconstraintson thedatacollectionprocesdik e a fixed numberof
hosts to be visited [9], or a pre-defined migration path.

2.2 Related Work

Prior work addressingheintegrity of collecteddata[3][9] usesatechniquecalledhashchainingasthe
basicmechanismo achieve theintegrity of the datapiecessubmittedby visited hosts.Theresultof the
chainedhashcomputationss the proof of integrity for all the collecteddata. This techniquewasfirst
introducedby [10] to createsecureauditlogsdueto its efficiency in termsof computationatompleity
andsizeof theintegrity proof. In the caseof auditlogs, it is importantto keepatamperproof recordof
all the operations performed in a resilierstyw

The datacollection schemesuggestedy [9] and [3] differs from the solution presentedn this
paperregarding variousaspectsOne of the objectivesof the datacollectionschemegpresentedn [9]
and[3] is to prevent hostsfrom updatingthe datathey previously submitted. Theseschemegherefore
only allow closedbids andinclude dataconfidentialityand hostanorymity asa basicrequiremenin
orderto assurdairnessamongcompetinghosts.Our solutionin contrastaddressea dynamicscenario
including several roundsof competingoffers betweenbidders.As a result, unlike the solutionsin [9]
and[3], our schemeallows for multiple updatesof eachdatapieceby the submittinghost. Moreover,
dataconfidentialityand hostanorymity are not mandatoryrequirementof the free competitionsce-
nario.

Furthermorehashchainingasa basicdataintegrity mechanisnmdoesnot meetthe requirementsf
the our datacollectionschemeHashchainingis tied with animplicit sequenc@mongthe variousdata
pieceshatareprotectedandthe knowledgeof the sequencés mandatoryfor the verificationprocessi.
e., the verification processhasto computethe hashchainin the sameorderasthe datacollectionpro-
cess.Dynamic scenariodike auctionwherebyeachdatapiece may be updatedseveral times, hash
chainingwould requireto keeptrackof all the pastvaluesfor eachdatapiece.Our schemas thusbased
on a novel dataintegrity techniquecalledsethashingthatallows for the verificationof the mostrecent
valueof eachdatapiecewithout keepingtrack of pastvalues.With sethashingthe computatiorof the



integrity checkvalue andits verification can be performedin randomorderwith respectto the data
pieces.

Our schemaimsat a scenaridhatfosterscompetitionby keepingthe informationfrom competing
sourcedn cleartext andby authorizingfrequentupdateswhereaq3] and[9] assumea rigid scenario
basedon widespreadonfidentiality While our schemecanbe easilyenhancedvith classicalconfiden-
tiality mechanisms;onfidentialitycanhardlybe suppressettom the solutionsin [3] and[9] becaus®f
theinherentdependengcbetweerconfidentialityandintegrity mechanismenwhich reliesthe designof
these solutions.

3 Set Hashing

This sectiondefinesan original cryptographicmechanismat the core of the proposeddatacollection
algorithm.We build a*“set hash” usingthedifficulty of solvingthediscretdogarithmproblemin afinite
field, in combinationwith a classicalcryptographichashfunction. This mechanisnprovidesa method
to hash together a set of data blocks in an d@rtlspendentéshion.

3.1 Generator sequences
Let p bealarge SophieGermainprime', thatis p = 2q+ 1 whereq is alsoprime. Defineg asagener-

2x+1

atorof the cyclic groupZL.Thenfor allxin{1...(q-3)/2},d =g mod p is alsoagenerator

of the gclic groupz;. Hence the follaing sequenceéGi)i >0 is a sequence of generatorszé:
. GO = g
« Gi,, = (G)®+1 I modp

where(x;) >0 is a sequence ifil...(q—3)/2} [5].

2%, +1 2x,+1 2%, ., *1 2%, ,*1
g gzx1+ 1 g(2x1+ 1)...(2% +1) g(2x1+ 1)...(2x +1)(2% . 1 + 1)

In words, the advantageof this constructionis thatthe resultis alwaysa generatarwhich hasthe
properties referred in the xtesection.

1. Also called a “strong prime”.



3.2 Poperties

» Propertyl. (security)With theknowledgeof ary G; and G it is computationallyinfeasible

i+1 ¢

to computex; , 4 . Solvingfor x; , ; wouldrequireanadersaryto solve adiscretdogarithmto thebase
G, inZ, [2].
* Property 2(commutatvity) If G, . is defined by the sequen(:Jej)0< j<i then forag G; .

defined from a permutation <1§f<j)0< j<i we hae G, = G';. This second property is based on the
commutatvity of the exponent fieIdZL_ 1-

+ Property 3(cancellation) With the knavledge ofG; , ; andx; , ; it is possible to comput&; as:
_1
2%, +1
G = (G, mod p

+  Property4. (computationatompleity) With theknowledgeof theset(x;) , thecomputation

0<i<n

of G; requires2n multiplications,n additions and onljt exponentiation since:

Gi _ g(2xl +1)(2x,+1)...(2x, + 1)mod o

3.3 Intgrity Function

The combinationof property2 and3 allows usto work on setsinsteadof sequenceghuswe definean

: . . 0 * : :
integrity function F:E;erq_s)/zm - Z, whichtakesanunorderedsetof elementsn erq_3)/2
m m

and produces an elementzi;:
- r@M-=g9
« T(SO{x}) = (M(9)*** 1 modp
1
e T(S—-{x}) = F(S)zx_1 mod p (property 3)

+ 0 +
whereS[ E}Z(q_?,)/zg andx Z(q—3)/2'

4  Data Collection Protocol

In this sectionwe describeour datacollectionprotocolusingthe sethashingmechanismUnlessother-
wise indicated,this sectionusesthe notationof the previous section,wherebyh() denotesa collision-
free hash function (forample MD5),p is a public prime and “|” denotes concatenation.



Our protocoldoesnotrely on apublic key infrastructurehowvever a shareckey betweerthe source
andeachof the participanthostsis neededThegeneratiorof theindividual integrity prooffor eachdata
segmentby a visited hostrequiresthe knowledgeof a secretsharedbetweerthe sourceandthe visited
host.In orderto performthe verification of the global integrity proof, the sourcehasto know all the
individual secretes shared with the hosts visited by the agent.

41 Setup

EachhostH;, y exchangesisecressharekey K;, i <0< n with thesourceH,. For example,K; canbe

exchanged using the Dié-Hellman protocol [2].
ThesourceH, sendsanagentto visit asetof hosts{H, ..., H,} with aninitial set hash value

and an empty data collection |t
e [(S=T(0) =gmodp
e X =0

4.2 Firstvisit

Each hosH;, visited by the agent for the first time, re®s:
e M(9=r{o,...0,_;h

e 2={04,0,...,0,_41}

It computesO; = h(oi|Ki) and then sends:

« (9 =r({0y,0,...0,_5,0}

* 2={04,0,...,0,_4,0}

The submission of anfefr is not mandatory for each visited host.

4.3 Update

An offer 0 is updated by hoS‘EIj to a nev valueo'j in 3 steps:

5. The old ofer 0; is replaced by the meoffer o'j inX.

6. Anintermediate set hadh(S) is derved froml (S) by cancelling oqu

7. The naev set hashl (S") is computed taking into accou@tj .

Thefirst stepis straightforvard. In the secondstep,property 3 is usedto computea new sethashr (S)
that does notinclud@j = h(oj|Kj):
_1
20, -1
r(s) = F(S—{Oj}) =T7(S) ' modp
In the third step, we use themealuel (S) and update it with)'j = h(o'j|Kj) :



r(s) =r(so{o})= r(s)° modp

4.4 \érification

Oncetheagentgoesbackto H, thesourcecanverify theintegrity of thesetof offersby usingproperty

4 to check that:
20, +1)(20,+1)...(20,+ 1
F(S):g( 1+1)(20,+1)...(20, + 1)
wherel (S) is the intgrity check walue receied by the source.
If this conditionfails, noneof the offers areconsideredsvalid. It shouldbe notedthatthe costof
verificationis muchlower thanthe costof generatiorof I ({ Oi|(0 <i<n)}). During the datacollec-

tion processthe submissiorof eachdatapieceo; requiresthe computatiorof a discreteexponentiation

whereaghe verificationof theintegrity valuefor the entiresetof datarequiresonly a singleexponenti-
ation.

5 Security Evaluation

The data collection protocol presented in this paper fulfills thewwitp security requirements:

« Datalntegrity: each sgment of collected data can only be modified by its origingaanpering
with a data sgment or unauthorized modification thereof by intruders will be detected by the
source. Data modification attempts by an intruder may consist of the update of @otegiat se

o; with anew value o', generatedy theintruderor of thereplacemenof the currentdatasegment
with anold valuethatwaspreviously submittedby its legitimateorigin. Both typesof modification
attempts wuld require the intruder to first cancel out thegnitg proof O; of the current data ge
ment from the global inggity proof I (S) . Past values ofO; computed by the origin of the data
segmentarekeptsecretandcomputingQ; from theactualdatasegmento; requiresheknowledge

of the secreK; shared between the origin of the datgnsent and the source. Appending ane

data sgment computed by the intruder similarlpwd require the kneledge of the shared secret
Kj. Theintruderis thusunableto eithergetanold valueof O; or to computea new onethatis valid

without knowing the sharedsecret Anotherdirectionfor a possiblemodificationattackwould con-
sistin deriving O; from ' (S) and " (ST { O;}) . Thatwould requirethe computatiorof adiscrete

logarithm which is knein as computationally infeasible.

* Truncation Resilience: truncation of one or seral data sgments from aalid offer by a single
intruder is infeasible since thisowld be equialent to multiple data inggity attacks. As already
discussed in 2.1, collusion can result in the truncation of data submitted by all the hosts visited on
the path between mmalicious hosts.d present this type of attacks, the source can publish the
recevved data in order to allovisited hosts toerify and complain if needed, as suggested in [3].
Alternatively a pre-defined list of hosts with a mandatory submission scheme, be it with empty
offers, could also allgate the truncation problem.



* Insertion Resilience: no datacanbeinsertedby unauthorizegartiesbecaus@nly hostssharinga
secret ky with the source can generateadid integrity proofO;.

As explainedin section2.1, dataconfidentialityandnon-repudiatiorare not consideregartof manda-
tory requirementsincethe main purposeof our securityschemes dataintegrity in a free competition
ervironment.Nonethelesshesemissingfeaturescaneasilyberetrofittedin the datacollectionscheme
usingclassicaldataencryptionanddigital signaturemechanismsi-or example,dataconfidentialitycan
easily be ensured, encrypting the data with the shased k

6 Conclusion

We describedan original protocolto protectdynamicdatacollectedby mobile agentswhenroaming
througha setof hosts.We only consideregerfectlyautonomousgentsj. e.,withoutany communica-
tion with the source or with some kind of trusted party

Unlike prior work, our protocolallows hoststo updatetheir own submissionsvithout keepingtrack
of pastvalues,andto submitdatain a randomorderthanksto the original sethashingtechniqueThis
techniquealsoallows the sourceto verify theintegrity of all the collecteddatasegmentswithout know-
ing thesequencef datasubmissiondy eachhost.Moreover, the sizeof theintegrity proofis smalland
independent of the number of hosts or updates, ancetifieation is not computationally intemsi
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