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Abstract— Fear of security breaches has been a majoeason ér This article describes the cryptographic security mechanisms
the business vorld’ s reluctance to embrace the Intanet as a viable of the current Internet architecture in the area of agktw
means of communication. A widely adopted solution consists of infrastructure, including Internet and transport layer protocols,
physically separating private networks from the rest of Intemet  4ting, directoryand netwrk management functions. Figure 1
using firewalls. This paper discusses the cuent cryptographic  , oqants the mesecurity components andigting components
security measues ".‘Va'lable for t.he Im.emet 'nfraStrUCtur.e as an - onhanced with ve security features with respect to the layers
alternative to plysical segegation. First the IPsec achitecture . - .

of the Internet architecture. Section Il presents the security

including security protocols in the Intemet Layer and the related . " . h
key management poposals ae introduced. The transport layer architecture for the Internet Protocol, including a detailed

security protocol and security issues in the netwrk control and ~ description of the te security protocols, IP Authentication
management ae then presented. The paper is addrssed to eaders Header and IP Encapsulatingyfoad, a summary of secure
with a basic understanding of common security mechanisms hashing techniques adopted by this architecture, and the
including encryption, authentication and key exchange techniques. concept of security associations. The interplay between security
protocols and their relationship to security associations are
|. INTRODUCTION illustrated in a set of typical scenarios pulling together the basic
components of the architecture. Section 1ll describes the
Apart from increased connedty and a broad range ofwe transport layer security protocol and its basic components: the
services, the Internet has alsovegi technically adanced record layer that pxades basic security services for the
intruders the opportunity to carry out ariety of attacks, applications and the handslealrotocol which assuressk
thereby threatening the impéty of its infrastructure and exchange and the getiation of the security functions used by
violating the pwagy of its users. Despite the current enthusiasiihe record layerSection IV presents current proposals fey k
that supersedes the initial reluctance ofisibess and management in the Internet infrastructure. The Internet Security
government users, fear of security breaches on the Internefissociation and By Management Protocol and its companion
forcing most oganizations to resort to radical solutions base@akley key exchange protocol are the proposals mosilyiko
on plysical separation between protected/qe netvarks - or become formal standards.
intranets - and the public Internet. The resultirgnsentation is Furthermore, secure data transfer on behalf of users and
a major impediment to the accomplishment of the concept oépplications relies on the security of the ratwcontrol and
global Internet. Cryptographic security fais a viable management protocols that maintain the global corvigcsind
alternatve to sgmentation by preserving a strongly connectegdailability of the netwrk. Among these protocols, the Domain
global netvork. The Internet Engineeringa3k Force (IETF) Name System of Internet eg@ the most complete set of
recently made significant progress in introducing cryptograptéecurity enhancements as presented in section V, whereas the
security mechanisms aanous layers of the Internet Protocolother two major functions of the netwk infrastructure totally
Suite. These mechanisms alldor the logical protection of lack or only partially enjp a comprehenge security design.
information units during their transfever the global neterk  Section VI discusses the isolated security mechanisiatng
and eliminate the need for ydical sgregation of legitimate in routing protocols and section VII summarizes the status of
traffic from potentially harmful netark portions. It is hoped network management security
that cryptographic security measures will balance the ease and
simplicity of solutions based on ydical sgmentation and Il. IP SECURITY
provide a practical means of secure communicatioer dhe
global netvork for indvidual users. Nonethelessgseentation  The security architecture of the Internet Protocolvkmas IP
using firavalls and plsically separate intranets will probablySecurity (IPsec) [1][4] is the most ahced dbrt in the
remain as the only radical solution for globally protectingtandardization of Internet securifys the commonehicle for
enterprise netearks aginst malicious trédic. various higher layer protocols, the Internet Protocol (IP) is



are designed to be algorithm-independent, in order to

Key Management accommodate changes in theeet of possible wlution of

cryptographic algorithms. Nertheless defult algorithms are
| ISAKMP Oakley X.509 SPK| | defined for each service tadilitate interoperability
| I IPsec vas initially defined in a set of RFECT1][2][3]. A
L_—==============41 substantially reised \ersion vas published in a series of
| Network Management and Control Security | Internet drafts [4][5][6]. Een though the fundamental features
N | i b el | of IPsec persisted ver the regision, the current IPsec
|I SNMPV3 I ge'\éfrity | RP2 || BGP4 | architecture based on the Internet draft$edsf significantly
| Extensions | from the initial \ersion in seeral respects. The initiakvsion of
| | | . "I .I|

IPsec as defined by the RE@rwided a frameork that would
r = —Tr—an—ort—La:r ;ecu:t - = 1 | be completed with possible security mechanisms defined in
X y Y other documents whereas the currersion is a self-contained

| R

| Transport L ayer | | | osF | | piece of architecture including a frammk and a set of

I Security Protocol || | security transforms. Thus message fieldviptesly defined in

I | b= - | accompayping documents are mopart of the base specification
TCP UbP | for IPsec. Br example, security mechanisms dikreplay

!_ oot ——J _: detection, message s_equenceg'rity,l are nov an intgral pa_rt _

PR C SRR SN L . I of the base specification and not a security transform defined in
I Internet Layer Security (I Psec) | other documents.
| . Authentication | | Encapsulating || secure I The current ersion of IPsec consists of the follimg
Header SeC‘IJ”‘é’ Hashing | components:
:_ _________ P ay_oa ______ p - two security protocols: the IP Authentication Header (IP

e I AH)[5] and the IP Encapsulating Securitgyfoad (IP ESP)[6]
ATM ' - -  FDDI. — — |Ethemet — _ . Token . that pravide the basic security mechanisms within IP;
' ' - security associations (SA) that represent the set of security
services and parametergyodated on each secure IP path;
- algorithms for authentication and encryption.

I:I : existing Internet component

. security component IP AH and IP ESP may be applied alone or in combination
D' y comp with each otherEach protocol can operate in one o tiwodes:
ST existing component including new security feature transport mode or tunnel mode. In transport mode, the security
R mechanisms of the protocol are applied only to the upper layer

data and the information pertaining to IP layer operation as
contained in the IP header is left unprotected. In tunnel mode,

vulnerable to seeral attacks threatening either the security d?oth the upper layer protocol data and the IP header of the IP
the application payload carried by higher layer protocoks liacket are protected or “tunneled” through encapsulation.
the Transmission Control Protocol (TCP) or the hebmof the A crucial function closely related to the alomentioned
network itself through the swersion of netwrk control !PSec components is the automatic management of
protocols lile the Internet Control Message Protocol (ICMP) offyPtographic kying material and SA. The Internet Security
the Border Gateay Protocol (BGP). IPsec eers both the ne  Association and &y Management Protocol that prdes such
generation of IP (IPv6) and the currergrsion of IP (IPv4) automatic management functions to security components at the
thanks to the retrofitting of IPv6 security mechanisms into IPv4P layer and abee is described in section IV.

IPsec can be used to protect an IP layer path between a pair L
of end-systems or hosts, between a pair of intermediate—systé"ré' P Authentication Header

- called security gtevays -, or between a host and a security The first security protocol in IPsec, IP Authentication Header
gatevay. A security gtevay prosides the paait forwarding (1P AH), provides data origin authentication and datagritg
function at the IP layer and thus can be a roatdirevall or a  for |P datagrams. Replay detection may be selected as an

host with IP forvarding capabilitylPsec pruides the follwing  optional service with IP AH. As depicted in Fig. 2, the main
security functions in the IP layer: data origin authentication,

data intgrity, replay detection, data confidentialitymited
traffic confidentiality and access control. In addition to the
individual security mechanisms that implement these services,
IPsec also prades managemenadilities for the ngotiation of
services and service parameters between communicating
parties, as well as for thexehange of cryptographiceis
required by the basic security mechanisms. IPsec mechanisms

Fig. 1.  Crtyptographic security components of the Internet infrastructt



fields of IP AH are:

» Security Parameter Index (SPI): a random alue used in IPv4
combination with the destination IP address to identify the Original AH | Tep
Security Association for this datagram IP Header

Data

coverage of authenticationXeept for mutable fields)
IPV6
o ) ) i Original | hop-by-hoy AH end-to-end
* Authentication Data: integrity check \alue (ICV) obtained IP Headef extensions extension
as the result of the secure hash function applied to thg inte
rity protected fields of the original IP datagram.

The AH may be used in twoperational modes: transport
mode or tunnel mode. In transport mode, the only change in thﬁg. 3. Transport mode AH placement in the IP datagram
original IP datagram is the inclusion of the AH field.wéger,
in tunnel mode, in addition to AH, awdP header is included
before the original IP header IPv4 and IPv6

The transport mode is intended for end-to-end protection that Encapsulating
can be implemented only by the source and destination hosts of IP Header
the original IP datagram. Ceersely in tunnel mode, source and
destination addresses in thewné® header may be d&frent
from the ones in the original IP head&hus, in tunnel mode, Fig-4. Tunnel mode AH placement in the IP datagram
the secure path protected by IP AH may be a fraction of the endThe inbound processing consists of theification of the
to-end path between the source and destination hosts of dlehentication data field contained in the IP AH with respect to
original IP headerHence, the source and destination nodese secure hashalue computed by the recipient. If the
implementing 1P AH on the secure path may either be englithentication data field islid, the intgrity of the IP datagram
systems (hosts) or intermediate systems (secudtgvgys). is proved based on the security of the secure hash function. In
The source and destination systems implementing IP AH adldition, data origin authentication is assured with respect to
either mode are connected through the security association. the sender since only the sender and recipient of the security

The positioning of the AH within the IP paatkin transport association ha access to the secure hash function. An atack
mode \aries depending on thension of the IP as illustrated in can perpetrate a replay attack by sending to the recipient of a
Fig. 3. In IPv4, the AH appears after the original IP header agdcurity association an IP datagram that hasiqusly been
before the upper layer protocol header (TCP). In IPv6, the Athnsmitted between the dventities of the security association.
is considered an end-to-end field and thus appears after all [fhéne optional replay detection service is selected by the
IP header fields required for intermediate node processing (hegeipient, then replayed datagrams can be detected based on the
by-hop etension fields) and before the first end-to-end fielsequence number field of the AH.

(end-to-end xtension field). Some fields of an IP datagramdiKTL (time to lve) are

In tunnel mode, both in IPv4 and IPv6, the AH field is placeslibject to lgitimate modification due to the normal patk
after the ne/ IP header and before the original IP header #srwarding operations performed in intermediate nodes and for
located in the original IP datagram (Fig. 4). such fields qualified as “mutable” the originalue of the field

An IP datagram protected by IP AH is processed by the not knavn by the node (host or securityatgvay) at the
source and destination systems thapat@ted a security receving end of the security association. Thus all mutable fields
association prior to the transmission of protected IP datagrapiis the authentication data field are set to aknalue (zero)

The outbound processing of an IP AH consists of the generatjgior to the computation of the secure hash function both for the
of the authentication data field. This is performed by calculatingneration and theevification of the IP AH header as depicted
a secure hash function (see section I.C) on the IP datagram.in Fig. 5. Reardless of the operational mode, the entire IP

: ' datagram is considered as the input for the secure hash function

* Sequence Number: counter alue used to detect replayed IP
datagrams in order to assure message sequengstinte

TCP | Data

coverage of authenticationXeept for mutable fields)

Original , ext.
AH 11 Headafields| ' CP| Data

coverage of authentication{eept for mutable fields)

0_ _ .8 _ .16 _ .24 _ except for mutable fields (Fig. 3 and Fig. 4).
| Security Rrameter Inde(SPI

I — —= e - = — i N 1 [1.B. 1P Encapsulating Security Payload

L Sequence Number: J

Encapsulating Securityayload (ESP) is the second IPsec
| protocol that can be used alone or in combination with IP AH to
| provide data confidentialityin its initial design [3], the services
| provided by ESP were limited to data confidentialliyt this

Lo paper refers to the currengrgion of ESP [6] that also includes

! ' ' ! data origin authentication, data igtéy and replay detection

. ' : : ! services. Data origin authentication and datagitie are joint
Fig. 2. Main fields of the IP Authentication Header services that can be selected as an option during the



header of the IP datagram, that is, all the information pertaining

* to the IP protocol including the source and destination
mutable addresses, is in cleaxte Hence confidentiality is assured only
P fields Auth. Data for the upper layer information. If the entire IP datagram
| | ooo] [ 000000000000p including the protocol specific information also needs to be
Datagram .
protected, tunnel mode should be used. In tunnel mode, security
+ gatavays acting as intermediate nodes between the ultimate
source and destination hosts implement the IP ESP protocol by
Secure Hash Functig encapsulating the original IP datagrartleanged between the
[ source and destination with an additional IP header used only
Fig. 5. Computation of the Authentication Data Field for AH on the protected path between the securiyenpys. The

structure of a tunnel mode ESP datagram is depicted in Fig. 8.

establishment of the security association. Replay detection isJnlike the AH authentication data field, the ESP

another optional service that can be selected if authenticatfdythentication data field is optional and the authentication
services are selected. BKP AH, IP ESP may be applied inProvided thereby ceers only the ESP headéhe ESP payload

transport mode or tunnel mode. In tunnel mode ﬂ.@n_d. the padding fields of the datagram.. The IP header (the

confidentiality service also assures some form ofi¢rdiow ~ Original one in transport mode or thexnene in tunnel mode) is

secrey by enabling the security agavays to conceal the Never protected by the ESP authentication service. Thus in

identity of the source and destination hosts and the actual siz€®#€S Where data igtéty and data confidentiality of the entire

the IP datagrams. IP datagram are required it is recommended to use IP ESP in
The ESP header (Fig. 6) includes the security paramef@mbination with IP AH.

index, sequence number and an optional authentication data

field which are handled as similar fields of the AH. The payload IPv4
field contains the data that is subject to confidentiality
protection. Rdding is required for 4-byte alignment and to fill ESP header ESP payload  ESP trailer
the payload data field to the input size required by the S ’ ’ ’ -
encryption algorithm, i.e. the block size of a block cipbet it Ingégzer SPI |Seq.Nr| TCP | Data | Padding AD‘;tta'
may also be viged as a technique for tfiaf flow secreg by
keeping the actual length of the protected IP datagram secret. coverage of confidentiality
X ) ) ) X coverage of authentication
0 '8 116 124 c
F- - _ T - — T — — T — — 5 i)
Security Rrrameter Inde(SPI) =
Pt = = === — 2 S IPV6
L + Sequence Number: ] s S
e e = = .
: : : | c = ESP header ESP payload  ESP trailer
! Payload ! | % fzé original | hop-by hopl tland t0-eng l Auth
| | \ | | 8 8, IP Headg extensions SP}Seq. N extensionsTCP Data‘Paddlng Data
S . - g
l_ o Padding ! | g g coverage of confidentiality
1 - - - c’
I ' " ' 1 g O coverage of authentication
S
' ' ' 3 Fig. 7. Structure of IP dat int t mode ESP
| Authenticatibn Data @/rllable) | O 1g. /. ructure o atagrams In transport mode

' ' '
!————l—__—l—__—l—__—!

' ESP headerOriginal IP datagram ESP trailer
new new original
IP Headg extensions SP| Seq. N IP Heade

Fig. 6. Main fields of the ESP Header Auth.

TCP Data‘Paddmg Data

. fconfidential
In transport mode ESP (Fig. 7), the encrypted payload coverage of confidentiality

includes the upper layer protocol (TCP) information, the user coverage of authentication
data and the padding. In IPv6, end-to-erttesion fields may Fig. 8. Structure of IP datagrams in tunnel mode ESP
also be included in the encrypted payload. The original IP

header in both IPv4 and IPv6 and thaeasion fields required

by hop-by-hop IPv6 operations are not encrypted. As a result,

these fields are positioned in the cledrtpart of the IP

datagram and before the ESP headiertransport mode the




I1.C. Authentication Data Computation HMAC can be found in [9] and [10], respeety. Current IPsec

The authentication service pided by IP AH and IP ESP work includes a proposa] for each of Fhe\aé:)techniques using
rely on a secure hashing function to compute the authenticatl\{”?5 as the cryptographic hash function [11][12].

data flgld .that is used fgr Qata igtity and data origin || o Security Associations
authentication. The authentication data can be computedin tw

different vays: A Security Association (SA) represents an agreement
1) using an encryption algorithm and a message digest fung_etv:]eer};w II:ﬁnodes on abset of sec%rlty serwé:es toAbe gpApllled
tion to yield E(H(M)) where: to the trafic stream between these nodes. An is

unidirectional in that it defines the services applied to the IP
+ E is the encryption function using a symmetric or datagrams transmitted in one direction between the pair of
asymmetric algorithm, nodes that established the SA. Each SA is associated with AH,
« K is the secretdy shared by the source and destina2" ESP servicesub not both. In cases when both AH and ESP
tion with a symmetric encryption algorithm or the services are to be applied to the same IFidratream, .tw
private secretdy of the source with an asymmetric dl_fferent ShAs shoulq be .c.reate.d. T_he trafstream assomgted
algorithm, with an SA can be identified withaxious leels of granularity
When end-to-end tr€ is concerned, the same security services
* H is a message digest computed with a secure ongfforded by a single SA can be applied to all IPficdfetween
way hash function li& MD5[7] or SHA[8], two hosts identified by the host IP addresses in the SA, or the
2) simply applying the secure onehash function (H) on a traffic pertaining to some higher layer protocol or application as
combination of the message (M) and the seaktev(K) identified by the ne protocol field and port numbers. In tunnel
shared by the source and destination. mode, all the transit fl® between tw intermediate nodes or
Both methods rely on the security of the ormywhash Security @tevays can be protected by the same set of security
function, which is ealuated in terms of the frequanof Services as defined by a single SA.
collisions using H on diérent input messages. Byaiding the ~ The SAs of a node are stored in the SA Database (SAD), and
use of a cryptographic encryption algorithm, the latter meth&@ch SA is uniquely identified by the tuple
offers an adantage with respect to gernment rgulations that  <destination IP address, IPsec protocol, SPI>
control eport or domestic use of cryptograplin various that can be retrieed from the header of each IP datagram
countries. protected by an IPsec service. Each SA entry in the SAD stores
Even though IPsec protocols are algorithm independent, #i€ folloving information:
current IPsec architecture suggests tdifferent ways to

1) list of ngyotiated walues:
provide secure hashing using the latter technique:

« selected IPsec operational mode (tunnel or transport)
1) keyed hashing: the authentication data is computed as the .
result of the follaving expression * list of selected AH or ESP services

H(K, M, K) « types of encryption and hashing algorithms
Where the cryptographic hash function H is appli'ed tothe value of specific parameters for security algorithms lik
input message obtained through the concatenation of the the IV for encryption algorithms or the size afriable fields
shared secret K, the message and &rad is not

transmitted in the datagram since itsue is a secret shared ~ 2) keys for authentication and encryption

by the source and the destination. 3) counter alue for message sequence gnitsy

2) HMAC: the secure hashingmression is The establishment of S#\- either manual or automated - is
HMAC(K, M) = H(K O Py, H(K 0O P,, M)) required prior to the prasion of security services between
where R and B are tvo different constant strings afi communicating entit.ies. The current so'lution fo'r the automafted
denotes the bit-wisexelusive-or operation. martl.agelgxnt of Sain the Internet Architecture is presented in
section IVA.

The main vulnerability of hashing techniques is due to the f%E. IPsec Deployment Scenarios
called “birthday paradox” that estimates the collision

probability for a hash function H with an n-bit output &2  This section presents fouxamples of IPsec depiment
(2%4for H with 128-bit output lie MDS). In the case ofeged scenarios emphasizing the use ofsS#nd the corresponding IP
hashing and HME, the fct that a secrefalue is included in datagra_m structur_e. . :

the input parameters eliminates the possibility of The first scenario consists of end-to-end security between tw

. . : hosts across Internet (or an Intranet)veBal SAs, each with
plaintext attacks and the remaining: chosen-plainitsearch different combinations of AH and ESP andfatiént service

. . . n o
requires on-line collection of 12 message and authenticationsg|ections in transport or tunnel mode, can be used between the
data pairs generated by thejitenate parties with the samey hosts in this scenario. Fig. 9 presents transport and tunnel

secret wlue K. Further justification of eged hashing and mode |p headers for possible SA combinations. Generalized



nesting of more than wSAs is possible it not required. SA1
The second scenario (Fig. 10) illustrates a virtuavapei
network (VPN) huilt with IPsec. In this case, only tunnel mode
is required. AH or ESP protocol can be enforced by the security
gatevays in order to establish a secure virtual channel between
the two Intranet sgments. The trét inside each Intranet, i.e.
between Hostand SG and between Hogtand SG, is not
protected. o . o B
The third scenario is a combination of theotwrevious
scenarios. As depicted by the possible IP header combinations
in Fig. 11, the inner IP datagramchanged between Hgsind
Host, is encapsulated as a whole by the outer IP header [IP4AH | Inner IP Datagrar

exchanged between the securitgt@vays. The inner header
may be protected by AH, ESér both in transport and tunnel

Outer IP Datagram exchanged by;Sd SG
Tunnel Mode (SA2)

| IP31 ESP| Inner IP Datagrari'l

Inner IP Datagram exchanged by Hoshd Hosf

Transport Mode Tunnel Mode
Internet or Intranet
| IP:I| AH | ULH | | IP21 AH | IP1 | ULH |
Host Hosp
| IP1 ESP| UH | [iPdEsP[iPL | uLH |
Transport Mode Tunnel Mode | |p]l AH | ESP| ULH |

| IP1| AH | uLH | | IP21 AH | IP1 | ULH | IP1: original IP header (Inner IP Datagram)
IP2: encapsulating IP header (Inner IP Datagram)

| IP:I| ESP| ULH | | |p21 ESP| P1 | ULH | IP3: encapsulating IP header (Outer IP Datagram)
Fig. 11. Combined VPN and end-to-end security with IPsec

|'P]l AH | E5P| ULH | reach a second host located within the Intranet. Possible choices
==mm : ONe or more SA’s applied to the same traffic stream for the SA beMegn H0§tand SG are Identlcallto thelones
IP1: original IP header 1P2: encapsulating IP header between the securityatpvays of the VPN scenario. Similarly
ULH: Upper Layer Header the choices for the end-to-end SA between the remote host and
Fig. 9. End-to-end security with IPsec the local one are identical to the ones in the first scenario. The

i only nev requirement in this case is that Hostust apply the
mode according to the end-to-end SA between the host SySte(rennsd-to-end transport header before the tunnel header on
A different set of SA& is applied to the outer IP header P

outbound datagrams.

lll. TRANSPORT LAYER SECURITY

The main security acfity in the area of transport layer is the
Transport Layer Security (TLS) Protocol specification [13]
based on the Secure Setk Layer (SSL) Protocol deloped

Tunnel Mode by Netscape Communications Corporationeftthough TLS is
| |P4 AR | PL | ULH | not part.of the IPsec architecture, thg gqal of t.he TESBtas to
harmonize the TLS Protocol specification with respect to the
| |P4 ESP| P1 | ULH | common ley management architecture used py IPsec.
_ _ _ ) ) The TLS Protocol operates almo a reliable transport
Fig. 10.  Simple virtual private network with IPsec protocol like TCP and praddes the folloing security services:

peer entity authentication, data confidentialdiata intgrity,

exchanged between the securitgt@vays across Internet. It key generation and distiiion, and security parameter
iy,

should be noted that the support of the end-to-end secu otiation
across the VPN imposes awneequirement. each security The TLS Protocol consists of twlayers: the TLS Record
gatavay must authorize the transit of IPsecficaflestined to a Protocol and the TLS Handsha®rotocol. The TLS Record
host behind it. Protocol preides basic connection security faarious higher
. . A . layer protocols through encapsulation. One such protocol is the
The fourth scenario depicted in Fig. 12 deals with a rem P g P P

N : S Handsha& Protocol that alles the peer entities located at
access situation where an isolated host uses Internet to Con%%?ﬁ ends of the secure channel to authenticate one artother

to an Intranet through a securitgitgvay in order to ultimately negotiate encryption algorithms and techange secret session



HOStl

Fig. 12. Remote access with IPsec

[11.B. TLSHandshake Layer

When a client initiates a connection with a serusing the
TLS Protocol, the first run the TLS HandshakProtocol to
negotiate security algorithms, to authenticate each other and to
establish shared cryptographic secrets. The outcome of the
initial negotiation by the TLS HandshakProtocol is a session
that consists of the foleing items:

» session identifier: a random byte sequence chosen by the
sener to identify an actie or resumable session state.

keys for encryption. Once a fransport connection is . neer certificate: publicdy certificate of the peer in X.509

authenticated and a secret shareyl is established with the
TLS Handsha& Protocol, data xehanged by application

version 3 (X.509v3) format [16].

protocols can be protected with cryptographic methods by the compression method: the algorithm used to compress data

TLS Record Layer using theafing materiel detied from the
shared secret.

[11.A. TLSRecord Layer

The TLS Record Layer fafrds the follaving services to the
higher layers:

« data encryption using the algorithm selected by the TLS
Handshak Protocol. TLS Record Layer supporésious
encryption algorithms including block ciphersdiRC2,
Data Encryption Standard (DES), triple DES, 40-bitsion
of DES (designed to comply withkxgort control rgula-
tions), IDEA, and stream ciphers&ilRC4 (see [14][15] for
further information on encryption algorithms).

» data intgrity using a Message Authentication Code ()A
generated as folus:
HMAC_H(K,s [t|1] m)
where

- HMAC _H is the HMAC construction for computing
the authentication data (see 11.C) that is based on th
secure hash function H selected by the TLS
Handshak Protocol. Possible function types for H

are MD5 and SHA.

- K is the unidirectional data irgaty secret
established by the TLS HandslkeaRrotocol,

- | denotes the concatenation

- sis a sequence number used for message sequence

integrity,

- t, | andm respectiely are the type, length and the
content of the higher layer data fragment protecte[

by this MAC.

* replay detection or message sequencgiityeusing the
sequence numbers included in the ®Aalculation

* generation of separate secreyikg material for each direc-

prior to encryption.
» cipher specification: the encryption and 8Algorithms.
* cryptographic attribtes such as the hash size.

» master secret: 48-byte secret shared between the client and
sener and from which arious encryption and M2 keys
are derved.
These items are then used to create security parameters for
use by the Record Layer when protecting application data.
One of three dférent authentication modes can bgatéated
with the TLS Handshak Protocol: authentication of both
parties, semr authentication with an unauthenticated client,
and total anoymity. In conjunction with the authentication
modes, the TLS HandshalProtocol supports twdifferent ley
exchange methods:

1) key distribution with RSA (see [14][15] for a description
of the RSA algorithm): the client generates a secret and
sends it to the seev after encrypting it with the saws
public RSA ley.

e2) key generation with Diffe-Hellman: the seer and the cli-
ent generate a shared secmst ksing the Difie-Hellman
algorithm [14][15] and each othsrpublic Difie-Hellman
component Both the public Dfie-Hellman component
and the public RSAdy may be either permanent publilv
ues or ephemerablues generated for the purpose of a par-
ticular key exchange session.
In the anogmous ky exchange mode, the public RS&ykof
the serer or the public Dfie-Hellman components are
changed without authentication. Since intruders do notvkno
e matching secregks, the resulting shared secret will still be
protected from esgsdropping. Hwoever, since the
communicating parties are not authenticatedyactian-in-the-
middle attacks [15] are possible.
In the case where only the servs authenticated, the sers

tion of the data flo and for each security function from the PuPlic RSA ley or its public Difie-Hellman component can be

master ky established by the TLS HandskaRrotocol.

In addition, the TLS Record Layer performs fragmentation

verified by the client using the certificate sent by theesethe

and loss-less compression on each higher layer message prior tol- Each of the peer entitiesvinived in the Difie-Hellman ley

the application of security mechanisms.

exchange pick a randonalue, X, that is &pt secret, and compute
y=g*mod p, the publicaiue sent to the other parfjhe shared secret

is obtained by each party by computingrgod p, where y’ is the
public value receied from the other party



sener authentication is complete when the sersends the using its secret RSA&l. If client authentication is required and
encryption of all the handshakprotocol messages using thenot implicitly assured by theei exchange technique (PMK
shared ky distributed during the &y exchange Finished encrypted with seer’'s public RSA ky), the client must send
message). Thus the serprores its identity by demonstrating the Certificate\érify message including its signature on the hash
its ability to retri#e the shared secrekahanged under its value of PMK combined with all past messagrshanged in
certified public RSA & or through the Dffe-Hellman lkey  the current session.
generation using its secret component. In order to reduce thexposure of PMK in the storage of the
In the mutual authentication mode, whenfieiHellman ley  communicating parties, PMK is substituted with a master secret
exchange is used, the client is authenticated based on (K§ derived from PMK using the secret hashing technique
certified public component and its ability to reteehe shared applied to the concatenation of PMK and the tmonces (N
secret as the sarwdid in the preious case. If thedy exchange and N) exchanged irHello messages.

is based on RSA, neither a successiy &xchange nor the  The handshak process terminates with thechange of the
client’'s ability to retrige the shared secret assures the Cgenti:inishedmessage that confirms that they kexchange and the
authentication to the seaw In this case, the client is required tog thentication were successful. THiaishedmessage includes
sign a hash alue dened from the shared secret and allhe secret hash alue computed v®r K and all the past
preceding handshek messages. The enfication of the pandshag messages.

signature by the seev using the client’ certified public & After completion of the handshalprocess, application data
proves the client identity and that the secret resulting from thgg protected by the TLS Record Layer using theviptesly

key exchange is shared with the authenticated clieisiaplished authenticated secret channel.
(Certificate\érify message).

Fig. 13 depicts a typical TLS Handsleakessage fla First

the client and the sesv send each other a message containing a Client Sener
rando_m number or a_nonce dNand ’\L) rESpeCU?Iy) and ClientHello(ciphersuite,compression algg)N
negotiate the set of attnittes and algorithms that will apply to >
the current session. If the session is not gmmus, the seer SenerHello(ciphersuite,compression algg) N

; if ; ; i Certificate (sersr’s certificate
sends_ its gertlflcate in X.509y3 format [16]. Th_|s ce_rt_|f|cate SenerKeyExchange (Signedz(gmdpor PK))
contains either the sex's public RSA gponent, its Digital SenerHelloDone
Signature Standard [14][15] publieek or its public Difie- -

Hellman component depending on the type of algorithm that . " fcate)

; ; Certificate (cliens certificate
has_ _been selected for thgt session. It_ _also_ contains _the ClientkeyExchange (§mod p or RSAPK PMK)
certificates of all the certification authorities in the chain Certificate\erify (Eppyk(H(past messages))

through the root certificate oF the purpose ofdy exchange, if Finished >~
the key corresponding to the sams certificate is not suitable o

for encryption (signatureel or export control limitations) then - Finished
the serer may preide temporary public alues signed under

the secret & matching with the public dy contained in its Application Data

certificate. The temporaryalues may be a Oié-Hellman - >

public component fgmod p) or an RSA publicxgonent (PK).
The serer indicates the end of its response by sending tisg. 13. Message flow for a typical TLS Handshake Exchange
ServerHelloDonenessage.
If client authentication has beengutiated, the cliend’ first
reply message i€ertificateand it contains the cliest’public
key certificate. N&t is a key exchange message that isvays IV. KEY MANAGEMENT
sent by the client. Depending on the selecteyl é&xchange i i _
method and authentication type, this message contains eithel® management is the automateacifity that proides

. R ; ... communicating parties with symmetriceyls required for
the clients pUb“C. Difie-Heliman comp.one,nt(‘gmod p)ifitis security services such as authentication, dategritye and
not already praided through the cliers’ certificate or the

confidentiality Key management is wed as a natural
shared secret - called pre-mastey KPMK) - generated by the y ey g

. ) ) component of the basic security architecture in Internet. The
_chent._PMK is encrypted l,mder Fhe puphc R.SA ey th".’lt two IPsec protocols are tightly coupled witeykmanagement
is retrieved from the semr’s certificate. At this point the client

. . via the Security Association (SA) conceptyknanagement is
and the semr can retriee the shared pre-masteasykusing the y (SA) P g

. .. also considered a complementary mechanism for TLS, routing
selected By exchange method. That is, each can compute it %?otocols such as RIP and OSPF (see section VI), and
the Diffie-Hellman shared secret )

” application protocols. En though the Internet Architecture
g*'mod p _ Board (IAB) has not yet agreed on a&ykmanagement
or the serer can decrypt the encryptedlve sent by the client architecture among seral eisting alternaties [18][19][20],



the current wrk in this area is likly to cowerge tavard a request messages from his host with bogus user identification
combination of tw protocols: the Internet Security Associationinformation and a diérent bogus source address is set in each
and Key Management Protocol (ISAKMP) and Oakléey IP datagram carrying the requests. These requests usually get
exchange protocol. discarded by the application layer authentication mechanism at
ISAKMP [17] is the framwork for key exchange and the serer kut the CPU and memory consumption required for
negotiation of SAs (see I1.D). ISAKMP is designed to beyk the \erification of these bogus requests can bficgerfit to leep
exchange independent and can suppoversd key exchange most of the selr’s resourcesusy thereby causing the denial of
protocols. Oaklg [20] describes a series ofek exchange service to the [gtimate users. Classical authentication
methods based on the féfHellman method that are mechanisms therefore cannot y@et such denial of service
compatible with the franveork defined by ISAKMPThe other attacks because of the high CPU consumption caused by
alternatve key exchange method, that isgkdistribution based cryptographic operations used in authentication.
on a ley sener like in Kerberos [21], is not supported within the The ISAKMP mechanism to prent such denial of service
current ISAKMP frameork. attacks is based on the anti-clogging technique introduced by
Furthermore man Internet protocols rely on publicek [18]. The principle of anti-clogging is to perform theckange
encryption lt the current & management initiate based on of a pair of “cookies” at the lginning of each client-seev
ISAKMP and Oaklg does not address the management abnnection before initiating siresource-intenge \erification
public keys. Various eforts currently aim at prading a public (Fig. 14). This initial & hange preides a weak authentication
key infrastructure with dferent models. The Internet X.509and allavs for the ‘erification of the cliens presence at the
Public Key Infrastructure wrk [22] defines public ¢y claimed IP address thus taring all flooding attempts using
certificates and certificate management protocols based onlibgus IP addresses from a single host. det fthe intruder
X.509v3 standard. This standard is tightly coupled with theannot pursue the protocol using bogus addressemtbehe
X.500 naming scheme in that each X.509v3 certificate binddilst message since he cannot get theessncookie sent in
public key with a name xpressed in the X.500 format. Lack ofresponse to the bogus IP source addresses. The computation of
support for X.500 names in the Internet community probabtiie cookie by the seev is based on a simple hash function
has been the main obstacle to the acceptance of tkquiring lav CPU usage in comparison with CPU-intessi
corresponding public é¢g management ark. Corversely an strong authentication andek generation operations and no
alternatve solution using Internet names is yded by the resource reseation talkes place before the completion of the
Domain Name System Security Extensiorfereéf as described successful cookiexehange. Each ISAKMP message contains
in section V. Recentlya nev direction in public Ry the pair of cookies generated by the initiator and the responder
management as opened in [23] suggesting a simple pubdic k based on the anti-clogging technique.
infrastructure based on the idea that the pulcitself can be
used as the name of the ygbus &oiding the requirement for Initiator Responder
an additional naming scheme.

IP address= A IP address =B

IVA. ISAKMP local secret k local secret

A large \ariety of security services are required depending on
each indvidual netvork configuration and application scenario. A, B, cookig\=H(A, B, t, k)
ISAKMP allows peer entities in dérent communication layers P no \erification
to select and myotiate the security functions suitable to a
particular configuration in a paivise mannerlt also allavs B, A, cookigs=H(B, A, t, ky), cookie, small aerhead (H)
them to authenticate one another and to perfayrekchanges - no resource
in a protocol and algorithm independerayw allocation

An important security property assured by ISAKMP is the
link between SA establishment, authentication argy k

exchange. Thus each SA is established between parties that are A, B, cookie,, cookies, requisiteness

mutually authenticated and share one oryrsatrets. Based on P if A matches
the link between the authentication and the shared secrets, the cookig then
parties can pnide the gidence of authentication by mutually process request

demonstrating their ability to encrypt with the shgred secret. Fig. 14. Denial of service protection using the anti-clogging token
Furthermore ISAKMP incorporates a mechanism to counter

denial of service attacks in which sers are flooded with

bogus request messages. The goal of the attgmrpetrating be

lthese attatcj:ks '? goebp a semtbj§y W('jth tthe erlflcatlt?n of al A @jv of the protocol suite ISAKMP is an application layer
arge number of bogus requests In order to cause abnormat gy, positioned alwe the transport layerThe typical

usage and consequentlygdade the service prvimed by the ISAKMP sener operateswver UDP at port 500.
sener to lgitimate users. @ do so, the attaek issues seral

ISAKMP provides protocol kchanges to establish SA
tween peer ISAKMP sesws (Fig. 15). From the point of



First, ISAKMP creates the ISAKMP SA between thgsecure hashing or encryption).
ISAKMP seners. Additional S% on behalf of user protocols

compatibility with ISAKMP

like IP AH or IP ESP can then be created by the ISAKMP  SAKMP Initiator ISAKMP Responder
seners using the security services of the ISAKMP SA to protect Header SA, Nonce
subsequent ISAKMP messages. >
r 7 T Noder T Node2 Header SA, Nonce
| Security | | | -
I Protocol I I |
| | ISAKMP | | Header Key Exchange, Identification, Hash or Signature
Application - protocol >
ISAKMP _ ISAKMP
| <—E—P - ™ |
| [} Sener | | Sener | Header Key Exchange, Identification, Hash or Signatt
§ -
©
| = | | | Fig. 16. Message flow for the base ISAKMP exchange
I s I I I
T N
: 8 (II : : IV.B. The Oakley Key Determination Protocol
-
OSPFv2 o :
| port 50 | | | The Oakly Key Determination Protocol is aek exchange
| RIP UDP | | | mechanism for establishing shared secrets using triie-Dif
IP-AH ¢ ’ o Hellman ley generation technique. Oalle main properties
| p-EsP | I I are: authenticatedelt exchange, perfect forard secreg, and
I I I I
L — — — — — — — — - — L — —| — A Oakley incorporates a mandatory authentication mechanism

for the \erification of identities duringdy exchange in order to
prevent man-in-the-middle attacks. The public components

An ISAKMP message consists of adikheader follwed by transmitted during the ié-Hellman ley exchange are signed
a \ariable number of wilding blocks named payloads. SAUSINg a pre-arranged shared secret and secure hashing, a
negotiation, certificate >echange, authentication andeyk Signature using RSA, or a DSS signature.
exchange are achied through the >&éhange of ISAKMP Perfect forvard secreg as defined by [24] assures that the
messages usingarious combinations of basic payload typescompromise of a longied master & (such as public and
These include security association, identificatiay,dcchange, Private RSA lys) does not allo the intruder to retriee the
certificate, hash, signature, and nonce. Each payload type ¥alie of the sessioneks that were xchanged during the
support a griety of techniques for the corresponding functiorfifetime of the master dy. The basic rule to achie perfect
i.e. the ley exchange payload can suppoarious ley exchange forward secregis to aoid using masterdys to dene session
protocols including Oakie keys either through encryption or algorithmieykgeneration
Fig. 16 depicts a simple ISAKMPxehange illustrating the Such as Dife-Hellman. In Oaklg, perfect forvard secreg is
individual ISAKMP payload types included in each message. achiered by using the masteeys only for the authentication of
In the first message, the initiator generates an SA proposal 3¢ Ppublic Difie-Hellman component from which the secret
the selected security services and parameters it deems adecfRigion &s are dewied. Theft of the masterek would thus
for the required protectiondel. A one-time random number is allow the intruder to impersonategiémate parties in futureey
also transmitted in thélonce payload. This alue should be €changes it the intruder wuld not be able to retrie ary past
used as a challenge by the authentication mechanism at $88Sion &y.
responder to generate thelash or Sgnature payload Oakley messages consist adnous fields including cookies,
transmitted in the third message. public Diffie-Hellman components, nonces, signatures, hash
In the second message, the responder indicates the secid#y/es and identification information. Oaklés compatible
services and parameters it has acceptea@imidhe responder With ISAKMP in that each Oakjefield can be mapped onto
includes a nonce to be used as a challenge by the authentica@igher some ISAKMP header field or ISAKMP payload.
mechanism at the client. Fig. 17 depicts a typical Oakleexchange using the
In the last two messages, the initiator and the respondé&®llowing notation:
mutually echange kying material using the selectedyk .| R: the identities of the initiator and the responcespec-
exchange mechanism to come up with a shared secret andtjyely
identification information. The payloads in each of these _ . . _ . .
messages are authenticated using the selected authenticatidrfO°Ki§: COOKig: anti-clogging cookies generated by the ini-
mechanism and the challenge sent by the peer entity during thetiator and the respondeespectiely, using the IP address
initial SA negotiation. The result of the authentication ©f the local host

mechanism may be encoded either ablash or Sgnature  « N;, N,: one-time random numbers or nonces generated by
payload depending on the type of the agreed upon mechanism

Fig. 15.  ISAKMP Model



the initiator and the respondeespectiely security mechanisms. Aaviety of threats on the DNS protocols
« Signc{}: signature or hash computed with secret K. exist that mglnly tak ad\antag_e_ of the lack of authentlcgtlon

In the first ¢ thi le. the initiator | and data intgrity. By exploiting the absence of client

n_ e_ |_rs message of thixample, the ini |_a Or ISSUES a5\ thentication or by easdropping with blk data transfers
public Diffie-Hellman component {gmod p) using a freshly petween DNS seers, intruders may cause the leakage of
generated randomaiue (x) that will be &pt secret. In the jnformation on the topology of te enterprise netwks. The
second message, the responder sends his pubfie-Bdliman impersonation of DNS seevs can cause tfaf or mail
component (Ymod p) denied from a secret randonalue (y). subversion by injecting bogus addressing information.

Each party can compute a common shared sec¥ein@d p) Moreover, DNS impersonation combined with attacks on the
using the public component sent by the peer and the lo@yting system can seriously jeopardize therall netvork
secret. Perfect forard secreg is achiged through this ¢  OPeration as pointed out by [25].

exchange because the secratues (x and y) from which the ~Current vork in the IETF security arking groups defines
shared sessioneks are devied are random and not related t@tensions to DNS [26] aiming at the addition of security
ary long-lived master &. On the other hand, the resultingMechanisms in three areas:

public Diffie-Hellman components are not authenticated (as- data origin authentication in order to yeat the tampering
opposed to certified Hie-Hellman public components). As aWith the data stored in the DNS sers,

result, in the By exchange, fields are accompanied by a - transaction authentication to eliminate the possibility of
signature ceering the public Dfie-Hellman component and S€ner and client impersonation and data modification during
computed using a longvied authentication dy. The ley DNS transactions,

exchange protocol is also tightly coupled with an authentication- Public key certification using DNS as a publiceyk
exchange using nonces. The signature of the responderion neertificate repository

the second flw and the signature of the initiator on i the The DNS etensions do not e@r confidentiality denial of

service or ay form of access control for DNS requests. In order

third flow authenticate the responder and the |n|t1at0{o assure interoperability between the current DNS protocol and

e i e shentcatn ekShuure stensions, theaensons o o reqre wprolocol
. P . . P hange other than the support of optional data types to store
the resulting shared sessiosykwill be knavn only by the

authenticated  parties.  Furthermore.  anti-cloaain Cook.security information in the basic DNS data structures called
'nL::I de(Ij in OakFIJ rr:es.sa (laJs are also, sedl for %E(Ie 9 ] osele fsource records” or RR (Fig. 18). DNS securigteasions
inciu n Daxlg 9 . USt purp introduce tvo nev RR types: the KEY RR and the signature or
key identification, eachdy name being dered from the peers

. SIG RR.
cookies.
Resource Domain Name
(Name)
Initiator Responder Type Class
Time-to-live Length

I, R, cookig, g mod p, ofered_function_list - Resource Data
N;, Sigrk; {I, R, N;, g* mod p, ofered_function_list} (IP address)

Fig. 18. DNS Resource Record

The SIG RR is the basiaitding block through which data

R, I, cookie, cookig, @ mod p, accepted_function_list origin and transaction authentication is assured. A SIG RR
- stores the @&lue of a signature thatwers one or manresource
records as identified by the ype cwered” sub-field in the
Resource Data field of the SIG RR (Fig. 19). In addition, the
, _ Resource Data field of the SIG RR holds the name of the party
cookig, cookig - that issued the signature, the signature time andjtisagion

Ni, N, Signg {1, R, Ni, N, ¢ mod p, § mod p} date. The Igy footprint sub-field contains an algorithm-
dependent shoriaue for the rapiderification of the public &y
that can possibly be used for therification of the signature.
This can consist of the hash or some selected octets of the
public key. Although \arious signature algorithms can be used,

V. DOMAIN NAME SYSTEM SECURITY EXTENSIONS RSA encryption of the MD5 hash is incorporated as thatdief

signature mechanism.

The Domain Name System (DNS) pides host names to IP  Data origin authentication can be pided using a SIG RR
address mapping. The DNS isganized into a hierarghof including a signature that eers one or man DNS RRS.
seners each hang the responsibility of a particular portion of Through the erification of that signature with the DNS public
the DNS database. Current DNS protocols completely lakRy, recipients can be assured of the origin of the name to

N, Ni, Sigrk, {R, I, N, N;, @ mod p, accepted_function_list}

Fig. 17. Oakley key exchange example



Type coered Algorithm Resource Domain Name
(Zone, Server or User Name)

Original TTL
Signature time & xpiration Type Class
Time-to-live Length
Key footprint 9

Resource Data

Signers Domain Name !
(Public key)

Signature

Fig. 20. KEY RR

Fig.19. R Data Field of a SIG RR : . I
g esource bata ield ot a Because of the global impact of such attacks, routing security is

address mapping and thvt impersonation attacks. a critical issue for the whole Internet infrastructure. Attacks on

The KEY RR stores the publiekof a party identified by the routing protocols can causegigmate trafic to flow over
Resource Domain Name field (Fig. 20). A DNS publey k unsecure paths and creaseigus types of securityposure for
certificate consists of a KEY RR containing the pubbg &nd  higher layer protocols ranging fromveadropping to denial of
the name follwed by a SIG RR that includes the signaturservice.
covering the KEY RR. In the case of a SIG RR that is part of a Several routing protocols are used tochange netark
public key certificate, the signature should be computed usingpology and routing table information between routers.
the prvate ley associated with the logical portion of the DNSCommonly used intra-domain routing protocols are the Routing
database named “zone”. The concept of a DNS zone is akininformation Protocol (RIP) and the Open ShortesthPFirst
the role of a certification authority(CA) in X.509 [16]. A DNS(OSPF). The Border Gatay Protocol (BGP) is the current
public key certificate thus prades a strong binding between ainterdomain protocol used between the core routers on the
name and a publicsl based on a trusted zone authority Internet.

DNS serers do not necessarily bear the role of a CA or zone The main security threats on routing protocols are route
authority with respect to publicek certification. Thus the zone subversion through thexehange of bogus routing information
private ley and the priate ley of each DNS seer managing and through the impersonation of routers. The security services
the corresponding portion of the DNS database aferdift. required in routing protocols thus include data origin
Public key signatures stored in the DNS database must theref@enagthentication and data gty to present router
be computed éfline using the zone prate ley that is not impersonation and tampering with routing data. RIBv2’
stored in the DNS seevs. Moreoer current DNSensions do passwerd-based authentication scheme thatfesafl from
not include the certification chain concept wheredach public easesdropping and masquerad@svenhanced with a strong
key can be erified using an ordered list of certificates eachuthentication mechanism based on secure hashing using MD5
delivered by a dferent CA positioned on a path or chain fron{27]. Despite a stitient level of protection aginst data
the local CA through the root CA. In order talidate a public modification preided by this mechanism, RIPv2 still lacks
key certificate using such a chain, the certificate, that is signegplay detection. OSPFv2 includes an authentication
by the first CA of the chain, isevified using the publicdy of mechanism that alles communicating routers to use either
the first CA. The latter publiceg is in turn signed by the rRe  passwerd-based or cryptographic authentication and replay
CA in the chain. The e step of the certificate chaimhdation detection [28]. In IPv6, intra-domain routing protocols rely on
consists of erifying this signature using the publieykof the the security preided by the defult AH and ESP support of
next CA. The public ky of each CA is thuserified using the IPv6 routers.
certificate delrered by the neg CA on the chain until the root In the interdomain area, the currenension of BGP [29]

CA is reached. The publick of the root CA is selfalidated includes an xension for an authentication field in routing
since its walue is well knan by all parties using the protocol messages. Mona, since BGP messages are carried
certification system. over the transport layeunprotected BGP messages aqgosed

DNS transaction authentication is pitded by a SIG RR that to replay and data tampering in this laySpme proprietary
covers the request or response message. In an authenticatgglementations of BGRsuch as the CISCO routersfesfa
response message, the signatuneeroboth the response andtransport layer protection mechanism for the encapsulated BGP
the corresponding request that triggered the fartdelike the flows. The InteitDomain Routing Protocol that will replace
signature that is part of the publieykcertificates, the signature BGP in the long run includes strong authentication as part of the
for authenticating DNS responses is computed by the DN8uting protocol.

sener that issues the response using theessrprivate ley. Cryptographic mechanisms implemented in routers require a
significant amount of secregys to be shared among routers.
VI. ROUTING SECURITY Manual ley distribution can be dbrded, as in the case of OSPF

that already imolves substantial manual configuration for the
Routing protocols that are responsible for maintainingouting functions. This becomes a significantden in case of
network connectiity for all the TCP/IP trdfc have recently RIP where the amount of manual configuration for the routing
become one of the main gats of attackrs on the Internet. operations is ery low. In the interdomain area, automateeyk



management requires the establishment of common trostiuirements, the transport layer securitpriv defines a
between independent domains, putting the accent on pulic lsecurity protocol positioned immediately bglthe application
certification. Automateddy management seems to be a stronigyer Based on a widely used product implementation, the
requirement for both intra-domain and iatlymain routing current \ersion of this protocol consists of an independent
protocols, bit the current authentication solutions in routing@rchitecture including itsven security management functions.
protocols are not yet imgeated with the forthcoming ey The need for security iven stronger for netwrk control and
management architecture based on ISAKMP and @akle management functions that are responsible for maintaining the
connectvity over the global netark. Routing protocols on IPv4
were recently enhanced with isolated authentication
mechanisms, Wt product support for these enhancements and
The Simple Netwrk Management Protocol (SNMP) thattheir integration with the core IPsec architecture are still
allows netvork operators to remotely monitotonfigure and lacking. In IPv6, routing protocols will rely on the security of
delug netvorks is one of the most critical components of thiPsec lile most other protocols using the IP laysetwork
Internet infrastructure. Impersonatingrious SNMP parties, management, crucial to the operation of the pdtpis an area
intruders can gin complete control of a nebrk and totally where cryptographic security is veeely lacking despite
jeopardize its operation. The curremrsion of SNMP that is numerous attempts to include security in recemsions of the
widely implemented in commercial products supports a simpBmple Netvork Management Protocol. Qarsely the
identity \erification technique based on secretfues called Domain Name System enj® a well-defined architecture for
“community names” that are shared byesal parties and security &tensions ceering the authentication of its database
exchanged in clearkt through the netark. By obtaining a and user transactions.
community name through wasdropping or another form of When security is addressed as a global agtwproblem, a
information leakage, intruders can access the Managemargjor issue is the management of security services, because of
Information Base (MIB) on managed neik components. the complgity of interactions between avious security
Intruders can then suért the behéor of the netwrk at\arious mechanisms implemented in the protocols and the need for
layers using the read and write operations on the content of sheomatic configuration of these mechanisms. ISAKMP and
MIB, including routing tables and security information such a®akley offer a suitable solution for the management of security
passwerds. Seeral attempts to include strong security featuresssociations and the@hange of shared sessicgy& with IPsec
in SNMP \ersion 2 (SNMPVv2) hee failed. After the demise of protocols. Other protocols BkRIP and OSPF for routing and
SNMPv2, tw nev pieces of architecture that definethe TLS protocol are lidy to become ingrated with the core
authentication and confidentiality mechanisms based onva na&rchitecture and makuse of ISAKMP and Oalge Public ley
approach called “usdrased security” [30], and access contrainanagement, on the other hand, is beingddot by arious
mechanisms [31] k& recently been proposed as part of SNMBompeting parties that ararffrom agreeing on a common
version 3. The authentication scheme suggested in [30] reliessofution.
the HMAC technique for the computation of the authentication
data. The n& design also includes alternati solutions for
detecting replays and assuring the timeliness of ovitw [1

VII. SECURITY OF NETWORK MANAGEMENT
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