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Abstract

The definition of the mobile codeparadigmappearsasa naturalstepin the
evolution of distributedsystemsandencompassgsogramshatcanbe exe-
cutedon oneor severalhosts potherthanthe hostfrom which they have orig-
inated. Mobile code is generally justified on the grounds of greater
efficiengy andincreasedlexibility, evenif thesefeatureshave notbeenfully
exploitedyet. However, flexibility doesnotcomewithouta price:increased
exposure to security threats.

Possible vulnerabilities with mobile coddlfin one of tvo catgories:

« Attacks performed by the mobile progranasmgt the remotexecution
ervironment and its resources;

* Subversionof themobile codeandunauthorizednodificationof its data
by the remotexecution esironment.

Ourwork focusesontheseconccategory aiming at the protectionof mobile
code from the execution ervironment. This cateyory resultsin new and
challengingproblemswhich have not yet attractedmuch attentionfrom
software manugcturersand for which no practical solutionsexist at this
moment.This cateyory is also quite atypical sinceit doesnot rely on the
security of the execution ervironment which has always been a basic
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Abstract

assumptionn classicalreasoningaboutthe securityof cryptographicsys-

tems. We further analyzemobile code protectionin two directions:code
protectionfocusingon the integrity and privacy of the code semanticsat

run-timeanddataprotectionfocusingon the securityof the datatransported
by the mobile code.

Code protection addresses more systematicform of maliciousnessn
which the environmentwherethe mobile coderunscannotbetrusted.Code
protectionmeansthe protectionof the codeduring its execution,consider-
ing the ervironmentas a potentialadwersary ratherthanthe protectionof
the code during transmission.

Data protectiondealswith the security of datagatheredby mobile code
roamingthrougha setof competinghosts.Classicaldataprotectiontech-
niguesarenot suitedto the protectionof datathatchangeslynamicallydur-

ing the codes trip. We presenta protocol basedon a cryptographic
techniquethat assureghe integrity of a sequencef dataseggmentsregard-
lessof the orderof eachsegmentin the sequenceThe protocolallows each
hostto updatethe datait previously submitted,n away thatis suitablefor

freecompetitionscenariodik e comparatre shoppingor distributedauction,
andfor highly dynamicernvironmentslike stockmarkets. The setof hosts
canbe visited several timesin randomorder and a short messagealigest
allows for the intgrity verification of all the collected data.

Concerningcodeprotectionwe further classifythe problemsinto two cate-
gories:privagy of executionandintegrity of execution.Privagy of execution
aimsat preventingthe disclosureof the codesemanticsluringits execution
in a potentiallyhostileruntime ervironment.Integrity of executionassures
thata program,executedin a potentiallyhostileervironmentactuallycom-
plieswith its original semanticsWe presenbriginal solutionsthatdealwith
bothrequirementgprivacy andintegrity of execution).We presensolutions
without TamperProofHardware(TPH) thataddress very limited modelof
computation.

Then,we build solutionsusinganauxiliary trustedTPH actingon behalfof
the codeowner. The limited TPH allows us to dealwith a more flexible
modelof computationThetrustedTPH interactswith the untrustedexecu-
tion ervironmentin orderto fulfill the securityrequirementsikin to privacy

Xii



and integrity of execution. The goal is not to execute the code on the trusted
TPH, but to extend its inherent security to the more powerful untrusted
environment. The solutions minimize the computational and storage
reguirements on the trusted TPH.

The solution with TPH assumed that the data involved in the computations
is stored in secure memory. We further enhance this solution by focusing on
the protection of the data stored in untrusted memory. Based on the solu-
tions for the protection of the code execution and the solutions for the stor-
age of datain untrusted memories, we suggest an integrated architecture for
code and data protection that relies on alimited TPH.

Xiii
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Résumeé

Le conceptde code mobile apparaitcomme une étape naturelle dans

I'évolution des systémesrépartis : il corresponda I'ensemble des

programmesjui ont la capacitéde sedéplacependant’exécutionou entre

différentes exécutions. L'utilisation de code mobile est généralement
justifiée par une plus grandeefficacité, ainsi que par uneflexibilité accrue,

méme si ces avantagesn’ont pas encore été entierementexploités.

Cependant,la flexibilité s’accompagned’une exposition accrue aux

menaces de sécurité.

Les vulnérabilitéspossiblesdu codemobile peuent étre classéegn deux
catégories :

» Les attaques perpétrées par le code mobile contr@rbemement
d’exécution et ses ressources;

+ La sulversion du code mobile et la modification non autorisée de ses
données par I'arironnement d'gécution.

Notre travail porte sur la protection du code mobile vis-a-vis de
I'environnementd’exécution. La plupart des problémesde ce type sont
nouweauxet représententin défi; ils n’ont pasencoreattiré I'attention des
éditeursde logiciels et aucunesolution pratiquea cesproblemea’existe a
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Résumé

cejour. Cettecatégorieestégalementtout a fait atypiquepuisqu’ellene se
fondepassurla sécuritéde I'environnementd’exécutionqui a toujoursété
uneconditionde basedansle raisonnementlassiqueau sujetde la sécurité
des systémescryptographiquesNous analysonsla protection du code
mobile & deuxniveaux: la protectiondu codevisanta assurefintégrité et

la confidentialitédu code pendant’exécutionet la protectiondesdonnées
afin d’assurer la sécurité des données contenues dans un code mobile.

La protection du code a pour objet une forme plus systématiquede
malveillancedanslaquelleon nepeutpasfaireconfiancel’ ervironnement
ou le code mobile s’exécute.La protectiondu code s’effectue pendant
I'exécution, en considérant I'eénonnement en tant qu’adysaire potentiel.

La protectiondesdonnéedraite dela sécuritédesdonnéesecueilliesparle
codemobile qui sedéplaceentreun ensemblale seneursconcurrentsLes
techniqueshabituelles de protection de donnéesne corviennent a la
protectiondesdonnéesqui éwluent dynamiguemenpendantle trajet du
code.Nousprésentonsin protocolebasésurunetechniquecryptographique
qui assure lintégrité d'un ensemble de segments de données
indépendammentle I'ordre de chaque sggment dans I'ensemble. Le
protocole permeta chaqueseneur de mettre a jour les donnéesqu'il a
précédemmerdoumisesCe protocolerépondauxbesoingdesscénariogle
libre concurrenceommelesachatscomparatifoou I'enchéredistribuéeetil
corvient particulierementaux besoins des ervironnements fortement
dynamiguegommelesmarchésoursiersLesseneurspeuwentétrevisités
plusieurs fois de fagon aléatoire et I'intégrité de toutes les données
collectées peut étre vérifée par le calcul d'un condensat.

Pource qui concernda protectionde code,nousclassifionscesproblemes
dans deux catégories: confidentialité de I'exécution et intégrité de

I'exécution.La confidentialitéde I'exécutionvise a empécheta révélation
de la sémantiquedu code pendantson exécutiondansun ervironnement
d’exécutionpotentiellemenhostile.L'intégrité de I'exécutionassurequ’un

programmeest exécuté dans un ervironnementpotentiellementhostile
conformément a sa sémantique initiale.

Pourchacunde cesdeuxproblémes nousprésentonsl’abordunefamille
de solutionssansnoyau sécuris§NS) concernantin modélede calcultrés
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limité. Puis,nousmontronsdessolutionsutilisantun NS auxiliaire agissant
aunomdu propriétairedu code.Le NS nouspermetd’utiliser un modélede

calcul plusflexible. Le NS communiqueavec'environnementd’exécution
afin de satishire les besoinsde sécurité,c’est-a-direla confidentialitéet

l'intégrité de I'exécution.L’objectif n'est pasd’exécuterle codesurle NS

maisd’étendrela sécuritéinhérentede ce derniera un ervironnementplus

puissant.Nos solutionsréduisentla compleité en calcul et en mémoire
imposée au NS.

Notresolutionavec NS supposeuelesdonnéesmpliquéesdanslescalculs
sont sauegardéesdans une mémoire sécurisée.Nous étendonscette
solution en nous concentrantsur la protectiondes donnéessauegardées
dansune mémoire potentiellementmalweillante. Gracea l'utilisation des
solutionspour la protectionde I'exécutiondu codeet dessolutionspourla

sauegardedesdonnéegdansdesmémoirespotentiellementalweillantes,
nous mettonsau point un architecturepour la protectionde code et de

données qui se base sur un NS limité.

XVii
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CHAPTER 1

| ntroduction

1.1 The Mobile Code Paradigm

The mobile codeparadigmencompassegrogramshat canbe executedon

oneor several hosts,otherthanthe hostfrom which they have originated.
Mobility of suchprogramsimplies a built-in capability for eachpiece of

codeto migratesmoothlyfrom onehostto another A mobile codeis asso-
ciatedwith at leasttwo parties:its owner, andthe hostthat runsthe code.
Advancesn softwaretechnologyallow for the designof mobile codecapa-
ble of moving over thenetwork, andrunningindependenthatremotehosts.
Mobile codesystemgangefrom simpleJava appletsandActive X programs
to intelligent mobile software agents.Recently we withessedhe deploy-

mentof alarge numberof mobile codeplatforms(for example,seetheshort
suney in [KT98]), which pravide the required services for code mobility

Dependingon the type of mobility, a mobile codecanbe further classified
into strong and weak mobilitas described in [FPV98] and [Pic98].

Our work is orthogonalto the discussionsaboutthe taxonomyof mobile
codeanddifferenttypesof mobility, in the sensehatwe focuson the gen-
eralcaseof the securityof a codeexecutedon anuntrustechost.As aresult,




the factthatthe codeencompassesomeform of intelligenceor thatit can
move arytime in a completelyautonomousway is not relevant for our
study Therefore we adoptthe more generaldenominatiorof mobile code
rather than mobile agents.However, the term agentis also usedin this
manuscript when appropriate.

This chaptempresents brief introductionto mobile codefocusingon secu-

rity threatsto betteridentify the scopeof this dissertationNext, a simple
classificatiorof the problemsthataffect mobile codeis establishedFinally,

the structure of the thesis presented at the end of this chapter is clarified.

1.1.1 Benefits and Drawbacks

Mobile codesystemsffer severaladvantagesver the moretraditionaldis-
tributed computing approaches [LO99][CHK97] in terms of:

* Network load reduction;

* Network latengy avoidance;

» Protocols encapsulation;

¢ Asynchronous and autonomougeeution;

* Dynamic adaptation;

» Support for heterogeneous architectures;
* Rolustness andafilt-tolerance.

All theseadwantagesneedto be critically analyzed.The adwvantagesare
mainly dueto the fact that the executionis performedlocally, closeto the
datato be analyzedor nearthe systemoutputsto be processedfor exam-
ple, [HI99] shaws throughan experimentalstudythat bandwidthoptimiza-
tion canbeachiezedusingmobileagentsalthoughthe experimentfocused
onavery specificapplicationandscenariohencetheresultsshouldbe con-
sideredwith care.It was particularly clear from the experimentsthat the
overheadon size,andthuson communicatiorand computationatomple-

ity imposedby the mobility platform, may compromisethe bandwidth
adwantage.




The Mobile Code Paradigm

Neverthelesswe believe thatdespitecontroversialargumentsaboutspecific
criteria, mobile codeoffers a clearadwantageover traditionalprogramming
paradigms in terms of ftéility in the dezelopment of applications.

1.1.2 Applications

Someapplicationshave beencited in [LO99] as very suitablefor mobile
agents or mobile code as falle:

Electronic commerce. Therearealreadya large numberof mobile agent
mediated electronic commerce framenvorks [GMM98]. Researchers
[MGM99] ervision agentsembodyingthe intentionsof their owners,
acting and negotiating on their behalfwhile travelling throughthe net-
work;

Personal assistants. Assistantscan operate remotely without being
dependent on the state of netkw connections [Kru97];

Distributed information retrieval. Mobile codethatroamsthe network to
gatherdatais oneof the simplestapplicationservisagedby developers.
Theability of mobilecodeto processearchetocally onlargedatabases
is very attractve. This specificapplicationwill bethefocusof Chapte8;

Monitoring applications. The asynchronousature of mobile code is
highlightedby this application.The codecan be dispatchedo monitor
sourcesof information available remotely avoiding network latencies
and the need for a reliable connection;

Information and code dissemination. Mobile codecanprovide additional
content deliery services;

Parallel processing. Complex computationganbeperformedby a setof
mobile code fragments that wilkecute in parallel on dérent hosts.

This list is not exhaustve, but it givescluesto the scenariosvheremobile
code can be applied.

Mobile Code Protection 3



1.2 Mobile Code Security Threats

The increasedlexibility offered by mobile codecomesat the expenseof
increasedrulnerability in the faceof maliciousintrusionscenariosakin to
networking. The folleving security &posures devie from code mobility:

» Host and mobile code can represendifferent partiesthat may exhibit
malicious behaor toward one another;

* Mobile code can be exposedto third-party intrudersthroughthe net-
work;

« Severalmobile codesggmentsrepresentinglifferentpartiesmay exhibit
malicious behaor toward one another

Thesecondandthird typesof exposuresall for solutionsbasedn classical
communicationsecurity mechanismssuch as the approachsuggestedn
[KLO97]. However, thefirst type of exposureraisesnew requirementshat
cannotbe metby classicakecuritytechniquesAs for thefirst problem,the
type of eposuresdills into one of tw categories:

» Host protection from mobile code. Attacksperformedoy the mobile pro-
gram ag@uinst the remotexecution emironment and its resources;

« Mobile code protection from malicious hosts. Subversionof the mobile
codeandunauthorizednodificationof its databy the remoteexecution
ervironment.

1.2.1 Host Protection from Mobile Code

A first securitythreatconsistsof a mobile codegeneratedy a malicious
outsiderattackingthe ervironmentwherethe codeis executed,suchasin
the exampleof maliciousJava applets.This problemhasalreadybeenthor-
oughly studiedin recentyears.The first solution consistedin restricting
capabilitiesof codesagmentsin orderto limit vulnerabilities. Techniques
for host protection n@ evolve along tv directions [LMROO]:

+ Enhancememnf the mobile codeinfrastructurewith authenticationgdata
integrity and access control mechanisms;

* Verification of the semantics of the mobile code.




Mobile Code Security Threats

In thefollowing, we give a brief descriptionof the bestknown solutionsto
the problemof hostprotectionin orderto shaw the differencein complexity
between host and mobile code protection. The suneys
[HLPS98],[RG98],[LMROO]andreferencesndicatedbelon provide more
information about this topic.

Sandboxing

Sandboxingconsistsof runninga mobile codeinside a restrictederviron-

ment called the “sandbox”. A remote host may execute an otherwise
untrustedmobile codeinsidethe sandboxwithout worrying aboutsecurity

This approachs well illustratedby the early Java JDK 1.0 [GJS96],where
it wasusedin orderto enableappletsavailableanywhereon the Internetto

run within a browser The major dravback of sandboxings that applica-
tionsrunningin sucha restrictive ervironmentarethemselesseldomuse-
ful because their operations are limited.

Code Signing

Codesigningis the processhroughwhich a codeis digitally signedby the
codeownerin orderto assurestrongauthenticatiorandintegrity of the code
to whomever executesthe code. This model was first introduced by
Microsoft within the ActiveX framevork. Java JDK 1.1 also follows the
code signing model, with so-calledsigned applets.Upon receipt of an
appletwith avalid signaturethe Java virtual machineexecuteghe appletas
atrustedpieceof code,authorizingit to accesall featuresavailablein Jaa.
An appletwithout a propersignaturds runinsidea sandboxasin the previ-
ousversionof the JDK. However, securinga hostfrom a maliciousmobile
code programraisesmore security issuesthan just making sure that this
program has been correctly signed by someone on the Internet.

Access Control

In orderto limit the impactof an attack,oneway to enhancehe previous
approachess to enablemorecomplex accesgontrolschemesThis canbe
seenastherefinemenbf a monolithic sandboxpolicy into smaller applica-

Mobile Code Protection 5



tion-specificpolicies. The identity of the codesigner as describedn the
previous section alsohelpsto furtherrefinethe executionpolicy definition.
Java JDK 1.2 securitymodel[Gon98]follows this directionandthusallows

the definition of finergrainedsecurity policies more suitedto executing
untrustedmobile code.Comparedwith sandboxingand code signing, the
acceszontrol modelhasthe bestof both worlds: mobile codeactionscan
be restrictedto a setof resourceshile the modelallows to write andrun

really useful software at the sametime. However, sinceit is performed
dynamicallyat runtimethe enforcemenbf the accesschemehasa costin

performance.

Code \#rification

Codeverificationprovidesfurtherassurancen the codesemanticghrough
the analysisof the structureor behaior of the mobile codeagainsta given
security policy. Sandbors have alreadyexercisedsomerudimentarypro-
gram checks,either statically or dynamically for instanceto ensurethat
operand®f aninstructionareof the correcttype. A newer approacho host
protectionis to staticallytype-checkthe mobile code;the codeis thenrun
without ary expensve runtime checks.Promisingresultswere obtainedin

this areaby the Proof-CarryingCode (PCC) work [Nec97] [NL98], and
even to someextent by the Java virtual machine(for safety checks).In

Proof-CarryingCode, the remote host first asksfor proof that the code
respectshis security policy before he actually agreesto run it. The code
ownersendshe programandanaccompanwing proof, usinga setof axioms
and rewriting rules. After receving the code,the hostcanthencheckthe
programwith the guidanceof the proof. This canbe seenasa form of type
checkingof the program sincethe proofis directly derivedfromit. In PCC,
checkingthe proofis relatively simplecomparedo constructingt, thusthis
techniquedoesnot imposemuch computationalburdenon the execution
environment.However, the proofs can be large and automatingthe proof
generation is still an open problem.

1.2.2 Mobile Code Potection from Malicious Hosts

The problem of mobile code protectionfrom a malicious host has only
recentlybeenstudied,andit is intrinsically moredifficult becausehe run-




Mobile Code Security Threats

time environmenthastotal control over the mobile code.This problemhas
not yet attractedmuch attentionfrom software manugcturers Researchs
still in its infang/ aswell, andthe existing mobile codeplatformsonly pro-
vide solutions for host protection.

This category is alsoquite atypicalasit doesnot rely on the securityof the

executionervironmentwhich hasalwaysbeena basicassumptionn classi-
cal reasonindor the securityof cryptographicsystemsThis assumptioris

oftendenotedoy theterm"trustedcomputingbase” Protectingmobile code
from maliciousremoteexecutionervironmentsmay be rephraseascarry-

ing out atrustedoperation(definedby the mobile code),usinganuntrusted
host as execution environment. Some authors [CGH+95] postulatethat
mobile code cannotbe effectively protectedagainsta maliciousexecution
ernvironment that has full access to both code and dgtaesgs.

The problemsencounteredy the executionof mobile code on untrusted
andpossiblymalicioushostsarethefocusof this dissertationin the caseof

mobile code protection,the existing suneys [JK99][KP0OQ] are limited to

the descriptionof the few approachegroposedo addresghis problem.A

deepemanalysisof thesecurityissuesandtheir solutionsis neededo gainan

insightinto the problemof mobile codeprotection.Concretelywe startby

classifyingthe securityrequirementsaccordingto the information carried
by the mobile code. This information can be classified asifsllo

* Code. The set of ¥ecutable instructions;
» Satic data. Data not modified during the trip;

» Collected data. Datacollectedduring the trip performedby the mobile
code;

e Sate. Dynamic datausedas input to the computationsperformedon
remote hosts during the trip.

Theaim of mobile codeprotectionis to protectthe above informationfrom
the executionervironmentsvisited by the mobile code. Startingfrom this
classification possibleviolations originating from running a programin a
potentiallyhostileervironmentmay leadto the following differentsecurity
requirements:

Mobile Code Protection 7



« A compary might needto prevent the disclosureof certain sensitve
algorithmsimplementedn its mobile codedespiteextensve codeanaly-
sisandreverseengineerinddy potentialintruders,includingits custom-
ers;

* A mobile software agentacting on behalf of a personmight needto
assurethe integrity of some critical operations performed on an
untrusted remote host;

* A datacollectionagentmight needto assureboththe confidentialityand
the inteyrity of the data gthered atarious competing sites.

Fromthe above discussionthe differencebetweenrequirementselatedto
codeexecutionandthe onesrelatedto dataprotectionnaturally comesup.
Throughthis thesis,we shav thatthereis a broadclassof problemscorre-
spondingto eachsetof requirementsThereforewe will clearlydistinguish
the problems of code protection from data protection.

Code Protection

We further classify the problems related to code protection (as in
[BMW98]) into two cateyories,namelyprivagy of executionandintegrity
of execution:

e Privacy of execution aims at preventing the disclosureof the code
semanticgduring its executionin a potentially hostile runtime erviron-
ment. This is a hard problembecauséhe disclosureof the codeseman-
tics to the runtime ervironmentis considereda basic requirementfor
code gecution;

» Integrity of execution assureghat a programexecutedon a potentially
hostile erironment actually complies with its original semantics.

We analyzethesetwo problemsin Chapters2 and 3, respectiely. In Chap-
ters 5 and 6, we present original solutions addressing these problems.

Data Protection

Mobile or roamingagentsareaform of mobile codeespeciallytalkedabout
in electroniccommerceput usualdataprotectiontechniquesarenot suited




Contributions

to the protectionof datathat changedynamicallyduring the codes trip. A

good examplemight be the so-called“comparisonshopping”application,
where an agentlooks for the lowest priced shoppingitem amongseveral
retailers.In this scenariojt is necessaryo know whetherthe datacollected
hasbeenchangedr not. In a distributedauctionscenariojt might alsobe
necessaryo preventa hostfrom exploiting the offersmadeby the previous
bidders. These scenariosshav that there is a needfor data protection
schemesutsidethe sphereof codeprotection.We focuson dataprotection
in Chapters 7 and 8.

1.3 Contributions

This thesisfocuseson problemsrelatedto mobile code protectionfrom
potentially malicioushosts.Our contritutions may be summarizeds fol-
lows:

* We elaborateanoriginal list of requirementsmposedby the problemof
privacy of execution in Chapter 2;

* Weintroducetheconcepbf verifierin Chapter3. This original definition
is more suitableto tackle the problemof integrity of executionin the
mobile code scenario;

* We presentan original solution to the problem of code protectionin
Chapter5. This solution appliesto a simple model of computation
(Booleanfunctions),basedon error correctingcodesand provides pri-
vagy and intgrity of execution;

* We extendthe previous solutionto a more powerful modelof computa-
tion in Chapter6. This solutionrequiresa limited TamperProof Hard-
ware, like a smartcardacting on behalf of the codeowner andlocated
nearthe executionervironment.A new setof requirementss presented
as well as a solution that applies to sets of Boolean functions;

« Weintroducethe concepif off-line verifierin Chapter6. We developan
off-line solutionwherethe verification processs not performedby the
TPH, but by the codeowner. A smallcheckvaluecomputedby the TPH
is transmittedto the code owner, assuringthe integrity of executionof
several computations;

Mobile Code Protection 9



* We presenttechniquesto addressthe problem of data storagein
untrusted memory in Chapter 7;

»  We presentsomeguidelinesfor the developmentof an architecturefor
software protectionin Chapter7. This architectureis original in the
sensethat previous proposalshad considereda trusted CPU and
untrustedmemory while we extend the security of a limited Tamper
Proof Hardvare to the computations performed on an untrusted CPU;

* Wedevelopanew techniqueo protectthe datacollectedby mobile code
roaming through a set of competing hosts in Chapter 8.

1.4 Structure

This thesisfocuseson the problemof mobile codeprotectionfrom possibly
malicioushostsasdepictedatthetop of Figurel.1. Thegenerabroblemof
mobile code protectionfrom untrustedexecutionervironmentsis divided
into two sub-problems as sha in Figure 1.1:

* Code Protection;
+ Data Protection.

Chapter2 describesthe problem of privagy of execution and refers to
relatedwork. Privagy of executionis a hardproblemthatconsistsn hiding
informationaboutthe codewhile giving a descriptionthatallows its execu-
tion. At theendof the chapterwe specifytherequirementémposedoy pri-
vagy of execution.

Chapter3 focuseson the problemof integrity of executionandit discusses
existing approachedo tackle this problem. Verifiers are defined, which
malke possiblethedesignof moreefficient solutionsto the problemof integ-
rity of execution.

10
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Figure 1.1 Scope and structure
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Chapterd providesanintroductionto the cryptographidoolsusedin subse-
gquentchaptersThesetools exploit the hardnes®f someproblemsfoundin
codingtheory This chapterfocuseson the compleity of the problemsused
to constructcryptosystem$asedon codingtheory At the end,the chapter
includes a cryptoanalysis of these systems.

Theremainingchapterglastrow of blocksof Figurel.1) presenbur solu-
tions to the problemsstatedin the first threechapters We further classify
our solutions to mobile code protection, as:

« Solutions that do not rely oramperProof Hardvare (Chapter 5);
» Solutions that rely on it (Chapter 6).

Chapter5 presentssolutionswithout TamperProof Hardware (TPH). This
chapterdefinesaframavork for mobile codeprotection We startby consid-
ering a simpleexample,andwe presentolutionsto generalBooleanfunc-
tions afterwards. A simple model of computation basedon Boolean
functionsis adoptedn Chapters to illustrateour solutionin practicalappli-
cations. @ extend this model in the subsequenbtehapters.

Chapter6 builds solutionsusingan auxiliary trustedTPH actingon behalf
of the codeowner. The trustedTPH interactswith the untrustedexecution
environmentin order to fulfill the security requirementsof privagy and
integrity of execution.The goal is not to executethe codeon the trusted
TPH, but to extend its inherentsecurityto the more powerful untrusted
ernvironment. The solutionstry to minimize the computationabnd storage
complities imposed on the trusted TPH.

The solutionsdescribedn Chapterss and6 focuson the problemof code
executionexplainedin Chapters2 and3. Thesechaptergdo not addresghe
problemof dataprotection,specificallythe protectionof the dynamicdata
involved in the computations (state).

Chapter7 focuseson the protectionof the datausedduring the computa-
tions.In Chapter6 we assumedhatthelimited TPH hasenoughmemoryto
securelystoreall thevaluesinvolvedin thecomputationsln Chapter7, se/-
eral solutions are developedto addressthe protectionof data storedin
untrustedmemory Using solutionsfor the protectionof code executions

12
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andsolutionsfor thestorageof datain untrustednemory we build anarchi-
tecture for softwre protection that relies on a limited TPH.

Chapter8 addressethe problemof collecteddataprotection.This chapter
describesa protocol to protectdata collectedby mobile agentsroaming
througha set of potentially malicious hosts.This protocolis basedon a

cryptographidechniquehatassuresheintegrity of a sequencef datasey-

ments, regardlessof the orderof eachsegmentin the sequenceThe proto-

col allows eachhostto updatethe datait previously submittedin away that
is suitablefor free competitionscenariosuchascomparatie shoppingor

distributedauctionandfor highly dynamicervironmentssuchasstockmar-
kets. The setof hostscan be visited several timesin randomorder and a

shortmessageligestallows for the integrity verificationof all the collected
data.

Chapter9 endsthis thesiswith a conclusionand someunansweredjues-
tions.
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CHAPTER 2

Privacy of Execution

2.1 Introduction

This chapterdealswith the problemof privacy of execution.The goal of
privacy of executionis to hide the actionsperformedby a piece of code
from the environmentthat executeghe code.We do not focuson the confi-
dentiality of this codewhentransmittedover the network. Thereareseveral
applications where pracy of execution is important:

e Personal assistants. With the increasinguse of personalassistantgor
searchingand shoppingapplications,someonevho monitorsthe inten-
tionsof theseagentanretrieve alargeamountof informationaboutthe
owner of theagentsIn particular the executionervironmentwhereeach
agentexecutesshould be consideredas a potentially malicious party
from which privacy violations can originate;

« Electronic Commerce - bargaining agents. It is importantto hide the
stratgy implicitly implementedwithin the code.In orderto conducta
fair negotiation, each party’s reasoningprocessabout the negotiation
shouldbe kept secretfrom the otherparticipant.The typical application
of this scenarids a shoppingagentthatis ableto bargain on behalfof its
owner.
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« Valuable algorithms. Privacy of executionis requiredto preventthe dis-
closure of the algorithms implemented by mobile code.

Privagy of executionis not a new problem,but researchthasnot comeup
with mary practicalsolutions.The emegenceof the two first applications
has renered the need and medition for research on this topic.

Confidentiality of datahasbeenthoroughly studiedand mary encryption
methodshave beenproposedo satisfythis requirementNeverthelessthe
useof dataencryptiontechniqueso addresgrivacy of executionhasto take
into accountthat the ciphertext mustbe understoody the executionenvi-

ronmentin orderto be executed.The fact that the executionervironment
needdull accesdo bothcodeanddatasegmentsin orderto accomplishthe
executionhasincited someauthors] CGH+95] to hypothesizethat privacy
of mobile code cannot befettively achieed.

In this chapteranoverview of thetechniqueglevelopedto tacklethis prob-
lemis provided. This overview triesto beascomprehensie aspossibleand
attemptsto cover both theoreticaland heuristicsettings.In orderto better
understandhesetechniquesthe threatsto the codeexecutionin termsof
privagy are enumeratedThen, we presentthe existing solutionsto this
requirementAt the end,a moreformal definition of privacy of executionis
presented and discussed.

2.2 Threats

Theexecutionervironmentmaythreaterthe privagy of executionof mobile
codein severalways.Privacy of executionencompasseal| the information
the ervironmentcanretrieve from the executionof the code.Roughly it is
possible to classify these threats as fedo

« Codeinterpretation. In orderto executethe code the ervironmenthasto
understandt. Therefore the ervironmentcaninspectthe codewith the
objectwve of disclosingthe functionsthatthe codeencompassefueto
the fact that sourcecodeis usually easierto understandhan machine
code,thefirst stepof this attackoften consistf performingtheinverse
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Tamper-Proof Hardware

functionof a compiler The automaticoolsthatimplementthis first step
are usually called de-compilers;

» Codeinterpolation. In this casethe codeis regardedasa black-boxand
the analysis performed by an attacler focuseson the relationship
betweeninputs and outputs, that intrinsically definesthe functions
implementedwithin the code.This attackis alwayspossibleif theinput
and output data are in cleartext form, and its compleity basically
depends on the compigy of the implemented functions.

Theprivacy of executionrequiremenhasbeentackledin differentways,as
follows:

e Tampetproof hardvare (TPH);

¢ Obfuscation;

» Secure functionvaluation.

In the next threesectionswe analyzetheseapproaches detail, and pro-
vide references to relatedvk.

2.3 Tamper-Proof Hardware

The useof tamperproof hardware aiming at mobile code protectionwas
proposedn [WSB98] and [Yee97]. The approachsuggestedn [WSB98]
requirescodeand datasegmentsto be confinedto trustedexecutionenvi-

ronmentsln addition,providing privacy with thatapproactrequiresall the
codeto betransmittedover a private channel.This work focuseson imple-
mentationissues suchasthe authenticatiorof the codeandits installation
in the TPH.

Thesolutionin [Yee97]considersamodelwith atrustedCPUanduntrusted
memory The computatioris thereforetrusted andthe securityconcernsare
shiftedto the integrity of datastoredin untrustedmemories.The sameset-
ting is addressedn the more generalproposalfor software protectionin

[GO96]. However, the latter schemds more completebecauseét hidesall

information aboutthe software, i.e. the contentsof the memory and the
memory access pattern.
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In all solutionsreferredto so far, the computationis executedinside the

trustedTPH. Thereforethey all sharethedravbackof thelimited capacities
of themorepracticalandcheapeforms of TampefrProofHardwaresuchas

smartcards.

It is not always efficient to rely on limited devicesto perform complec
tasks. This was the starting assumptionfor the proposalsin [MKI88],
[Fei93], and[Bla96] wherethe trusteddevice takesadwantageof the supe-
rior computationapower of anuntrustechostwithout compromisingsecu-
rity. Thesesolutionsfocusedon the specific applicationsof public-key
cryptograply ([MKI88] and[Fei93]) andsymmetrickey encryption,called
RemotelyKeyed Encryption[Bla96] (afterwardsformalizedin [BFN98]).
In additionto seneraidedRSA computation[MKI88] providessomesolu-
tionsto otherapplicationssuchasmatrix multiplicationandsolvingmodu-
lar equationshut all the schemegresentedn this paperwere sucessfully
attacledin [PW92]. Thework presentedn [Fei93] providesa comprehen-
sive and formal treatmentof host-assisteghublic-key cryptograply when
several serers are aailable.

Solutionsfor host-assistedomputatiorfocusingon moregenerafunctions
canbefoundin thefield of securefunctionevaluationdiscussedaterin this
chapter The issuespresentedn this sectionwill be revisited later, in our
descriptionof solutionsusinglimited TampefrProof Hardwarein chapteré
and?7. Onedrawbackof all approacheselying on TampefProof Hardware
is the additionalcostof the TPH itself. Furthermoretheseapproachemust
establisha private channelbetweenthe function owner and the TPH to
transmit the function in order to aciseprivagy.

2.4 Obfuscation

Obfuscation,as describedin [CTL98] and [Hoh98], is a mechanisnthat
transformsan applicationinto anotherapplicationwhich is functionally
identicalbut morecomplex to understandr-unctionallyidenticalmeanghat
the two applicationsare equivalent concerningthe relationshipbetween
inputsandoutputs.Therearemary obfuscatorproposedsautomatidools
thatencompassnostly heuristicand ad-hocalgorithmsthat scramblecode
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Secure Function Evaluation

in orderto renderthe code interpretationmore complex. A taxonomyof
obfuscation techniques can be found in [CTL97].

This approachdoesnot addressnterpolationattacks.The goal of obfusca-
tion is to renderthe interpretationof the code harderthan learning its
semanticdy runningit. Oneof the advantageof this techniques the low
increaseof the programsize. Its major dravbackis the lack of theoretical
foundationsn orderto establishprecisedefinitionsof security andaccord-
ingly to be able to quantify the security of the underlying transformations.

2.5 Secure Function Evaluation

This sectionfocuseson the problemof preservingthe privagy of functions
executedon untrustedervironmentsin a moretheoreticaway. Two parties
are involved: the function owner and the ervironmentthat executesthe
function. The execution ervironmentprovides input datato the function.
Whengettingthe resultof the function execution,the function owner does
not want to reeal information about the function.

In otherwords:Alice hasa functionf andBob hasaninputx. The function
evaluationtakes placein Bob’s ervironment,but he shouldlearn nothing
significant about the function. Alice should learn thiuef(x).

Theproblemaddressetiereis sometimesalledcomputingwith encrypted
functionsand can be seenas an instanceof the more generalproblem of
securefunction evaluation. Researchon cryptograply hasaddressedhis
problemfrom differentpointsof view. This sectionprovidesanoverview of
thesetechniquesandattemptso analyzethemtaking the mobile codesce-
nario into perspecte.

The problemof securdunctionevaluationwasmainly addresseah two dif-
ferent scenarios, as fols:

e Secure multi-party computation;
* Instance hiding.
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2.5.1 Secure multi-party computation

In this case gachparty hasoneinputto the public functionto be evaluated.
Thegoalof eachplayeris to computetheresultof thefunctionrevealingno
informationabouthis own data.More precisely theinformationabouteach
party’s inputs that may be extracted from the execution of the scheme
shouldbe, at most, the information that can be retrieved from the overall
result.

This problemwasintroducedby Yaoin [Yao82]with the famous‘Million-
aires’ Problem”wheretwo millionaireswantto know who s richerwithout
revealingtheirwealth. Theauthorproposed solutionbasedntheintracta-
bility assumptiorof factoring.In [Yao86],a moredetailedformalizationof
the problem is presented.Later, Goldreich, Micali and Wigderson
[GMW87] wealenedthe intractability assumptiorto the existenceof ary
trapdoorpermutationand extendedthe solutionsto the multi-party case.
However, theroundcompleity of the solutionis atleastlinearin thedepth
of the underlyingcircuit. The work of [BMR90] focusedon reducingthe
roundcompleity without significantlyincreasinghe communicatiorcom-
plexity, but both complgities continue to be high.

2.5.2 Instance Hiding

Theseschemesighlight the dichotomy betweentwo partiesthat do not
necessarilyrusteachother:the owner of the dataandthe owner of the cir-

cuit or executionervironment.In this casethedataowneris acomputation-
ally limited playerthat wishesto usethe help of a powerful but untrusted
player(calledanoracle)to computea comple function. Thelimited player
wishesto hide informationabouthis datawhile retrieving the resultof the
function.

This problemwasfirst introducedoy [RAD78] in termsof "computingwith
encrypteddata”(CED). The dataownerwantsto keephis datasecretwhile
the datais storedin an untrustedhost. Moreover, the dataowner wantsto
performoperationsn the storeddatawithout having to decryptit for per-
forming operationsand then re-encrypting.The authorstried to find a
homomorphicencryptionschemeE with respectto an operationop. An
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encryptionschemekE is homomorphicconcerningthe operationop if there
is anefficientoperationop’ to computeE(x opy) from E(x) andE(y), thatis

E(x op y)= E(x) op’E(y).

Nevertheless,the solutions proposedby the authors were sucessfully
attacled in [BO92]. Later, [BL96] proved that all such deterministic
encryption schemes are insecure.

Thesecurdunctionevaluationproblemwasalsoreferredto in the paperby

Abadi, Feigenbaumand Kilian [AFK89], and it was called "hiding data
from anoracle".In this casea computationallylimited playerwantsto use
the computationapower of a powerful player (the oracle)but without dis-
closing his data. The authorsformalized the problem of computingwith

encrypteddatain thetwo-partycase Basedon this idea,Abadi andFeigen-
baum[AF90] developeda two-party protocolfor securecircuit evaluation,
that is also similar to the protocol of [CDvdG87], and which allowed a
playerto evaluatehis dataon anotherplayers Booleancircuit. This proto-
col preseredthe confidentialityof the dataandalsohid the circuit from the
owner of the data.The majordravbackof both protocolsis the roundcom-
plexity betweernthe two players,which is proportionalto the depthof the
Boolean circuit.

Protocolsfor computingwith encrypteddatacanbe characterizedy how
they perform the evaluationin an operation-by-operatiotasis (gate-by-
gatein the caseof circuits).A naturalway of designingheseprotocolsis to
useprivacy homomorphismghut this hasbeenanopenresearchssuesince
the seminal paper of [RAD78].

2.5.3 Computing with encrypted functions

The problemsof securemulti-party computationand hiding instancesare
closelyrelatedto the problemof computingwith encryptedfunctions.We
may build solutionsfor computingwith encryptedfunctionsbasedon the
two kinds of schemeslescribedabore. In the caseof securemulti-party
computation|f a universalcircuit is usedasthe public function, thenthe
descriptionof the functionis the privateinput of the function owner. Once
aguin, using universal circuits, the encrypteddata in instance hiding
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schemesanrepresenthe encryptedorm of a circuit. The useof universal
circuitsincursa costof a polynomialexpansionf]CCKMO0OQ]. On the other
hand,athoroughstudyaboutthe characterizatiomf moregenerafunctions
(non-Boolean}hatcanbe securelyevaluatedwasbegunin [CK91]. In gen-
eral,securgwo-partycomputations not possiblewithout somecompleity
assumption, as stum in [BGW88] for the case of an ORg.

Themajordravbackof thesolutionsthatachieve securdunctionevaluation
is their compleity in termsof roundand communicatiorcompleity. One
of themainadwantage®f mobile codeis the ability to executetaskslocally
in anautonomousvay, asseenn Chapterl. Autonomymeanghatthecode
is ableto performits taskswith no interactionwith the codeowner. There-
fore, non-interactwity is an importantrequirementNext, we look at non-
interactve solutions in greater detail.

Non-I nteractive Solutions

Figure2.1describeshenon-interactie settingfor providing privagy of exe-
cution. There are three phases without interaction:

» The scrambling phase, where a transformationE is appliedto f. The
resulting functior(f) should leak no information abolut

e Theevaluation phase, wherethe function E(f) is evaluatedon thedatax ;

« The result retrieval phase, wherethe cleartext resultf(x) canbe derived
from the encrypted resylE(f)] (X) using a transformatioD.

Sanderand Tschudin[ST98] illustrated the conceptwith a methodthat
allows to computewith encryptedpolynomials,basedon the Goldwasser
Micali [GM84] probabilisticencryptionscheme The authorstook advan-
tageof the additively and mixed multiplicatively homomorphicproperties
of the encryptionschemeThe transformatiorE consistsof the encryption
of the coeficientsof the polynomial. Thus,this techniquedoesnot hide the
skeleton of the polynomial.

Recently [SYY99] presentedh non-interactre solutionfor secureevalua-
tion of log-depthcircuits. The evaluationis donein a gate-by-@te basis
usinga new privagy homomorphisnfor processindNOT andOR gatesin a
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secureway. The restriction on the depth of the circuit comesfrom the
increaseof the outputsizeby a constantactorwhencomputinganOR gate.

Vi
@l @
key&‘ |
T P Y=EMI)

Alice Bob

Figure 2.1 Non-interactive protocol for privacy of execution

In [CCKMO0], a more powerful techniquethat combinesthe techniqueof

“garbled” circuits by [Yao86] and one-roundoblivious transfers(seefor

example[Kil89]) is presentedThis work extendednon-interactre secure
computations to polynomial-size circuits. Moreover, the technique
addressedhe multi-hop scenariowhere a mobile code may visit several

(possiblymalicious)hosts.Eachvisited hostcanuseoutputscomputedon

previously visitedhostswithout learningarnything aboutthe previously used
inputs and obtained outputs.

The major dravback of the securefunction evaluationapproachess their
complity in termsof computationcommunicatiorandrounds.Thisis the
costof having very strong security propertiesrelatedto cryptographicor
information-theoreti@assumptionsThereis a panoplyof differentschemes
that fit different requirementssuch as non-interactiity. However, non-
interactvity is achiezed with an additionalcostin termsof computational
andcommunicatiorcompleity. We invite thereaderto referto [Fra93]and
[Gol98] for anin-depthanalysisof the theoreticalapproacheso the prob-
lem of secure functionvaluation.
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2.6 Requiements

In this section,we focus on a scenariowithout TPH. The requirements
imposedto solutionswith TPHwill be elaboratedn chapter6. Our goalis
to addresslexible modelsof computationjn anefficientway. The overhead
broughtup by thesecurityprimitivesmustnotrenderthe useof mobilecode
unattractve. We cannow defineanideal setof requirementshatshouldbe
imposedon techniquesaddressingrivagy of executionin the mobile code
scenario.

We considerthe samenon-interactie scenarioas depictedon Figure 2.1.
The privagy of f is assuredy the algorithms{E, D} thatshouldsatisfythe
following properties, stated in an informahyv

Correctness. Thereis a polynomialtime algorithmD to retrieve the desired
resultf(x) from the obtained resuft=[E(f)](x) ;

Privacy of execution. Theresultingfunctionf’=E(f) preseresthe privagy of

fif it is computationallyunfeasibleto derive f from f’. We noticed from

relatedwork thatperfectprivagy is hardto achiese. Thereforethe solutions
may admit information leakageaboutthe function f that should be mini-

mized;

Remote host computational complexity. The compleity of f* shouldnot be
increasedy morethana polynomialfactorwhencomparedwith the com-
putational compbeity of f;

Communication complexity. The communicationcompleity should not be
increasedby more than a polynomial factor when comparedwith the
scheme whergitself is transmitted andseluated;

Round complexity. The schemeshouldbe non-interactie, or theroundcom-
plexity equalto two. The evaluationof f' shouldbe performedwithout the
help of Alice. Additionally, algorithmsE andD shouldnot needthe help of
Bob;

Privacy of data. The obtainedresulty’ shouldnot reveal moreinformation
about datx to the function wner than what the actual resylteveals.
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Conclusion

Thisis anidealsetof requirementshatwill beanalyzedduringthe security
evaluationof our solutionsin chapter5. Theserequirementsvill beadapted
in chapter 6 to the case wher@niperProof Hardvare is &ailable.

2.7 Conclusion

Two main approachefave beendevelopedto addresghe problemof pri-
vagy of executionwithout TampefProof Hardware.On onehand,thereare
more practicalsolutionslik e obfuscatiorwith alack of theoreticafounda-
tions. On the other hand, there are the strongertheoreticalsolutions of
securefunction evaluation,that apply to more limited modelssuchascir-
cuitsandthathave alarge compleity associatedo eachbit of output.Solu-
tionsfor codeprivacy againstpossiblymalicioushostsarethusstill in their
infangy.

Our aim s to createnew solutionsthat offer a trade-of betweernthesetwo
worlds:lesscomplex andmoreflexible thansecurgunction evaluationand
strongelin securitytermsthanobfuscationThe setof requirementsiefined
is hardto fulfill in a completeway. Our objective is to achieve securityin
cryptographic terms while reducing the conxjtle of the solutions.

In addition,our objectve is alsoto tacklethe problemof integrity of execu-
tion in anefficientway. The function ownershouldhave a way of verifying
if the obtainedresultis a possibleresultof the function. Usually, the integ-
rity problemis not consideredn the scenariodllustrating privacy of execu-
tion. This fact relies on the trust assumptionthat if the host cannotget
information aboutthe function, then the remotehost will not be able to
tamperwith thefunctionin ameaningfulway. In the next chapteywe focus
onthe problemof integrity of execution.In Chapters® and6, we will shav
how to tackle pwacy and intgrity of execution in an dicient way.
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CHAPTER 3 |ntegrity of Execution

3.1 Introduction

As statedbefore,this thesisdealswith the protectionof mobile codefrom
the executionervironment,a problembroughtup by the mobile codepara-
digm. In this scenariothereis a conflict betweertwo sides:themobilecode
andthesecurityrequirement®f its owneron oneside,andon the otherside
the execution ervironment and its security requirementsWe focus on
mobile codeprotectionfrom possiblymalicioushosts,namelythe problem
of integrity of execution.The owner of the mobile codeshouldbe ableto
verify the correctnessf the codeexecution.Our concernis nottheintegrity
of the code itself, Wit the intgrity of its execution.

Without integrity of execution, the number of possibleapplicationsfor
mobile codebecomesmallerandthe computationsarerestrictedto trusted
ervironments.The possibility of detectingmisbehaiors from remotehosts
is also fundamental for the enforcement of control policies.

This chapterpresentsa short but comprehensie surwey of techniques
addressingntegrity of execution.Then,a definition for integrity of execu-
tion is gven and analyzed.
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3.2 Problem Satement

Theaim of integrity of executionis to give the codeownertheability to ver-
ify the correctnessf the executionof his code.This canbedoneattheend
of the agenttrip, or as suggestedn [FGS96], the code can containstate
appraisalfunctionsthat will verify the stateof the agenton eachhostthat
the agentvisits. The authorsclaimedthat an agentcan becomemalicious
whenits stateis tamperedwith, basedon the exampleof a shoppingagent
thatsearchedor n seatson anairplane.A malicioushostcanaugmenthe
numberof seatdo bereseredin orderto causebogusresenationson com-
peting hosts.In this case,it is importantto checkthe stateof the codeat
each host.

In our casethe codeownerwishesto verify theintegrity of theresultsatthe
end of the codes trip. The code owner should be able to detectattacks
regardingthe correctnes®f the codeexecutionfrom the remoteexecution
environments.lt is possibleto classify the solutionsto this probleminto
four catgories, as follars:

e Proof systems;

* Traces of gecution;
« Fault tolerance;

* Result checking.

Moreover, the solutions called securefunction evaluation schemespre-
sentedn chapter2, alsopreventary playeror groupsof playersfrom cheat-
ing. Therefore these solutions also achiere integrity of execution.
Obviously, settingsrelying on tampefproof hardwareaccomplishthis goal
as well. In the next sections,we analyzein more detail the existing
approaches that deal with igtéty of execution.

3.3 Proof Systems

Yee [Yee97]suggestedhe use of proof basedtechniqgueso addresshe
problemof integrity of executionin the mobile code scenario.Eachhost




Proof Systems

that executesthe mobile codehasto senda proof of the correctnes®f the
executionwith theresult.The objective of proof systemss to make thever-
ification of the proof easier than the construction of the proof.

Definition: A languagel. belongsto NP if thereexists a polynomialtime
non-deterministic @iring machine V such that for alld {0, 1}":

» x0OL impliesthatthereexists a sequenc®f non-deterministichoices
(or proof) i, such that V on choice accepts the input

e x0OL implies that there is no proaf for which V will accepi.

Proof systemshave beenextendedover the yearswith the possibility of a
probabilistic verification procedure.The resultsinclude very well known
techniquessuchas interactive proof systemsand zero-knavledge proofs.
Thereis extensie work on proofs,seefor example[Gol99] for a compre-
hensve suney.

In [BC86], the authorsillustratedthis conceptwith a protocolwhereAlice
cancorvince Bob of the goodresultof a Booleancircuit simulation,with-
out revealing her inputs, underthe QuadraticResiduesAssumption.How-
ever, this protocol requiredthe knowledge of the Booleancircuit by both
parties.The protocoldevelopedfor thecircuit modelentaileda communica-
tion compleity dependent on the number of wires ateas of the circuit.

In [Yee97],the authorpointedout the possibleuseof ProbabilisticCheck-
ableProofs(PCP)[ALM+91] [AS98]. PCPproofsassurdghe correctnessf
a statementwhile checkingonly a subsetof the proof. In more formal
terms:

Definition: A languagel O PCP(r, q) if thereexistsa probabilisticpolyno-
mial time oraclemachineV, accessing polynomial sizedoracle i, such

that for allx 0{0, 1}":

e« xOL impliesthat Ot suchthatfor all choicesof randomstrings,the
verifier V accepts.
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* x0OL impliesthat Om, V rejectsx with probability of atleast1/2 (over
internal coin flips).

Furthermore)V usesat mostr(n) coin flips for its probabilisticverification
and queries the oracke at mosig(n) times.

This conceptis similar to the definition of transparenproofsintroducedin

[BFLS91] and [Bab93]. With transparenproofs, the input hasto be pro-
videdto the verificationprocessn an encodedorm (usinga specificerror
correctingcode).In this way, membershigproofsfor NP may be verifiedin

polylogarithmic time. One interestingresult is that NP=PCP(log n, 1)

[ALM+91], which meansthatthereare proofsof membershidor arny NP
languagethat canbe checled by examiningonly a constaninumberof bits

of the proof. However, the processof corverting a proof into a PCP proof
producesa superquadraticincreasein size [PS94]. Fortunately the same
authorspresentedan optimizationin [PS94], and probabilistic proofs of

nearly linear size were obtained.

In our case,it is importantto analyzethe round complity of these
approachesOneappealingdeais the useof Non-Interactve Zero Knowl-
edge Proofs [BSMP91]. Basedon somereasonablecompleity assump-
tions, one may constructnon-interactre zero-knavledge proofs for every
NP languagebut the prover andthe verifier have to interactwith a trusted
randomsequencef bits (which canbe consideredas being selectedby a
trusted third party [Gol99]).

PCPproofsmaybeusednon-interactiely, but the subsebf verifiedbits has
to berandomlydeterminedy the verificationprocessandthe prover hasto
committo the overall PCPproof. This commitmentis necessaryn orderto
preventthe prover from adaptingthe proofto the queriesbeingmade.In the
mobile code scenario,the use of PCP proofs in a non-interactie way
implies that the prover should sendthe completePCP proof to the code
owner. Thereforethe increasedsize of PCP proofs when comparedwith
non-probabilistic proofs becomes awback in the mobile code scenario.

In [BMW98], the authorspresentedan interestingmodelfor mobile com-
puting as well as a solution that overcomesthe problem of using PCP
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Traces of Execution

proofs.Theagentis modelledasa probabilisticTuring machine andthe set
of all possiblestatesof this machineconstitutesan NP language So, the
verificationprocessonsistsof checkingwhetheran obtainedstatebelongs
to thislanguageln orderto avoid thetransmissiorof the overall PCPproof,

the randomly chosenqueriesfrom the checler are encryptedusing non-
interactve Private Information Retrieval (PIR) techniques[CGKS98]
[CMS99]. Theseprivate queriesarethensentto the remotehost.In a few

words, single databasé”IR consistsof retrieving a bit from a string (the
database)without revealing the index of the desiredbit. Therefore,the
remotehosthasonly to sendthe answerdo the encryptedqueriesand not
the complete PCP proof.

We may usemorepracticalandattractve proof systemsn which the prover

is restrictedin computationalterms, such as cryptographic CS-proofs
[Mic94] and argumentg[Kil92]. Consideringintractability assumptionsit

is thenpossibleto build morecommunicatiorefficient proof systemsWith

cryptographidCS proofs,the programanaybetransformedn orderto sup-
ply a very short proof which is easyto inspectin additionto the result
[Mic94]. Neverthelessit is an openproblemwhethersuchcryptographic
proofscanbe constructedfor examplefor NP. In the caseof CS-proofsand
argument systems,we need either three message®f interactionor the
assumptiorof the existenceof arandomoracle[Gol99], consequentlyhey

are not really non-interagt.

Recently [ABOROO] improved the above resultsto one-roundproofs for
NP with poly-logarithmic communicationcompleity in the length of the
proof. The authorsextendedthe idea presentedn [BMW98] in that they
useda combinationof PCP proofs and PIR techniquesNeverthelessthe
solution proposed in [ABOROOQ] achies stronger security properties.

3.4 Traces of Execution

In a more practicalsensepne could think aboutstoringthe entiretraceof
executionin the mobile code.Then, the codeowner would re-executethe
codeandcomparet with the trace.Sucha processs socumbersomehatit
renders the use of mobile code unattrecti
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A more efficient way of implementingthis ideawas proposedn [Vig97].
Firstly, the authordivided the code statementsnto white and black state-
ments.The black statementsire the critical onesbecausehey resultfrom
interactionswith the environment.Thetraceof executionof the black state-
mentshasto be signedand transmittedto the code owner. Secondly in
orderto avoid the transmissiorof the completetrace,the authorproposed
that the remotehostsenda hashof the trace.The hostherebycommitsto
the trace.If the codeowner suspectghat the codewas not correctly exe-
cuted,theremotehosthasto sendthetraceto prove his correctbehaior. A
TrustedThird Party may arbitrateconflictsat the momentthey occur, thus
enforcingan optimistic control of integrity of execution.The dravbacksof
this approach are:

« Eachhosthasto keepthe tracesof the executionsit performsin orderto
prove its innocence in case of dispute;

» Eachtime the codeowner wantsto performa verification, he hasto re-
execute the code.

In orderto increasethe power of the traces,we may usethe techniques
describedn [KV98] wherethe authorsusedfaultinjectionto simulatepos-
sible malicioushostsystemsThe objectie is to build assertionsthat will
beincludedin the code thereforeincreasinghe obsenrability of thetraces.
Thetracesof executionbecomemore powerful andan oraclemay be auto-
matically generatedo checkthesetraces Oncemore,thetraceshave to be
sent to the codenmer in order to beerified with the help of the oracle.

3.5 Fault Tolerance

Fault toleranceapproachearebasedon techniquedor softwarereliability.
Thedistinguishingfeatureof theseapproachess the redundang of execu-
tions, which meansthat the result of the computationcomesfrom the co-
operation between dédrent execution esironments.

In [Rot98], the problemof integrity of executionis mentionedn the caseof
the protectionof a mobile agents itinerary Preventing the tamperingof
routing decisionsby the agentis not easy if thesedecisionsareto betaken
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Result Checking

in apossiblymalicioushost. This problemis a goodillustration of the need
for integrity of execution.Without integrity of execution,the mobile code
canbe sentwherethe executionenvironmentwants,ratherthanto theplace
it wassupposedo go otherwise The authorproposedisinga backupagent
executedon a trustedervironment. This backupagentverifies the routing
decisions takn by the agentxecuted on a possibly malicious host.

Without recurringto previously known trustedervironments,[MvRSS96]
presentedan approachwhere several instancesof the samecode are exe-

cutedon differenthostsandthe right resultis electedby a voting mecha-
nism. The very efficient solution for voting proposedin [Nou96] can be
usedif the voting procedureis performedon a trustedervironment. The
securityof theschemean [MvRSS96]reliesonthefactthatabiggernumber
of executionsshould occur in non-malicioushosts. Thus, the approach
assumethatattaclerscannothave accesso all theexecutionervironments,
or thatthe executionervironmentsdo not cooperateHowever, this modelis

not realisticbecauset supposeshatthereexistsreplicatedsenersthatare
not controlled by the same entity

3.6 Result Checking

Programresultchecking,first introducedin [BIu88] andfurther developed
in [BK89], dealswith the problem of software reliability. The authors
defined a program cheekin the follaving way:

Definition: Given a programP that shouldimplementa functionf, a pro-

gramchecler C aimsat catchingwith high probability thatfor anarbitrary
inputx, P(x) # f(x) . Moreover, the checler shouldbe efficientin the sense
thatits computationtime shouldbe shortey i.e. o(T(n)), thanthe smallest
known computation timd(n) for f.

The latter condition preventsthe checler from just re-computingthe func-
tion at the given point. The methodologiesisedin programcheckingare
usually linked to the algebraicpropertiesof the function, namelyrandom
self-reducibility:
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Definition: A functionf is k-randomself-reduciblef f(x) canbe expressed
as an efficient function of f(x,), f(x,), ..., f(x), wherethe x; are uni-

formly and randomly distrilted.

A similar conceptcalledcoherenfunctionswasdefinedby [Yao90],which
allows anadaptve choiceof points x; . Theself-reducibilitypropertycanbe

usedby queryingthe programP on severalrandominputsandthencheck-
ing a known relationshipbetweerthe outputs.Furthermoreresultchecking
techniquesonsidemprogramP asa non-maliciousadwersary Resultcheck-
ing aimsat achieving reliability (referto [BW97] for a suney) without tak-
ing into account a possible malicious behaior from the execution
environment.Beingresilientto a maliciousbehaior is equivalentto having
aprogramP thatattemptdo defeatthe checler. However, this requirement
is not included in the definition of a chexk

In addition,if the programowner doesnot trust the checler, thenwe may
usewitnesseqFGY96]. In orderto addresghis requirementthe program
owner constructghe answerdgo the checler in sucha way thatthe checler
caninfer no information aboutthe programfrom theseanswersFor the
samereasonswitnesseslo not tackle the possiblemaliciousnesf pro-
gramP.

3.7 \erifiers

We now presenthe definition of a new conceptmeantto addresghe prob-
lem of integrity of execution.This definitionis presentedn the samenon-
interactive scenario of chapter 2.

Using the samenotationasin chapter2, Alice recevestheresulty’ of the
executionof functionf’. With this value,Alice shouldbeableto retrieve the
resulty of the executionof the function f (usingalgorithm D) andto per-
form a polynomial time erification of this result, using axifier V.
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Verifier s

Definition: Givenaprogramthatshouldimplementafunctionf andconsid-
ering Y as the set of all possibleoutputs of the function f(x;), with

x 0{Q L ' a\erifierV satisfies the follwing condition:
if (y=D(y))OY thenP(V(y) = Accept) <d.

WhereP represents probability andthus & is the error probability of the
verifier. Additionally, as alreadystatedin chapter2, the computationand
communicationcompleities of transmittingand calculatingy’ shouldnot
exceedthe compleities associateavith y by morethanapolynomialfactor

The verifier concepthasa commonpoint with CS Proofs[Mic94] in that
theremay exist invalid proofs,but they shouldbe hardto find. In short,the
integrity of executionpropertyrelieson the difficulty of finding a valuey’
acceptedy theverificationprocessthatdo not correspondo avalid output

y.

To ourknowledge theverifier definitionis original. In spiteof beingsimilar
to the checler definition [BK89], thereare two main differencesbetween
the two definitions:

« A checlerfocusenthecorrectnessf acomputatiorfor specificinputs
X;, whereasa verifieraimsatdetectingthatthe outputis a possibleoutput

of thefunctionf. The computationgperformedby the verifier do notrely
on the knwledge of the inpux;;

* Maliciousnes®f the program(or its executionervironment)is not taken
into accountin the checler definition. A checler needshe computation
of a setof outputsof the function and checksthe relationshipbetween
theseoutputs.A maliciousprogrammay build a setof outputsthat sat-
isfy the relationship it that are not outputs of the program.

Notethata verifier only ensureghatthe cleartext resultis a possibleoutput
of thefunction. However, theremotehostis ableto identify all the possible
outputs.
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3.8 Conclusion

Detectingwrong executionsof a mobile codeis a fundamentalssuefor the
succes®f the mobile codeparadigmWe reviewed the existing approaches
to the problem. The solutionsinspired by software reliability techniques
(fault toleranceandresultchecking)do not copewith the maliciousnes®f
the executionernvironment.The solutionssatisfyingstrongersecurityprop-
erties,suchas proofs andtracesof execution,suffer from their high com-
plexity.

We definedthe new conceptof verifier to addresghe requiremenbf integ-
rity of execution.We believe this conceptis moresuitablefor the designof
efficient solutionsandfor expressinghe possiblemaliciousnessf the exe-
cution ervironment.However, a verifier doesnot prevent re-executionsof
thefunctionandselectiorof the bestresult.Furthermoreit doesnot prevent
attemptgo invertthe functionin orderto retrieve aninput thatcorresponds
to adesiredoutput.However, whenintegratedwith privagy of execution,the
two attacks mentioned ab® are defeated.

Briefly, averifier only guaranteethatit shouldbe computationallyintracta-
ble to a malicious executionervironment,to find valuesacceptedoy the
verifier for bogusoutputs.The implementationof verifiers shouldbe effi-

cient, thatis the remotehostsshouldhave a limited increasein computa-
tionalandcommunicatiorcompleity andtheverificationprocesshouldbe
easy

We have searchedor implementationsn the field of codingtheory The
goalis to build programsthat are resilientto errorsof execution,suchas
datais resilientto errorsof transmissiorwhenencodedy anerror correct-
ing code.
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CHAPTER 4

|ntroduction to Coding
Theory

4.1 Introduction

This chapterfocuseson the cryptographidools usedto tacklethe problems
statedn chapter® and3. Thetoolspresentedhereareusedin the solutions
describedin the following three chapters.The security of thesesolutions
relies on intractability assumptions found in the field of coding theory

Codingconsistof addingredundaninformationto the dataexchangediur-
ing a communicationn orderto allow the recever to recover the original
dataevenin the presencef transmissiorerrors.Basically anerror correct-
ing codetransformsa datablock of k symbolsinto a codedblock of n sym-
bols. The n-k redundansymbolsallow for the detectionand correctionof
transmission errors, if the number of error symbols is bounded.

Thecompleity of someinstance®f codingtheoryproblemshasbeenused
to constructcryptosystemsand our solutionsalso exploit the hardnessof
such instances.

In this chapterwe provide a brief introductionto codingtheory We focus
on linearblock codesandon the complity of the decodingprocessn the
presenceof errors. We then shov how it is possibleto constructhard
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instance®f thedecodingproblem.The mostwell-known cryptosystemsare
described and an introduction to possible attacks is finalgngi

4.2 Linear Block Codes

A g-arylinearblock codeC of lengthn over GF(q) andof dimensiorkis a
linear subspace @&F(q)" with dimensiork.

The elementof the codearecalledcodevordsandthe Hammingweightw
of awordis thenumberof non-nullbits of theword. TheHammingdistance

d(a,b) between tw wordsa andb in the sef{ 0, 1}" is defined as:
d(a,b) = [{1<i<n|a#b}|.

The minimum distancd of a codeC is equal to:

d = min{d(a b)|ja,b0C0Oa#b}.

It is straightforvardto seethatthe minimumdistanceof acodeC is equalto
the minimum non-zeroweightcodevord of C. A linearcodewith lengthn,
dimensionk andminimum distanced is referredto asan [n,k,d] code.The
informationrate of a codeis expressedas k/n. Sincethe codeis a linear
subspacef dimensionk, thereexist k linearly-independentodevordsthat
form a basisof the subspaceéWhenk independentodevordsarethe rows
of akxn matrixG, G is called a generator matrix of the code.

A vectorm s encodednto a codavord ¢ asfollows: ¢ = mG. A generator
matrixis in systematidorm whenG= (1,|A), wherel, isthek x k identity

matrix and A is a kx(n—k) matrix (| meansconcatenation) Another
importantmatrix in codingtheoryis the parity-checkmatrix H of a code.
This matrix hassize (n—k) x n andit defineshecodein thefollowing way:

C = {cOGF(q)"|cH" = 0}
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which implies GH' = O n_k» Where 0, ,_, is the kx(n-k) all-zero
matrix. Whenthe generatommatrix is in systematidorm (1,|A), thenthe

parity check matrix assumeghe form (AT||n_k) . Furthermore there is
always a polynomial time algorithm to deziG from H and vice-ersa.

421Error Correction

Considerv = c+e, wherec is acodavord ande 0 GF(q)" is anerrorvec-

tor. The syndromeof v is definedby s = vH' . Therefore the syndromeis
zero if and only ifv is a coderord. Hence:

s=VvH' =cH +eH' =eH'

Theexpressions = eH' definesn-klinearequationswith n unknavns (the
n bits of thevectore). Thus,anerrorcorrectingschemeas amethodof solv-

ing the n-k equationgLC83]. For examplein the binary case thereare 2

solutions,which meansthat there are 2* error patternsthat resultin the
samesyndrome.Then, the most probableerror patternshouldbe chosen.
This patternis the one that has minimum weight. In other words, the
receved \ector should be decoded to the nearestwor®

Onecanshaow thatif acodehasminimumdistanced = 2t + 1, thenthereis
only oneerror patternsatisfyingthe n-k equationsand having weightinfe-
rior or equalto t. Therefore the codeis capableof correctingall the error
patternof t or fewer errors.Let c andv bethetransmitteccodevord andthe
receved vectorrespectiely. Let w be ary othercodevord in C. The Ham-
ming distances satisfy the triangle inequality:

d(c, v) +d(w, v) = d(c, w)

Let us supposehat an error patternof t' errorsoccurs.Thend(c,v) = t'
and sincal(c, w) =2d =2t + 1, the folloving inequality is obtained:
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diw,v)=2t+1-t".

If t'<t, thend(w,v)>t. If anerrorpatternof t or fewer errorsoccurs,the
receved vector v is closerto the transmittedcodevord ¢ than ary other
codevord w in C. Thus, the valuet representghe maximum number of
errors the code can correct.

4.3 Complexity

In their seminalpaper Berlekamp,McEliece and van Tilborg [BMvT78]
provedthatthefollowing problem,statedn thestyleof [GS79],is NP-com-
plete:

Problem: Maximum-Likelihood Decoding

Instance: LetH bea mx n binarymatrix, s a binaryvectorof lengthm and
p a nonngative integer.

Question: Is therea binary vector x of lengthn, suchthat xH' = s and
w(x)<p?

This problemwas originally termedCosetWeightsin [BMvT78] andsyn-
drome decodingin [Ste93] but we use the denominationproposedin
[Var97]. This problemis more generalthan the onerelevant to decoding
becauseat is not statedthat the matrix hasmaximumrank. However, this
doesnotaffectNP-completened8MvT78]. The problemstatedn termsof
the generatingmatrix G insteadof the parity checkmatrix H is also NP-
complete [BMvT78]. This problem was called G-SyndromeDecoding
[Ver95a]:

Problem: G-Syndrome Decoding

Instance: Let G bea nxk binarymatrix, y abinaryvectorof sizen andp
an inteer.
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Question: Is there a binary vector x of size k, and a vector e with
w(e) < p , such thakG+e = y?

NP-completenessnsureshat thereis no polynomial time algorithm for
solving the problemin the worst case However, mary NP-completeprob-
lems can be attacled after a preprocessingghase Namely the beforehand
knowledgeof the parity checkmatrix canbe used,but [BN90] shaved that
the problemremainscomplex evenwith alargeamountof preprocessingn
the matrix. Furthermorethe possibility of approximatingthe problemwas
also preen to be hard [ABSS97].

Neverthelesstheremay exist easyinstanceof the problem.In the section
on cryptanalysiswe will focus on this particular problem. The decision
problemsmentionedabove are connectedo the optimization problem of
complete decoding:

Prablem: Givena k xn matrix G of rankk andavectorx of sizen, find a
vectorm of sizek such thatd(x, mG) is minimum.

This problemis NP-hard However, instancesisedin cryptosystemsnaybe
attacled with algorithmsfor decodingup to a given bound, as described
later in this chapter This problemis called BoundedDistanceDecoding
[Var97], and it is not necessarily NP-hard [Can96][vT94].

Recently [Var97] proved that the Minimum Distanceproblemis also NP-
complete. © end this section, we state the Minimum Distance problem:

Problem: Minimum Distance
Instance: LetH be amx n binary matrix, angb a nonngative integer.

Question: Is there a binary non-zerovector x of length n, such that

xH' =0 and w(x)<p ?

The author[Var97] (agreeingwith [Bar97]) conjecturecthat the Bounded
Distance Decoding is also NP-hard.
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4.4 Cryptosystems

Cryptosystembasedn codingtheorytake advantageof thehardnessf the
problemsmentionedabove. Next, the specificimplementationsn termsof
public key cryptosystemaredescribecandanalyzednamelythe McEliece
[McE78] andNiederreitefNie86] cryptosystemsGabidulin[GPT91] also
proposeda public key cryptosystemusing rank distancecodes.The cryp-
toanalysisof systemsusing rank distancecodescan be found in [CS96],
[Gib95a],and[Gib96] but our discussiorwill berestrictedo Hammingdis-
tance codes.

One of the major obstaclego the widespreadiseof the abore cryptosys-
temsis certainlythe impossibility of performingdigital signaturesSeveral

implementationhave beenproposedout they do not withstandcryptanaly-
sis. It is currentlybelieved[Ste94][vT94]thatsucha schemewill be hardto

find.

Secret-ky variantsof the McEliece schemeappearedn [Jor81], [RN86]
and[HR89] just to cite a few. Basically they arevery similar to the public
key versionsbhut thecodesusedaresmaller A descriptionandcryptanalysis
of theseschemeganbefoundin [vT94]. We will revisit thesekind of sys-
tems later in this chapter

Someidentification schemeghat take advantageof theseproblemswere
alsoproposedfor examplein [Gir90], [Ste93](formalizedin [Ste96]),and
[Ver95a]. They have interestingpropertiesincluding zero-knavledge but
the major drawvback is their communicationcompleity. Veron [Ver95b]
studied the optimization of this kind of authenticationschemesand he
achieved very interestingresults,including the possibility of animplemen-
tation on a ery limited deice such as a smartcard.

4.4.1 The M cEliece Public-Key Cryptosystem

Let C beag-arylinear[n, k,d] code.Let G beak x n generatomatrix of
thecodeC for which anefficientdecodingalgorithmexists. Theencryption
matrix is E = SGP, where S is a randomk x k invertible matrix over
GF(g) andP is a randonm x n permutation matrix.
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Encryption: A plaintext messageepresentedby the vector x O GF(q)* is

encryptednto the ciphertext y 0 GF(q)" by y = xE + e, wheree is aran-
domly chosen errorector that belongs to the set:

{eOGF(q)"|w(e) = (d—1)/2} .

Decryption: A ciphertet y is decryptecby yP™ = xSG +eP™, andyP ™ is
decodedvith the decodingalgorithmof C to retrieve xS (eP™ is correct-
able since w(eP™) =w(e)). The plaintext x is then obtained by
X = (xS)S_l.

Keys: The public key is thematrix E andw(e) . The secretkey consistsof
the matricess andP, and of the decoding algorithm for the catle

4.4.2 The Niederreiter Public-key Cryptosystem

Let C beag-arylinear[n, k,d] code.Let H bea (n—k) xn parity check
matrix of the code C for which an efficient decodingalgorithmexists. The
encryption matrix is E = SHP, where S is a random (n—k) x (n—Kk)

invertible matrix @er GF(q) andP is a randorm x n permutation matrix.

Encryption: A plaintext messageepresentedly thevectorx 0 GF(q)" has
to satisfythe condition: w(x) < (d —1)/2. Themessagés encryptednto the

ciphertect y O GF(q)" * by y = xE.

Decryption: A ciphertect y is decryptedoy y(S') ™ = xP"H" . Next, xP" is
obtainedby applyingthe decodingalgorithmof C. Theplaintext x is then

easily obtainedx = (xP")P.

Keys: Thepublickey is E andd. Thesecrekey consistof the matricesS
andP, and of the decoding algorithm far.

Mobile Code Protection 53



The McEliece schemeuses a generatormatrix while the Niederreiter
schemeausesa parity-checkmatrix, but they wereprovento be equivalentin
termsof securityfor the samecode[LDW94]. The codeinitially proposed
by Niederreiterwastoo smallandthis versionwasbrokenin [BO92]. Nev-
erthelessfor the samecode,the Niederreitercryptosystenreveals some
advantagesn termsof size of the public key, the numberof operationgo
encryptandthetransmissiorrate[CC98]. On the otherhand,the McEliece
schemas easierto usebecausét doesnot putary restrictionon theweight
of the messageMoreover the compleity of the decryptionalgorithm is
lower [CC98].

In comparisorwith the RSA public key cryptosystemthe disadwantageof
codingtheorybasedcryptosystemsarethe lack of a signatureschemethe
sizeof the public key andthe transmissiorrate.However, the operationof
encryptionanddecryptionaremuchfaster(see[Can96]for a detailedanal-

ysis).

4.5 Cryptanalysis

Generallyspeakingthe secretkey to this kind of cryptosystemss the code
itself, for which an efficient decodingalgorithmis known, andthe public
key is a transformatiorof the generatoror parity-checkmatrices.In other
words, the efficient decodingalgorithmis the trapdoorto the public key
transformation. There are damain attacks:

» Retrieving the secret code from the public code;

» Finding an dicient algorithm to decode the public code.

4.5.1 Retrieving the Secret Code

This first attackdepend=n the classof codesusedin the instanceof the
cryptosystem. \& focus on the McEliece scheme, which uses Goppa codes.

The complity of the brute force attackon the original McEliece public
key cryptosystemcan be measuredoy searchingexhaustvely for all the

possiblecombinationsof permutationg(n!), Goppacodes(~2™ / t, with
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melogn), andinvertible matrices(~0.29* 2K"3[MS77]. Using the codesize
proposediy McEliece([1024,524,50]), this attackis obviously not feasi-
ble [Tilgg].

Theotherpossibilityis to explorethe characteristicef the codetransforma-
tion in orderto identify its building blocks. The hardnes®f identifying a
Goppa code from a permutation has been thoroughly analyzed.

Heiman[Hei87] wasthefirst to studythis attackandstatedthatthe random
matrix S usedin the original McEliece schemesenesno securitypurpose
concerninghe protectionof the code,becausét doesnot changethe code-
words of the original code. However, CanteaujCan96] shaved that the
matrix S may be importantto hide the systematicstructureof the Goppa
code therefore having an important security role. Adams and Meijer
[AM87] shaved that the likelihood of identifying a Goppacodeis small
andthat thereis usually only one trapdoorto a given public code.Later,
[Gib91] challengedhis resultand proved that eachpermutatiorappliedto
Goppacodescan be regardedas a possibletrapdoorandthereare at least
m.n.(n-1) trapdoors.This resultsfrom the fact that non-equalent Goppa
polynomialscangeneratg@ermutedequivalentcodes However, the number
of trapdoorsis very small when comparedwith the n! possiblepermuta-
tions. The numberof trapdoorss still openfor large codes but calculated
lower bounds[Gib95b] shaved that an exhaustve searchremainsunfeasi-
ble.

Furthermoretherewereefforts to find an efficient algorithmto retrieve the

characteristicef the codefrom a permuteccoderepresentedly thegenera-
tor or parity checkmatrix using techniqueghat try to identify invariants
amongthe classe®f codegSen94].However, theresultswere negative for

the caseof GoppaCodes.Thereis currently no efficient algorithm to

retrieve the characteristicef a codefrom a permutedgeneratomatrix for

Goppa Codes [CS98].

4.5.2 Finding a Decoding Algorithm

In spiteof beingconjecturecasNP-hard[Bar97][Var97], mary probabilis-
tic algorithmshave beendevelopedto tacklethe problemof BoundedDis-
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tance Decoding. The better known algorithmsinclude the onesof Lee-
Brickell [LB88], Leon [Le088], Stern [Ste89] and Canteaut-Chabaud
[CC98].

We referthereaderto [Cha96],[vT94] and[Can96]in orderto have amore
detailedview of their possibleimplementationsand actual performances.
Neverthelesstheir runningtime increasegxponentiallywith the length of
the code.In practicalterms,the mentionedalgorithmsareefficient to solve
the problemfor small codesandfor errorswith low weight, but the proba-
bility of successs negligible for large codes(n>1024 [CS98]) when the
weight of errors is close to the maximum correction capability of a code.

4.5.3 Classes of Codes

The securityof the cryptosystenis highly dependenbn the classof codes
used,especiallyconcerningthe compleity of the first attack,describedn
section4.5.1.Someclasse®f codesreveal their characteristiceven when
they go through the permutation used to construct the pudyic k

Niederreiters initial proposalusedconcatenatedodeswhich wereproven
to beinsecureglSen94].Reed-Solomortodeswere also provento be inse-
cure [SS92]. McEliece proposedGoppacodesthat proved to be secure.
NeverthelessGoppacodesgeneratedy a Goppapolynomial with binary
coeficients are also insecure [L0i98].

The propertiesthata codeshouldhave in orderto be an eligible candidate
for thesecryptosystemsyhich resultfrom the experiencegainedfrom suc-
cessfulattacksagainstthis kind of cryptosystemsarethefollowing [CC98]:

» Thetype of codesmustbe large enoughto avoid ary enumerationywhich
is importantto defeata bruteforce attack.This attackcanuseSendriers
algorithm[Sen97]thatdeterminesf codesareequivalentgiventwo gen-
eratormatrices.If the answeris positive, then the permutationcan be
retrieved.In brief, equvalencemeanghatonematrix is a permutatiorof
the other becausenatrix S doesnot changethe code,but only performs
a modification on the basis of the linear subspace;

» An efficient decodingalgorithm shouldexist for this classin orderto
build efficient systems;
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« The generatoror parity-checkmatrix of a transformationof the code
must not give ary information aboutthe characteristicof the codein
order to be resilient to the attack described in section 4.5.1.

If the classof codesfulfills theserequirementsasin the caseof Goppa
codesthenthe securityof the cryptosystenis equivalentto the problemof
bounded distance decodingydmear code [CS98].

Goppa Codes

This is the mostinterestingsubclasf alternantcodes.Concretely Goppa
codesresultfrom therestrictionto GF(q) of the GeneralizedReed-Solomon
(GRS) codes[MS77]. Goppacodesare specifiedin termsof a generator
polynomial g(z), called a Goppa polynomial, with coeficients from

GF(q)™. An importantpropertyis thatthe minimum distances easilyesti-
mated:d > degree(g(z)) +1. Let L = {a,,...,a,} beasubsetof GF(q)",
suchthatg(a;) #0,0<i<n. L is calledthe supportof the code.The Goppa

coder (L, g) consists of all gctorsC; 0 GF(q)" satisfying:

n CI B
.le_—ai = Omod(g(2))

In the binary case,if g(2) is irreducible(considerdegree(g(z)) = t) then
the parameters are:

d=2t+1,n=2"andk = n—mt.

Thereareapproximately2™ / t differentirreduciblebinary polynomialsof

degreet over GF(2)™. A differentGoppacodecorrespondso eachpolyno-
mial. The decodingof Goppacodevords can be doneusing the extended
Euclideanalgorithm (seefor example [Sen91])or the Berlekamp-Masse
algorithm(seefor example[Bla83]) For moreinformationon GoppaCodes,
see [MS77].
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Without lossof generality we focuson binary codes becausehey aresuit-
ablefor tackling Booleanfunctions,but the techniquecanbe usedfor alge-
braic functions,wherethe elementsaredefinedin GF(q). This implies the
useof g-ary Goppacodesandthe securityanalysisof this kind of codescan
be found in [JM96].

45.4 Linearity

In the caseof the McEliececryptosystemthereis oneweaknesslueto the
linearity of the codesaswell asthe non-deterministicatureof the system.
Non-deterministianeansthat one plaintet resultswith strongprobability
in two differentplaintexts. Furthermorethe errorvectorsdo not completely
hidethelinearity of thetransformatiordueto their smallHammingweight.
Thereforejt is possibleto easilyidentify thattwo ciphertets (y;, y;) result

from thesameplaintext becausehedistanced(y;, y;) will besmall(inferior
to 2t).

In the caseof public key cryptosystemsthis attackis describedn [Can96]
and[Ber97] andit allows the plaintext to be recoreredwhenthe attacler
getstwo or moreciphertets correspondingo the sameplaintext (with high
probabilitythe ciphertets usedifferenterrorvectors).In orderto avoid this
attack, seeral technigues were suggested:

* Introducingrandomnessas proposedn [BR94]. For example,[Sun98]
proposedto changethe encryptionalgorithmto: y = (x+h(e))E+e,
whereh is acollision freehashfunction. Theciphertet y is decryptedoy

decoding yP™*, which gives e and (x+h(e))S. The plaintext x is
obtained by applying ™ and then adding(e) to the result;
e Using patterns of errors with higher weight [Loi00].

4.5.5 Secret Key Cryptosystems

The secret-ley variants of the McEliece scheme(for example [Jor81],
[RN86] and[HR89]) are similar but the codeusedis kept secretthusthe
length of the codes used can be made smaller
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The securityof suchschemeselieson the secreyg of the code.Therefore,
the hardnessf the problem of disclosingthe secretcode from a set of
ciphertextsis furtheranalyzedEachciphertet is a codevord with errors.In
anothercontet this problemwas called the Maximum Likelihood Code
Recognition Problem [§99].

Maximum Likelihood Code Recognition

Imagineaneavesdroppecatchingseveralencodednessagewith errorsbut
without knowing the error correctingcodeused.The goalis to performthe
recognitionof the code.This problemwasreducedo the decisionproblem
of Rank Reduction, which as praed to be NP-complete §499]:

Problem: Decision Rank Reduction

Instance: Let Y bean N x n matrix formedby N wordsof lengthn andk, p
nonngative integers.

Question: Is therea matrix E satisfyingrank(Y +E) = k and w(E)<p ?
Wherethe Hammingweight of a matrix denoteghe numberof its non-null
elements.

In the samepaper a probabilistic algorithm to addresshe problemwas
devised,but its probability of successlecreasebeavily with the Hamming
weight of the matrix E, beingnegligible for morethana few errorsin the
overall matrix.

Linearity

Thelinearity of the codecanbe exploitedto obtainmoreefficient solutions
to the coderecognitionproblem.This factis usedon the attacksto symmet-
ric key cryptosystembgasedon the McEliece schemecalled Majority Vot-
ing andits extensiondMvT91] [SvT87],whosegoalis to recorerthesecret
code from the knwledge of seeral ciphertgt values.

Dueto the smallweightof the errorvectorsandwith several ciphertexts of
the sameplaintext, it is possibleto determinethe codevord corresponding
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to the plaintext with high probability By applyingthis techniquea number
of timesequwalentto thedimensiorof thecode,it is possibleto retrieve the
secretcode.The probability of succes®f this attackdependson gettinga
high numberl of different ciphertexts for eachplaintext. Moreover, this
probability decreasegxponentially with the length of the code, and the
attackhasa work factorof O(knl). Hence the attackis only an obstacleto
the useof smallcodesFor large codesthe attackis unfeasibleunlessmore
information about the error patterns can be obtained.

In the caseof secretkey cryptosystemsn additionto the solutionsthatuse
higherweighterrorpatterngo breakthelinearity of the systemLoi00], we
canaswell usepatternof errorsin adifferentcosetsuchasin [RN86]. Both
alternatvescandefeatthe majority voting attacksfor recovering the secret
code.

4.6 Conclusion

This chaptereviewedsomehardproblemsbroughtup by codingtheoryand
it analyzedtheir usein cryptograply. We shoved that after thoroughstud-
ies, cryptosystembasedon codingtheoryappearsan alternatve to cryp-
tograply basedon numbertheory We shouldemphasizehe high level of
efficiengy of these cryptosystems.

Cryptanalysigevealedsomeweaknessesf the existing systemshat have
to betakeninto accounwhendesigningprotocolsbasednthesameintrac-
tability assumptionsOur solutionspresentedn the next threechaptergsake
adwantage of the security propertiesealed in this chapter
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CHAPTER 5

Code Protection

5.1 Introduction

This chaptempresentsolutionsfor the protectionof privacy andintegrity of
code executed on possibly malicious ervironments. The solutions we
presentheredo not use TamperProof Hardware. The next chaptershows
how thesesolutionscanbe extended,concretelyin termsof computational
model, if an auxiliary trusted hardwe is &ailable.

The chosencomputationalmodel consistsin Booleanfunctions. On one
hand, it can be easily related to other models, like Random Access
Machines]AHU74]. On the otherhand,the modelallows for the establish-
mentof a formal framevork. The modelalsomakesit possibleto link the
security of the solutions to kmm cryptographic assumptions.

Thedesignof solutionsplacesa specialemphasion the efficiency require-
ment. Apart from securityissues,one of the mostsolid agumentsagainst
the useof mobile agentsis performanceThe mobility propertyin mobile
codeplatformsoftencausesheincreasenotonly in the codesizebut alsoin

communicationcompleity. Therefore,solutionsthat inflate the computa-
tional andcommunicatiorcomplity arenot likely to be adoptedn prac-
tice. Our solutions are based on the composition of functions. The
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propertiesof functionsusedin codingtheoryare exploitedin orderto effi-
ciently address both pagy and intgrity of execution.

The definition of the computationaimodelandthe definition of a security
framework for mobile codeprotectionarethe startingsectionsof this chap-
ter. Thenwe provide solutionsto Booleanfunctions.Oneexamplefocusing
onthefunctionrepresentatiors alsogiven.Finally, a securityevaluationof
the solution is described.

5.2 Computational Model

Let F, , representhe setof all functionsfrom {03 into {Q3 *. In the
mobile codescenarioa function f O F, , ownedby Alice is evaluatedby
Bob on his input datax 0 {Q 3 'Ina protocol that additionally provides
privacy of execution,Alice obtainstheresulty = f(x) O {0, 1}k, andBob

providesthe input datax O { 0, 1}', while preventing the disclosureof f to
Bob.

\Y

Alice

Figure 5.1 Framework for Code Protection
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Security Framework

A function fOF, , does a corversion betweeninputs from the set
X= {QJ}' andoutputsbelongingto thesetY = { f(x)|x O X} . Therefore,Y

definesa subsebf {Q 1 . Integrity of executionallows the function owner
to verify in anefficientway thatthe obtainedoutputy indeedbelongsto the
setY.

5.3 Security Famavork

A mobilefunction protectionframework is a setof efficient algorithms{E,

Q, D, V}, asdepictedin Figure5.1. For the sake of completenessanalgo-
rithm Q was includedto representhe function evaluation on the remote
host. Such a frameork should fulfill the follaving properties:

Correctness. Thereis a polynomialtime algorithmD to retrieve the result
f(x) fromy’;

Privacy of execution. It is computationallyhardto getinformationaboutthe
function f from the function f’=E(f) . The executionof algorithmQ should
not leak ag additional information abotit

Remote host computational complexity. The compleity of evaluatingalgo-
rithm Q with inputsf’ andx shouldbe O(T(n)), whereT(n) is theworstcase
running time foff;

Communication complexity. The communicatiorcompleity associatedvith
theevaluationof f' shouldbe O(S(n)) whereS(n)is theworstcasecommu-
nication complgity associated with thevaluation off;

Round complexity. The scheme should be non-interaetior should hze
round complgity equal to tvo;

Integrity of execution. Usingthe samenotationasdefinedin chapter3, Alice
recevestheresulty’ of theevaluationof functionf’ atthe pointx. With this
value,Alice shouldbeableto performa polynomialtime verificationof this
result, using aerifier V:
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if yOv then P(V(y) = Accept)<d

Privacy of data. Theresulty’ shouldnotrevealmoreinformationaboutdata
X to the function wner, than what the actual resylteveals.

5.4 Example

Let us startby consideringa setof easyfunctionsfrom {Q "into {3 .
Concretelywe considerfunctionswhereeachbit of the outputmay berep-
resentedsalinearcombinationof theinputs.Suchafunctionf canberep-
resented by &x k matrix M.

This matrix will be evaluatedby Bob using the data xO{Q % ' This is
equialentto sayingthatBob will performthe vectorby matrix multiplica-
tiony = xM.

We presenta simpleprotocolto addresgprivacy of execution.Theaimis to
introduce the techniques used later in this chapter

5.4.1 A Simple Protocoal for Privacy of Execution

Let G beageneratingnatrixfor an[n,k,d] GoppacodeC andt thenumber
of errorsthe codeis ableto correct.Let P bean n x n randompermutation
matrix.

Algorithm E. The goal is to achiese the privagy of the function, which
means hidingM. Alice calculates another matit’ as follavs:

M' = MGP

The M' matrix hassize | x n, thusthereis anincreasen the matrix size
inversely proportional to the information rate of the cGde
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Example

Algorithm Q. Bob performs the operation:
z=xM".

The resultz is protectedagainst eavesdropperdy addinga randomerror

vector e{0,1}", with w(e) = t. The result y = z+e is then sentto
Alice.

Algorithm D. Alice decryptsthe resultby computingy, = y'P™, which is
Y, = YG+ eP™, and usesC's secretdecodingalgorithm to retrieve the
cleartext resulty= xM fromy,. TheerrorvectoreP ™ is acorrectableerror

vector sincen(eP™) = t.

5.4.2 Security Analysis

In this examplewe focuson the privacy of execution.Thatis why algorithm
Vis not mentioned.

Concerninghe privacgy of execution,onecanseethatfrom M', Bob cannot
distinguishM from another matri built in the folloving manner:

N = MR andthen M' = NR‘leP, whereR is a k xk randominvertible
matrix.

However, thetransformatiorE doesnot hidetherank of the matrix M. Fur-
thermore Bob may identify inputsthatresultin the sameoutput,evenif he
cannotdisclosethe output. The caseof matriceswhoseranksareinferior to
the maximumis not very interestingfor either player becausehey are
obligedto handleredundantequationg(other thanthosegeneratedy the
code).

Alice doesnot get moreinformation aboutx. The numberof information
bits aboutx is equalto the rank of the matrix M' which is the sameasthe
matrix M. More importantis that Bob caneasily checkthe rank of matrix
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M'. Therefore pur protocolsatisfieghe propertyof privagy of datafrom the
function avner.

Theincreasén communicatiorandremotehostcomputationatompleity
is inversely proportional to the information rate of the code.

5.4.3 Discussion

Although not being mentionedin the requirementssection,our protocol
addressesonfidentialityof dataduring the transmissiorof the resultback
to Alice. The securityof this propertyis equivalentto decodingthe code
generatedby M', whichis hardasshavn in thepreviouschapterThepossi-
bility of protectingthe dataduringtransmissionwith justanadditionof an
errorvectoris anadwantagen comparisorwith schemeshatusecomposi-
tion with random matrices.

Thetransformatioronthe original function (algorithmEg) consistsof acom-
position usedto createa well definedsubspacdrom the subspacef the
solutionsof the function. Next, we usethe error detectingcapability of the
codeto implementefficient Verifiers(ratherthanto protectthe dataduring
transmission).

5.5 Protocol Description

In this sectionwe redrawv therestrictionghatwe have imposedonthefunc-
tion in the previous section,andwe considergeneralfunctions.Eachbit y,

of theoutputy canberepresentedsa Booleanfunction f; onthebits x; of
the inputx. For example, in the Algebraic NormabEm [MS77]:

0 0
yi = T(Xg -.s XZ1) = &g X E]D ~Uay ) X E]

1=0 1=0

wherea, 0 GF(2) anduOGF(2)'.
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Protocol Description

The function f OF,, may be seenas a set of k Boolean functions

{01 - {0, 1} . Most partof the Booleanfunctionshave very large combi-
national complity [Sav87]. For the sale of simplicity, we considerthe
numberof Booleanoutputsas our measureof compleity, ratherthanthe
size or depth of the Boolean circuits representing each output bit.

Thereforeafunction f OF,  is asetof k equationsThesek equationsare

the inputsto algorithm E, andthey canbe representedh every form, and
furthermorethey canbe optimized.Algorithm E performslinear combina-
tionsbetweertheseequationswhichis easyto computeif theequationsare
in Algebraic Normal Brm.

5.5.1 Error Function - Function e

Algorithm E introducessomeerrorsin thefunctionin orderto detectinteg-
rity attacks.n orderto generatehe errorswe needto defineanerrorfunc-
tion.

Let usassumehatthereexistsafunctionr OF, | thatoutputsrandomn-bit
vectors with a gien weightt.

Let eOF, , beafunction,which givenanl-bit algumentx, returnsann-bit

stringwith weightt, denotedg(x), suchthatit is computationallyunfeasible
to distinguish the responsesedrom the responses of

This meanghatthe function e shouldbe computationallyindistinguishable
from the setof functionssatisfyingthe weight restriction. This definition
tries to adaptthe definition of pseudorandonfunctions[GGM86] to the
case where the outputs of the functiongeha gien weight.

We further assumethat is possibleto efficiently build functionssatisfying
theserequirementsln our casethis functionhasto be expressedn termsof

each output big, .
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In [Sen95],the authorproposedan efficient constructionfor functionsthat
output words of a given weight. However, the indistinguishability from
other functions that satisfy the weight requiremeas wot prgen.

5.5.2 Function Transformation - Algorithm E

Alice constructsa new function f'OF, ., thatis a setof n Booleanequa-
tions. The y;' representghe equationcorrespondingo the ith bit of the
function f', as follavs (all the operations are performagpGF(2)):

[yo' yn] = [yo yk_l]GP+ [eo en—l]

Thenew function f' OF, , is sentto Boh. G andP arekeptsecretby Alice.

The constructionof f' canbe seenasthe compositionof f with a transfor-

mationsimilar to the oneusedto constructthe public-key cryptosystenof
McEliece[McE78]. However, we furtherincludetheerrorfunction. The set

Y’ of all the possible outputs df O F, | defines a subset ¢6.1 ".

5.5.3 Remote Function Evaluation - Algorithm Q

Bob evaluatesf’ on his datax 0{0 1 ' and getstheresulty'= f'(x)0Y'.
Thereis anincreasan the numberof Booleanoutputswhile the numberof
inputs is lept unchanged. The result is then sent to Alice.

5.5.4 Result Retrieval - Algorithm D

Alice decryptstheresultby computingy, = yP ™ or y, = YG +z, anduses
C's secretdecodingalgorithmto retrieve the cleartext resulty= f(x) O Y
andtheerrorvectorz from y,. The errorvector z= e(x) P is acorrectable
error \ector sincew(e(x)) = t.
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Function Representation

5.5.5 Result \rification - Algorithm V
Alice performs the follaing verification:

If w(z) =t then Accept.

5.6 Function Representation

A smallexampleis givento shav how algorithmE works. We only perform
the multiplication of the function by an error correctingcode (matrix G).
Consider the functior O F; , defined as follws:

* Yo = XXXyt XX,

oY1 = RoRyXp + XoX, Ko + XX, %o
* Y27 X%
* Y3 = XoXyXp+ XoX X + XoXy %o

or in the form of truth table:

x0 x1 X2 y0 yl y2 y3
0 0 0 1 0 0 0
0 0 1 0 1 0 1
0 1 0 0 0 0 0
0 1 1 1 0 0 1
1 0 0 0 1 1 0
1 0 1 0 0 1 0
1 1 0 0 0 1 1
1 1 1 1 1 1 0

If we usethe following G matrix (in systematidorm for the sale of sim-
plicity):
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1000110
0100011
0010111
0001101

Thenthefollowing f'0OF, ; is definedasfollows (aftersomemanualopti-
mizations):

* Yo = XoXgXp + XX

* Y3 = XoXXo + XoX; X + XpX; Xy

* Vit X

* Y5 = XoXg + XX Xp + XX X + XX

* Yo = XoXgXo + XX, Xy

or in truth table format:

x0 x1 X2 y0 yl y2 y3 y4 y5 y6
0 0 0 1 0 0 0 1 1 0
0 0 1 0 1 0 1 1 1 0
0 1 0 0 0 0 0 0 0 0
0 1 1 1 0 0 1 0 1 1
1 0 0 0 1 1 0 1 0 0
1 0 1 0 0 1 0 1 1 1
1 1 0 0 0 1 1 0 1 0
1 1 1 1 1 1 0 0 1 0

Thefirst four outputsareidenticaldueto the systematidorm of the code.
Then,we have to permutetheexpressiongndto addtheerrorfunction.One




Security Evaluation

drawbackof our solutionis thatthe functionmustbe expressedn a perout-
put bit form.

5.7 Security Evaluation

5.7.1 Complexity

We considerthe numberof Booleanoutputsasour measureof complexity,
ratherthanthesizeor depthof the Booleancircuitsrepresentingachoutput
bit. This simplification relies on the fact that the majority of the possible
Booleanfunctionshave very large combinationatompleity [Sav87]. Tak-
ing this simplification into account,the proposedframenork fulfills the
requirementsn terms of communicationand remote host computational
compleity.

Algorithm D consistf applyinga permutatioranddecoding(knowing the
secretcode).Thusit is a polynomialtime algorithmandour framework sat-
isfies the correctness property

The privacgy of datapropertyis not satisfiedby our protocol. Actually, the
multiplication by the matrix GP just addslinearly dependenbits, therefore
not giving moreinformationaboutx. But the error function givesthe func-

tion ownerthepossibility of revealinglog E'E bits aboutx (logarithmis base
2).

5.7.2 Privacy of Execution

Privagy of executionrelieson the hardnes®f retrieving the functionf from
its compositiorwith the matrix GP andanadditionwith anerrorfunctione.
We shaw thatfor functionsand codesof large dimensionsthereare mary
possible solutions to this problem.
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For a givenf’, thereareseveral possiblecombinationsof functions,Goppa
codes permutation@nderrorfunctions,so an enumeratiorattackis unfea-
sible for lage codes.

Next, we analyzethe hardnessof identifying the blocks involved in the
compositionLet usstartby retrieving the errorfunctione from thefunction
f’. In anothercontet, the problemof retrieving a subspacdrom a set of
codevords with errors has beencalled Decision Rank Reductionand its
hardnesshas alreadybeendiscussedn chapter4. The best probabilistic
algorithmto addresshe problemhasa probability of successhatdecreases
heavily with the weight of the errors.In our solution, we useerrorswith
Hammingweight equalto the maximumcorrectioncapability of the code.
Therefore the matrix consideredasthe input of the algorithmproposedy
[Val99] hasa large Hammingweight andthe probability of succes®f the
algorithm is ngligible.

NeverthelesstransformatiorE doesnot hide everythingaboutthe function
f. Error functione doesnot completelyhide thelinearity of thetransforma-
tion dueto the small Hammingweight of its outputs.Therefore,Bob can

identify inputs (x;, x;) that have the sameoutputy, = y; becausehe dis-

tanced(y;, y;') will besmall(inferior to 2t). Evenin the casewherean effi-
cientalgorithm could be devisedfor searchinghis specificcase,only the
sizeof Y andinformationaboutthe distribution of the functionoutputsmay
be obtained,but not the actualoutputs.The complity of this algorithm
dependdeaily onfunctionf. We discussn moredetailhow to avoid infor-
mation leakage abotit

« Thereis informationrevealedaboutthe fact thattwo given inputshave
the sameoutput,but retrieving the cleartext valueof the outputusingthe
attacksdescribedin [Can96] and [Ber97] is not possiblebecausehe
code is unknen;

« For applicationswherethe informationaboutf shaving thattwo inputs
have the sameoutputmustbe hidden,we have to usethe morecomplec
transformationsdescribedin section4.5.4. Namely the proposalsof
[Sun98]areeffective to hidethis information,but they imply anincrease
in the computationalcomplity of the code owner (algorithm E and
algorithmD);
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Security Evaluation

« The majority voting attack describedin section4.5.5 that exploits the
non-deterministinature of the cryptosystemis not effective for large
codesandit requiresa lot of differentciphertexts of the samecleartext.
In thecaseof afunctionf thathasmary collisionsamongits outputsthe
majority voting attack may be feasible.In orderto be resilientto the
majority voting attack, we may use higher weight error patternsas
described in section 4.5.5.

5.7.3 Integrity of execution

The verifier canacceptan invalid y' in the casewhereY 0{Q 3 *. On the

otherhand,if the outputsof functionf do notgeneratehe space{q 1 ¥, the
outputsof function f' do not completelydefinethe code (this happensf
linear combinationsof the outputvectorsof the functionf cannotgenerate

all the space{Q 1 ). To our knowledge,thereis no efficient algorithmto

find acodevordthatis notdefinedby a subpariof a Goppacode.Moreover,

the codeis scrambledwith the errorsintroducedby the errorfunction. The
factthatit wasnot possibleto find aninvariantseemgo be goodevidence
that such an algorithm will be €iifult to find.

Dueto thedefinitionof theerrorfunctiongivenin section5.5.1,we assume
it is hardto build relationshipsetweennputsto the errorfunctionandthe

error patternsThus,picking arandomvaluer 0{Q 3 " hasa probability of
success that can be easily calculated as:

5< 2" EE'H For a code [1024,524,108]< 27,

Neverthelessthereis a betterattackthat exploresthe linearity of the trans-
formation.If anadwersaryusesasumof two outputsof thefunctionf’, then
the probability of success is:
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Using linear combinationsbetweenmore thantwo outputsgivesa smaller
probability of success.

5.8 Conclusion

The aim of our solution wasto addresghe issueof secureevaluation of
functionsin potentiallyhostile environments Both integrity and privacy of
execution were addressedsatisfying the requirementsdescribedin the
framawork definition. It mustbenotedthatif anattacler cannotdisclosethe
original function, andif the final resultis encryptedhe will notbe ableto
tamper with the function for his benefit.

The securityof our solutionwas relatedto the hardnesof codingtheory
problemsdescribedin the previous chapter The novelty of the approach
consistof usingerrorcorrectingcodeso hidefunctionsinsteadof encrypt-
ing datavectors.Ontheotherhand,theoverheadnthecommunicatiorand

ontheremotehostcomputationatompleity introducedby our solutionsis

linear

A drawbackof our solutionis thelimited computationamodel.In addition,
theresultis only meaningfulfor thefunctionowner In orderto performfur-
ther computationsdasedon the previous computedresults,the help of the
function owner is needed.Neverthelessthe function owner can use the
techniquepresentedereto addressa sequenc®f functions.This is possi-
ble by cascadingeveraltransformationsHowever, the functionshave to be
executedin a pre-establishedrder Furthermorethis constructionis very
cumbersome.
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CHAPTER 6

Code Protection with
TPH

6.1 Introduction

The solution presentedn the previous chapterlacksthe possibility of re-
usingthe obtainedresultin subsequentomputationsvithoutthe helpof the
codeowner. Theoriginality of the modelpresentedhereis the delegation of
the code owner functionalities (integrity verification and cleartet result
retrieval) to tamper proof hardave aailable at the remote host.

We take advantageof limited TamperProof Hardware (TPH) acting on
behalfof the codeownerto perform multi-stepexecutionsand giving the
cleartext resultto the remotehost. Although the new solutionis basedon
the techniquedescribedin the previous chaptey it doesnot consistof a
straightforvard substitutionof the codeowner of the previous schemefor a
trustedparty locatedat the remotesite. Our solutiontakesinto accountthe
limitations of the TPH, in termsof storageandcomputationapower, while
in chapter 5 these requirements were not important to the eods o

Thenew solutionrequiresa TPHwith limited capacity suchasa smartcard,
andit assureghe securityof the functionsexecutedon untrustedruntime
environmentsby meansof someinteractionsbetweenthe remotehostand
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the trustedhardware.Unlike the schemedescribedn the previous chapter
the proposedechniqueallows multi-stepexecution,aswell asthe delivery
of the cleartgt output at the remote site.

This chapterdescribesthe extended computationalmodel and the new
requirementsimposed by the new scenario.Then, a first solution is
describedandits securityevaluationis discussedNext, the conceptof off-
line verifiersis introduced An off-line verifier allows the integrity verifica-
tion to be performedafter the executionof several functions,insteadof at
theendof eachindividual functionexecution.Finally, anoff-line solutionis
presented and its security is analyzed.

6.2 Computational Model

Our model is a set of Boolean functions {f|0<i<p-1}, such that
f, O F, , asdepictedn theleft sideof Figure6.1. The computatiorof each
functionf; depend®n theinputx; receved from the hostandon theinputy;
which is the result of the functions that werevprasly evaluated.

For the sale of simplicity, we assumehat every individual function f; has

the samenumberof inputs and outputs.Without this assumptionwe may
add bogus equationsand variables. We representthe set of functions
sequentiallybut eachfunction f'; is independenof the others.Therefore,

theorderof executionof thefunctionsmay changebetweerdifferentexecu-
tions. So, this computation model a® conditional jumps.

As in chapter5, thegoal of thetransformatiork is to achieve the privagy of
each function f. The output of the algorithm E is a set of functions

{f’ilosi<p-1}, whereeachf',0F, . Thecomputationof eachfunction
f’; dependn the input x; receved from the hostandon theinput m; calcu-
lated from the resuly; of the functions that were pieusly evaluated.




Requirements

For eachoutputof thetransformedunctionf’;, the TamperProofHardware

shouldbe ableto checkthe integrity of the resultandto getthe cleartext
result in an dicient way as shan in the right side of Figure 6.1.

*yo

X If
0. \0
yT\__» |
X if
1. \l

v
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°

N

v

,
—
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Figure 6.1 Extended model and Algorithm E

6.3 Requiements

The requirementsiefinedin chapter5 have to be adaptedo the new sce-
nario. The computationahndstoragecompleity of the algorithmsthatare
executedon the TPH have to be takeninto accountBasically the cleartext
resultretrieval (algorithm D) and result verification (algorithm V) will be
performedby the TPH. Therefore,we needto reducethe compleity of
thesealgorithms.In orderto establishthe difference,we will call the new
verificationalgorithm EV andthe resultretrieval algorithmED asdepicted
in Figure 6.2.
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Figure 6.2 Code Protection with TPH

We define the ne requirements as fols:

TPH computational complexity. The computationalcompleity of the algo-
rithms evaluatedby the TPH (ED andEV) mustbe smallerthanevaluating

each functionf; itself in the TPH.

Otherwise,we may not justify our solutions,in comparisonto the case
wherethefunctions{f{|0<i < p—1} aredownloadedover a privatechannel
and executedon the TPH. When comparingthesetwo approachesywe
shouldalsoinclude the computationakompleity relatedto the transmis-
sionof thefunctionsover a privatechannebetweerthefunctionownerand
the TPH. Havever, we adopted the more stringent requirement.

ThealgorithmsD andV asdefinedin the previous chapterdo not fulfill the
computationatomplity requirementThe samediscussiorappliesto the
communication and storage comptg:

Communication complexity. The communicationcompleity over a private
channelimplied by the solutionshouldbe smallerthanthe transmissiorof
the functionsf, to the TPH.
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TPH storage complexity. Thestoragecompleity imposedo the TPH by the
solution should be smaller than the storage of the funcfipisthe TPH.

Eachfunction f; OF, , is asetof k Booleanfunctions{Q 3 ' {0,1} . We

considerthe numberof non-null Booleanoutputsas our measureof com-
plexity asin the previous chapter This simplificationrelieson the factthat
the majority of the possibleBooleanfunctions have very large combina-
tional compleity [Sav87].

Basedon theassumptiorthatprivacy of the datax from the TPH is not cru-
cial, we usedatax as an input to the ED and EV algorithmsin orderto
achieve lower compleity. In addition,we adopta strongerintegrity of exe-
cution propertythat usesthe datax. The compromisenf the secretdistrib-
uted to the TPH resultsin the very cumbersomeask of changingthese
secrets. This is the reason for the use of a stronger definition.

Integrity of execution. Integrity relies on the hardnessf creatinga valid
input x;, for aninvalid outputy’;;; . Using the sameterminologyasbefore,
we can state this probability as folls:

ity % fi (x| ) thenP(EV(x;, m, Y, ,) = Accept) <3§,

wherey, , 1= D(Y.1)-

6.4 Potocol Description

6.4.1 Error Function

Let g beasecurityparametewith 0<q< (n—k), andletr OF, , beapseu-
dorandomfunction[GGM86] (r, representshe ath bit of the outputof r).

We may choosea family of efficient functions,whereeachfunctionis iden-
tified by a seed.
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Furthermoreconsidera setR, constructedy randomlytaking q elements
fromtheset{0,1,...,n-1}. We defineafunctione OF, ., 0<i<p-1, where

e, ; representshe Booleanfunction definedby the i bit of the outputof

g (0<jsn-1):

if jOR then(e ;= r,0a=a+1) elseg ; = 0; With 0<sa<q-1.

This constructiongives 0Ox0{0, 1}|,W(ei(x))Sq . Each function ¢ is
definedeitherby g equationgbecausén-q) arenull) or by theseeds, , and
their positions (seR, ).

6.4.2 Function Transformation - Algorithm E

Alice appliesthe following transformatiorno the expressiongepresenting
eachoutputy;; 0< j<k-1 of eachfunctionf; (all the operationsare per-
formed wer GF(2)):

[yiyo' yi’n] = [yi’O yiyk_l]SGP+ [ei,O e,’n_l]

Thistransformatiorbuilds anew setof functions{f’;|0<i < p} thataresent
to Bob. Over a private channel, Alice transmits the error functions
{g|0<i<p}tothe TPH.G, P, andSare lept secret by Alice.

6.4.3 TPH Storage Requirements

If we considertheG matrixas(l|A), the TPH hasto permanentlystoreA, S

andP. The matrix A hassize k x (n—k) . Furthermorethe TPH recevesp
error functions.

Eacherrorfunctione; mayberepresentely aseeds. In thiscasethe TPH
must store a pseudorandonfunction, and the communicationcompleity
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consistof aseeds, andthesetof theerrorpositionsfor eacherrorfunction
e . Otherwisethefunctions{g|0<i < p}, whereeachfunctionconsistf g
equations and their positions (the Be} have to be transmitted.

The constructionof the error functionstries to minimize the compleity
imposed to the TPH.

6.4.4 Remote Function Evaluation - Algorithm Q
In order to galuate each functiofi; the follonving procedure applies:

* The TPH sendsy to the host;
* The host ealuates the functiofi; at the inputgx;|m) 0 {0, 1}' ;

« Thehostsendsbacktheresulty; 0{0,1}" andtheinput datax; to the
TPH.

Theinitial valuem, givenby the TPH, asdepictedn Figure6.1lis arandom
seed.

We did not discusswhat the relationshipbetweenthe valuesy andm was,
nor the problemof the storageof thesevaluesin memory Thesetwo prob-

lemswill bethefocusof the Chapter7. The simplestcaseis whenthe val-

uesy andm areidenticalandwhenthe TPH hasenoughmemoryto securely
store the glues ivolved in the computations.

Comparedwith the casewithout privacgy, thereis no modificationconcern-
ing theinputsx; givenby the host(Bob). Thereis anincreasan the number

of outputs in comparison with the original functian

6.4.5 Result Retrieval - Algorithm ED

For eachevaluationof afunctionf’; the TPH startsby receving x; andcon-
secutvely computing the follwing expressions:
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* 7 = g(x|m);

° ya: y'i + Zi !

° yb = yap_l;

* y. becomes the firgtbits of y, (theG matrix is in systematic form);

o y= yCS_ll
6.4.6 Result Vrification - Algorithm EV

The TPH verifiesif y, O C. In orderto performthis, the TPH only requires
thatthelast n—k bits of y,, calledy, satisfythe equationdefinedby the
generator matrix of the code, as falk

Is ycA = yd’7

If theansweris affirmative, thentheresulty; is acceptedsinceit is aword
at distancez; from a codeord of the code.

6.5 Security Evaluation

6.5.1 Complexity

We considerthe numberof non-null Booleanoutputsas our measureof
complity. In our approachthe communicatiorcomplexity over a private
channelis equivalentto the parametershat definethe several error func-
tions e . Eachfunctionis definedby a seeds; (or g equationspndasetR;

of g elementsin comparisonif the functions f; areexecutedonthe TPH,

the communicationcompleity is equivalentto the size of all thesefunc-
tions. Therefore, our solution satisfiesthe communicationcompleity
requirement.
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Similar reasoningappliesto the computationatompleity imposedon the
TPH. NeverthelessthealgorithmsED andEV do not consistof just evaluat-
ing the function g, . Algorithm ED hasone addition, one permutationand

onevectorby matrix multiplication. Algorithm EV hasonevectorby matrix
multiplication. These operations are less comian &aluatingf;.

The TPH storagecomplity musttake into accountthe secretgequiredto
performthe ED andEV algorithms(the matricesS, P andA andthedescrip-
tion of thepseudorandorfunction).However, the costassociateavith these
secrets is amortized during theaiation of theg executions.

6.5.2 Privacy of Execution

The securityevaluationof the privagy propertyis built from the sameprin-
ciplesasin chapters. In the previous chaptey the securityevaluationcon-
sideredonly onefunction andno cleartet resultwasgiven back.Herewe
will focus on the impact of these modifications:

» We suggestedhe useof the samecode(definedby matricesS, G andP)
for all functions.Using the samecodewith several functionsdoesnot
significantlyimpactthe securityof the overall schemean termsof enu-
meration attacks (section 4.5.1) since the number of combinations
betweenall possiblefunctions,codes permutationsanderror functions
is very high;

« Thefactthattheresultis givenbackto the untrustecervironmentis cru-
cial. With sufficient cleartet pairsof inputs/outputsthe remotehostis
ableto interpolatethe functionf;. In general,zI pairsof inputsandout-
putsareneededo completelydefinethefunction.However, if it is possi-
ble to identify inputs that give the sameoutput, as referredin section
5.7.2,thenfewer pairs are needed We may then apply the techniques
mentioned in section 5.7.2 tead the information leakage abdut

« Becauseof the importanceof having a matrix to hide the systematic
form of thecode theadditionalmatrix Sis used.Thefunctionsf; arepar-
tially revealed. Thereforeas was shovn in [Can96], the matrix S is
important to &oid the disclosure of the code;
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» The fact that, for a given function f;, the errorsalways have the same
positionscandecreasehe complity of the problemof identifying the
code. However, the best known probabilistic algorithm presentedin
[Val99] (discussedn section4.5.5) cannottake adwvantageof this fact
sincethe succesprobability dependn the weight of errors.This suc-
cess probability is mgigible in our case;

» TheMajority Voting attacksdescribedn section4.5.5aremoreefficient
in disclosingthe secretcode,becausehe errorshave the samepositions
for a given function. The compleity of this attackdependsheavily on
the function f;. This is the reasonwhy we useddifferent positionsfor
eacherror function. Furthermorethis attackmay be defeatedby using
highervaluesfor the securityparameteq, but thedravbackof this solu-
tion is its additional compiety.

Neverthelessthe executionsequencef the differentfunctionsis disclosed.
This callsfor techniqueghathidethe sequencef accesseto a givensetof
cells, suchasthe onesdescribedn [GO96]. This issueis further discussed
in the n&t chapter

6.5.3 Integrity of Execution

We adopteda new implementatiorof theresultverificationalgorithmEV. In
our solution, the verificationis doneusingthe actualerror patternand not
the weight of errors as those described in chapter 5.

ThealgorithmEV acceptsa resultif y, is a codevord. This impliesthaty,
shouldalsobe a codavord of the permutedcodeGP. The decompositiorof
Y, yields:

Ya=VYi + T

In orderfor y, to beacodevord,y;’ hasto beatdistancer; of acodevord of
the codeGP. If the hostrandomlypicks a word, thenthe probability o is
equialent to the imerse of the number of coderds, i.e2k
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A betterattackis to pick a valid outputof . The attackwould take advan-
tageof the probability that a valid outputf;'(x), alongwith aninput x' # x

areacceptedy theintegrity verificationprocessasa valid pair. Therefore,
the intgyrity of execution can be reduced to:

P(e(x) = &(x))<d

The error function g is constructedrom a pseudorandorfunction with g

bits of output. Thereforethis probabilityis equalto 2% if we assumehatis
unfeasibleto getinformation aboutthe error positions.With a reasonable
codesize(code[1024,524,101] andg=t=50 for example),this probability
is naligible.

However, someof the inputsare provided by the TPH. In factthe verifica-
tion consists of:

If y;'+ e (x'|m) = codeword then accept

As mentionedbefore,the bestattackis to choosean outputof the function,
called f{(x,| %) . Thus, the intgrity of execution property is equalent to:

Plei(Xa|Xy) = &(x'|m)] <3

Under the assumptiorof pseudorandomness the function usedto con-
struct the functiore,, this probability is the same as before.

6.6 Of-line \krifiers

In the previous solution,the verificationalgorithmEV is calledeachtime a
resultis computedby the untrustedervironment. Using an analogywith
memorycheclers[BEG+94] we call this verifier on-line. In orderto reduce
the computationalburden associatedo the verification task, we try to
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develop solutionswhich verify a setof resultswith a singlecall to the veri-
fier. We call these erifiersoff-line.

The possibility of doing the off-line verificationat the end of all computa-
tionsin thefunctionownerervironmentis speciallyinteresting We present
a solutionfor this scenariowherethe integrity of executionis verified by

Alice afterwards,as shavn in Figure 6.3. Our solution provides a simple
check alue with all the results computed at the remote host.

O+ =@
TPH
yes/No g—| \ - {y},check

Alice

Bob

Figure 6.3 Off-line Verifier with v erification performed by Alice

6.6.1 Function Tansformation - Algorithm E

Let ¢ be a function as defined in section 6.4.1, namely satisfying:

Ox 040, 1}, w(e(x)) <q

Alice appliesthe following transformatiorto the outputsy;; 0< j <k-1of
the functionf; (all the operations are performegeo GF(2)):

[yi,o' yi,n] = I:yi,O Yi,k—l]SGP"' I:ei,o e.,n—l]
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This transformatiorbuilds a new setof functions{f’jjJ0<i< p-1} thatis
sent to Bob

Over a privatechannel Alice transmitsa nonceh, andthe errorfunctions

{e| 0<si<p-1 } (seedsandpositionslike in the previous solution)to the
TPH. G, P andSare lept secret by Alice.

6.6.2 Remote Function Ealuation - Algorithm Q
Each functiorf’; is evaluated as follws:

» The TPH transmitsy, to Bob;

» Bob evaluates the functiofi; at the inputz{xi|mi) 0{0,1}';
» Bob sends back the resylf.; and the input datg to the TPH.

6.6.3 Cleartext Result Retrigal - Algorithm ED

For eachfunctionexecution,the TPH startsby consecutiely computingthe
following expressions:

o= e(xm), y.= ¥i+r; andy, = VP

Thefirst k bits of y, , calledy,, are multiplied by the matrix S* revealing
the cleartgt resulty; .

6.6.4 Off Line \erification

The TPH computesh; , ; = h(h|yy) for eachcomputedfunction. The last
n—k bits of y, arecalledy,. h is a oneway collision free hashfunction

[Sti95] andthefirst hashh, is calculatedusingthe nonceh, provided by
Alice.
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At the end of the executions, the TPH sendsthe cleartext results
{yilo<i<p-1}, and the alueh, to Alice.

Consideringthe G matrix as (1|A), Alice performsthe following opera-
tions:h; = h(hy|y,SA) and afteth;, ; = h(h;|y;SA) (p times).

At the end, the calculated, should be equal to the reeed h, .

6.6.5 Security Evaluation

The TPH storesa smallvalue h, thatassuresheintegrity of all theresults.

As aresult,the TPH doesnot have to storeA, but it hasto storethe descrip-
tion of the hash functioh.

We concentrat@n the off-line verification. The additionof the y, valuesas

the checkvaluedoesnot work dueto the linearity of the algorithmE, apart
from theadditionwith theerrorfunction. Eventhougha malicioushostmay
notcalculatetheerrorvectorr, , it knowsthatby giving thecorrectx; to the

TPH, it will sucessfulycancelthe errorr; includedin y;, ;. If the overall
integrity valueconsistof theadditionof y, valuesthenanattackthatadds
a patternof valueswhoseadditionis null to the setof the valuesy; would
not be detectedThis happendecausehe relationshipbetweerthe y, and
y. IS not verified for eachvalue,asin our solution. This is the reasonfor
using a collision-free hash function.

If thereis avaluey, thatdoesnotsatisfytheintegrity of executionproperty
thenthis attackwill be detecteddueto thefactthatthe recevedhashvalue
h, is goingto bedifferentfrom the onecalculatedwith overwhelmingprob-
ability. Thegoalof thennonceh, is to avoid replayattackswhereanoverall
set of preious \alues with a &lid check alue is resent.

We assumedhat eachfunction f, is only calculatedonceon a sequential
orderandwhereall the p functionsareexecuted Otherwise the intermedi-
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ary resultsandthe sequencef executionshave to be transmittedbackto
Alice in order for her to be able to perform treification.

6.7 Conclusion

Our solutionsprovide afundamentabuilding block for securecomputingin
potentially hostile environments.The solutionspresentedapply to a more
generalcomputationaimodel, when comparedwith the previous solutions
presentedn chapters. Thedifferencebetweerthe computationamodelsof
Chapterss and6 is equivalentto the differencebetweerncombinationabnd
sequentiatircuits. The enhancemeraf the computationrmodelis possible
due to the limited TPH.

Thescenariovith TPH raisesnew securityrequirementsDueto thelimita-
tionsimposedby a TPH, suchasa smartcardpur solutionsrequireonly a
smallfunctionto be downloadedandexecutedon the TPH, while extending
the TPH’s intrinsic securityto the untrustedervironmentwherethe main
computationsare executed.Furthermorewe presentedan off-line Verifier,
whereasinglecheckvalueaccountdor theintegrity of executionof a setof
functions.

In our solutions,the error correctingcodeis only usedto createa structure
suitablefor the integrity verification, while the decodingalgorithmis not
usedat all. The fact that the algorithmsED andEV are highly coupledis
one of the reasons for the highidéof eficiengy achiered by our solutions.

An adwantageof the two solutionspresenteds that the differentfunctions
may be executedin ary orderbecausesachtransformedunctionis inde-
pendenbf theothers.Therefore pur solutionsapplyto computationamod-
els that include conditional jumps.

Neverthelessthe executionsequencef the differentfunctionsis disclosed
to theremotehost(Bob). In addition,we supposedhatthe TPH hasenough
memoryto storeall the cleartet results.Thesetwo pointswill bethefocus
of the net chapter
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CHAPTER 7

Code and Data
Protection

7.1 Introduction

In the previous chaptersyve focusedon the problemof the computationof

functionson untrustedervironments.In Chaptersb and 6, we presented
solutionsthat take advantageof interestingpropertiesof error correcting
codes.

Thesolutionspresentedn Chapter6 took into accountheintegrity andpri-

vagy of execution,while negglectingthe problemof datastorage Therefore,
we implicitly consideredhat securestoragewasavailableto storethe data
involvedin the computationsA limited TPH, suchasa smartcardmay not
have enoughmemoryto storeall the results.Thus we ervisageusing the
memoryof amorepowerful componentTherefore we addressheproblem
of secure storage of data in untrusted memories.

We first considera scenariowherethe CPU is trustedand the memoryis
consideredintrustedWe definea SecureMemory Manage(SMM) to han-
dle the CPU requestdor datastorageand retrieval. The SMM performs
integrity checkson memory accessesn order to detectdatatampering
attacks occurring while data resides in memory
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We presentsolutionsfor memoryprotectionbasedon codingtheorytech-
niques,sincethe goalis to later combinethesesolutionswith the solutions
developedin the previous chapterfor codeprotection.Next, we considera
model with untrustedmemaory and untrustedCPU, and we combinethe
SMM with the solution for code protection presentedin Chapter6 to
addresshe problemsraisedby this model.We succinctlyanalyzethe char-
acteristics and the weaknesses of this combined solution.

This chapterintroducesa techniquebasedon error correctingcodesto deal
with memoryprotection.Then,we usethis techniqueo addresshe protec-
tion of the memoryspacewherethe datais stored.We presentan architec-
ture for code and data protection that combines solutions for code
protectionfrom Chapter6 andmemoryprotection atthe endof the chapter

7.2 Memory Protection

In this section themainemphasiss placedon dataprotectionasopposedo
the previous chaptersthat focusedon code protection.In the solutionin
Chapter6, we implicitly assumedhat a securestoragemediumwas avail-
able. Securestorageis neededto save the intermediaryresultsand data
structures used during the codeeution.

Dueto theinherentlimitations of storagecapacityin mostTPH implemen-
tations,we suggestn approachor securestorageof datain the untrusted
host. In the first solution, we only addressthe securestorageproblem
assuminghat securityof the computationanbe assuredy othermeans
suchas a trusted CPU or the solutionspresentedn chapter6. We then
presenta comprehensie solution that assuresboth securestorageand
secure computation in untrustedseanments.

7.2.1 Requirements

Datastoragein untrustedmemoryraisesseveral securityrequirementsas
follows:
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e Privacy. The datastoredin the memory should be protectedagainst
unauthorized disclosure;

* Integrity. Unauthorizedmodification of data stored in the memory
should be detectable;

» Access Pattern Protection. Unauthorizedmonitoring of memoryaccess
operationsconcerningthe location of memorycells shouldbe prevent-
able.

7.2.2 Mode

Our memory protection schemeis basedon a nev componentcalled a
securanemorymanagefSMM) thatis anextensionof thememorychecler
conceptintroducedby [BEG+94]. The main differencebetweena memory
checlerandan SMM is thatthe checler only addressemtegrity, while an
SMM alsoprovidesprivagy. The modelconsistof a powerful trustedCPU
that interacts with an untrusted memay depicted in Figure 7.1.

A4

CPU

'

Untrusted
Trusted Memory

Figure 7.1 Secure Memory Manager - SMM

Inspiredby the memorychecler model,we definea SMM asa probabilistic
Turing machinethatperformstheinterfacebetweerthetrustedCPUandthe
memory All theinteractionsbetweerthe CPUandthe memoryarehandled
by the SMM. The SMM usestwo pairs of tapesto communicatewith the
CPUandthe memory Eachpair of tapesconsistsof a read-onlytapeanda
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write-only tape.ln addition,the SMM includesaninternalread/writework-
tape of limited capacity that is considered reliable and secret.

The SMM translateshe operationsrequestedoy the CPU in a way that
ensureghe protectionof the memorycontents.The memoryis considered
asbeingcontrolledby a powerful attacler, sothe securememorymanager
shouldwithstandpossibleattacksfrom the memory As in the caseof mem-
ory checlers[BEG+94], after readingthe operationrequestedy the CPU,
the SMM shouldanswer(with a high probability) with the correctoutputor
“BUGGY” if an error is found in the memary

If amemorychecler verifiesthe integrity of eachoperationjt is calledon-
line. Alternatively, if thecheclerwaitsuntil theendof a sequencef opera-
tions to report an error, then the checler is called off-line. In addition,
checlers which introduce operationsthat imply the storageof checking
informationin the untrustedmemoryare calledinvasive. Otherwise,they
arecallednon-invasive. We considerthe samedefinitionsfor the caseof the
SMM.

The important characteristics of a SMM are:

« Thecomputationatompleity of eachmemoryoperationperformedby
the SMM;

e The amount of trusted and secret memory required by the SMM;
» The spacewerhead introduced by the SMM in the untrusted memory

7.2.3 Related Work

The proposaldor software protection[Gol86][Ost90][GO96]tackle a set-
ting wherea very powerful adwersarycontrolsthe memory Theseschemes
addresall the requirementstatedin section7.2.1.However, the overhead
introducedby the techniquegroposedo addressachof the requirements
is high. More efficient solutionsthatonly addresghe integrity requirement
are called memory cheeis [BEG+94].

Methodsto addresshe problemof integrity of messagearecalledMessage
AuthenticationCodes(MACs) [Sti95]. It is possibleto constructvery effi-
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cient MACs using hashfunctions. Thesetechniquesare suitablewhenthe
messagés not dynamicaswill bediscussedn the next chapter Neverthe-
less,whenthe accesgatternof modificationsis simple,asin the caseof

stacksand queuesyvery efficient solutionsfor memory checlers exist as
describedn [DS98]. Thesesolutionsrely on the difficulty of finding colli-

sions among the outputs of the hash function.

For the more generalcaseof RandomAccessMemories(RAMS), the task
of designinga memory checler becomesharder One solution is to use
incrementalhashing[BGG94]. This techniqueallows for the hashof the
messagéeo be modifiedwhena block of the messagehangesvithout hav-
ing to recalculatehe hashfrom scratch.The incrementahashingandsign-
ing techniguewas designedo withstandvirus attackson files or memory
[BGGI95]. Thetechniquerequiresnoreliableor privatememory In orderto
designa checler for RAMs, we needhashfunctionsthat are incremental
with respecto block replacementwhichis simplerandvery efficient using
XOR MACs[BGR95]. More comple incrementalchemesveredesigned
to support delete, insert oven cut and paste operations [BGG95][BM97].

Nevertheless,it is possibleto design more efficient checlers [Fis97]
[BEG+94], taking adwantageof a limited private memory On the other
hand,the techniqueof fingerprinting[KR87] canalsobe usedasa crypto-
graphic checksumthat detectsmodificationsto the data. The fingerprint
schemads incrementalwith respecto singlecharactereplacemenandthe
securityof the schemerelieson the assumptiorthat the fingerprintcannot
be identified. The performance of this algorithimsvanalyzed in [&e94].

The solutionsreferredto above are suitablefor off-line checkingbecause
the verificationprocesds cumbersomeT he verificationimplies readingall
memorycells. However, the re-calculatiorof the new integrity checkvalue
subsequertb awrite operationis very efficient. Corversely on-line check-
ersfor RAMs verify theintegrity eachtime the datais accessedrl herefore,
the integrity check mechanismmust be madeefficient at the expenseof
increased compkity to re-calculate the inggity check alues.

Themainideabehindon-linecheclersconsistof usingindividual integrity
checkvaluesfor eachposition.Thenthe problemis thatpreviousvalid val-
uescontinueto be valid andthusthey canreplacemorerecentvalues.The
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solutionpresentedn [BEG+94] builds a completebinary treeon top of the
memory In orderto authenticatea position,all the nodeson the pathfrom
the root to the position and their children must be accessedThis is an
improvementover the off-line solutionsthat accessall the memory posi-
tions (we have to acces2 log n positions,wheren is the numberof cells).
However, whenone cell is modified, all the nodeson the pathto the root
have to be modified.

7.2.4 M essage Authentication

We develop solutionsfor memory protection using coding theory tech-

nigues,with the objective of combiningthesesolutionswith the solutions

developedin the previous chapter Our solutionsare inspiredin message
authentication techniques.

In the codingtheory contet, messageauthenticatioris basedon the idea
thatthe errorvectoris usedto transmitauthenticatiorinformation,instead
of beinga randomstring. This approachhasbeenusedon codingtheory
basedcryptosysteman [LW91]. The authorsdescribeda secretkey crypto-
systemwherethe ciphertext z correspondingo messagen hasthe follow-

ing form:

z = mSGP +e(m) .

The function e is a secretsharedbetweenthe two partiesinvolved in the

communication.The error vector e(m) provides MessageAuthentication,
dueto therelationshipbetweerthemessagandthe errorvectorestablished
by functione. A messagen andanerrorvectorr areobtainedoy thedecod-
ing processThe verification consistsof evaluatingthe function e with the

decodedmessageam as input and checkingif r=e(m). Neverthelessthe

schemeproposedn [LW91] wasbrokendueto thelinearity of the function

ethat generated the errogators [vT94].

This techniquefor messagauthenticatiormay createa potentialexposure
since someinformation aboutthe plaintext can be recoveredthroughthe
errorvector whichis notrandom.n orderto avoid this flaw, the errorfunc-
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tions shouldbelongto a family of functionssatisfyingthe propertiesenu-
merated in sections 5.5.1 and 6.4.1.

Our solutionsaddressoth privacy andintegrity of RAMs undercomputa-
tional assumptionsThe off-line and on-line solutionsare original tech-
niguesbasedon the MessageAuthenticationtechniquedescribedabove.
The off-line solutionis efficient in the sensethat the verification process
consistsof simple XOR operations Both memory managersare invasive
considering the same definition as stated in the case of memorgcheck

7.3 Off-Line Secure Memory Manager

In our solution, the SMM storesin secretmemorya checkvalue z, that
assuresheintegrity of all thememorycells. Thisvalueis updatedeachtime
the CPU requestsan operation.Therefore the SMM translateseachmem-
ory operationto a setof operationshecessaryo keepan updatedcheck
value. The verificationmay be doneary time but it is a cumbersomeask
because it implies accessing all memory cells.

7.3.1 Protocol Description

Let G beageneratingnatrixfor an[nk,d] GoppacodeC andtthenumber
of errorsthe codeis ableto correct.Let P bea nxn randompermutation
matrix andS be ak x k random iwertible matrix.

Let f;OF, , beafunctionasdefinedin section5.5.1.We assumehatthis

functionbelongsto a family of functions,thereforeeachfunctionis identi-
fied by aseeds. Theseedsis storedin thesecretandreliablememoryof the
SMM. The function f, satisfies the weight constraint:

OxO0{QT ", w(fy(x) = t.
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The untrustedmemoryM is a setof N memorycells M[i], wherei repre-
sentsheaddres9 <i < N. Eachcell haslengthn. The checkvaluez stored
in secret memory is initialized to 0, corresponding to an empty memory

Write Operation
A write operatiorhastwo operandsthevaluev to be storedandthe address
i where the &luev should be stored.

Theencryptionis performedik e in the McElieceschemehowevertheerror
vectore, is generated in a speciaaw as follaws:

g = fgi,v).
The SMM computes the ciphextey = vSGP +¢, .

In orderto write a valuev in locationi, the SMM performsthe following
operations:

» Read the:dsting value M'[i] stored in the memory location
» DecryptM'[i] as in the McEliece scheme obtainvigande; ;
+ Xore; toz

e Writeyto M[i];

* Xore toz

Read Operation

A readoperationhasonly oneoperandthe address. On a readoperation
the SMM performs the folleing operations:

* Read the alue M'[i] stored at the addreis
» DecryptM'[i] as in the McEliece scheme obtainmgande);

» Verify thate; = f(i, V).
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7.3.2 Off-line \erification

In orderto checkthe integrity of the memory the SMM performsthe fol-
lowing operations for each memory location:

* Read the memory ce'[i];
» DecryptM'[i], obtainingv' ande;;
 Verify thate; = f(i, V).

» Xor € toz

Theverificationcompletesvith succesd z = 0 afterperformingtheabove
operations wer all the memory cells.

7.3.3 Security Exaluation

In a write operation,it is alsopossibleto verify if €, = f(i, ). Addition-
ally, asin the memory checlers of [BEG+94] a time stampt; may be
appendedo the storedvaluey andincludedin the pseudorandorfunction
in orderto checkthat the timestampreadis older than the currenttime.

However, theseadditional verificationscan help detectother attacksbut
they do notsolve thereplacementdf memorycellsby outdatedvalid values.

Theintegrity of the memorycellsis assuredy the difficulty of creatinga
setof cellsthat have the samecheckvaluez This valueis keptin reliable
andsecretmemory In addition,the patternsof errorsareunknovn andit is
computationallyhardto getary informationfrom them(apartfrom the low
Hammingweightandlength).Thereforetheattackdescribedn [BM97] on
XOR MACsdoesnot applyto our casebecausehe descriptionof the func-

tion f4 andz are secrets.

The integrity attackthat consistsof substitutinga currentvalue M[i] by a
value M'[i], such thaM[i] # M'[i], will require that:

fo(i,v) = f(i,Vv) withvzv.
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Theprobability of the above statements 1/ E;E, assuminghatall theerror

patternsare possibleoutputsof the function f, andthatit is computation-
ally unfeasibleto get information aboutthe outputsof f . For example,

usinga code[1024,524,101] this probability is negligible. Thisis alsothe
probability of anintegrity attackconsistingof switchingpositionsbetween
two different cells.

Thereis the possibility of exploiting the low weight of the outputsof f,

thatis performingthe substitutionof M[i] by alinearcombinationof a sub-
setof theotherpositions.The succesgrobabilityis equivalentto the proba-
bility of finding a subset 0{0, ..., N-1} such that:

Yt = 159,
j

Thisis ahardproblembecause¢he attacler hasto build a specificerror pat-
tern. We shaved in chapter5 that matchinga given Hammingweight of
errorsis hard. In chapter6, we proved that even with limited positions,
matchinganerrorpatternhasalow probability Hencethe succesgrobabil-
ity of the problem considered here may be considergligitge.

Thesamereasoningappliesfor the deletionor insertionof a setof memory
cells. Then,the succesgprobability is equalto finding a setwherethe sum
of the secret errorectors vould be null.

The privagy of the datastoredin the memoryrelies on the assumptions
definedin chapter4 concerninghe encryptionwith a secretcode.Thelin-
earity of the transformatiorraisesthe problemsdiscussedn section4.5.5.
If the samevaluev is storedin two different positions,then information
aboutthe error patternis disclosed.The techniquesalreadymentionedin
section4.5.4 to withstandthis attack may be usedat the expenseof an
increased compity in the SMM.
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7.4 On-Line Secure Memory Manager

On-line SMMsfor RAMs verify theintegrity eachtime the datais accessed.
As aresult,the integrity verificationmustbe efficient. The mainideacon-
sists of using indidual integrity check alues for each position.

Our solutionfor on-line SMM is a combinationof thereplaydetectiorntech-
niquefrom [BEG+94] andthe genericintegrity verificationtechniqueused
with the off-line SMM. The solutionfrom [BEG+94] constructsa binary
tree of sumsof the timestampst; on top of the memoryto detectreplay

attacks.Theroot of this treeis storedin the securememoryof the checler.
Along with thevaluey, atimestamp; is alsostoredin M[i]. Thetimestamp

can be a discretaalue, like a counter incremented on each operation.

The timestamptree should be authenticatedut without a timestamp.We
canjust appendhe value of a pseudorandorfunctionto the timestampin
cleartext asin [BEG+94]dueto thefactthatthe confidentialityof thetimes-
tamps is not required.

7.4.1 Write Operation

The CPU asksfor avaluev to be storedin positioni. Theerrorvectore; is
generated as foles:

& = fs(i,t,v);
The SMM computes the ciphextey = vSGP +¢, .

Then, the SMM performs the follong operations:

* Read thedsting value M'[i] stored in the memory location
» Verify thatt; is earlier than the current time;

» Verify thatthe sumof thevaluesstoredin the childrenleaveson the path
from thei positionto therootis equivalentto the valueof theroot stored
in secure memory;
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» DecryptM'[i] as in the McEliece scheme obtainvigande; ;
» Verifyif € = f(i,t},Vv);
* Writey and the current timg to M[i];

* Updatethe sumsof thetimestampree,on the pathfrom the positioni to
the root.

7.4.2 Read Operation
In order to read addregsthe SMM performs the folleing operations:

* Read thedsting value M'[i] stored in the memory location
» Verify thatt; is earlier than the current time;

» Verify thatthe sumof thevaluesstoredin the childrenleaveson the path
from thei positionto therootis equivalentto the valueof theroot stored
in secure memory;

» DecryptM'[i] as in the McEliece scheme obtainmMgande);
o Verifyif €, = f(i,t}, V).

7.4.3 Security Evaluation

The integrity attacksdescribedin the previous sectionare subjectto the
sameconclusionsdravn in section7.3.3. The main problemwith on-line
SMM is thatpreviousvalid valuescontinueto bevalid andthuscanreplace
more recent values. This is known as a replay attack. As stated in

[BEG+94], the binary treeis immuneto replayattacksdueto the fact that
replay attackscan only decreasehe timestampsstoredin the tree. There-
fore, thevalueof therootthatis storedin securememoryandthatcontains
the averall sum cannot be satisfied by usingvpresly valid values.

7.5 Code and Data Protection

In the previous chapterswe considereduntrustedcomputationsusing an
implicitly trustedmemory In the previous three sections,we considered
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memoryprotectionusing a trustedprocessarWe usedcodingtheorytech-
niguesin orderto build an efficient architecturefor codeand dataprotec-
tion.

In this section,we suggestan architecturefor codeand dataprotectionas
depictedn Figure7.2 by combiningthe featuresof the solutionsfor secure
computatiorin chapte6 andthe SMM. This sectionmainly presentguide-

lines and openissuesconcerningthe architectureTo our knowvledge,our

architectureis the only architecturefor codeand dataprotectionusingan

untrusted CPU. The existing proposals ([Bes79],[Ken80],[Yee94] and

[GO96]) rely on a trusted CPU.

7.5.1 Architecture

In chapter6, we extendedthe inherentsecurityof a limited trustedTPH to
the computationsperformedin a powerful execution ervironment. Con-
cretely we addressed the problems of/agy and intgrity of execution.

As in the caseof the SMM, we modelthe trustedCPU as a probabilistic
Turing machinethat usestwo pairs of tapesto interactwith an untrusted
CPU andthe SMM. Eachpair of tapesconsistsof a read-onlytapeanda
write-only tape.In addition, the trusted CPU usesan internal read/write
worktapeof limited capacity The codeis transformedn orderbe executed
ontheuntrustedCPU, by analgorithmE asdefinedin chaptet6. Thetrusted
CPU recevesthe error functionsover a private channelandstoresthemin
the internal worktape. The knowledge of the error functions allows the
trustedCPUto retrieve the cleartext resultandto efficiently verify theinteg-
rity of the computatiorperformedin the untrustedCPU, asshowvn in chap-
ter 6.

Now, the cleartext resultthatmay be usedin subsequentomputationswill

be transmittedto the SMM in orderto be storedin untrustednemory The
trustedCPU mustreceve the executionsequencef the functionsandthe
memory operationsfrom the code owner. This information must be pro-
tectedagninstintegrity attacksandis storedin the internalworktapeof the
trustedCPU.The SMM translateshe operationgequestedby the CPUin a
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way that ensureghe privagy and integrity of the datastoredin untrusted
memory as defined in the pr®us two sections.

Untrusted Untrusted
CPU 5 E Memory

CPU_>|—,_>SMM
L ™

Truste

Figure 7.2 Code and Data Protection Architecture

Up to now, we have presentedhe problemsrelatedto the executionon
untrustedCPUsandto the storagan untrustednemoriesseparatelyThere-
fore, there is room for enhancement, as fodip

* The secreterrorcorrecting code (matricesS, G and P) usedby the
trusted CPU and SMM may be the same;

* Algorithm E cantake into accountthe positionswherethe resultsareto
bestored By building theerrorvectorsaccordingo thisinformation,we
may avoid decryptionand re-encryptionin orderto storea computed
value in the untrustedmemory This is not possibleif the SMM uses
timestamps;
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The integrity verificationsperformedby the SMM andthe trustedCPU
may be memged. The integrity of execution property may be verified
whenthe cleartet resultis requiredastheinput of a subsequentompu-
tation (andafterbeingstoredin untrustedmemory),ratherthanimmedi-
ately after the computation.

The precisewaluation of these enhancements is left open.

7.5.2 Characteristics

The characteristics of such an architecture are:

Computationalcompleity of the trusted processorand of the secure
memory manager;

Size of the secureandreliable memoryof the trustedprocessoiland of
the secure memory manager;

Increase in the size of the codezeuted on the untrusted CPU;
Increase in data stored in the untrusted memory;

Communicationcompleity betweenthe trustedand untrustedproces-
Sors;

Communicationcompleity betweenthe securememory managerand
the untrusted memory;

Information leakage about the program;
Information leakage about the data stored in untrusted memory

7.5.3 Security

We presentecefficient solutionsto codeprotection(chaptet6) anddatapro-
tection(chapter7). However, thesesolutionsconcealinformationaboutthe
codeanddatastoredin the memory namelythe sequencef executionand
the access pattern to the memory

Theinformationconcealedy both codeprotectionanddataprotectioncan
be exploited by anintegratedattack.Note that cleartext datais givento the
untrustedCPU. Thesecurityanalysisof the SMMs did nottake into account
thefactthatcleartext datais revealed.The mainproblemis thatinformation
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aboutthe secretcodecanbe disclosedHowever, thisissuewasalreadydis-
cussedin section6.5.2, wherewe showved that retrieving the secretcode
remains a hard problemyen with the knwledge of clearte data.

Neverthelessthe proposedarchitectureconcealsthe accesgatternto the

memoryandthesequencef executionof thefunctions.In orderto hidethis

information, we must breakthe link betweencleartext datagiven to the

untrustedCPU and ciphertet storedin untrustedmemories(without com-

promisingthe efficiency of the solutions).In this thesis,we do not present
solutionsfor dealingwith the above requirementsHowever, we give some
hints to address this problem, as falo

» Theprogramstructurecanbehiddenby requestingereralcomputations
of functions using bogus data, or by using bogus functions;

« Performing bogus accesses may also be applied to the memory;

* A setof cleartet valuescan be maintainedin the secureand reliable
memory in orderto increasehe combinationf cleartext datathatcan
be givento the untrustedCPU,without correspondingo amemoryread.

Thesetechniquesreakthe relationshipbetweenthe valuesm, andy,; as

mentionedin chapter6, andillustrated by Figure 6.1. The goal is not to
completelyhide the sequencef executionandthe memoryaccesgattern,
but to createa large numberof combinationsin orderto counterattacks
exploiting the correlationbetweenciphertet outputs,valuesstoredin the
memory and clearkt data gven to the untrusted CPU.

The implementationof thesetechniquesmay be easily included in the
alreadydefinedsolutionsfor codeprotectionandfor the SMM. This is pos-
sible dueto the fact that the protectionmechanisma&addressachfunction
independentlyln otherwords,the protectiontechniquedoesnot rely on a
specificsequencef executionof the seseral functions.In the caseof the
SMM, the protectionmechanismgdo not imposeary restrictionson the
access pattern.
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7.6 Conclusion

We have built efficient solutions for the problem of securestoragein
untrustedmemories.The conceptof SecureMemory Managerwasdefined
to addresghis problem.Our goal was to usetechniqueghat allowed for
easyintegration with the techniquesdevelopedin chapter6 that address
codeprotection.Therefore we usedmemoryprotectionmechanisméased
on codingtheory We shouldemphasizéhat the secretausedfor codepro-
tection and memory protection are the same.

The solutionsfor memory protectionare very efficient from the point of
view of the requiredlength of the secureworktape. However, we may
implement more computationallyefficient SMMs using a larger secure
memory For example,we maystoretheerrorpatterngn securanemory In
this case,the decodingoperationis avoided. Sucha solution still requires
lessprivatestoragehanthe straightforward solutionbasedn storingall the
memory cells in secure storage.

Furthermorewe combinedthe solutionsfor code protectionin chapter6
and memory protectionin orderto build an efficient architecturefor code
anddataprotection.To our knowvledge,the presentedarchitecturds origi-
nal. It shouldbe addedthattherearenew featuressuchasthe integrity and
the privagy of execution with the help of a “small” trusted processor

We mainly presentedjuidelinesand openissuesconcerningthe architec-
ture. The problemsof preventingthe disclosureof the sequencef execu-

tion of thefunctionsandthe memoryaccespatternwerenotaddressediVe

just proposedsomeguidelinesto includethesefeaturesin our architecture.
In addition,we shavedthatproviding thesefeaturesdoesnotimply modifi-

cations in the protection mechanisms alreadsekigped.

Our architecture can be applied to the foilay scenarios:

« Software distribution. In this scenariogachcopy of the softwareis dis-
tributed with a limited TPH. The TPH actson behalf of the software
ownerandonly customergpossessing valid TPH device areableto run
the software. This solutionis an alternatve to the applicationhosting

Mobile Code Protection 115



scenariowhereatrustedcentralizedsener runstheapplicationgn order
to prevent disclosing information about the sadine;

» Securitymanayementof a network of untrustedCPUs and memories.
OnetrustedCPU including a limited amountof memorymay perform
the securitymanagemerf a network of untrusteccomputersandmem-
ories.ThetrustedCPU assuresodeanddataprotectionwhile the com-
putationsanddataare distributedamonga setof untrustedcomponents
(CPUs and memories).
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CHAPTER 8

Collected Data
Protection

8.1 Introduction

In this chapteywe address specialareaof mobile codeprotectionwhichis
the securityof the datacollectedby mobileagentsA typicalillustrationfor
sucha scenarias a software agentthat doesproductand merchantoroker-
ing on behalfof a customemwhenvisiting variousmerchantsystemsat dif-
ferent locations. There are several agent-mediatedlectronic commerce
systemsalreadydeplojedasdescribedn [GMM98]. Securedatacollection
schemescan also be usedto carry out a distributed auction where the
mobileagentcollectshbidsfrom severalbidders Anotherexampleis the col-
lection of datain stock marketswheredataare available at differentloca-
tions. In theseexampleshe emphasi®n securityis shiftedfrom the mobile
programto the datathatis collectedfrom the visited hosts.The collected
datais subjectto disclosuremodification,andrepudiatiorby singlehostsa
group of colluding hosts, or netnk intruders.

We suggestan original integrity schemeto protectthe data submittedto
mobile agentsby competing hosts visited by the agent. The integrity
schemeensureghe protectionof eachpieceof dataagainsttamperingby
partiesotherthan thoseat the origin of the data(the hostthat previously
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submittedthe data). The integrity of the entire setof datacollectedby the
mobile agentis assuredasedon an original securecryptographicmecha-
nism using discreteexponentials.Thanksto the propertiesof our mecha-
nism, the data collection protocoferfs three adantages:

« Eachhostcanupdatethe datait previously submittedwithout additional
memory space;

* Theintegrity verificationmechanisnis independenof the sequencef
individual data submissions by féifent hosts;

* Theintegrity verificationis not computationallyintensive and doesnot
dependon the numberof updatesMoreover, the compleity of the veri-

fication does not increase significantly with the number of visited hosts.

The updatefacility is suitablefor commercialcompetitionasrequireddur-
ing an auction,andit allows for the collectionof large quantitiesof infor-
mationthat changefrequentlyasin the caseof dynamicscenariosuchas
stockexchangemarkets. Unlike techniqueghatrely on appendingdata,in
our casethereis no increasdan spacerequirementsThe secondpropertyof
the protocolallows for the collection of datafrom hostswithout ary con-
straint on the itinerary performed by the mobile agent.

Thechapteris organizedasfollows. Section2 and3 presenthe datacollec-

tion scenaricandprovide a modelfor sucha scenario Sectiond formalizes
the security requirementsRelatedwork is presentedin section5. The

genericcryptographiadechniquefor dataintegrity is presentedn section6.

Thedatacollectionprotocolbasedon this techniqués describedn section
7. Finally, section8 is devotedto the evaluationof the securityproperties
previously defined.

8.2 Data Caollection System

The purposeof a datacollectionsystemis to allow mobile agentso travel
amonghostsof a network to collect individual datasegmentsfrom these
hostsandto returnthe setof datasegmentsto the originator of the agent.
Eachdatasegmentcollectedby the agentcaneitherbe the resultof some
computatiorby the agent,basedon somelocal input, or simply theinput of
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somedataby the visited host without arny processingby the agent.Our
security schemeassureghe integrity of datasegmentsagainsttampering
anddeletionattacksthat might originatefrom a hostvisited by the agent,a
setof colludinghostsor anintruderon the network. The securityof the pro-
cessusedto generatehe datasegmentsat eachhostis out of the scopeof

our scheme basedon the assumptiorthat, even though eachhost might
behae maliciously against other hosts, each host can be trusted with

respect to the generation of itwrodata.

The migration processis anotherimportantaspectof the datacollection

schemewith respecto the securityof the collecteddata.By controllingthe

migrationprocessmalicioushostscanhave a significantimpacton the set

of datasegmentscollectedby the agent.Our dataintegrity schemedoesnot

addresghe securityof the agents itinerary Again, this callsfor techniques
focusingon the integrity of code executionin untrustedervironmentsas

described in chapter 3.

O O
O
O
O
O

Figure 8.1 Data collection scheme
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8.3 Mode€

In a typical datacollection scenario the mobile agentis generatedy its
owner Hg andvisits intermediatehostsH; basedon certainmigrationdeci-

sionswhich arebeyond the scopeof this thesis.EachintermediatenostH;
submitsa pieceof dataD; asdepictedin Figure8.1.In addition,eachhost
computesan integrity proof value P, aspartof the securedatacollection
scheme This value will be integratedon the overall integrity proof value
r(#), includedin the agentand computedby the previous hostH;_;. The
new integrity value (2 O {P;}) and the set of datasegmentscollected
from the previously visited hosts?2={Dg, D,,..., D;} aretransmittedto the
next host.

Thedatacollectionschemallows theagentto visit hoststhatwerealready
visitedandallows thesehoststo updatethe datapieceshey have previously
submitted.When the data collection processterminates(or the agentis
calledback),theagentreturnsto theagentownerHg. At this pointtheagent
returnsto its originatorthe set® of datasggmentscollectedfrom all thevis-
ited hostsand the final integrity proof value I (). The agentowner can
thenverify theintegrity of thedatasegmentsin D usingr () . Tablel sum-
marizes the components/oived in the secure data collection process.

Ho agent evner
H 1<i<n visited hosts
i ==
D 1<i<n data collected from H
i =1=
P,1l<i<n integrity proof associated with;D
D set of data collected, i. 0, Dy,..., B}
P set of intgrity proofs, i. e. {B Py,...,P}
r(®) integrity proof associated with all the elements of®et

Table 8.1 Data collection components
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8.4 Security Requirements

Thedatacollectionprocesss exposedio a numberof attacksfrom network
intrudersandlegitimatehostsbehaing maliciouslywith respecto compet-
ing partiesasexplainedin [KA G98]. Theseattacksraisea humberof secu-
rity requirements as folles:

» Data Integrity . D; cannotbe modified or updatedby partiesotherthan
Hi;

 Truncation Resilience.Only the datasegmentsD;,i < j <k, submitted
betweerthefirst malicioushostH; andanothemalicioushostH, canbe
truncated from the set of data pieces;

« Insertion Resilience.No datasegmentcanbe insertedunlessexplicitly
allowed;

» Data Confidentiality. D; cannotbedisclosedo partiesotherthanH; and
Ho;

» Non-Repudiation of Origin. H; cannotdery having submittedD; once
it was actually included in the set of collected data.

Our definition of the dataintegrity requirementxpandsthe previous defini-
tionsin [KAG98] and[Yee97]in the sensdahata hostcanupdatethe datait
previously submitted We believe thatthe updatefacility is requiredin free
competitionanddynamiccommercialervironments]ik e stockmarketsand
auctions.Theinsertionresiliencepropertyaimsat restrictingthe numberof
hosts that can participate thus enabling elementary access control.

Dataconfidentialityandnon-repudiatiorarenot mandatoryin all scenarios.
In somereal life scenariodike auctions,the confidentiality servicemight
even be conflicting with the free competitionmodel. It is still an open
researchproblem how to keep a secretfrom the execution ervironment
when this secrethasto be usedduring the agents’trip comprisingonly
untrustedervironments.Therefore not beingableto carry ary secretkeys,
agentscannotaccesgpreviously encrypteddataduringthetrip. Thisimplies
thatthecollecteddatacannotbe usedasaninput for the negotiationprocess
for example. Neverthelesslike the protocols proposedin [KAG98], our
data collection schemecan be easily enhancedwith data confidentiality
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basedn public key encryptionandwith non-repudiatiorof origin basedon
digital signatures.

A limitation of datacollectionscheme$asedn dataintegrity mechanisms
is the dggreeof truncationresiliencethat canbe offered. As pointedoutin
[Yee97],the collusionbetweerntwo malicioushostsallows for the deletion
of the datacollectedon the pathbetweenthemby substitutingthe dataset
with a copy recordedprior to the beginning of the truncatedpath. It seems
to be aninherentlimitation regardlessof the way the integrity function is
computedn eachschemeSolutionsbasedon time stampssuffer from the
probabilistic nature of the network transmissiondelays.One could also
think of assuringheintegrity of the migrationpathin additionto the integ-
rity of the collecteddataasthe solutionfor the truncationattack.Neverthe-
less, the integrity of the migration processdoes not avoid possible
collusionsbetweerhostsvisited to performa truncationattack,but this can
bealleviatedby keepingthe hostsanorymous.Ontheotherhand,a possible
solutionis the publicationof resultsafterthe trip in orderto allow visited
hoststo verify and complainif needed,as suggestedn [KAG98]. This
requireshoststo maintaindatabasesvith all the datasubmittedto agents.
Alternatvely a pre-definedlist of hosts with a mandatory submission
schemecould also solve the truncationproblem. This may be donewith
explicit emptyoffers,andthe mandatorysignalizationof the endof partici-
pation on the process.

8.5 Related Work

Prior work addressindhe integrity of collecteddata[KA G98][Yee97]uses
a techniquecalled hashchaining as the basic mechanismto achieve the
integrity of the datapiecessubmittedby visited hosts. The result of the
chainedhashcomputationss the proof of integrity for all the collecteddata.
This techniquds suitableto createsecureauditlogs[BY97] dueto its effi-

cieng in termsof computationatompleity andsizeof theintegrity proof.

In the caseof auditlogs, it is importantto keepa tamperproof recordof all

the operationsperformedin a resilient way for further analysis,so it is

important to lkeep the order of thevents.

124



Related Work

The data collection schemesuggestedby [Yee97] and [KA G98] differs
from the solutionpresentedn this thesisregardingvariousaspectsOne of

the objectives of the data collection schemespresentedn [Yee97]and
[KAG98]is to preventhostsfrom updatingthe datathey previously submit-
ted. Theseschemesllow closedbids andinclude dataconfidentialityand
hostanorymity as a basicrequirementin orderto assurefairnessamong
competinghosts.Host anorymity is a solutionto avoid that hostscannot
querythe previously visited hostsin orderto have accesdo the submitted
data.Our solutionin contrastaddressea dynamicscenarioincluding ses-

eral roundsof competingoffers betweenbidders.As a result, unlike the

solutionsin [Yee97]and[KA G98], our schemeallows for multiple updates
of eachdatapieceby the submitting host. Therefore,data confidentiality
andhostanorymity arenotmandatoryequirementsor building afair com-

petition scenario.

Furthermore hashchainingas a basicdataintegrity mechanisndoesnot
meetthe requirement®f our datacollectionschemeHashchainingis tied
to animplicit sequencamongthevariousdatapieceshatareprotectecand
the knowledge of the sequencas mandatoryfor the verification process,
thatis, the verification processhasto computethe hashchainin the same
orderasthe datacollectionprocessin dynamicscenariosuchasauctions
andstockmarketswhereeachdatapiecemay be updatedseveraltimes,the
hashchainingmechanisnwould requireto keeptrack of all the pastvalues
for eachdatapiece.Our schemas thusbasedn a novel dataintegrity tech-
nique calleda setauthenticatiorcodethatallows for the verificationof the
mostrecentvalue of eachdatapiecewithout keepingtrack of pastvalues.
With our set authenticationcode, the computationof the integrity check
valueandits verificationcanbe performedin randomorderwith respecto
the data pieces.

Ourschemeaimsata scenaridhatfosterscompetitionby keepingtheinfor-

mation from competingsourcesin cleartext and by authorizingfrequent
updateswhereagKA G98] and[Yee97]assumea rigid scenariobasedon

widespreacdconfidentiality While our schemecanbe easilyenhancedvith

classical confidentiality mechanismsconfidentiality can hardly be sup-
pressedrom the solutionsin [KA G98] and[Yee97]becausef thefairness
property between hosts.
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On the otherhand,on its itinerary from hostto host,the agentcarriesan
increasingamountof datathatmightbeexploitedby a malicioushost.Their

confidentialitycanbe achieved at eachstepof the agentitinerary by a sim-

ple encipheringonthe currenthost,beforethe agentmoveselsavhere.With

RSA-basedencryption,securitywill be ensuredout the datacarriedby the
agentcanbevery small:the sizeof the datapaddingwill thenbe excessie.

Sliding encryption[YY97] aims at retaining equialent security using a
large key, while at the sametime, taking into accountthe limited storage
capacity of an agent. Sliding encryptionis aimed at conservingspace,
which might be of importancefor agentshatcollectsmallamountsof data
on mary differenthosts.Therefore this solutionaddressea differentprob-
lem.

8.6 Set Integrity

This sectiondefinesan original cryptographiamechanisnat the coreof the
proposeddatacollection algorithm. We build a “set authentication code”
using the difficulty of solving the discretelogarithm problemin a finite
field, in combinationwith a classicalcryptographichashfunction. This
mechanisnprovides a methodto authenticatedogethera setof datasey-
ments in an ordeéndependentdshion.

8.6.1 Generator sequences

Let p be a large SophieGermainprime (alsocalleda strongprime), thatis
p = 2g+ 1 whereq is also prime. Define g as a generatorof the cyclic

group GF(p). Thenfor all xin X = {1...(q=3)/2}, g = ¢® ' modp is
alsoa generatomnf the cyclic group GF(p). Hencethe following sequence
(G-, is asequence of generators in GF(p), as depicted in figure 8.2:

G =9

Gy, = (G)®+1" T modp
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Set Integrity

where(x;). >q is a sequence M [Kob94].

2x, +1 2X,+1 2% ,,+1 2% ..+ 1
g ng1+1 g(2x1+l)...(2xi+1) g(2x1+1)---(2><i+l)(2><i+1+1)

Figure 8.2 Generator sequence

The adwantageof this constructionis that the resultis alwaysa generatar
which has the properties referred in th&treection.

8.6.2 Properties
» Property 1 - Security. With the knowledgeof ary G; and G;, ,, it is
computationallyUnfeasibleto computex; , , . Solving for x;,, would

require an adwersaryto solve a discretelogarithm to the baseG; in
GF(p) [DH76];

* Property 2 - Commutativity. If G,., is defined by the sequence
(Xj)o<;<;i thenforary G., definedfrom a permutatiorof (x),.;;
we have G, = G';. This secondpropertyis basedon the commutatvity
of the exponent field GF(p-1);

» Property 3 - Cancellation. With the knowledgeof G;,, andx ., it is
possible to compute,; as:

1
2Xi+
G = (G,

i mod p

e Property 4 - Computational complexity. With theknowledgeof the set
(X)o<i<n » the computationof G; requires2n multiplications,n addi-
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tions and onl\l exponentiation since:

(2%, +1)(2%, + 1) ... (2%, + 1)

G =g mod p

8.6.3 Set Integrity Function

The combinationof property 2 and 3 allows us to work on setsinsteadof
sequencesthus we define a set function :X - GF(p) which takes an
unordered set of elementsXrand produces an element in GF(p):

e M(@)=g
e M(2O{x}) = (I'(®))>**1 modp

1

2x+1

e [(P—{x}) =T(P) mod p (property 3)

wherer O X andx O X.

Let h be a cryptographichashfunctionand (K;), .., asetof secretkeys
along with a set (D;),.,., of datasegments.Thenif we apply I to
? = {P; = h(D;|K;),0<i<n}, we form a set authenticationcode I (),
with the follonving core properties:

« TI(2) cannot be computed without the kvledge of (K;),.._,, -

* Remwing or modifying a datasegmentD; from I(#), while maintain-
ing theintegrity of theset,requiresheknowledgeof thesecretvalueK; .

This combinationof cryptographicdechniquesallows usto computea "set
authentication code" thatwe will useto securelycollectdatasegmentsrom
a set of hosts.
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Data Collection Protocol

8.7 Data Collection Protocol

In this sectionwe describeour datacollectionprotocolusingthe setauthen-
tication mechanismUnlessotherwiseindicated,this sectionusesthe nota-
tion of the previous section, whereby h denotesa collision-free hash
function (for exampleMD5 [Riv92]), p is a public prime and*|” denotes
concatenation.

Our protocoldoesnotrely onapublic key infrastructureHowever, ashared
key betweerthe sourceandeachof the participanthostsis neededThegen-
erationof the individual integrity proof for eachdatasegmentby a visited

hostrequiresthe knowledgeof a secretkey sharedbetweenthe sourceand

the visited host.In orderto performthe verificationof the global integrity

proof, the sourcehasto know all theindividual secretsharedwith thehosts
visited by the agent.

8.7.1 Setup

EachhostH;. o exchangesa secretsharedkey K;,i <0<n with the source
Ho. For example, K; canbe exchangedusingthe Diffie-Hellmanprotocol
[DH76].

The sourceH, sendsanagentto visit a setof hosts{H,, ..., H,} with an
initial set authentication valuel" and an empty data collection list

e I(P2)=T(0) =gmodp

e D=0

8.7.2 First visit

Each hosH;, visited by the agent for the first time, revess:

* M(@)=T{Py....P_1})

« D ={Dy,D,...D,_;}
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It computesP; = h(D;|K;) and then sends:
e (?)=T{Py,Py....P;_1,P})

e D ={DyD,...,D;_;,D;}
The submission of an fefr is not mandatory for each visited host.

8.7.3 Update

An offer D; is updated by host; to a nev valueD'; in 3 steps:

» The old ofer D, is replaced by the meoffer D'; in D

* Anintermediatesetauthenticatiorvaluer (#") is derivedfrom I(2) by
cancelling out; ;

* Thenew setauthenticatiorvaluel (2") is computedakinginto account

P
The first stepis straightforvard. In the secondstep, property 3 is usedto
compute a new set authenticationvalue r(#') that does not include
P; = h(D|K)):

1

r(e) = r(e—{P;}) = (r(#))"" " modp

In the third step, we use the new value r(#) and updateit with
P = h(D'j|K)):

r(e") = r(# 0{P'})= (F(#))" ' modp
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Security Evaluation

8.7.4 \érification

Oncethe agentgoesbackto the sourceH,, the sourcecanverify theinteg-
rity of the set of ders by usingproperty 4 to check that:

(2P, +1)(2P, +1)...(2P, + 1)m

re) =g odp

wherel () is the intgrity check alue recaied by the source.

If this conditionfails, noneof theoffersareconsideredsvalid. It shouldbe
notedthatthe costof verificationis muchlower thanthe costof generation
of r({P, |(0<i<n)}). During thedatacollectionprocessthe submissiorof

eachdatapiece D; requiresthe computationof a discreteexponentiation

whereasthe verification of the integrity value for the entire set of data
requires only a singlexponentiation.

8.8 Security Evaluation

This sectionfocuseson the evaluation of the security propertiesdefined
before for secure data collection schemes.

8.8.1 Data Integrity

Dueto the sharedsecret.eachsegmentof collecteddatacanonly be modi-
fied by its originator Tamperingwith a datasegmentor unauthorizeanodi-
fication thereof by intruders will be detected by the source. Data
modification attemptsby an intruder may consistof the updateof a data
sggment D; with a nev value D', generatedby the intruder or of the
replacemendf the currentdatasegmentwith an old value that was previ-
ouslysubmittedby its legitimateorigin. Both typesof modificationattempts
wouldrequiretheintruderto first cancelouttheintegrity proofP; of thecur-

rentdatasegmentfrom the globalintegrity proof I (#) . ComputingP; from
the actualdatasegmentD; requiresthe knowledgeof the secretK; shared
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betweenthe origin of the datasegmentand the source.Appendinga nev

datasggmentcomputedby the intruder similarly would requirethe knowl-

edgeof thesharedsecretK;. Theintruderis thusunableto eithergetanold

valueof P; or to computea new onethatis valid withoutknowing theshared
secret Anotherpossibleattackconsistsof retrieving pastvaluesof P; com-
puted by the origin of the datasegment. A possiblemodification attack
would consistof derving P; from () and r(e 0{P;}). That would

requirethe computationof a discretelogarithm which is known to be as
computationally unfeasible.

8.8.2 Truncation Resilience

Truncationof one or several datasegmentsfrom a valid offer by a single
intrudercanbereducedo the dataintegrity problem.Thustruncationresil-
iencerelieson the dataintegrity property As alreadydiscussedn section
8.4, collusioncanresultin the truncationof datasubmittedby all the hosts
visited on the path betweendwolluding hosts.

8.8.3 Insertion Resilience

No datacanbeinsertedoy unauthorizeghartiesbecaus®nly hostsH; shar-
ing a secretdy K; with the source can generateadid integrity proofP;.

8.8.4 Confidentiality and Non-Repudiation

As explainedin section8.4,dataconfidentialityandnon-repudiatiorarenot
consideredpart of mandatoryrequirementssincethe main purposeof our
securityschemds dataintegrity in a free competitionervironment.None-
thelessthesemissingfeaturescaneasilyberetrofittedin the datacollection
schemeusing classicaldataencryptionand digital signaturemechanisms.
For example,dataconfidentialitycaneasilybe ensuredencryptingthe data
with the shareddy.
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Conclusion

8.9 Conclusion

In this chapter we describedan original protocolto protectdynamicdata
collectedby mobile agentswhenroamingthrougha setof hosts.We only

consideredherfectlyautonomousgentsj. e., without ary communication
with the source or with some kind of trusted party

Unlike prior work, our protocol allows hoststo updatetheir own submis-
sionswithout keepingtrack of pastvaluesandto submitdatain a random
orderthanksto the original setauthenticatiortechnique Our protocoldoes
not rely on a public key infrastructure However, a sharedkey betweernthe
origin and each host is needed.

This techniquealsoallows the sourceto verify the integrity of all the col-
lecteddatasegmentswithout knowing the sequencef datasubmissiondy
eachhost.Moreover, the sizeof theintegrity proofis smallandindependent
of the numberof hostsor updatesandthe verificationis not computation-
ally intensve.
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CHAPTER 9 ConCIUSOn

Mobile codeis generallyjustified on the groundsof greaterefficiengy and

increasedlexibility evenif thesefeatureshave not beenfully exploitedyet.

However, thisflexibility doesnotcomewithouta price:thereis anincreased
exposure to security threats.

Among varioussecurityconcerngaisedby mobile code,we addressethe
onesrelatedto maliciousinteractiondbetweermobile codeandtheruntime
environment.We consideredwo differenttypesof protectionmechanisms
to counter possible malicious befas:

« Host protection aiming at preventing harmful operationscausedby a
malicious mobile code on the resources of the runtinmegemment;

» Mobile code protection requiredto assurethe privagy and integrity of
mobile code against possibleattacksfrom a malicious executionervi-
ronment.

Based on recent research devel opments, we believe that a high level of host
protection is achievable. Thereis currentlya trendtowardsenablingfiner
grained accesscontrol schemesThe deployment of theseschemeswill
probably enable widespread applications of mobile code in the near future.
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The protection of a mobile code against a malicious host is an open
research topic. The problemasa whole is considerechardandviewed as
unfeasibldoy someresearcherdik distinguish the problems related to code
protection and those related to data protection.

The problems related to mobile code execution on an untrusted runtime

environment are quite atypical. We analyzedtwo aspectf this problem:
privacy of execution, treatedin Chapter2 andintegrity of execution treated
in Chapter3. Privagy of executionaimsat preventingthe disclosureof the
codesemanticgduring the executionof the codeon an untrustedrun-time
environment.Integrity of executionfocuseson the correctnessf codeexe-

cution. An exhaustve study of possibleapproacheso thesetwo problems
wasexplored.In Chapters2 and 3, we provided comprehensie suneys of

theabove problems.Thesesuneys arecomprehense in the sensehatthey

include approachesangingfrom theoreticalcomputerscienceto practical
solutions.

Concerningprivacy of execution, therearesolutionsoffering strongsecurity
in the field of securefunction evaluation and multiparty computations.
However, thesesolutionsarefar from practicalusedueto their compleity
and their limited coverage.Additionally, the overheadimposedby these
solutionsmay compromisethe fragile advantageof the mobile codepara-
digm. Namely the comple&ity of non-interactie solutionsfor privag is
prohibitive for practicalapplicationsNon-interactvity is a mandatoryfea-
tureof autonomousnobilecode.Ontheotherhand,practicalsolutionssuch
as code obfuscationsufrer from the lack of solid assumptionon which
securitycan be based.Solutions for protecting the privacy of mobile code
against the execution environment are till in their infancy. The definition of
a setof requirementgor the designof solutionstackling privacy of execu-
tion was the final contrilition of Chapter 2.

Integrity of execution is anothercrucial requirementor the affirmation of
the mobile codeparadigm.Without having a way of preventingor at least
detectingthe correctnessof the execution of mobile code, applications
appearo berestrictedto thoseinvolving only trustedparties.Onceagain,
the field of theoreticalcomputersciencehasdevelopedsereral techniques
to addresghis problem.The ideabehindthesetechniquess to provide a
proof of correctnessogetherwith the result,with the objective of making
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theintegrity verificationeasywhencomparedo the complexity of thecom-
putationof the proof. More practicalapproacheprovide a log of execution
with the result. In the field of result checking,we found very interesting
solutions However, they did nottake into accounthe maliciousbehaior of
the executionervironment.Anotherapproachs to performredundantom-
putationsandto electthe resulton a voting basis.We proposeda different
way of expressingthe requirementof integrity of executionin order to
achieve more dicient solutions.

We believe that integrity of executionis necessarput not suficientwithout
privacyfor certain applications Whena malicioushostcanre-executethe
codeanunlimited numberof times,evenwithouttamperingor reverseengi-
neeringthe code,it canchoosehebestresultfrom the setof results. Appli-
cationssuch as bagaining motivated this reflection.In orderto develop
solutions for these applicatiomsge need privacy and irgety of execution

We usedthe classof Booleanfunctionsasa computationaimodelto design
our solutionsfor privagy andintegrity of execution.Basedon this modelthe

security of the solutionscould be relatedto well known computational
assumptionsUnlike othermodelsthataresuitablefor formal securityeval-

uation,Booleanfunctionsallow for the representatioof realisticcomputa-
tional models, such as Random Access Machines.

The cryptagraphic tools chosento addressthe code protection problem
were found in the field of codingtheory The main ideawasto construct
programsthat were resilientto executionerrors,as datamay be protected
againsttransmissiorerrorsusingerror correctingcodes On the otherhand,
coding theory includeshard instancesof problemsthat are usedto build

cryptosystemsThe study of the advantagesand weaknessesf thesesys-
temsin Chapter revealedinterestingpropertieswhile providing guidelines
for the design of secure solutions.

We definedthe propertiesthat a framevork for mobile code protection
shouldsatisfy Namely we neednon-interactie andefficient solutions.\We
developedoriginal solutionsto mobilecodeprotectionwithout TPH. These
solutions,presentedn Chapter5, addressedboth privagy and integrity of
execution.Neverthelessthe solutionsdid not allow multi-stepapplications
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to be performedn a non-interactre scenarioThus,the solutionwasbound
to a single functiomecution (without interaction with the codeaer).

We extendedthe solutionto a more powerfulcomputationaimodelusinga
limited TPH in Chapter6. The possibility of usinga limited TPH in the
remotehostactingon behalfof the function owner was consideredasone
way to overcomethelimitation of the solutiondevelopedin Chapters. Fur-
thermorewe consideedthelimited capacityof the TPH. The objective was
notto executethefunctionsonthe TPH, but to performthe computation®n
the untrustechostwhile having a "small” fragmentof the computatiorper-
formedin the TPHin orderto verify and"complete"the untrusteccomputa-
tion. In otherwords,theaimis to extendtheintrinsic securityof the TPHto
the overall ervironment.In addition,the solutionsmustbe provedlesscom-
plex whencomparedo the caseof downloadingthe codeinto the TPH and
executingthe codethere.In the solutionspresentedn Chapter6, a small
pieceof codeis downloadedinto the TPH thatallows the integrity verifica-
tion and the calculationof the cleartext resultto be performedwhile the
main computationremains on the untrusted ervironment. In the first
scheme the TPH verifiesthe integrity of theresultead timea computation
is done We proposecdanothersolutionwhete theverificationof theresultsis
doneoff-line (at the endof a numberof computationsjn orderto enhance
efficiengy. This solutionis especiallyinterestingto constructanoverall ver-
ification value transmittedback to the function owner. This verification
value can be considered afi@ént proof of computation.

In Chapter6, we implicitly assumedhat a securestoragemediumin the
trustedTPH was available. Due to the limited storagecapacityof a TPH,
such as a smartcard,we thoughtof achieving securestoragewithin the
untrustedhost.In Chapter7, we suggesteda schemebasedon the memory
chedcer conceptfor the protectionof the data stored in untrustedmemory
Memory checlers deal with the problemof integrity of the datastoredin
untrustedmemories We extendedthis conceptby including dataprivagy in
the setof requirements\We definedthe conceptof a secue memoryman-
ager, which is anothercontritution of this dissertationin addition,we pro-
posedan original architecture for codeand data protectionthat combined
the techniquesof memory protection(Chapter?7) and of code protection
(Chapter6). As opposedo our architecturethe existing solutionsfor soft-
ware protectionhave always consideredhe computationastrusted.How-
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Unanswered Questions

ever, our architectureis not fully defined, leaving some security
requirements as open research topics.

Finally in Chapter8, we turnedour attentionto the problemof dataprotec-
tion in a specificscenarioWe proposeda solutionfor data protectionin a
scenariowhere mobilecodegathes dataamonga setof hosts The goalis
to protect collected segmentsagainst attacks carried out by competing
hosts.Our solution hasthe interestingfeatureof allowing updatesof the
datasggmentsalreadysubmittedby a givenhost,while preservingheinteg-
rity of all the datasegmentswith a small authenticatiorvalue. Therefore,
our solutionis very efficient in competitive scenariossuchas distributed
auctionsandcomparatie shopping.Thislast solutionshowsthatit is possi-
ble to addresssecurity of specificapplicationsin an efficient way using
mote traditional cryptaraphic tools

Mobile codeprotectionraisesa large numberof new andatypicalsecurity
issuesthat are far from being solved in practicalterms,but we believe to
have given someinterestingcontrikutions and we are optimistic abouta
bright future for the field of mobile code protection.

9.1 Unanswezd Questions

In this section, we present some possible directions for further research, as
follows:

« An implementatiorof theerrorfunction,which outputswordsof a given
weight was not presentedThe constructionof efficient error functions
offering strongsecuritypropertiesvould be animportantadditionto our
solutions;

* We ervisageusing more comple function transformationsn orderto
achieve strongersecurity properties.For example, using several error
correcting codes;

» The proposedarchitecturefor code and data protectionwas not fully
defined.We did not addresghe issueof hiding the memoryaccesgat-
tern, and that of hiding the sequence of computations;
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*  We envisage extending the proposed solutions to practical programming
languages. We are thinking about automatic tools such as obfuscators,
but where the security of the transformations applied to the code are
related to cryptographic problems, asin our schemes for code protection.

Remark: At the end of writing this thesis, the problem of giving the cleart-
ext result back to the remote host was addressed in:

J. Algesheimer, C. Cachin, J. Camenisch and G. Karjoth. Cryptographic
Security for Mobile Code. To appear in 2001 | EEE Symposium on Security
and Privacy, May 13-16, 2001.
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