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Abstract - In this paper we present IDAMN, a distrib uted system whose
main functionality is to track and detect mobile intruders in real-time.
IDAMN includes two algorithms which model the behgiour of users in
terms of both telephony actvity and migration pattern. The main nov-
elty of our architecture is its ability to perform intrusion detection in the
visited location and within the duration of a typical call as opposed to
existing designs that equire the reporting of all call data to the home
location in order to perform the actual detection. The algorithms and
the components of IAMN have been designed in order to minimize the
overhead incurred in the fixed part of the cellular netvork.
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1 Intr oduction

Internetworks of the future will allev and promote unersal access. Users will be able to
access the netwk at a multitude of access points separated by &gnif geographic dis-
tances and manadministratve boundaries. This phenomenon has introducedsesurity

issues compared to traditionaldtk netvorks because of the lack ofysfical protection of the
mobile netverk access points and of the transmission on the radio path. In order to protect a
mobile netvark, two complementary security approaches can be consideeention and
detection.

The preention approach consists in reducing the risk of threats by insuring that users respect
the rules of usage of the netikk services. A well-kn@n mechanism iauthentication based

on shared secrets [2]. The detection approach consists in lookingefds éndicating unusual
actiity on the netwrk. The detection can be performed on-line and it is caf&dision
detection.

Several authentication protocols such as Global System for Mobile communications (GSM)
[20], Digital European Cordlesslephone (DECT) [18] and Cellular Digitadéket Data
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(CDPD) [19] for personal communications systemghaeen proposed by standardj@niza-
tions. Other preention based mechanisms, usindedént techniques, kia also been proposed
in the research literature [3],[4]. Independently of the approach adopted, thevelject to
counteract security threats such as masquerading aesdeapping.

However, under certain situations, authentication mechanisms are fiotesufto protect the
mobile netvork aginst threats such as the theft of the mobile unit, security holes in the soft-
ware or hardware implementation, netwk facility and subscription fraud. Hence, if an ade-
quate leel of security is required, it is relant to praoide in addition to authentication a
complementarysecurity mechanism to mobile nettks which is intrusion detection. There-
fore, motvated by these problems, we made the seddsign of a distribbted Intrusion
Detection Architecture for Mobile Netwks (IDAMN).

This paper presents the functionalities oANIN as well as the intrusion detection algorithms
used. V& bayin by briefy presenting the limitation ofxésting intrusion detection systems for

both fxed and mobile netarks. W\e then present in Section 3 the simulation platform which
was used to test our prototype. In Section 4 we describe tieeeatif netvork entities of

IDAMN allowing the monitoring of the telephgractvity and the itineraries of the mobile
users. The corresponding intrusion detection algorithms are described in Section 5 and Section
6 respectiely. Finally, we demonstrate thefafiency of our algorithms and skothat an
implementation of IBIMN in a real netwrk is feasible.

2 Background and Motivation

The frst intrusion detection systems (IDS) wereeleped for theixed netvorks. Their goal

was to preide a sense of security while allimg computers and data neixks to operate in an
open mode. Indct, early IDSs were designed to monitor a single host by analysing audit trails
provided by operating systems of computers [12], [13)wEler, more recent IDS va been
developed to accommodate the monitoring of hosts interconnected by a local aregknetw
Examples of such systems are SRI's Intrusion Detection Expert System (IDES) [9], [11], Los
Alamos National Laboratory's Netnk Anomaly Detection and Intrusion Reporte ANR)

[8] and UC Dais' Distributed Intrusion Detection System (DIDS) [14]. Aviev of these IDS

can be found in [5] and [6].

Even if such IDSs are ®éient in their contets, the/ can hardly be ported to a wide area net-
work managing millions of subscribers. Moveq they can not tak into account the mobility
of users who may be connected t@&ascale netarks from diferent access points separated
by significant geographic distances.

In the case of mobile nebsks, the ifst IDS was deeloped for the analog cellular nedvk
Advanced Mobile Phone System (AMPS) [16]. AMPSvprdgion mechanism is only based on
identification and the open access to the radigegntruders the opportunity tnasquerades

a legitimate subscriber to makiree calls. Moreger, as it wvas impossible for operators to add
authentication mechanisms in thasting netvork, the only solution as therefore tolld an

IDS to avoid improper billing of Igitimate subscribers. The basic idea of this system is to
modify the &isting database Home locationdisger HLR and the igitor Location Rgister
(VLR) in order to add some intrusion detection procedures. These proceduresaute in f
derived from algorithms based on the detection of credit card fraud.

The most recent system for mobile netlss is the IDS deeloped by Digital Equipment Cor-
poration [17]. The goal of this system is to\pd® intrusion detection mechanisms for analog



and for digital mobile netarks. Hence, it is able to detect clones in analog mobileanksvas

well as to allgiate subscription fraud in GSM. This IDS relies on the ability of the Mobile
Switching Centres (MSC) to temporarily record the call data generated by each mobile user
Then, the monitored information is transferred to a central site (Fraud Manager) for process-
ing, and the erifications are performed ddine».

In general, een if some eisting commercial mobile netwrks contain authentication mecha-
nisms, operators still ant an &ternal IDS to monitor their subscribers in order tovadite
unknovn potential threats. Because theabmentioned systems need at least deuyper-
form intrusion detection, it is relant to lwild an eficient architecture while minimizing the
overhead incurred in the mobile neatiik. Moreorver, the «isting algorithms are based on
thresholds which are delicate to choose ag tiseally depend on the humaxperience of the
system.

In addition to &oid the aforementioned dsdacks of &isting IDSs for mobile netarks, we
have talen into account the folaing design criteria:

» Minor modifications of thexasting mobile netwrk entities

» Fast algorithms to track intruders withoutvivey ary a priori knovledge of the
subscriber's bekaur

* Minimal transfer of information between AMN entities in order to detect an
intrusion

In contrast to thexasting systems that analyse the mobility of users by simgiifyng the
speed of mobile units, IBMN benefits from a n& algorithm for the erification of the user's
itinerary pattern.

3 The simulation platform

The eperimental platform is composed of AN and of a Wreless NEtwrk Simulator
(WINES) which is a compiedigital cellular netwrk simulator implemented in accordance to
the GSM technical specifications. Wever, IDAMN is not specific to GSM netwrks and can
easily be adapted to other cellular nettiks; in that case the module gerting signalling mes-
sages into statistical data must be adapted accordBglly WINES and IBIMN have been
developed with a modular approach using OPNET saxfeN26].

The reasons for choosing a GSM netksimulator are tefold. Firstly GSM does not pro-
vide intrusion detection services to operators despiteatttettiatnetwork facility and sub-
scription fraud have been encountered in this netk. Secondlythe praision of a wide range
of traffic generators spreadrer a wide geographic area is costly andidiit to perform.
These problems can beescome by the use of simulators which also present trentatye of
exact repeatability of successiruns (useful during sofawe implementation).

3.1 GSM specific pocedures

WINES is able to simulate the whole neitk as well as the mobile stations at the protocol
level. In other vords, the resulting platform model simulates the Base Station Sub-system, the
Network Sub-system and the Mobile Station (all GSM andAMN entities are independent
software modules). All layeB messagesxehanged by the dérent GSM entities, h& the

1. Depending of the actual location of the user



same format as described in the GSM technical spatidns. A full description of WINES
can be found in [7]. The fol@ing procedures specific to digital cellular mobile ratvg hae
been implemented:

» Mobile Originating call (MO). The mobile user can mala call tavards the Pub-
lic Switching Telepholy Network (PSTN); the frequercand duration of these
calls are parametrizable as well.

* Mobile Terminating call (MT). Calls can also be initiated by the PSTN which
asks the Gateay Mobile Switching Centre (MSC) for routing information.

« Handoverl. During a call the Base Station Controller (BSC) continuously analy-
ses the measurements results sent by the Baseélver Station (BTS) in order
to decide on a potential hanam Depending on the situation, 4 types of hando-
vers can be performednfernal-handover, inter-BSC-handover, inter-MSC-
handover, subsequent-handover) as described in [22].

» Location updating (locup). This procedure is triggered by the MS each time its
current location area changes [23]. If the old location area is under the control of
the same MSC then anter-BSC-locup procedure is performed. Otherwise, if the
old and the n@ location area are managed byotdistinct MSCs then aimter-
MSC-locup procedure is performed.

During each simulation run, the GSM platform will generate signallinficmdédta which will
be collected by IBMN in order to detect intruge actvities.

3.2 Traffic Generators

It is difficult to obtain audit data generated by real GSM users from operators avitdon
insure the comdentiality of their netwrk parameters and the yay of their subscribers. In
order to generate realistic user datafizafithin the netwrk simulatoy we made the spemf
design of a mobile statior@@enerator.

The goal of a Generator is to simulatgigus mobile station beti@ur models in order to test
the diferent intrusion detection algorithms ofARIN. In avoiding to prearicate the detection
results, the characteristics of the generatefidnaiust be as close as possible to the redidraf
for a gven GSM topologyTherefore, each parameter of a Generator is adjusted vatadi
particular catgory ofreal GSM subscribers as presented @bl€1. This table describes GSM
subscribers in terms of mating® groups and &s praided by a French operatdn other
words, the glues obtained fromablel were used to set the fdifent parameters of the mobile
station generators in the simulation platform.

Each Generator is able to simulate a group of 1000 mobile stations with the sameuneha
The frequeng and the duration of MO calls are parametrizable and the peak hasss (b
period during the day) can also be definext.dach useml behgiour scenario is established at
the b@inning of the simulation depending onahstatistical distribtions: the duration of calls
follows an &ponential distrilation whereas the awal of calls follavs a Poisson distrilion.
These assumptions\yebeen shan to be reasonably accurate for mobile telephonearkswy

In addition to the telephgractvity, the parameters corresponding to the mobility of users can
be defined (number of location updates and location aresdeal).

1. Changing of cell without interrupting the call.
2. This classification of GSV subscribers was obtained from a french operator



Type of User DOMESTIC CORPORATE BUSINESS ROAMER
Daily Usage® 10-15 30-40 15-20 30 +
Calls per Véek 12-16 20-25 12-15 25+
National Call 95% 75% 99% 95%
International Call 5% 25% 1% 5%
Average Duratioh <5 10 <10 10 +
Call Time Off peak Peak Tme business Hours Any
Destination Call Mostly local Nation Wde Local International
Origin of Call Home Cell Any MSC/BSC Same MSC All
Type of Call MTL® MTL andMTM4Y MTL MTL and MTM

Table 1 : Classification of GSM subscribers

Value in minutes
Value in minutes
Mobile to Land

Mobile to Mobile

oo oW

A simulation run can represent the babar of the netwrk during one dayTherefore, a sin-
gle Generator is able to simulate a population of 400 mobile stations dwrtkmgvdays or
week-ends.

4 Functionalities of IDAMN

The challenge as to model IBMN in order to detect an intrudeor-line» while minimizing
the averhead incurred in the cellular netsk. For this purpose, we kia defined a set of analy-
sis functions which are spreaden the whole netark. In fact, these functions are performed
by different distriluted entities of IBMN in order to monitor mobile users.

The main nweelty of our architecture is its ability to perform intrusion detection in the visited
location and within the duration of a typical call as opposedistieg designs that require the
reporting of all call data to the home location in order to perform the actual detection. In other
words, the performance of AMN rely on the transfer of statistical information of small size
instead of centralizing lge amounts of audit data éikn &isting IDSs for mobile netarks

[16], [17].

4.1 Multi-Level Intrusion Detection

We hare defined three dérent levels of analysis which can be summarized asvidlo

* Lewel 1 - elocity and clone erification: this consists of aakt intrusion detection
by verifying the speed of a mobile user aisting clones (the same user being
active in two different parts of the netwk at the same time).

* Lewel 2 - component wiseevification: the system measures the impact of the
subscriber behaour on the diferent GSM entities. ¢t instance high actity of a
switch in an area with awodensity of inhabitants, may be a symptom of intru-
sion.



» Level 3-intrusion detection per user: this is the most significant intrusion detec-
tion analysis as the resulting proceduraleates eery deviation from the normal
user's normal bekaur profile or «signature».

In the case of the Wel-3 analysis the basic idea of detecting an intruder relies on the system's
ability to learn the normal beWiaur of the subscriber by creatinguser profile. The proiles

of IDAMN are designed to require a minimum amount of storage for historical data per mobile
user and yet require retnt information that can ffiently be used during the detection proc-
ess. An intruder impersonating the real subscriber wik fzadiferent behaiour and thus will
generate a significant dation from the standard profile [9].

In the case of GSM, the signature of the user i;ddfby 3 prafes: a mobility-proile, an
activity-profile and a speech-piitél. Each prafe will help in raising diferent intrusion
alarms that a rule based system will analyse in ordewv&otie final decision. Therefore, for-
bidding a mobile user to lend his mobile station becomes a mandatory securigyimpthic
contet.

IDAMN i
WINES l
(GSM) .y
MSEC
5 B 1
111138 28 111138 2 111130t
——
e [

(%) ﬁ 1 T B
7
Figurel1: Portion of the Global Platform

4.2 IDAMN Network Entities

The releant information for modelling the user's beivair as well as detecting an intrusion
are distriluted aer the \arious entities of the GSM Netrk Sub-System. In order to minimize
the computationalwerhead incurred in both AMN and GSM, the procedures addressing the
different level of intrusion detection are spreateotwo dedicated machines: t&obal Mon-

itor (GM) and thd ntrusion Detector (ID) as depicted in Figure 1.

1. A speech verification algorithmis envisioned but has not been devel oped yet.



The main purpose of the GM is to manage and ‘e szer a long period the prités of the
subscribers. More@r, the GM is in chage of &ecuting the procedures corresponding telle

1 and leel 2 of intrusion detection. The results of these 2 first analyses are processed by a rule
based system which generatagdabal report to be passed to the ID.

The ID performs leel 1 (detection of a clone at the location areealleand leel 3 of intrusion
detection. The ID is directly connected to the antiMBC and maés a cop of the releant

signalling messages generated by the mobile users. Depending on the nature of the messages,
the ID initializes a set of statisticahsables and requests the aitti and mobility profles

from the GM as well as the global report concerning the mobile Tisen, the ID is able to

detect a potential intrusion by comparing tlagi&bles to the recetd profles according to

some thresholds.

The GM is able to access the HLR via the GSM standard protocol MAP/C in contrast to the ID
which can retriee information from the VLR using the MAP/B protocol [24] if required.
Moreover, a single ID is associated with each MSCwifgy IDAMN to have a complete vie

on the mobile user in order to analysetkigphony activity and hismigration pattern as dis-
cussed in the follwing sections.

5 Monitoring the Telephony Activity

The telephown actvity of a mobile user is diefed by tw statistical ectors: theCall Vector
and theSession Vector. The \alues of theseectors are initialized by the ID upon redgeg sig-
nalling messages from the anchor MSC as depicted in Figure 2.

mo-call-start .
inter-bsc-handover

imsi-attach mo-call-stol i _
msc-locup P internal-handover

bsc-locup v imsi-detach

tdy tty W td, ff,

ji" Session of a User
- -

Figure 2: Call Vectorsinitialized with GSM signalling messages

The Call Vector V! is a local magnitude which models iffeMO. We denote byd, andtf,

respectvely the time when the MS triggeredh-call-start and amo-call-stop procedure.
Upon recering the GSM call management messages, the ID computes a statisticattmll v
over the duration of an outgoing catlt,-td) , number of handers performeti(nh,) and

inactiity between tw calls (d, -tf,_,). The &pression of/f is as follavs:

1. In GSM terminology, thisis an MSC managing the MSat the beginning of a call
2. Each time a handover procedureis performed, nh; isincreased by one



Vi = | tf,—td (1)

The Session Vector \7]S is a global magnitude which models flesession of the user in terms
of network connection duratiorp() total number of calls\c; total duration of callstc;) and

the total number of handersNh;. The &pression of?/jS is the follawving:

(2)

The high-speed intrusion detection algorithm which is able to interpret teesesvis based

on the IDES approach [10]. Mever, our algorithm ta&s into account the spacitontext of

wide cellular netwrks managing millions of subscribers such as GSM, whilst minimizing the
computation gerhead and the amount of data transferred betwegNDentities.

In doing so, the telephgractvity profile of a user is updated in a recuesinay each time a
new vector V, (i.e.\7§ or \7ﬁ) is initialized by the ID. Moreeer, before incorporating a ne
vector Vi1 into the prole P,, which is composed of a meaacior M. and a ceariance

matrix C,,, we first compute?/ln andc, by multiplying each obseed \ector\7i by the follav-
ing weight:

w = 4 3)
z qn—i

wherea is the fogetting fictor 0 <a <1). This method creates a sliding time windfor the
obsened \ector which has the fefct to fivour the recent bekur of the userTherefore, ifP,

has been prgously computed er firstn vectors (withn smaller than 30), the ID updates the
mean ector as follavs:

Mn+1 = (@(L=aMMn+ (L=a)Vn+1) (4)

1-— n+1
and the cweariance matrix is computed as folls:

a(l—an- 1)C +1 o}

Chi1 = 1_qgn (Mn—Mn+1)(|V|n—|V|n+1)
)
— - — > —
m(vn+l—Mn+l)(Vn+l—Mn+1)

1. Whether it isa call vector or a session vector



wheret denotes the matrix transposition operation. Hence, the GM will et thastore all

obsenred \ectors in its database as the profile to edas P, = 0M,,;C,;a E.
0 0

OnceP, has been generated, detecting an abnormaltgctonsists in computing the distance

between a ne vectorVy,.: and the meanector which is a function of the cluster of there-

vious \ectors. If this distance is smaller than a threslsgld then, the ne Vns1 is considered

to be normal. Otherwise, the folling inequation denotes the detection test for the abnormal
case:

(\_/>n+1—|\_/|>n)tcﬁl((\_/>n+1_mn) 2 Sr%ax) (6)

wherecC:! represents thewerse matrix oC,. We performed seral experiments using diér-

ent kinds of thresholds aiming to maximize the detection rate and to minimizdshafarm
rate. Consequentlyve obtain the best results with the fellog decision criterion:

Snax = MaXHV, — M) GV, ~ M) H for i O[L...n]) ()
0 0
The thresholds,,, is nota priori fixed hut is computed er then first obsered \ectors for

each userOther thresholds kra been usedub the filse alarm rate as high (between 20 to
50%) even if all intrusion scenarios were detected.

Call false Call Session Session
Category of user alarm rate detection false alarm detection
rate rate rate
DOMESTIC 1% 67 to 100% 2% 80 to 100%
BUSINESS 1% 88 to 100% 2% 90 to 100%
CORPORAE 1% 60 to 100% 5% 87 to 100%
ROAMER 2% 82 to 100% 1% 95 to 100%

Table 2 : Rlse Alarm and Detection rates

For each mobile user belonging to a specificgatg of subscriber300 intrusie session ec-
tors were tested (one session representing one day of connection to theknheihmost
every intrusve session @as detected (at least 80%) withadse alarm ratearying from 2% to
5% as shan in Table5. Much better performanceas obtained with the calkeetor analysis
(600 to 2000 gctors tested per user) as thisé alarm rates were under 2% with a minimum
detection rate of 60%. Invery case, if a high intrug actvity is simulated, 100% of the
matching ectors are detected; this corresponds to an intruder trying to misuse tloeknetw
services gtensvely as already noticed irxisting analog mobile netovks.

6 Monitoring Users’ Roaming

In addition to the telephgnactvity analysis, IDAMN includes a detection mechanism based
on the monitoring of the users’ welling in the netwrk. This mechanism It tals into account

1. Depending on the category of user (domestic, corporate etc.)



the areas visited by a subscriber as well as the most frequent itinerarieedol mobility
behaiour profile based on a graph model (with transition probabilities) is established depend-
ing on the frequencof location area crossings of the mobile u3dris mobility profie is
updated when the location updating procedures are performethi{@eMSC-locup inter-
BSC-locup).

We assume that the migration of a mobile user is not completely randomstance, most of
the time a RISINESS user will roam from his house to hicef through a reasonable number
of location areas and well deéd cells. Br the sak of simplicity in the rest of the paper we
denote by «cell» a location area.

Then, we associate to each cell a state, and compute the state transition prdbepéitging

on the itinerary obsered from the location update signalling messages, the probabilities of
the diferent itineraries are calculated in order teegnore importance to those the most fol-
lowed. In other wrds, the transition probability going from a stiate a statg is a function of

the number of times the mobile user hdsatively traversed cell to cellj.

Let X,, denote the stochastianwable indicating the cell on which the mobile station is located

after then™ location update. Consequentlyx. = 0 the MS is considered to be disconnected
and if X, = i the MS is camping on cell Therefore, gien that at the puous ((n-1)th) loca-
tion update the mobileag camping on cell i, the transition probability from ceédij is:

>

_ij
n;

° (8)

pij = PX, =] | X, =i0=

n, = Znik

wheren; is the number of times a user crossedidelkellj andn; is the total number of out-

put occurrences of cellAt the initial step, we consider that the mobile user can go in all direc-
tions with the same probabiI?LyHoNever, the training period will gie higher probabilities to
the most frequent itineraries depending on the migration habits of thélesee, the mobility
profile of a user is a graph,, where each cell is a state and each transition a probability as

deined by Equation (8). In thexample of Figure 3, the user crossed cells 2, 3 amtimes
whereas cells 1, 3 and 5 werevigesed only once.

The detection process consists of comparing the current itinerary in progress (called candidate
itinerary) to the profe P,, in order to measure a strongvidgion from that prafe. Let C be

the candidate itinerary composedkafells; for each cellof C we compute thevarage proba-
bility p, as follaws:

n 1-p
0y py = Tp' i 0[0...k] (9)

pi:Oi £

whereo0, is the total number of outgoing transitions of cell

1. Anitinerary is composed of successive cells or location area
2. All probabilities are initialized to zero
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Initial state: MS switched off

Itineraries: (2, 3, #
@ (1, 3,5}

Figure 3 : Example of a Mobility Profile

The ultimate detection test is performed by analysing a daaturf/, (v,>0). Moving from
cell'i to cellj will be considered as abnormalpfj > p;. In that case, the doubadtor is

reduced as folls:v, = Kv, (with 0<k<1). Otherwise, ifp; < p; thenv,, is augmented with a
positive value depending on the folling situations:.

* If the cell has already been crossed then the dachirfis increased ki as fol-
lows:Vy = Vy4+H .

« If the mobile unit arves in a n& cell for the irst time V4 is incremented as fol-

N F
lows: v, = Va+ 3
wherel represents the number of cells compogihgvhich hae never been encountered dur-
ing earlier update o#,, .

As lim ¥ E| = 2F, we consider that the itinerary is abnormal j& 2F . This decision criterion
n-'sy2

is tolerant to potential meitineraries of the Igitimate user who may roam into visited domain

instead of his usual home domain. This algorithm performs intrusion detection on-line as each

time the mobile user performs a location update procedure it is possiblertovkiether or not

the current cell tnzersed is normal.

In fact, parameters andH depend on thevarage length of the user's itinerariesr Each
mobile user300 abnormal itineraries were testeoa population of 400 simulated users.
The false alarm rate is Yeer than 15% with a detection ratarying from 65% to 100% as
shavn in Table5.
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Falsealarm Detection
Category of user rate rate
DOMESTIC 1to 2% 90 to 100%
BUSINESS 3t04% 75 to 90%
CORPORAE 410 6% 65 to 90%
ROAMER 5t0 7% 65 to 80%

Table 3 : Rlse Alarm and Detection rates

7 1DAMN in Practice

Intrusion alarms are raised when the detector notices a stroiadide of the mobile user
behaiour compared to the mobility and aqty profiles. Net, these alarms are analysed by a
rule based system whichvgs the final decision. If an intrusion is detectedAMN can signal
the netvork to actvate a call bearing procedure or to disconnect the user

The idea of comparing profiles of users with current session data isemaptefrom potential
problems. An intruder impersonating the subscriber can gradually modify higidehen
order to escape detection. \Maver, this implies that the attaekknavs a priori the telephoyn
actvity as well as the migration pattern of the usera real lage scale wireless netnk, it

will be difficult for an attackr to obtainall audit data generated by the mobile user if a mini-
mal service of priacy is provided by the means of encrypti’oan the other hand, if the
mobile netvark does not bengffrom authentication and cadeéntiality mechanisms, then
IDAMN must be preided with additional algorithms.df instance, intrusion detection algo-
rithms based on speecénfication or dialled number analysis will be an issuevaxteless, if

we assume that an intrudenirteg succeeded to obtain fraudulent access, his goal will be to
use atensvely the netwrk services and thus will be automatically be detected considering the
current \ersion of IDAMN.

In order to demonstrate that implementindANdN in a real mobile netark is feasible, we
need to pree that the architecture is scalable and the algorithwes dnaeasonable complgy.
Therefore, we denote biop (floating point operation) an operation which require one multi-
plication and one additiort:flop = S._; + aby .

Thus, the number of flops needed to update theitgqgpirofile P, = %W;;cn;ag IS (m2+3m)/2
wherem is the dimension of the statisticaator In comparison,DWithoutDthe recursifor-
mula, the total number ofdps needed to update, will be around3m®. In the case of the
intrusion detection test, we can also complité in a recursie way and hence, the number of
flops needed to perform detectioreis.

With a DSP of the TMS 32@&mily [25], a foating point number is coded in 4 bytes and an

2
integer in 2 bytes. Therefore, the global monitor oANDN will need E’m ;3m+ 1Ex4 bytes

1. After being authenticated by the network the user shares a session key for the encryption of the signal-
ling and user data.
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for a user's prdé (P,). The DSP TMS 320 is able taexute 33 millionlbps per second. In

our case, we suppose that we need onlg 10 execute 1 flop. able4 summarizes the charac-
teristics of our algorithm.

Characteristics Call Vector Session Vector
(m=3) (m=4)
Time to update a profile 9 Us 14 s
Time for detection 6 Us 8 Us
Size of a profile 40 bytes 60 bytes

Table 4 : Characteristics of the adly analysis

If the profle p,, of a user is a graph composedwstates (or cells) then the comyatyg for

creating or updating df,, is m*. The computation of, will need aroundn flops and the total
number of operations to perform detectiomis m.

As opposed to the telephpactiity algorithm, the memory size to starg varies from a cat-

egory of user to the otheFor instance, a DOMESTIC user is rather static and the size of his
mobility profile is smaller than the ®BAMER user prafe. Table5 presents the characteristics
of our algorithm.

Category of user || Number Matrix Detection
of cells? sizeP Duration
DOMESTIC 4 32 16 Us
BUSINESS 10 200 100s
CORPORAE 16 512 256 s
ROAMER 24 1152 576 s
Table 5 : Characteristics of the migration analysis
a.lnthe graph
b.in bytes

The walues shan in this table hae been computed by considering the maximum number of
cells traversed by each cagery of userThis algorithm might require more resources than the
vector test algorithmsub the time for the detection is also in the ordepsf Hence, the total
size for both the aatity and migration profile for one user is at most 1,5 Kb

A «real world» implementation of IBMN can be ewmisioned. The planning of IBMN
depends on the topology of the mobile netkvand in our case on GSM. In general, a HLR
manages 500 000 subscribers and a MSC 40 000 subscribers [1]. Therefore, if tr& netw
comprises 1 000 000 mobile used®AMN will be composed of 2 GMs and 25 IDs which are
interconnected with a 64 Kbits/s leased line and each GM managing at most 13 IDs.

1. For instance, 800 000 subscribers are currently using the GSM network of the french operator France
Telecom
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According to [1], during peak hours a MSC reesiin aerage 24 MO calls per seconat ffor
demonstration, we consider themst case of 40 MO calls per second. If we assume that this
load is the same for the 13 MSCs, then each ID sends in @680 = 4 Kbits of profle
requests to one GM. Upon receing these pradle requests, the GM must search for the 40
profiles (1 ms needed per user prdjili@ order to transmit them to the corresponding ID. The
time needed to perform these operations is araune 40/64=0,9s. Hence, because an ID

takes at most 60Q1s to detect an abnormal befaur, all intrusion detection algorithms can be
performed in less than 1 second.

Note that the user profiles are transmitted only once between the GM and an ID. Upan recei
ing new actvity or mobility data, the same ID will be able to perform detection immediately
without contacting the GM. Moreer, IDAMN does not s@ ary call detail records because if
the call is normal then the ID updates the pecdnd the call data is dropped. This has the
adwantage to minimize the amount of storage compared to centralized IDSs wedo kae
several days of call detail records (cellular billing information) in order tonatlee fraud
investicator to viav the call actiity of the mobile user

8 Conclusion

This paper presented AMN a distributed intrusion detection system for cellular netis.
IDAMN is able to hae a completeeervien on the mobile user telephpactivity and mobil-

ity behariour. The main neelty of our architecture is its ability to transfer a small user profile
near the location of the serving MSC as opposedistieg systems which require the report-
ing of lage amount of audit data to a central monitoring enfitye algorithms ha been
designed in order to create and update the useatgsrai real time without hang a priori
knowledge of the behaour of the userMoreover, an alarm can be raised within the duration
of a typical call. Preliminary testing of the components GAMNN are promising as we can
raise an alarm in less than one second with an intrusion detectiorargitegvfrom 70% to
100% whereas thallse alarm rate is\eer than 5%. Future evk includes and enhancement of
IDAMN's functionalities by deesloping speech and dialled numberification algorithms.
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Abstract - In this paper we present IDAMN, a distrib uted system whose
main functionality is to track and detect mobile intruders in real-time.
IDAMN includes two algorithms which model the behgiour of users in
terms of both telephony actvity and migration pattern. The main nov-
elty of our architecture is its ability to perform intrusion detection in the
visited location and within the duration of a typical call as opposed to
existing designs that equire the reporting of all call data to the home
location in order to perform the actual detection. The algorithms and
the components of IAMN have been designed in order to minimize the
overhead incurred in the fixed part of the cellular netvork.

Keywords: Simulation, protocols, GSM, intrusion detection, netkvarchitecture, real-
time, roaming, netark facility fraud, subscription fraud.

1 Intr oduction

Internetworks of the future will allev and promote unersal access. Users will be able to
access the netwk at a multitude of access points separated by &gnif geographic dis-
tances and manadministratve boundaries. This phenomenon has introducedsesurity

issues compared to traditionaldtk netvorks because of the lack ofysfical protection of the
mobile netverk access points and of the transmission on the radio path. In order to protect a
mobile netvark, two complementary security approaches can be consideeention and
detection.

The preention approach consists in reducing the risk of threats by insuring that users respect
the rules of usage of the netikk services. A well-kn@n mechanism iauthentication based

on shared secrets [2]. The detection approach consists in lookingefds éndicating unusual
actiity on the netwrk. The detection can be performed on-line and it is caf&dision
detection.

Several authentication protocols such as Global System for Mobile communications (GSM)
[20], Digital European Cordlesslephone (DECT) [18] and Cellular Digitadéket Data

1. The work described herein was part of a joint project funded by the IBM Zirich Research Laboratory



(CDPD) [19] for personal communications systemghaeen proposed by standardj@niza-
tions. Other preention based mechanisms, usindedént techniques, kia also been proposed
in the research literature [3],[4]. Independently of the approach adopted, thevelject to
counteract security threats such as masquerading aesdeapping.

However, under certain situations, authentication mechanisms are fiotesufto protect the
mobile netvork aginst threats such as the theft of the mobile unit, security holes in the soft-
ware or hardware implementation, netwk facility and subscription fraud. Hence, if an ade-
quate leel of security is required, it is relant to praoide in addition to authentication a
complementarysecurity mechanism to mobile nettks which is intrusion detection. There-
fore, motvated by these problems, we made the seddsign of a distribbted Intrusion
Detection Architecture for Mobile Netwks (IDAMN).

This paper presents the functionalities oANIN as well as the intrusion detection algorithms
used. V& bayin by briefy presenting the limitation ofxésting intrusion detection systems for

both fxed and mobile netarks. W\e then present in Section 3 the simulation platform which
was used to test our prototype. In Section 4 we describe tieeeatif netvork entities of

IDAMN allowing the monitoring of the telephgractvity and the itineraries of the mobile
users. The corresponding intrusion detection algorithms are described in Section 5 and Section
6 respectiely. Finally, we demonstrate thefafiency of our algorithms and skothat an
implementation of IBIMN in a real netwrk is feasible.

2 Background and Motivation

The frst intrusion detection systems (IDS) wereeleped for theixed netvorks. Their goal

was to preide a sense of security while allimg computers and data neixks to operate in an
open mode. Indct, early IDSs were designed to monitor a single host by analysing audit trails
provided by operating systems of computers [12], [13)wEler, more recent IDS va been
developed to accommodate the monitoring of hosts interconnected by a local aregknetw
Examples of such systems are SRI's Intrusion Detection Expert System (IDES) [9], [11], Los
Alamos National Laboratory's Netnk Anomaly Detection and Intrusion Reporte ANR)

[8] and UC Dais' Distributed Intrusion Detection System (DIDS) [14]. Aviev of these IDS

can be found in [5] and [6].

Even if such IDSs are ®éient in their contets, the/ can hardly be ported to a wide area net-
work managing millions of subscribers. Moveq they can not tak into account the mobility
of users who may be connected t@&ascale netarks from diferent access points separated
by significant geographic distances.

In the case of mobile nebsks, the ifst IDS was deeloped for the analog cellular nedvk
Advanced Mobile Phone System (AMPS) [16]. AMPSvprdgion mechanism is only based on
identification and the open access to the radigegntruders the opportunity tnasquerades

a legitimate subscriber to makiree calls. Moreger, as it wvas impossible for operators to add
authentication mechanisms in thasting netvork, the only solution as therefore tolld an

IDS to avoid improper billing of Igitimate subscribers. The basic idea of this system is to
modify the &isting database Home locationdisger HLR and the igitor Location Rgister
(VLR) in order to add some intrusion detection procedures. These proceduresaute in f
derived from algorithms based on the detection of credit card fraud.

The most recent system for mobile netlss is the IDS deeloped by Digital Equipment Cor-
poration [17]. The goal of this system is to\pd® intrusion detection mechanisms for analog



and for digital mobile netarks. Hence, it is able to detect clones in analog mobileanksvas

well as to allgiate subscription fraud in GSM. This IDS relies on the ability of the Mobile
Switching Centres (MSC) to temporarily record the call data generated by each mobile user
Then, the monitored information is transferred to a central site (Fraud Manager) for process-
ing, and the erifications are performed ddine».

In general, een if some eisting commercial mobile netwrks contain authentication mecha-
nisms, operators still ant an &ternal IDS to monitor their subscribers in order tovadite
unknovn potential threats. Because theabmentioned systems need at least deuyper-
form intrusion detection, it is relant to lwild an eficient architecture while minimizing the
overhead incurred in the mobile neatiik. Moreorver, the «isting algorithms are based on
thresholds which are delicate to choose ag tiseally depend on the humaxperience of the
system.

In addition to &oid the aforementioned dsdacks of &isting IDSs for mobile netarks, we
have talen into account the folaing design criteria:

» Minor modifications of thexasting mobile netwrk entities

» Fast algorithms to track intruders withoutvivey ary a priori knovledge of the
subscriber's bekaur

* Minimal transfer of information between AMN entities in order to detect an
intrusion

In contrast to thexasting systems that analyse the mobility of users by simgiifyng the
speed of mobile units, IBMN benefits from a n& algorithm for the erification of the user's
itinerary pattern.

3 The simulation platform

The eperimental platform is composed of AN and of a Wreless NEtwrk Simulator
(WINES) which is a compiedigital cellular netwrk simulator implemented in accordance to
the GSM technical specifications. Wever, IDAMN is not specific to GSM netwrks and can
easily be adapted to other cellular nettiks; in that case the module gerting signalling mes-
sages into statistical data must be adapted accordBglly WINES and IBIMN have been
developed with a modular approach using OPNET saxfeN26].

The reasons for choosing a GSM netksimulator are tefold. Firstly GSM does not pro-
vide intrusion detection services to operators despiteatttettiatnetwork facility and sub-
scription fraud have been encountered in this netk. Secondlythe praision of a wide range
of traffic generators spreadrer a wide geographic area is costly andidiit to perform.
These problems can beescome by the use of simulators which also present trentatye of
exact repeatability of successiruns (useful during sofawe implementation).

3.1 GSM specific pocedures

WINES is able to simulate the whole neitk as well as the mobile stations at the protocol
level. In other vords, the resulting platform model simulates the Base Station Sub-system, the
Network Sub-system and the Mobile Station (all GSM andAMN entities are independent
software modules). All layeB messagesxehanged by the dérent GSM entities, h& the

1. Depending of the actual location of the user



same format as described in the GSM technical spatidns. A full description of WINES
can be found in [7]. The fol@ing procedures specific to digital cellular mobile ratvg hae
been implemented:

» Mobile Originating call (MO). The mobile user can mala call tavards the Pub-
lic Switching Telepholy Network (PSTN); the frequercand duration of these
calls are parametrizable as well.

* Mobile Terminating call (MT). Calls can also be initiated by the PSTN which
asks the Gateay Mobile Switching Centre (MSC) for routing information.

« Handoverl. During a call the Base Station Controller (BSC) continuously analy-
ses the measurements results sent by the Baseélver Station (BTS) in order
to decide on a potential hanam Depending on the situation, 4 types of hando-
vers can be performednfernal-handover, inter-BSC-handover, inter-MSC-
handover, subsequent-handover) as described in [22].

» Location updating (locup). This procedure is triggered by the MS each time its
current location area changes [23]. If the old location area is under the control of
the same MSC then anter-BSC-locup procedure is performed. Otherwise, if the
old and the n@ location area are managed byotdistinct MSCs then aimter-
MSC-locup procedure is performed.

During each simulation run, the GSM platform will generate signallinficmdédta which will
be collected by IBMN in order to detect intruge actvities.

3.2 Traffic Generators

It is difficult to obtain audit data generated by real GSM users from operators avitdon
insure the comdentiality of their netwrk parameters and the yay of their subscribers. In
order to generate realistic user datafizafithin the netwrk simulatoy we made the spemf
design of a mobile statior@@enerator.

The goal of a Generator is to simulatgigus mobile station beti@ur models in order to test
the diferent intrusion detection algorithms ofARIN. In avoiding to prearicate the detection
results, the characteristics of the generatefidnaiust be as close as possible to the redidraf
for a gven GSM topologyTherefore, each parameter of a Generator is adjusted vatadi
particular catgory ofreal GSM subscribers as presented @bl€1. This table describes GSM
subscribers in terms of mating® groups and &s praided by a French operatdn other
words, the glues obtained fromablel were used to set the fdifent parameters of the mobile
station generators in the simulation platform.

Each Generator is able to simulate a group of 1000 mobile stations with the sameuneha
The frequeng and the duration of MO calls are parametrizable and the peak hasss (b
period during the day) can also be definext.dach useml behgiour scenario is established at
the b@inning of the simulation depending onahstatistical distribtions: the duration of calls
follows an &ponential distrilation whereas the awal of calls follavs a Poisson distrilion.
These assumptions\yebeen shan to be reasonably accurate for mobile telephonearkswy

In addition to the telephgractvity, the parameters corresponding to the mobility of users can
be defined (number of location updates and location aresdeal).

1. Changing of cell without interrupting the call.
2. This classification of GSV subscribers was obtained from a french operator



Type of User DOMESTIC CORPORATE BUSINESS ROAMER
Daily Usage® 10-15 30-40 15-20 30 +
Calls per Véek 12-16 20-25 12-15 25+
National Call 95% 75% 99% 95%
International Call 5% 25% 1% 5%
Average Duratioh <5 10 <10 10 +
Call Time Off peak Peak Tme business Hours Any
Destination Call Mostly local Nation Wde Local International
Origin of Call Home Cell Any MSC/BSC Same MSC All
Type of Call MTL® MTL andMTM4Y MTL MTL and MTM

Table 1 : Classification of GSM subscribers

Value in minutes
Value in minutes
Mobile to Land

Mobile to Mobile

oo oW

A simulation run can represent the babar of the netwrk during one dayTherefore, a sin-
gle Generator is able to simulate a population of 400 mobile stations dwrtkmgvdays or
week-ends.

4 Functionalities of IDAMN

The challenge as to model IBMN in order to detect an intrudeor-line» while minimizing
the averhead incurred in the cellular netsk. For this purpose, we kia defined a set of analy-
sis functions which are spreaden the whole netark. In fact, these functions are performed
by different distriluted entities of IBMN in order to monitor mobile users.

The main nweelty of our architecture is its ability to perform intrusion detection in the visited
location and within the duration of a typical call as opposedistieg designs that require the
reporting of all call data to the home location in order to perform the actual detection. In other
words, the performance of AMN rely on the transfer of statistical information of small size
instead of centralizing lge amounts of audit data éikn &isting IDSs for mobile netarks

[16], [17].

4.1 Multi-Level Intrusion Detection

We hare defined three dérent levels of analysis which can be summarized asvidlo

* Lewel 1 - elocity and clone erification: this consists of aakt intrusion detection
by verifying the speed of a mobile user aisting clones (the same user being
active in two different parts of the netwk at the same time).

* Lewel 2 - component wiseevification: the system measures the impact of the
subscriber behaour on the diferent GSM entities. ¢t instance high actity of a
switch in an area with awodensity of inhabitants, may be a symptom of intru-
sion.



» Level 3-intrusion detection per user: this is the most significant intrusion detec-
tion analysis as the resulting proceduraleates eery deviation from the normal
user's normal bekaur profile or «signature».

In the case of the Wel-3 analysis the basic idea of detecting an intruder relies on the system's
ability to learn the normal beWiaur of the subscriber by creatinguser profile. The proiles

of IDAMN are designed to require a minimum amount of storage for historical data per mobile
user and yet require retnt information that can ffiently be used during the detection proc-
ess. An intruder impersonating the real subscriber wik fzadiferent behaiour and thus will
generate a significant dation from the standard profile [9].

In the case of GSM, the signature of the user i;ddfby 3 prafes: a mobility-proile, an
activity-profile and a speech-piitél. Each prafe will help in raising diferent intrusion
alarms that a rule based system will analyse in ordewv&otie final decision. Therefore, for-
bidding a mobile user to lend his mobile station becomes a mandatory securigyimpthic
contet.

IDAMN i
WINES l
(GSM) .y
MSEC
5 B 1
111138 28 111138 2 111130t
——
e [

(%) ﬁ 1 T B
7
Figurel1: Portion of the Global Platform

4.2 IDAMN Network Entities

The releant information for modelling the user's beivair as well as detecting an intrusion
are distriluted aer the \arious entities of the GSM Netrk Sub-System. In order to minimize
the computationalwerhead incurred in both AMN and GSM, the procedures addressing the
different level of intrusion detection are spreateotwo dedicated machines: t&obal Mon-

itor (GM) and thd ntrusion Detector (ID) as depicted in Figure 1.

1. A speech verification algorithmis envisioned but has not been devel oped yet.



The main purpose of the GM is to manage and ‘e szer a long period the prités of the
subscribers. More@r, the GM is in chage of &ecuting the procedures corresponding telle

1 and leel 2 of intrusion detection. The results of these 2 first analyses are processed by a rule
based system which generatagdabal report to be passed to the ID.

The ID performs leel 1 (detection of a clone at the location areealleand leel 3 of intrusion
detection. The ID is directly connected to the antiMBC and maés a cop of the releant

signalling messages generated by the mobile users. Depending on the nature of the messages,
the ID initializes a set of statisticahsables and requests the aitti and mobility profles

from the GM as well as the global report concerning the mobile Tisen, the ID is able to

detect a potential intrusion by comparing tlagi&bles to the recetd profles according to

some thresholds.

The GM is able to access the HLR via the GSM standard protocol MAP/C in contrast to the ID
which can retriee information from the VLR using the MAP/B protocol [24] if required.
Moreover, a single ID is associated with each MSCwifgy IDAMN to have a complete vie

on the mobile user in order to analysetkigphony activity and hismigration pattern as dis-
cussed in the follwing sections.

5 Monitoring the Telephony Activity

The telephown actvity of a mobile user is diefed by tw statistical ectors: theCall Vector
and theSession Vector. The \alues of theseectors are initialized by the ID upon redgeg sig-
nalling messages from the anchor MSC as depicted in Figure 2.

mo-call-start .
inter-bsc-handover

imsi-attach mo-call-stol i _
msc-locup P internal-handover

bsc-locup v imsi-detach

tdy tty W td, ff,

ji" Session of a User
- -

Figure 2: Call Vectorsinitialized with GSM signalling messages

The Call Vector V! is a local magnitude which models iffeMO. We denote byd, andtf,

respectvely the time when the MS triggeredh-call-start and amo-call-stop procedure.
Upon recering the GSM call management messages, the ID computes a statisticattmll v
over the duration of an outgoing catlt,-td) , number of handers performeti(nh,) and

inactiity between tw calls (d, -tf,_,). The &pression of/f is as follavs:

1. In GSM terminology, thisis an MSC managing the MSat the beginning of a call
2. Each time a handover procedureis performed, nh; isincreased by one



Vi = | tf,—td (1)

The Session Vector \7]S is a global magnitude which models flesession of the user in terms
of network connection duratiorp() total number of calls\c; total duration of callstc;) and

the total number of handersNh;. The &pression of?/jS is the follawving:

(2)

The high-speed intrusion detection algorithm which is able to interpret teesesvis based

on the IDES approach [10]. Mever, our algorithm ta&s into account the spacitontext of

wide cellular netwrks managing millions of subscribers such as GSM, whilst minimizing the
computation gerhead and the amount of data transferred betwegNDentities.

In doing so, the telephgractvity profile of a user is updated in a recuesinay each time a
new vector V, (i.e.\7§ or \7ﬁ) is initialized by the ID. Moreeer, before incorporating a ne
vector Vi1 into the prole P,, which is composed of a meaacior M. and a ceariance

matrix C,,, we first compute?/ln andc, by multiplying each obseed \ector\7i by the follav-
ing weight:

w = 4 3)
z qn—i

wherea is the fogetting fictor 0 <a <1). This method creates a sliding time windfor the
obsened \ector which has the fefct to fivour the recent bekur of the userTherefore, ifP,

has been prgously computed er firstn vectors (withn smaller than 30), the ID updates the
mean ector as follavs:

Mn+1 = (@(L=aMMn+ (L=a)Vn+1) (4)

1-— n+1
and the cweariance matrix is computed as folls:

a(l—an- 1)C +1 o}

Chi1 = 1_qgn (Mn—Mn+1)(|V|n—|V|n+1)
)
— - — > —
m(vn+l—Mn+l)(Vn+l—Mn+1)

1. Whether it isa call vector or a session vector



wheret denotes the matrix transposition operation. Hence, the GM will et thastore all

obsenred \ectors in its database as the profile to edas P, = 0M,,;C,;a E.
0 0

OnceP, has been generated, detecting an abnormaltgctonsists in computing the distance

between a ne vectorVy,.: and the meanector which is a function of the cluster of there-

vious \ectors. If this distance is smaller than a threslsgld then, the ne Vns1 is considered

to be normal. Otherwise, the folling inequation denotes the detection test for the abnormal
case:

(\_/>n+1—|\_/|>n)tcﬁl((\_/>n+1_mn) 2 Sr%ax) (6)

wherecC:! represents thewerse matrix oC,. We performed seral experiments using diér-

ent kinds of thresholds aiming to maximize the detection rate and to minimizdshafarm
rate. Consequentlyve obtain the best results with the fellog decision criterion:

Snax = MaXHV, — M) GV, ~ M) H for i O[L...n]) ()
0 0
The thresholds,,, is nota priori fixed hut is computed er then first obsered \ectors for

each userOther thresholds kra been usedub the filse alarm rate as high (between 20 to
50%) even if all intrusion scenarios were detected.

Call false Call Session Session
Category of user alarm rate detection false alarm detection
rate rate rate
DOMESTIC 1% 67 to 100% 2% 80 to 100%
BUSINESS 1% 88 to 100% 2% 90 to 100%
CORPORAE 1% 60 to 100% 5% 87 to 100%
ROAMER 2% 82 to 100% 1% 95 to 100%

Table 2 : Rlse Alarm and Detection rates

For each mobile user belonging to a specificgatg of subscriber300 intrusie session ec-
tors were tested (one session representing one day of connection to theknheihmost
every intrusve session @as detected (at least 80%) withadse alarm ratearying from 2% to
5% as shan in Table5. Much better performanceas obtained with the calkeetor analysis
(600 to 2000 gctors tested per user) as thisé alarm rates were under 2% with a minimum
detection rate of 60%. Invery case, if a high intrug actvity is simulated, 100% of the
matching ectors are detected; this corresponds to an intruder trying to misuse tloeknetw
services gtensvely as already noticed irxisting analog mobile netovks.

6 Monitoring Users’ Roaming

In addition to the telephgnactvity analysis, IDAMN includes a detection mechanism based
on the monitoring of the users’ welling in the netwrk. This mechanism It tals into account

1. Depending on the category of user (domestic, corporate etc.)



the areas visited by a subscriber as well as the most frequent itinerarieedol mobility
behaiour profile based on a graph model (with transition probabilities) is established depend-
ing on the frequencof location area crossings of the mobile u3dris mobility profie is
updated when the location updating procedures are performethi{@eMSC-locup inter-
BSC-locup).

We assume that the migration of a mobile user is not completely randomstance, most of
the time a RISINESS user will roam from his house to hicef through a reasonable number
of location areas and well deéd cells. Br the sak of simplicity in the rest of the paper we
denote by «cell» a location area.

Then, we associate to each cell a state, and compute the state transition prdbepéitging

on the itinerary obsered from the location update signalling messages, the probabilities of
the diferent itineraries are calculated in order teegnore importance to those the most fol-
lowed. In other wrds, the transition probability going from a stiate a statg is a function of

the number of times the mobile user hdsatively traversed cell to cellj.

Let X,, denote the stochastianwable indicating the cell on which the mobile station is located

after then™ location update. Consequentlyx. = 0 the MS is considered to be disconnected
and if X, = i the MS is camping on cell Therefore, gien that at the puous ((n-1)th) loca-
tion update the mobileag camping on cell i, the transition probability from ceédij is:

>

_ij
n;

° (8)

pij = PX, =] | X, =i0=

n, = Znik

wheren; is the number of times a user crossedidelkellj andn; is the total number of out-

put occurrences of cellAt the initial step, we consider that the mobile user can go in all direc-
tions with the same probabiI?LyHoNever, the training period will gie higher probabilities to
the most frequent itineraries depending on the migration habits of thélesee, the mobility
profile of a user is a graph,, where each cell is a state and each transition a probability as

deined by Equation (8). In thexample of Figure 3, the user crossed cells 2, 3 amtimes
whereas cells 1, 3 and 5 werevigesed only once.

The detection process consists of comparing the current itinerary in progress (called candidate
itinerary) to the profe P,, in order to measure a strongvidgion from that prafe. Let C be

the candidate itinerary composedkafells; for each cellof C we compute thevarage proba-
bility p, as follaws:

n 1-p
0y py = Tp' i 0[0...k] (9)

pi:Oi £

whereo0, is the total number of outgoing transitions of cell

1. Anitinerary is composed of successive cells or location area
2. All probabilities are initialized to zero
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Initial state: MS switched off

Itineraries: (2, 3, #
@ (1, 3,5}

Figure 3 : Example of a Mobility Profile

The ultimate detection test is performed by analysing a daaturf/, (v,>0). Moving from
cell'i to cellj will be considered as abnormalpfj > p;. In that case, the doubadtor is

reduced as folls:v, = Kv, (with 0<k<1). Otherwise, ifp; < p; thenv,, is augmented with a
positive value depending on the folling situations:.

* If the cell has already been crossed then the dachirfis increased ki as fol-
lows:Vy = Vy4+H .

« If the mobile unit arves in a n& cell for the irst time V4 is incremented as fol-

N F
lows: v, = Va+ 3
wherel represents the number of cells compogihgvhich hae never been encountered dur-
ing earlier update o#,, .

As lim ¥ E| = 2F, we consider that the itinerary is abnormal j& 2F . This decision criterion
n-'sy2

is tolerant to potential meitineraries of the Igitimate user who may roam into visited domain

instead of his usual home domain. This algorithm performs intrusion detection on-line as each

time the mobile user performs a location update procedure it is possiblertovkiether or not

the current cell tnzersed is normal.

In fact, parameters andH depend on thevarage length of the user's itinerariesr Each
mobile user300 abnormal itineraries were testeoa population of 400 simulated users.
The false alarm rate is Yeer than 15% with a detection ratarying from 65% to 100% as
shavn in Table5.
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Falsealarm Detection
Category of user rate rate
DOMESTIC 1to 2% 90 to 100%
BUSINESS 3t04% 75 to 90%
CORPORAE 410 6% 65 to 90%
ROAMER 5t0 7% 65 to 80%

Table 3 : Rlse Alarm and Detection rates

7 1DAMN in Practice

Intrusion alarms are raised when the detector notices a stroiadide of the mobile user
behaiour compared to the mobility and aqty profiles. Net, these alarms are analysed by a
rule based system whichvgs the final decision. If an intrusion is detectedAMN can signal
the netvork to actvate a call bearing procedure or to disconnect the user

The idea of comparing profiles of users with current session data isemaptefrom potential
problems. An intruder impersonating the subscriber can gradually modify higidehen
order to escape detection. \Maver, this implies that the attaekknavs a priori the telephoyn
actvity as well as the migration pattern of the usera real lage scale wireless netnk, it

will be difficult for an attackr to obtainall audit data generated by the mobile user if a mini-
mal service of priacy is provided by the means of encrypti’oan the other hand, if the
mobile netvark does not bengffrom authentication and cadeéntiality mechanisms, then
IDAMN must be preided with additional algorithms.df instance, intrusion detection algo-
rithms based on speecénfication or dialled number analysis will be an issuevaxteless, if

we assume that an intrudenirteg succeeded to obtain fraudulent access, his goal will be to
use atensvely the netwrk services and thus will be automatically be detected considering the
current \ersion of IDAMN.

In order to demonstrate that implementindANdN in a real mobile netark is feasible, we
need to pree that the architecture is scalable and the algorithwes dnaeasonable complgy.
Therefore, we denote biop (floating point operation) an operation which require one multi-
plication and one additiort:flop = S._; + aby .

Thus, the number of flops needed to update theitgqgpirofile P, = %W;;cn;ag IS (m2+3m)/2
wherem is the dimension of the statisticaator In comparison,DWithoutDthe recursifor-
mula, the total number ofdps needed to update, will be around3m®. In the case of the
intrusion detection test, we can also complité in a recursie way and hence, the number of
flops needed to perform detectioreis.

With a DSP of the TMS 32@&mily [25], a foating point number is coded in 4 bytes and an

2
integer in 2 bytes. Therefore, the global monitor oANDN will need E’m ;3m+ 1Ex4 bytes

1. After being authenticated by the network the user shares a session key for the encryption of the signal-
ling and user data.
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for a user's prdé (P,). The DSP TMS 320 is able taexute 33 millionlbps per second. In

our case, we suppose that we need onlg 10 execute 1 flop. able4 summarizes the charac-
teristics of our algorithm.

Characteristics Call Vector Session Vector
(m=3) (m=4)
Time to update a profile 9 Us 14 s
Time for detection 6 Us 8 Us
Size of a profile 40 bytes 60 bytes

Table 4 : Characteristics of the adly analysis

If the profle p,, of a user is a graph composedwstates (or cells) then the comyatyg for

creating or updating df,, is m*. The computation of, will need aroundn flops and the total
number of operations to perform detectiomis m.

As opposed to the telephpactiity algorithm, the memory size to starg varies from a cat-

egory of user to the otheFor instance, a DOMESTIC user is rather static and the size of his
mobility profile is smaller than the ®BAMER user prafe. Table5 presents the characteristics
of our algorithm.

Category of user || Number Matrix Detection
of cells? sizeP Duration
DOMESTIC 4 32 16 Us
BUSINESS 10 200 100s
CORPORAE 16 512 256 s
ROAMER 24 1152 576 s
Table 5 : Characteristics of the migration analysis
a.lnthe graph
b.in bytes

The walues shan in this table hae been computed by considering the maximum number of
cells traversed by each cagery of userThis algorithm might require more resources than the
vector test algorithmsub the time for the detection is also in the ordepsf Hence, the total
size for both the aatity and migration profile for one user is at most 1,5 Kb

A «real world» implementation of IBMN can be ewmisioned. The planning of IBMN
depends on the topology of the mobile netkvand in our case on GSM. In general, a HLR
manages 500 000 subscribers and a MSC 40 000 subscribers [1]. Therefore, if tr& netw
comprises 1 000 000 mobile used®AMN will be composed of 2 GMs and 25 IDs which are
interconnected with a 64 Kbits/s leased line and each GM managing at most 13 IDs.

1. For instance, 800 000 subscribers are currently using the GSM network of the french operator France
Telecom
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According to [1], during peak hours a MSC reesiin aerage 24 MO calls per seconat ffor
demonstration, we consider themst case of 40 MO calls per second. If we assume that this
load is the same for the 13 MSCs, then each ID sends in @680 = 4 Kbits of profle
requests to one GM. Upon receing these pradle requests, the GM must search for the 40
profiles (1 ms needed per user prdjili@ order to transmit them to the corresponding ID. The
time needed to perform these operations is araune 40/64=0,9s. Hence, because an ID

takes at most 60Q1s to detect an abnormal befaur, all intrusion detection algorithms can be
performed in less than 1 second.

Note that the user profiles are transmitted only once between the GM and an ID. Upan recei
ing new actvity or mobility data, the same ID will be able to perform detection immediately
without contacting the GM. Moreer, IDAMN does not s@ ary call detail records because if
the call is normal then the ID updates the pecdnd the call data is dropped. This has the
adwantage to minimize the amount of storage compared to centralized IDSs wedo kae
several days of call detail records (cellular billing information) in order tonatlee fraud
investicator to viav the call actiity of the mobile user

8 Conclusion

This paper presented AMN a distributed intrusion detection system for cellular netis.
IDAMN is able to hae a completeeervien on the mobile user telephpactivity and mobil-

ity behariour. The main neelty of our architecture is its ability to transfer a small user profile
near the location of the serving MSC as opposedistieg systems which require the report-
ing of lage amount of audit data to a central monitoring enfitye algorithms ha been
designed in order to create and update the useatgsrai real time without hang a priori
knowledge of the behaour of the userMoreover, an alarm can be raised within the duration
of a typical call. Preliminary testing of the components GAMNN are promising as we can
raise an alarm in less than one second with an intrusion detectiorargitegvfrom 70% to
100% whereas thallse alarm rate is\eer than 5%. Future evk includes and enhancement of
IDAMN's functionalities by deesloping speech and dialled numberification algorithms.
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