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Abstract: This paperaddressemobile codesecuritywith respecto potentialintegrity and
privagy violationsoriginatingfrom the runtimeervironment.The suggestedolutionrequires
a trustedhardware with limited capacitylike a smartcardand assureghe securityof a pro-

gramexecutedon untrusteduntimeenvironmentshy meanf someinteractiondetweerthe

programandthe trustedhardware. The securityof this schemes basedon an extensionof

function hiding usingerror correctingcodes.Unlike prior function hiding schemesthe pro-

posedechniqueallows multi-stepexecutionandthe delivery of cleartet outputattheremote
site.
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1 Intr oduction

With theadwentof nev computingparadigmsik e mobile codeandubiquitouscomputing the
privacy and integrity of software programsbecomea major concernbeyond classicaldata
security considerationsRunninga programin a potentially hostile ervironmentmay raise
various security requirements, as fol

- acompary might needto preventthedisclosureof certainsensitie algorithmsimplemented
in its software productsdespiteextensive codeanalysisandreverseengineeringoy potential
intruders including its customers;

- a mobile software agentactingon behalfof a personmight needto assurethe integrity of
some critical operation performed on an untrusted remote host;

- adatacollectionagentmight needto assureboth the confidentialityandthe integrity of the
results computed afvious competing sites.

Securitywith mobile code haslong beenviewed only as the problem of protectinglocal
resourcesagainst potentialmisuseand denial of serviceby the mobile code.This problem
receved muchattentionfrom softwaremanufcturersaswell asresearchersesultingin vari-
ous solutions included in recent releases of produasAKA.
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Corversely researchon mobile code protectionagainst potential attacksfrom the runtime
ervironmentcould not comeup with practicalsolutionsyet, hencethelimited if non-e&isting

coverageof the problemby theindustry Assuringmobile codes securityin anuntrustedexe-

cutionervironmentwithout tamperproof hardwarehasbeenconjecturecasimpossiblein the

literature[CHK97]; a breakthrougtwasachiered by [ST98a]andlater by [LM99a] in terms
of a“pure algorithmic” solutionwithout recourseo tamperproof hardware,but unfortunately
the results were not suitable for practical applications.

This papermpresents solutionfor the integrity andprivacy of mobile codeexecution.Privagy
of executionaimsat preventingthe disclosureof a programs semanticgluringits execution
in a potentially hostile runtime ervironment. Integrity of executionassureghat a program
executedn a potentiallyhostileenvironmentactuallycomplieswith its original semanticsA
solutionfor the verificationof integrity of executionmay consistof verifying thatthe results
of an executionon a potentially hostile environmentactually belongto the setof possible
results of the original mobile program.

The suggestedolutionrequiresatrustedhardwarewith limited capacitylik e a smartcarcand
assureghe securityof a programexecutedon untrustedruntime ervironmentsby meansof

someinteractionsbetweerthe programandthetrustedhardware. The securityof this scheme
is basedon an extensionof function hiding using error correctingcodes[LM99a]. Unlike

prior function hiding schemesthe proposedechniqueallows multi-stepexecutionand the

delivery of cleart&t output at the remote site.

Theexisting approacheso the problemof privacy of executionarereferredin sectiontwo. In
sectionthreethe problemof integrity of executionis discussedThe focusof thesetwo sec-
tionsis mainly to identify thelimitations of the existing approacheandto justify the needfor
integratedapproachesSectionfour is dedicatedo the definition of the modelanddiscusses
the conditionsandbenefitsof sucha model.In sectionfive our original solutionis described
and in section six an analysis of the protocol ivioied.

2 Privacy of Execution

Oneof themainadvantage®f mobilecodeis its ability of executingtaskslocally in anauton-
omousway. Autonomy meansthat the codeis ableto performits taskswith no interaction
with theoriginatorof the code.Thereforethis sectionfocuseson approachethataccomplish
the requirement of pragy of execution in a non-interaegé way.

Sanderand Tschudin[ST98b], [ST98a] defineda function hiding schemebasedon a non-
interactize protocolasdepictedin Figurel. This protocolis non-interactie in so far asthe
interactionsbetweerthe ownerof thefunction (Alice) andtheremoteparty thatevaluateghe
function(Bob), consistonly of thetransmissiorof thefunctionby Alice to Bob andthetrans-
mission of the result back to Alice by Bob
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FIGURE 1. Non-interactive protocol for privacy of execution.

In a non-interactie protocol,a function f ownedby Alice is evaluatedby Bob on the input
datax (provided by Baob), while preventing the disclosureof f to Bob. The privacy of f is
assured by the transformatifrthat satisfies the folaing properties:

- it is infeasible under the intractability of a computational problem teeaiefiom E(f);

- thecleartext resultf(x) canbederivedfrom the encryptedesult[ E(f)] (X) in polynomialtime
using a secret trapdoor (algoritid.

SanderndTschudin[ST98b]illustratedtheautonomougrotocolconceptwith amethodthat

allows to encryptpolynomials,basedon the Goldwassemicali [GM84] encryptionscheme.
Later, LoureiroandMolva[LM99a] proposednefficient methodthatallows to encryptcom-

binationalbooleancircuitswith severalinputsandoutputs basedn the compositionof func-

tions. Briefly, the novelty of the approachconsistedf exploring the propertiesof functions
usedon codingtheory The techniquedescribedn the presentpaperis an extensionof this

work.

The modelswherethe solutionsfor privacgy of executionapply arevery limited. Furthermore,
theresultis only meaningfulfor theoriginatorof thecode(Alice), thereforenot allowing oth-

ersto usethisresultin subsequerntomputationsOnecanseethis limitation asthe possibility
of encryptingcombinationabut not sequentiatircuits. Thereforethe solutionsarelimited to

scenario®f onetime executions.The limitation comesfrom the factthatthe originatorcan-
not give the decryptionalgorithmto the remotehostwithout compromisinghe privagy of the

function. Anotherlimitation is the absencef integrity of execution,which reliesonthetrust
assumptiorthat if the host cannotunderstandhe code,thenit cannottamperwith it in a

meaningful vay.

3 Integrity of Execution

The aim of integrity of executionis to provide the possibility to the codeownerto verify the
correctnessf executionof his code.This problemhasbeenextensvely studiedfor achieving
reliability (seefor example [BW97] for a surwy) but security requirementstaking into



accountpossiblemaliciousbehaiour from the executionervironmentwere not considered.
Once more, we focus on non-interaetsolutions.

Vignain [Vig97] proposed naturalway of achieving integrity of executionwherethe origi-
natorrecevesandcheckghetraceof executionof thecode.Dueto thefactthatthetracescan
be very cumbersomén termsof communicatiorcompleity the authorsuggestedhe useof
hashe®f thetracein orderto obligetheremotehost(Bob) to committo thetrace.Theoverall
trace will be sent if the originator is suspicious about thevietaof the remote host.

Yee[Yee97]suggestedhe useof proof basedechniquesThe hosthasto forward a proof of
thecorrectnessf theexecutionwith theresult. Compleity theoryshavs how to build proofs

for NP-languageandrecentlyhow to build ProbabilisticCheckableéProofs(PCP)[ALM *91]
[AS98]. PCPproofsassurehe correctnessf a statementvhile checkingonly a subsebf the
proof. However, the subsetasto be randomlydeterminedy the checler, sothe problemof
usingPCPproofsin our noninteractve scenarids thatthe prover hasto committo theoverall
PCP proof (this proof is bigger than a non PCP proof).

In [BMW98], theauthorspresente@ninterestingmodelfor mobile computinganda solution

that overcomesthe problemof using PCP proofs. The agentis modelledas a probabilistic
Turing machine andthe setof all possiblestatesof this machineconstitutesan NP language,
sothereis a verificationprocesgor the membershipf the languagethatis, it is possibleto

checkif anobtainedstatebelongsto the languageTo avoid the transmissiorof the overall

PCP proof of the specifiedlanguage the randomly chosenqueriesfrom the checler are
encryptedusingnoninteractve PrivateInformationRetrieval (PIR) techniquegseefor exam-

ple [CMS99)).

Integrity of executiononly ensureshatthe obtainedresultis a possibleoutputof thefunction,

however the remotehostis ableto identify which arethe possibleoutputs.Thereforeit does
not preventre-executionof the codeandselectionof the bestresultor thereverseengineering
of the code.

4 Model

To achieve mobile codeprotection,it is fundamentato tackle both privacy andintegrity of
execution.The originality of the solutionpresentedereis the delegation of the originators
functionalitiesto tamperproof hardware(TPH) availableon the remotehost.We arethinking
on smartcardsvhenwe refer to tamperproof hardware,evenif thereis extensive work that
has questioned this definition.

The existenceof tamperproof hardware on the hostactingon behalfof the codes originatot
evenif limited in termsof storageand computationapower, allows to retrieve the cleartext
resultat the remotehost, thereforeextendingthe model wherethe solution can be applied
(without interactionwith the codeowner). Evenif the new solutionis basedon the original
techniquedescribedn [LM99a], it doesnot consistof a straightforvard substitutionof the
codeownerof the original schemewith a trustedpartylocatedin the remotesite. The limita-
tionsin termsof storageand computationapower aretakeninto accountwherebeforethis



wasnot animportantrequiremenfor the codeowner. Furthermorejntegrity of executionis
achieved in a completely original ay.

Thecodeis modelledasa setof combinationaktircuits F; asdepictedn theleft sideof figure
2. Thecomputatiorof eachindividual circuit F; depend®n a setof inputs{x;} recevedfrom
thehostandasetof outputs{y;} recevedfrom thecircuitsthatwerepreviously evaluated As

in the original schemeof [LM99a], the goal of the transformatiork is to achieve the privacy
of eachcircuit F;. For eachoutputof the transformedcircuit F’; the tamperproof hardware

shouldbe ableto checktheintegrity of theresultandto getthe cleartext resulty;,, in aneffi-

cientway. On the other hand,the verification processshouldbe efficient andlesscomple
than recalculating the function itself.

Theintegrity verificationprocesaisesdatathathasto be transmittedover a privatechanneto

the TPH. This datacanbe seenas somerandomqueriesrelatedto thetransformatiorapplied
to eachcircuit. For the sale of simplicity, thefigure shovs a sequentiaketof circuits, but the
techniquecanbe appliedto parallelexecutionsor circuits executedon otherexecutionervi-

ronments.The processe®f integrity verification and retrieving the cleartet resultdo not
dependbn the sequencef executionof the circuits. The TPH hasto handlethe differentsets
of random queries and to relate these sets to the corresponding circuits.

5 Solution

Each combinationalcircuit is cornvertedinto a matrix format as describedin [LM99b] (an

exampleis presentedn the appendix).Eachresulting matrix is then encodedthroughthe

algorithmE. Theresultcanbe seenasanothercircuit evenif referredasa matrix duringthe

description.Startingfrom a setof equationspur techniquecreatesa setof dependenequa-
tionsusinganerrorcorrectingcode(namelya Goppacode).This transformatioris hiddenby

apermutatiorandanadditionwith anerrormatrix. This processs similar to the construction
of the public key in cryptosystem#asedon codingtheoryandits securityreliesheavily on

theunderlyingclassof codes Moreinformationaboutthe securityof this kind of construction
can be found in the appendix.

We will simplify thedescriptionby usingbinarymatricespecausdt is suitablefor represent-
ing booleanfunctionsor circuits, but the techniquecanbe usedfor matriceswith elements

from Zq. This allows the representatiomf algebraiccircuits and implies the use of g-ary
Goppa codes which were also yza to be secure [JM96].
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FIGURE 2. Transfor mation performed by algorithm E and role of the TPH

5.1 Algorithm E

Let E; bean k x n randommatrix satisfying (n —Kk) = w(E;) >t wherew(E) represents
the numberof nonnull columnsof thematrix E. G, P, andE; arekeptsecretby Alice. Let F;

bean | X k matrix over Z, representing booleancircuit. Alice computeshe matrix F’; by
multiplying and adding the matrices referregiZ, as follovs:

F' = FGP+E;,0<i<p-1
and sendsK’;jJ0<i < p-1}to Boh.

Over a private channel Alice transmitsthe error matrices{E;|0<i < p—1} to the smart-
card.

Thesematricescanconsistof only t non-nullcolumnsandtheir positionssothe communica-
tion complity is low. We assumedhat every individual circuit hasthe samenumberof
inputsandoutputsfor the sale of simplicity. If not, it is possibleto addbogusequationsand



variables(a subsef thevariablesis given by the smartcardsothereis no transformatioron
the inputs gien by Bob).

5.2 Remote Cicuit Evaluation

Bob evaluatesthe circuit F’; on theinputs (X; |yi) O (Zz)I andsendsbacktheresulty’; and

the input datax; to the smartcard| | meansconcatenation)Comparedwith the casewithout
privagy, thereis no modificationconcerningheinputsx; givenby the host(Bob). Thereis an
increase on the number of outputs reklsi to the original circuif;.

5.3 Integrity Verification

Thesmartcardhasto know thecodeC andthe permutatiorP. Thesmartcardstartsby comput-
ing consecutiely & = (X;|V;)E;, y,= ¥+ & andy, = yaP_l.Theintegrity checkcon-

sistsof evaluatingthe syndromeof y,, usingthe secretcodeC, which is an easyoperationin

termsof computationatompleity. Thesyndromeshouldbe zero,or statedn adifferentway
Yyp should be a codeord of the cod€.

5.4 Retrieving Cleartext Result

Decodingaword of null syndromes equivalentto theproblemof solvinga setof linearequa-
tions,which is mucheasielin termsof computationatompleity. Basically aninversionof a

k x k matrix is needed to retxie the clearte result.

5.5 Example

For the sale of simplicity, only onecircuitis consideredLet F; be a circuit with 524 boolean
inputs and 524 booleanoutputs.Using a Goppacode[1024, 524, 101] (samecodeas pro-
posedby McEliecein his original scheme)theresultantircuit will be of size524inputsand
1024outputs(evaluatedon the host)andthe checkingcircuit (errormatrix E) evaluatedonthe
smartcard will be of size 524 inputs and 50 outputs.

The informationrate of a linear codeis given by theratio k/ n. The function expansionas

well astheincreasan the computationatompleity at the remotehost(Bob) areinversely
proportional to the information rate of the code.



6 Discussion

6.1 Privacy of Execution

The securityevaluationof the privacy propertyis describedn [LM99a] anda sketchof the
proofis presentedn theappendix Neverthelessthe securityevaluationwasdonefor thecase
of only onecircuit andno resultgivenback,sowe will focusontheimpactof thesemaodifica-
tions in an informal \ay:

-re-usingthe samecodewith several circuits doesnot significantlyimpactthe securityof the
overall schemesincethe numberof combinationdetweerall possiblecircuits,codespermu-
tations and error matrices is stitny high.

-the factthatthe resultis given backis muchmorecrucial. With sufiicient cleartet pairs of
inputs/outputghe remotehostis ableto interpolatethe circuit. SupposinghatI>k, at mostl

independentnputs /outputspairs would be sufiicient for completelydeterminingan | x k
circuit.

-morewer, the cleartext result gives information aboutthe code GP, which hasto be kept
secretbecausd is invertible.However, the useof differenterrormatricespreventsthedisclo-
sure of the code.

6.2 Integrity of Execution

Theintegrity verification(lV) processanbe statedusingthe sameterminologyas[BK89] as
follows:

if XF'#xF' then P(IV(X,xF') = Accept)<d (1)
In words, the intgrity of execution relies on the diult of creating alid pairs(x’, xF’).

Proof: ThelV acceptsf y, is a codevord. This impliesthaty, shouldalsobe a codevord of
the permuted cod8P. The decomposition of, yields:

Ya=Y +XE

We have W(X'E) <t. In orderfor y, to beacodevord,y’ hasto beatdistancex’E of acode-
word of the codeGP. If the hostrandomlypicks a word thenthe probabilityis the inverseof
the number of codeords @™).

A betterattackis to pick anoutputof F’. The attackwould take advantageof the probability

thata valid outputxF’, alongwith aninput X' # X be accepteddy the integrity verification
process as aalid pair Therefore, the statement (1) can be reduced to:



P(XE = XE) < becausg,=xFGP, y, is an output of’.

Realizingthat E doesa randommappingbetweera spaceof size2¢anda space?!, this prob-

ability is approximatelyequalto 2 (we considerecE of rankt) thatis negligible with a rea-
sonable code sizé=60 as considered before).

However, some of the inputs are pided by the smartcar&o, the erification consists of:

If y + (X|y)E = codeword then accept

As mentionedbefore,the bestattackis to choosean outputof the circuit y' = (xa| Xp)F".
So, statement (1) is egaient to:

Pl(XaEal%pEp) = (XE4|YER)] = P(X4E, = XE,) [P(XpE, = YE,) <0

Both probabilitiesare equalto 2 but the attacler canchoosenot to cheaton one of them,
therefore raising to 2.

6.3 Related Work

The useof tampefproof hardwareaiming at mobile codeprotectionwasalreadyproposedn
[WSB98]. However, the approachsuggestedn that article requiresentire codefragmentsto
be executedin the trustedenvironment. In addition, providing privacy with that approach
requiresall the codeto be transmittedover a private channel.ln our case,only a small part
pieceof codeusedin the verificationprocessasto be transmittedbver a privatechanneland
executedin the tamper proof hardware, while achieving the samesecurity propertiesas
[WSB98], privacy andintegrity of execution.Therefore our solutionis moreefficientin that
the capacityof the smartcarddoesnot dependdirectly on the size and complity of the
mobile code. Hence, our schemeuld be more scalable to ¢gg mobile programs.

6.4 Applications

With a secureexecutionervironment,built from a tamperproof hardware, several scenarios
can be addressed:

- A mobile userwantingto download mobile codeinto untrustedpublic terminalsandbeing
ableto executeit onasecurewvay. In this casethetamperproofhardwareactson behalfof the
mobile user

- An organisation(or agroupof organisationsyvilling to implementremoteservicesasecdn
mobile code running in untrustedterminals. So, the organisationwill provide the tamper
proof hardwareandonly theterminalspossessing would have accesdo the servicesavaila-
ble.



- Copyright protection,in away thatthe smartcardactslik e anaccessontrolagentto protect
softwareor electronicdocumentslistributedover the network. Thetamperproof hardwareis
a fundamental tool to access the data intellectually protected.

7 Conclusion

Our solutionprovidesa fundamentabuilding block for securecomputingin potentiallyhos-
tile ervironments.The presentedsolution appliesto a more generalmodel of computation
whencomparedwith previous solutionsfor privacy of execution,andtacklesthe problemof

integrity of execution.Integrity of executionassumesn importantrole but seemshard to

achieve without privagy, dueto the re-executionandreverseengineeringattacks As opposed
to empiricalapproachetk e codeobfuscationthe securityof our schemes quantifiable Fur-

therwork will focusonthein-depthsecurityevaluationof the schemendon the extensionof

the solution to more fiéble models of computation.
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Appendix

A Circuitsto Matrices

We illustratedthe conceptof non-interactre securecomputingwith a methodto evaluatea
combinatorialcircuit with severalinputsand outputson remotedata,without disclosingthe
circuit. The objective is to embedherepresentationf thecircuit into amatrix andto give the
inputsto the circuit in a vectorformat. Herethe descriptionof the representationf a circuit
into a matrix is gien:

A circuit canbe seenasa numberk of Booleanfunctionson m inputs. Considerk Boolean

functionsB,: {Q L ™ - {Q 1 (oraboolearcircuitwith minputsandk outputs) This circuit

canberepresentetby a universalsetof k booleanequationswith | = 2" termsor I-1 addi-
tions.

Example: Br a circuit with 3 outputs and 2 outputs:
Yo = FooDXo DXy + 10Ky + fog Ko+ f3o
Y1 = foa Do DXy + fog DXy + fo DXg + gy

Yo = Fop Do DRy + 150 + fon DX+ fgy

12
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This gves theF matrix with| rows andk columns:

fof
f10 11 T1g
foo fpy f
far far f

| '30 32]
This matrix F is transformedaccordingo the operationE previously defined After thistrans-
formationit is possibleto performthe inverseoperationandto get a homomorphiccircuit
which has the same number of inputs.

B Proof of Privacy

Claim: It is infeasible to retriee the prvate functiorF from the encrypted functiol’.

Therearetwo possibleattacksenumeratiorattackandtrapdoorattack.We will shav thatour
schemas resilientto theseattacks.The constructionof the F' matrix is similar to the con-
structionof the public-key of the McEliece[McE78] andNiederreite{Nie86] cryptosystems,
thereforethe proofis highly inspiredon the cryptoanalysi©f thesetwo systemsWe assume

F as a square matrix x k, to simplify.

B.1 Enumeration attack

The compleity of the enumerationor brute force attack can be measuredby searching
exhaustiely all combinationsof possiblepermutations(n!), Goppacodes(~2™7 t, with

m=logn), circuits (ZkAZ) and error matrices.Using the parametergproposedby McEliece

([1024,524,50)), this attackis obviously infeasible[Til88]. In orderto be resilientto this

attackthe classof codesusedmustbelarge enoughto avoid any enumerationwhich happens
with Goppa codes.

B.2 Trapdoor Attack

This attack consistsof retrieving the structureof codefrom the generatoror parity-check
matrix of thepermuteccode.In otherwords,the attacktriesto identify aninvariantthatis not

influencedby the homomorphismappliedto the original code. Theseare the bestknown

attacksagainstcodingtheorybasedcryptosystems;onsistingof the exploitation of the prop-
erties of linear codes to find a trapdassually called a Briakl-like attack [Bri84].

The resilienceto this attackis highly dependenbn the classof codesused.The initial pro-
posalfrom Niederreiterusedconcatenatedodeswhich wereprovento beinsecurgSen94].
Reed-Solomortodeswere also proven to be insecure[SS92]. Goppacodesgeneratedy a
Goppa polynomial which has binary cfieients are also insecure [L0i98].

13



Heiman[Hei87] wasthefirst to studythe trapdoorattackandshavedthatthe randommatrix
S(replacedoy thematrix F in our case)usedin the original McElieceschemesenesno secu-
rity purposeconcerninghe protectionof the code,becausét doesnot changehe codevords
of the original code.However, CanteaufCan96]shavedthatthe matrix S senesthe purpose
of hiding the systematicstructureof the Goppacodethereforehaving an importantsecurity
role. AdamsandMeijer [AM87] shavedthatthe likelihood of finding a trapdoorfor Goppa
codeds smallandthatthereis usuallyonly onetrapdoor Later, [Gib91] challengedhisresult
and proved that eachpermutationappliedto the Goppacodescanbe regardedasa possible
trapdoorandthereareat leastm.n.(n-1)trapdoors This resultsfrom the factthat not equiva-
lent Goppapolynomialscan generateequivalent codes.However, this numberis still very
smallwhencomparedwith the n! possibletrapdoors.The numberof trapdoorss still open,
but calculated laver bounds [Gib95] shweed that anxhaustve search remains infeasible.

Recentlytherewereeffortsto find anefficientalgorithmto retrieve the characteristiparame-
tersof the codefrom a permutedcoderepresentedby the generatoror parity checkmatrix,
with techniqueghattry to identify invariantsamongthe classeof codes[Sen94].However,
theresultswerenegative relatively to GoppaCodes.Therefore thereis no efficient algorithm
to retrieve the characteristigparametergérom a permutedgeneratomatrix for GoppaCodes
[CS98]andwe canconcludethatfor sufficiently large codegn>1024, theoriginal parameters
from McEliece scheme)the compositionschemeis secure.The resilienceto the trapdoor
attack is further enhanced by the error matrices.

B.3 Information L eakage

ThetransformatiorE doesnot hide everythingaboutthe functionF. F’ givessomeinforma-
tion about the rank of the original functibnconcretely:

k>rank(F) + rank(E) = rank(F') = rank(F).
For examplerank(F)=kimpliesthatrank(F")=k. Thisfactwill simplify theenumeratiorof all

possiblecircuits to circuits of a given rank, which is not significantbecausdhere are still
mary possible combinations.
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