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Abstract: This positionpaperdiscussestheproblemof evaluatinga functionon anuntrustedhost,while
maintainingthe confidentialityof the function. A new non-interactive protocol designedto evaluatea
function on an untrustedhost is presented.The protocol preventsthe disclosureof the function under
cryptographic assumptions.
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1 Introduction

With theadventof new computingparadigmslikemobilecodeandubiquitouscomputing,theprivacy and
integrity of software programsbecomea major concernbeyond classicaldatasecurityconsiderations.
Runninga programin a potentiallyhostileenvironmentmay raisevarioussecurityrequirements,asfol-
lows:

- a company might needto prevent thedisclosureof certainsensitive algorithmsimplementedin its soft-
wareproductsdespiteextensive codeanalysisandreverseengineeringby potentialintrudersincludingits
customers;

- a mobilesoftwareagentactingon behalfof a personmight needto assurethe integrity of somecritical
operation performed on an untrusted remote host;

- a datacollectionagentmight needto assureboththeconfidentialityandtheintegrity of theresultscom-
puted at various competing sites.

In this positionpaper, we suggesta cryptographicmechanismfor evaluatinga function on an untrusted
environment while assuring the privacy of the function. The goal of function privacy is twofold:

- algorithm confidentiality, i. e., hiding the design of the algorithm;

- integrity of execution,i. e., if anattacker cannotderive thealgorithm,thenhecannotfigureout thebest
way of tampering it to his benefit.

Thepositionpaperis organizedasfollows: in sectiontwo, theexisting approachesto functionevaluation
with confidentialityarereferredandadefinitionof autonomousprotocolis given.Sectionthreedefinesthe
intractabilityassumptionof codingtheoryusedasa guaranteeof securityof our protocol.In sectionfour,
a simpleprotocolto achieve privacy for mobilecodeis givenandits securityis evaluated.Sectionfive is
dedicated to future work and conclusions.
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2 Related Work

The problem addressedhere was referred in the seminal paper by Abadi, Feigenbaumand Kilian
[AFK89], which focusesonhidingdatafrom anoracle,or in otherwords,computingwith encrypteddata.
Basedon this idea, Abadi and Feigenbaum[AF90] developeda protocol to securecircuit evaluation,
which allows a playerto evaluatehis dataon anotherplayer’s booleancircuit, therebypreservingthecon-
fidentiality of his data,undertheQuadraticResidueAssumption(QRA), andalsohiding thecircuit from
the ownerof the data.Even thoughoriginally intendedfor dataconfidentiality, this protocolcanalsobe
usedfor encryptingfunctions.The major drawback of the protocol is the communicationcomplexity
between the two players.

FIGURE 1. Autonomous Protocol

Recently, SanderandTschudin[ST98b], [ST98a]defineda functionhiding schemebasedon anautono-
mous(non-interactive)protocolasdepictedin Figure1. Thisprotocolis autonomousin sofarastheinter-
actionsbetweentheownerof thefunction(Alice) andtheremotepartythatevaluatesthefunction(Bob),
consistonly of thetransmissionof thefunctionby Alice to Bob andthetransmissionof theresultbackto
Alice by Bob. Unlike the protocolby Abadi andFeigenbaum[AF90], an autonomousprotocoldoesnot
involve the exchange of information between players during function evaluation.

In anautonomousprotocol,a functionf ownedby Alice is evaluatedby Bobon theinputdatax (provided
by Bob), while preventingthedisclosureof f to Bob. Theprivacy of f is assuredby the transformationE
that satisfies the following properties:

- it is infeasibleunderthe intractability of a computationalproblemto derive f from E(f) without the
knowledge of a secret trapdoor;

- the cleartext result f(x) canbe derived from the encryptedresult [E(f)](x) in polynomial time usinga
secret trapdoor (functionD).

SanderandTschudin[ST98b] illustratedthe autonomousprotocolconceptwith a methodthat allows to
encryptpolynomials,basedon theGoldwasserMicali [GM84] encryptionscheme.Whenthefunctionsto
be evaluated can be expressed in terms of polynomials, function hiding is achieved, under the QRA.

Thepossibilityof usingtheso-calledcompositiontechniquesis alsoreferredin [ST98b],but no security
evaluationis provided.Thecompositiontechniquesconsistin multiplying function f by a randominverti-
ble function.

Thegoalof theprotocolsfor functionevaluationwith privacy is conceptuallydifferentfrom theprotocols
usedfor PrivateInformationRetrieval (seefor example[CMS99] for oneof the latestresultson thefield
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andasurvey of previouswork), wherethegoalis to hideanindex i, while retrieving thebit ai from apub-
lic database in the form of a string A=a1a2 ...ai ...an , therefore preserving the privacy of the query.

In [Hoh98] the authorpresenteda technique,called black box, designedto rendercodeinterpretation
more complex. The work focuseson the Java programminglanguageand performsobfuscationof the
bytecodein orderto renderreverseengineeringmorecomplex, especiallywhenautomaticdisassemblers
are used.For example,variablesare split into different arraysand their nameschanged.However, the
security of such empiric techniques is difficult to quantify.

We excludedfrom this sectionall theprotocolsusingseveralplayersor datareplicationbetweendifferent
non-communicatingdatabases.We will suggestanoriginal autonomousprotocolbasedon anintractabil-
ity assumptionof codingtheory. Therefore,a brief overview of thecomputationalcomplexity assumption
beyond certain coding problems is given.

3 Coding Theory

Theideapresentedin thispositionpaperconsistsof encryptinga functionrepresentedonamatrix format,
with a transformationsimilar to the oneusedto constructthe public key on Public Key Cryptosystems
basedon codingtheory. Cryptosystemsbasedon codingtheoryrely on thedifficulty of decodingor find-
ing a minimumweightcodeword in a largelinearcodewith no visible structure.Thesegeneralproblems
of codingtheorywereproven to beNP complete[EBvT78] andwereusedon the public key cryptosys-
temsproposedby McEliece[McE78], Niederreiter[Nie86] andGabidulin[GPT91].Someidentification
schemes that exploit these problems have also been proposed in [Ste93] and [Ver95].

Despitethegeneralproblemof findingaminimumweightcodeword in a largelinearcodewith novisible
structurebeingNP-complete,thebestknown attacksexploit thepropertiesof linearcodesto find a trap-
door, i. e., to recover thestructureof theoriginal codeor to find anequivalentcode.This attackis usually
called a Brickell-like attack [Bri84].

Thesecurityof thecryptosystemis highly dependenton theclassof codesused.Theinitial proposalfrom
Niederreiterusedconcatenatedcodes,which wereproven to be insecure[Sen94].Reed-Solomoncodes
werealsoprovento beinsecure[SS92].McElieceproposedGoppacodesthatprovedto besecure.Never-
theless,Goppacodesgeneratedby a Goppapolynomialwhich hasbinary coefficientsarealso insecure
[Loi98]. A descriptionof thecryptoanalysisof theMcElieceschemeis beyondthescopeof this position
paper and can be found on [LM99].

Thepropertiesthata codeshouldhave in orderto beaneligible candidatefor thesecryptosystems,which
resultfrom thelessonslearnedfrom successfulattacksagainstthis kind of cryptosystems,arethefollow-
ing [CC98]:

- The class of codes must be large enough to avoid any enumeration;

- An efficient decoding algorithm should exist for this class;

- The generatoror parity-checkmatrix of a transformationof the codemust not give any information
about its structure.

If thecodesobey theserulesthenthesecurityof thecryptosystemsis equivalentto theproblemof decod-
ing any linear codewithout any visible structure.The classof Goppacodesmeetsall the properties
referred.Therearea big numberof differentGoppacodes,efficient decodingalgorithmsexist andit does
notexist anefficientalgorithmto retrievethecharacteristicparametersof thecodefrom apermutedgener-
ation matrix [CS98]. Therefore, we use the problem of decoding as an intractable assumption.
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4 Function Evaluation with Privacy - FEP

Figure2 depictstheoperationsperformedby the two playersof theautonomousprotocolusingthepro-
posedfunction privacy schemeas describedbelow. The descriptionof our schemeis donefor binary
codes,like on theoriginal McEliecescheme,but canbeextendedto q-ary linearcodeswhich werealso
proven to be secure[JM96]. Nevertheless,the binary matrix format is suitablefor representingboolean
functions or circuits.

Let be a generatingmatrix for an Goppacode . Let be an randompermutation
matrix and an randommatrix whereat least columnsconsistof thenull vector. G, P, and
E arekept secretby Alice. Let F bea matrix over Ζ2 representingfunction f. Alice computesthe
encryptedfunction F’ by andsendsF’ to Bob. Bob evaluatesF’ on his data
expressed by the multiplication  and sends back the resulty’ to Alice.

Alice decryptstheresult andusesC’ssecretdecodingalgorithm[MS77] to retrieve theclear-
text result from . The vector is a correctableerror vectorsinceits
Hamming weight  is inferior att.

FIGURE 2. Autonomous Protocol based on coding theory.

4.1  Example

In this example,we show how to usetheprotocoldescribedfor remoteevaluationof a ridiculouslysmall
boolean circuit with2 inputs and4 outputs. Each output can be expressed by an equation:

Therefore,thecircuit canbe representedby an matrix, andtheoperationsareperformedover Ζ2.
The circuit evaluation can be done by the following vector by matrix multiplication:

Generally, in abooleancircuit with l inputsandk outputs,eachequationhas termscorresponding
to all possiblecombinationsbetweeninputs.Thusm is thesizeof theinput vectorx andthematrix F rep-
resenting the circuit has size . This matrix will be transformed on a matrixF’  of size .

G n k d,[ , ] C P n n×
E l n× n t–( )

l k×
F' FGP E+= x Z2( )l∈

y' xF'=

y1 y'P
1–

=
y xF= y1 xFG xEP

1–
+= xEP

1–

w xEP
1–( )

x

Alice Bob

F F’

xF’y=x.F

F’=FGP+E

Secret

codeC, P DecoderKey:

yi f 3i x1 x2 f 2i x2 f 1i x1 f 0i 0 i 4≤ ≤,+⋅+⋅+⋅ ⋅=

4 4×

1 x1 x2 x1x2

f 00 f 01 f 02 f 03

f 10 f 11 f 12 f 13

f 20 f 21 f 22 f 23

f 30 f 31 f 32 f 33

y0 y1 y2 y3=⋅

m 2
l

=

m k× m n×



5

Theexamplehighlightsadisavantageof ourprotocol:theexpansionof thematrixexpressingthefunction.
For thecode[1024,524,101] initially proposedby McEliece,thesizeof thecircuit will bealmostdupli-
cated.Nevertheless,this disavantagealsohappensto a higherdegreewith theotherautonomousprotocol
previously referred [ST98b].

4.2   Security Evaluation

The function privacy property relies on the hardnessof retrieving the private function F from the
encryptedfunctionF’ . Thematrix F doesnot changethecodewordsof thecode,that is, it doesnot influ-
encethesecuritypropertiesof thecodedescribedon sectionthree.On theotherhand,eachrow of F’ is a
codeword of an unstructuredcode,so under our intractability assumption,it is infeasiblefor Bob to
retrieve each row of F individually.

Theerrormatrix E usedin our schemeenhancesthesecurityof the functionhiding, in particularagainst
matrix factorizationattacks.Theuseof matrixE asarandomizeris animportantsecurityadvantageto our
scheme over the composition techniques based on the multiplication by random matrices.

If thefunction f is invertible,Alice canalwaysfind theinput datax from f(x) andf. Theconfidentialityof
the input datax with respectto a third party intruder, during transmission,canbe assuredif Bob addsa
correctiblerandomerrorvectorto the resultof thecomputation.Then,the total numberof errors,that is
the sumof the errorsin the matrix E andthe onesin the vectorxF’, cannotexceedthe error correcting
capabilityof thecode.If theresultf(x) is transmittedbackto Bob, thereis thepossibilityof aninterpola-
tion attack, which hardness relies on the complexity of the functionf.

5 Conclusion and Future Work

This positionpaperpresentedan original approachto the problemof function evaluationwith privacy,
using an intractability assumption of coding theory.

The aim of our protocolwasto addressthe issueof secureevaluationof functionsin potentiallyhostile
environments.Even thoughtthe basicpurposeof our schemeis privacy, the privacy of the function can
alsoassurethe integrity of its execution.If an attacker cannotdisclosethe original function, and if the
final result is encrypted, he will not be able to tamper the function in his benefit.

Futurework will focuson moreefficient representationsfor booleanfunctionsandthe extensionof our
protocol to a broader class of languages.
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