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Abstract: This positionpaperdiscusseshe problemof evaluatinga function on an untrustedhost,while
maintainingthe confidentiality of the function. A new non-interactre protocol designedto evaluatea
function on an untrustedhostis presentedThe protocol preventsthe disclosureof the function under
cryptographic assumptions.
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1 Introduction

With theadwentof new computingparadigmdik e mobile codeandubiquitouscomputing the privacy and
integrity of software programsbecomea major concernbeyond classicaldata security considerations.
Runninga programin a potentially hostile ervironmentmay raisevarioussecurityrequirementsasfol-
lows:

- acompaly might needto preventthe disclosureof certainsensitve algorithmsimplementedn its soft-
ware productsdespiteextensie codeanalysisandreverseengineeringyy potentialintrudersincludingits
customers;

- amobile softwareagentactingon behalfof a personmight needto assurehe integrity of somecritical
operation performed on an untrusted remote host;

- adatacollectionagentmight needto assureboththe confidentialityandtheintegrity of theresultscom-
puted at ®rious competing sites.

In this position paper we suggest cryptographicmechanisnfor evaluatinga function on an untrusted
ervironment while assuring the pacy of the function. The goal of function paicy is twofold:

- algorithm confidentialityi. e., hiding the design of the algorithm;

- integrity of execution,i. e.,if anattacler cannotderive the algorithm,thenhe cannotfigure out the best
way of tampering it to his benefit.

The positionpaperis organizedasfollows: in sectiontwo, the existing approacheso functionevaluation
with confidentialityarereferredanda definitionof autonomougprotocolis given.Sectionthreedefineshe
intractability assumptiorof codingtheoryusedasa guaranteef securityof our protocol.In sectionfour,
a simpleprotocolto achiere privacy for mobile codeis givenandits securityis evaluated.Sectionfive is
dedicated to future ark and conclusions.
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2 Related Wirk

The problem addressechere was referred in the seminal paper by Abadi, Feigenbaumand Kilian
[AFK89], whichfocusesn hiding datafrom anoracle,or in otherwords,computingwith encryptediata.
Basedon this idea, Abadi and FeigenbaunfAF90] developeda protocolto securecircuit evaluation,
which allows a playerto evaluatehis dataon anotherplayer’s boolearcircuit, therebypreservinghe con-
fidentiality of his data,underthe QuadraticResidueAssumption(QRA), andalsohiding the circuit from
the owner of the data.Eventhoughoriginally intendedfor dataconfidentiality this protocolcanalsobe
usedfor encryptingfunctions. The major drawback of the protocol is the communicationcompleity
between the tw players.
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FIGURE 1. Autonomous Protocol

Recently Sanderand Tschudin[ST98b],[ST98a]defineda function hiding schemebasedon an autono-
mous(non-interactie) protocolasdepictedn Figurel. This protocolis autonomousn sofarastheinter-

actionsbetweerthe owner of thefunction (Alice) andthe remoteparty thatevaluateghe function (Bob),

consistonly of thetransmissiorof thefunctionby Alice to Bob andthe transmissiorof the resultbackto

Alice by Bob. Unlike the protocolby Abadi and FeigenbaunjAF90], an autonomougprotocoldoesnot
involve the &change of information between players during functigaiuation.

In anautonomougprotocol,afunctionf ownedby Alice is evaluatedoy Bob on theinput datax (provided
by Bob), while preventingthe disclosureof f to Bob. The privagy of f is assuredy the transformatiore
that satisfies the foll@ing properties:

- it is infeasibleunderthe intractability of a computationalproblemto derive f from E(f) without the
knowledge of a secret trapdoor;

- the cleartext resultf(x) canbe derived from the encryptedresult[ E(f)] (X) in polynomialtime usinga
secret trapdoor (functioB).

Sanderand Tschudin[ST98b] illustratedthe autonomougprotocol conceptwith a methodthat allows to
encryptpolynomials basedn the GoldwasseMicali [GM84] encryptionschemeWhenthe functionsto
be evaluated can bexpressed in terms of polynomials, function hiding is aarde under the QRA.

The possibility of usingthe so-calledcompositiontechniquess alsoreferredin [ST98b], but no security
evaluationis provided. The compositiontechniquesonsistin multiplying functionf by arandominverti-
ble function.

Thegoalof the protocolsfor functionevaluationwith privagy is conceptuallidifferentfrom the protocols
usedfor Private InformationRetrieval (seefor example[CMS99] for one of the latestresultson thefield



andasunwey of previouswork), wherethegoalis to hideanindex i, while retrieving the bit g; from a pub-
lic database in the form of a string &, ...3, ...a,,, therefore preserving the pay of the query

In [Hoh98] the author presentedh technique,called black box, designedto rendercode interpretation
more comple. The work focuseson the Jara programminglanguageand performsobfuscationof the
bytecodein orderto renderreverseengineeringnorecomple, especiallywhenautomaticdisassemblers
are used.For example,variablesare split into differentarraysand their nameschanged However, the
security of such empiric techniques ifidiilt to quantify

We excludedfrom this sectionall the protocolsusingseveral playersor datareplicationbetweerdifferent
non-communicatinglatabasedMNe will suggestn original autonomougprotocolbasedon anintractabil-
ity assumptiorof codingtheory Therefore a brief overview of the computationatompleity assumption
beyond certain coding problems is/gn.

3 Coding Theory

Theideapresentedn this positionpaperconsistof encryptinga functionrepresentedn a matrix format,
with a transformationsimilar to the one usedto constructthe public key on Public Key Cryptosystems
basedon codingtheory Cryptosystem&asedon codingtheoryrely on the difficulty of decodingor find-
ing aminimumweightcodavord in alarge linear codewith no visible structure Thesegeneralproblems
of codingtheorywere provento be NP complete]EBvVT78] andwere usedon the public key cryptosys-
temsproposedby McEliece[McE78], NiederreitelfNie86] and Gabidulin[GPT91]. Someidentification
schemes thatxploit these problems ke also been proposed in [Ste93] andrPb].

Despitethe generabroblemof finding a minimumweightcodevord in alargelinearcodewith novisible
structurebeingNP-completethe bestknown attacksexploit the propertiesof linear codesto find a trap-
door i. e.,to recoverthe structureof the original codeor to find anequivalentcode.This attackis usually
called a Brickll-like attack [Bri84].

Thesecurityof thecryptosystenis highly dependentn the classof codesused.Theinitial proposafrom

Niederreiterusedconcatenatedodes which were proven to be insecurelSen94].Reed-Solomortodes
werealsoprovento beinsecurdSS92].McElieceproposedsoppacodeshatprovedto be secureNever-

theless,Goppacodesgeneratedy a Goppapolynomialwhich hasbinary coeficientsare alsoinsecure
[Loi98]. A descriptionof the cryptoanalysi®f the McElieceschemés beyondthe scopeof this position
paper and can be found on [LM99].

Thepropertieghata codeshouldhave in orderto beaneligible candidateor thesecryptosystemsyhich
resultfrom thelessondearnedfrom successfuttacksagainstthis kind of cryptosystemsarethe follow-
ing [CC98]:

- The class of codes must begarenough towid ary enumeration;
- An efficient decoding algorithm shouldist for this class;

- The generatoror parity-checkmatrix of a transformationof the code mustnot give ary information
about its structure.

If the codesobey theserulesthenthe securityof the cryptosystemss equivalentto the problemof decod-
ing ary linear code without ary visible structure.The classof Goppacodesmeetsall the properties
referred.Therearea big numberof differentGoppacodes efficient decodingalgorithmsexist andit does
notexist anefficientalgorithmto retrieve the characteristiparametersf the codefrom a permutedyener-
ation matrix [CS98]. Therefore, we use the problem of decoding as an intractable assumption.



4 Function Ealuation with Pwacy - FEP

Figure2 depictsthe operationgperformedby the two playersof the autonomougprotocolusingthe pro-
posedfunction privagy schemeas describedbelow. The descriptionof our schemeis donefor binary
codes like on the original McEliece schemeput canbe extendedto g-ary linear codeswhich werealso
provento be secure[lJM96]. Neverthelessthe binary matrix formatis suitablefor representingoolean
functions or circuits.

Let G be a generatingmatrix for an [n,k,d] Goppacode C. Let P be an nx n randompermutation
matrixand E an| x n randommatrix whereatleast(n—t) columnsconsistof the null vector G, P, and
E arekeptsecretby Alice. Let F bea | x k matrix over Z, representindunctionf. Alice computeshle
encryptedfunctionF’ by F' = FGP + E andsendsF’ to Bob. Bob evaluates~’ on his datax (I (Z,)
expressed by the multiplicatioyf = xF' and sends back the resyilto Alice.

Alice decryptgtheresulty, = y‘P_1 andusesC’ssecreﬁecodingalgorithm[MS77] to retrieve theclear-

text resulty = xF from y, = XFG + xEP ~. Thevector XEP ~ is a correctableerror vectorsinceits
Hamming weightw(xEP ) is inferior att.
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FIGURE 2. Autonomous Protocol based on coding theory.
4.1 Example

In this example,we shav how to usethe protocoldescribedor remoteevaluationof aridiculously small
boolean circuit witl2 inputs and! outputs. Each output can bepeessed by an equation:

y; = f3i D<1Eb<2+f2i D<2+f1i D<1+f0i,0$is4

Therefore the circuit canbe representedby an 4 x 4 matrix, andthe operationsare performedover Z,.
The circuit @aluation can be done by the fallmg vector by matrix multiplication:
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Generallyin aboolearcircuit with | inputsandk outputs eachequatiorhasm = 2I termscorresponding
to all possiblecombinationdbetweerinputs. Thusm s the sizeof theinput vectorx andthe matrix F rep-
resenting the circuit has sipex k. This matrix will be transformed on a matkk of sizemxn.



Theexamplehighlightsa disavantageof our protocol:the expansionof the matrix expressinghefunction.
For thecode[1024,524,101]initially proposedy McEliece,thesizeof the circuit will be almostdupli-
cated.Neverthelessthis disavantagealsohappengo a higherdegreewith the otherautonomougprotocol
previously referred [ST98b].

4.2 Security Ealuation

The function privacy property relies on the hardnessof retrieving the private function F from the
encryptedunctionF’'. The matrix F doesnot changethe codavordsof the code thatis, it doesnotinflu-
encethe securitypropertieof the codedescribedn sectionthree.On the otherhand,eachrow of F’ is a
codeavord of an unstructuredcode, so under our intractability assumptionjt is infeasiblefor Bob to
retrieve each rv of F individually.

The errormatrix E usedin our schemeenhanceshe securityof the function hiding, in particularagainst
matrix factorizationattacks.The useof matrix E asarandomizeiis animportantsecurityadvantageo our
scheme wer the composition techniques based on the multiplication by random matrices.

If thefunctionf is invertible, Alice canalwaysfind the input datax from f(x) andf. The confidentialityof
the input datax with respecto a third party intruder during transmissioncanbe assuredf Bob addsa
correctiblerandomerror vectorto the resultof the computation.Then,the total numberof errors,thatis
the sumof the errorsin the matrix E andthe onesin the vectorxF’, cannotexceedthe error correcting
capabilityof the code.If theresultf(x) is transmittedbackto Bob, thereis the possibility of aninterpola-
tion attack, which hardness relies on the comiplef the functionf.

5 Conclusion and Future &k

This position paperpresentedan original approachto the problemof function evaluationwith privagy,
using an intractability assumption of coding theory

The aim of our protocolwasto addresghe issueof secureevaluationof functionsin potentially hostile
environments.Even thoughtthe basicpurposeof our schemeis privagy, the privacy of the function can
alsoassurethe integrity of its execution.If an attacler cannotdisclosethe original function, andif the
final result is encrypted, he will not be able to tamper the function in his benefit.

Futurework will focuson more efficient representationfor booleanfunctionsandthe extensionof our
protocol to a broader class of languages.
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