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Abstract

This paper presents an original approach to the
problem of function hiding based on Error Correcting
Codes and evaluates the security of this approach. The
novelty of the technique consists in using Error Correct-
ing Codes to hide functions instead of encrypting data
vectors. This protocol mainly deals with the issue of
secure evaluation of functionsin potentially hostile envi-
ronments.

1: Introduction

With the adwent of new computingparadigmdike
mobile codeand ubiquitouscomputing,the privagy and
integrity of software programsbecomea major concern
beyond classicaldatasecurityconsiderationsRunninga
programin a potentiallyhostileervironmentmayleadto
various security requirements, as folto

- acompaly mightneedto preventthe disclosureof
certainsensitve algorithmsimplementedn its software
products despite extensive code analysis and reverse
engineerindoy potentialintrudersincluding its custom-
ers;

- amobile softwareagentactingon behalfof a per-
sonmight needto ensuretheintegrity of a critical opera-
tion performed on an untrusted remote host;

- adatacollectionagentmight needto ensureboth
the privagy andthe integrity of the resultscomputedat
various competing sites.

In this paperwe suggesta cryptographicmecha-
nism for evaluatinga function on an untrustedenviron-
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mentwhile assuringthe confidentiality of the function.
The aim of function hiding is tefold:

- algorithm confidentiality i. e., concealingthe
internal behaiour of a program;

- integrity of execution,i. e.,if an attacler cannot
derive the algorithmof the program thenheis unableto
find the best &y of changing it to his benefit.

Thepaperis organizedasfollows: sectiontwo deals
with the alreadyexisting approachesinda definition of
autonomousprotocol is given. In the next section, a
smallintroductionon cryptosystem&asedon errorcor-
rectingcodesis given,with afocuson theimportanceof
the codesused.Sectionfour gives a presentatiorof an
original protocolin orderto achieve function confidenti-
ality and discussits security Sectionfive focuseson
future work and conclusion.

2: Related Work

The problemthatis dealtwith in this sectionwas
alsomentionedin the seminalpaperby Abadi, Feigen-
baumandKilian [2], which focuseson hiding datafrom
anoracle,or in otherwords,computingwith encrypted
data. Basedon this idea, Abadi and Feigenbaum[1]
developeda protocolto securecircuit evaluation,which
allows a playerto evaluatehis dataon anotherplayers
booleancircuit, therebypreservinghe confidentialityof
his dataandalsohiding the circuit from the datas owner.
Eventhoughit wasoriginally intendedor dataconfiden-
tiality, this protocolalsodealswith the problemof func-
tion hiding. The major drawback of the protocolis the
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FIGURE 1. Autonomous protocol for function hiding

requirementfor a large numberof interactionsbetween
the two players.

Before,BrassarcandCrepeay6] presented proto-
col where Alice could corvince Bob of good results
achiered by a booleancircuit simulation,without reveal-
ing her inputs, but this protocoldoesnot provide circuit
hiding.

Recently Sanderand Tschudin[27], [26] defineda
functionhiding scheméyasedbn anautonomougrotocol
asdepictedn Figurel. This protocolis autonomous so
far asthe interactionsbetweenthe owner of the function
(Alice) andthe remoteparty that evaluatesthe function
(Bob) consistonly of the transmissiorof the function by
Alice to Bob and the transmissiorof the resultbackto
Alice. Unlike the protocolby Abadi andFeigenbaunfl],
anautonomougprotocoldoesnotinvolve the exchangeof
information betweenthe playersduring function evalua-
tion.

In an autonomougprotocol, a function f owned by
Alice is evaluatedby Bob ontheinput datax provided by
Bob, while preventing the disclosureof f to Bob. The
confidentialityof f is assuredy thetransformatiork that
satisfies the follwing properties:

- it is infeasibleto derve f from E(f) without the
knowledge of a secret trapdoor;

- the cleartext resultf(x) can be derved from the
encryptedresult [E(f)](X) in polynomial time using a
secret trapdoor

Sanderand Tschudin [27] illustrated the autono-
mous protocol conceptwith a method that allows to
encrypt polynomials, basedon the GoldwasseiMicali
[18] encryption scheme.Therefore,function hiding is

achieved, whenthe functionscan be expressedn terms
of polynomials.

Another autonomousprotocol is describedin [4],
wherea binary decompositiorof all possibletermsof a
polynomial is evaluated,so the cleartet result of the
function canbe computedby selectingthe resultscorre-
sponding to the components of the function.

In [27], it is alsomentionedthe possibility of using
theso-calledcompositiortechniquebut no securityeval-
uationis provided. Thecompositiortechniqueconsistsn
multiplying functionf by a random ivertible function.

We suggestan original autonomougrotocol based
on Error CorrectingCodes(ECC) PublicKey Cryptosys-
tems(PKC). Firstof all, a brief overvien of ECCcrypto-
systems is gien.

3: Cryptosystems Based on ECC

Cryptosystemsbhasedon Error Correcting Codes
rely on the difficulty of decodingor finding a minimum
weight codevord in a large linear codewith no visible
structure Thesegeneraproblemscommonto codingthe-
ory were proven to be NP complete[13] andwere used
on the public key cryptosystemgproposedby McEliece
[24], Niederreite[25] and Gabidulin[14]. Thesecrypto-
systemsarecloselyrelatedandonecanseethe lattertwo
as a detiation of the former

The McEliece schemeusesa generatomatrix and
the Niederreiterschemea parity-checkmatrix, but they
wereprovento be equivalentin termsof securityfor the
sameparameterf33]. For thesameparameterghe Nied-
erreiter cryptosystemreveals some advantages[8], for



example, the size of the public key and the numberof
operations to encrypt.

Generally the secretkey to this kind of public key
cryptosystemss the codeitself, for which an efficient
decodingalgorithm is known, and the public key is a
transformatiorof thegeneratoor parity-checkmatrices.
In other words, the efficient decodingalgorithmis the
trapdoor to the publicdy transformation.

Gibson[17] demonstratedhat thereis no adwan-
tageof usingthe Gabidulincryptosystenover McEliece.
Dueto anattackdevelopedby Gibsonin [17], thesizeof
the codehasto be significantlyincreasedvith respecto
the McEliece schemein order to achieve equialent
security

Someidentificationschemeghat take advantageof
these problems were also proposed (e. g. [30]).

3.1: Security of Cryptosystems Based on ECC

Despitethe generalproblemof decodingbeingNP-
complete the bestknown attacksexploit the properties
of linear codesto find a trapdoor i. e. to recover the
structureof the original code or to find an equivalent
code. That is usually called a Bralklike attack [7].

The securityof the cryptosystemis highly depend-
enton the kind of codesused.Theinitial proposalfrom
Niederreiter used concatenatedcodes, which were
proven to be insecure[28]. Reed-Solomorcodeswere
also praen to be insecure [29].

McEliece proposedGoppacodesthat proved to be
secure. Nevertheless, Goppa codes generatedby a
Goppapolynomialwhich hasbinary coeficientsarealso
insecure [22].

The propertiesthat a codeshouldhave in orderto
be an eligible candidatefor thesecryptosystemsywhich
result from the experience gained from successful
attacksagainst this kind of cryptosystemsare the fol-
lowing [8]:

- Thetype of codesmustbe large enoughto avoid
ary enumeration;

- An efficient decodingalgorithm should exist for
this type;

- Thegeneratoor parity-checkmatrix of atransfor-
mationof the codemustnot give ary informationabout
its structure.

If thecodesobey theserulesthenthe securityof the
cryptosystemss equialentto the problemof decoding
ary linear code.

Therestof the discussiorwill befocusedon McE-
liece Public Key Cryptosystembecausehe majority of
existing work wasdedicatedo this cryptosystenandthe

use of Goppa codeswas adoptedbecausethey fulfil
these requirements.

3.2 The McEliece Public-Key Cryptosystem

Let C beag-arylinearcodewith sizen, dimension
k andminimumdistanced. Let G bea k xn generator
matrix of the code C for which an efficient decoding
algorithm exists. The encryption matrix is E = SGP,
where S is a random kxk invertible matrix over

GF(qg) andP is a randorm x n permutation matrix.
Encryption: aplaintext messageepresentely the

vectorx O GF(q)k is encryptednto the cyphertext y by
y = XE +z, wherez is a randomlychosenerror vector

that is correctablewith the code C (w(z) < {dT—lJ ,

wherew(z) is the Hamming weight &.
Decryption: a cyphertext y is decrypted by

yP_1 - xSG+2P T, and yP_1 is decodedwith the

decodingalgorithmof C to retrieve xS (zP_1 is correct-

ablesincew(zP_l) =w(z)). Theplaintext x is obtained

by x = (xS)S_l.
Thepublickey is E and w(z) . Thesecretrapdoor
consists ofs, P, and the decoding algorithm af.

3.3: Goppa Codes

Thegeneratomatrix is obtainedwith a polynomial
of degreet, calleda Goppapolynomial,andwith a gen-

eratingvector(] GF(q)n . Thedecodingof Goppacode-
words requiresthe knowledge of the generatingvector
and either the weightsetor or the Goppa polynomial.

The parametersf a [nk,d] binary Goppacodeare

relatedin the following ways: n = 2m, d=2t+1 and
k = n—mt, wheret is the maximumnumberof errors
the code is able to correct.

This kind of codesfulfils all the propertiesrefer-
encedin Section3.1. Thereis a significantnumber of
different Goppa codes, efficient decoding algorithms
exist andthereis no algorithmto retrieve thecharacteris-
tic parameter®f the codefrom a permutedgeneration
matrix [9]. For more information on GoppaCodessee
[23].
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FIGURE 2. Autonomous protocol based on ECC

4: Function Hiding

Theoriginalideapresentedn this paperconsistsof
hiding a functionrepresentedn a matrix format, with a
transformationsimilar to the one usedto constructthe
publickey on Error-CorrectingCodePublicKey Crypto-
systems.

Figure2 depictsthe operationsperformedby the
two playersof the autonomougrotocol using the pro-
posed function hiding scheme as describedvbelo

4.1: Protocol Description

Let G be a generatingmatrix for an [n,k,d] Goppa
code C. Let P bea nxn randompermutationmatrix
and E a kxn randommatrix, whereat leastn—t col-
umns consistof the null vector G, P, and E are kept
secretby Alice. Let F be a kx k matrix over Z, repre-
sentingfunction f. Alice computesthe encryptedfunc-
tion F by F' = FGP+E and sendsF to Bob. Bob

evaluatesF’ on his data xO (Zz)k by y =xF and
sends back the result, whichyis to Alice.

Alice decryptsthe result Yy = yP_l, andusesC's
secretdecodingalgorithmto retrieve the cleartet result

y = xF from y, = xFG+ xEP L (xEP_1 is a correcta-

ble error ector sinceN(xEP_l) <t).

4.2: Cryptoanalysis

The proposedprotocols security evaluation has
beeninspiredfrom extensve literatureaboutthe crypto-
analysisof the McEliece scheme.Two broadtypes of
attacks hee been analysed:

- attackson the public key, aiming at retrieving the
secret ky from the public ky;

- attackson the cyphertet, aimingat thedisclosure
of the plaintat.

Theseconctlassof attackshasrecevedmuchmore
attention, for example it has beenmentionedin [21],
[31],[11],[32], [10] and[9] (to cite afew). Furthermore,
Bersonin [5] provedthatit is easyto recover the plain-
text if it hasbeenencryptedtwice with the samekey
using the McEliece scheme, and datiént error ector

Nevertheless,in our solution, the attackson the
public key arethe soleconcernsincethe function hiding
propertyrelies on the difficulty of retrieving the secret
function F from the public key F'. In the sequelof this
section we outline the attacks on the pubég k

Brute Force attack
The compl«ity of the brute force attack on the
original McEliecepublic key cryptosystentanbe meas-



uredby searchingexhaustvely for all the possiblecom-
binationsof permutationgn!), Goppacodes(~2™ / 1),

andinvertible matrices(~0.29* 2K'9)[23]. In the caseof
our solution, the compleity of the bruteforce attackis
increasedueto the factthatthe matrix F doesnot have
to beinvertible.Usingthe parametergproposedy McE-
liece [1024,524,50], this attackis ohbviously not feasi-
ble.

Trapdoor attack

The trapdoorattack consistsof the analysisof the
code structure in order to find an egiéent code.

Heiman [19] was the first to tackle this specific
problemandprovedthattherandommatrix Susedin the
original McEliece schemesenes no security purpose
concerningthe protectionof the code,becausat does
not changethe codevords of the original code. The
matrix S senes the purposeof hiding the systematic
structureof the Goppacodematrix G, andincreasinghe
number of possible enumerations of the pubdic k

Adams|[3] shoved that the likelihood of finding a
trapdoorfor Goppacodesis smallandthatthereis usu-
ally only onetrapdoor The optimumvaluesof the code
parameterswere also found. Having t=37 and k=654
gives the bestresult for the samen=1024. This is an
important result becauseit shavs that increasingthe
weightof theerrorvectorcouldnotbringaddedsecurity

It was later proved by Gibson[15], that eachper-
mutationappliedto Goppacodescan be regardedas a
possibletrapdoorand there are at leastm.n.(n-1) trap-
doors. This results from the fact that no equialent
Goppa polynomials are able to generateequialent
codes.However, this numberis still very small when
compared with the! possible trapdoors.

The sameauthorin [16] describesan efficient way
of obtainingthe Goppapolynomialfrom the public key
andfrom the generatingvector, thereforethe secretkey
canonly beregardedasthe generatingvector The con-
cretenumberof trapdoorss still open,but it rendersan
exhaustve searchnot feasible,accordingto [16]. In the
authors opinion the existenceof only onetrapdoorcan,
ontheotherhand,maleit easietto find, asin the Gabid-
ulin cryptosystem [17].

In summarythe bestknown attackonthesecrekey
requiresan evaluationof m.n.(n-1) trapdoorson an uni-
verseof n! permutationsyhich canthereforebe consid-
ered secure for sfigiently laige codes [16].

4.3: Discussion

We reviewed the bestknown attackson the McE-
liece schemein the previous section, proving that our
original utilization of the schemedoesnot introduceary
securitybreachesand that function hiding relieson the
notorioussecurity of the schemeln short, this conclu-
sionis basedn thefactsthatthe matrix representinghe
functionis notrelevantfor the protectionof thecodeand
thatthe bestway to disclosethe functionis to searchfor
a trapdoar

As analternatve to the McElieceschemethe Nied-
erreitercryptosystencould be usedfor function hiding
by replacingthe generatommatrix G by a parity-check
matrix. This would eliminatethe errormatrix E from the
function hiding scheme.However, the error matrix E
usedin our schemeenhanceshe securityof the function
hiding, in particularagainstdecompositioror bruteforce
attacks Moreover, theuseof matrix E asarandomizeis
animportantsecurityadwantageto our schemeover the
compositiontechniqueshasedon the multiplication by
randommatrices.The otherautonomougprotocols[27],
[4] do not share this adntage either

One of the disavantagesof our protocol is the
expansionof the matrix thatexpresseshefunction.Nev-
erthelessthis expansionalsohappengo ahigherdegree,
with the other autonomousprotocols previously men-
tioned. This expansiondependsn the size of the code
usedwhichis highly dependenbnthenumberof errors.
On the otherhand,the encryptionanddecryptionopera-
tions are less comptevhen compared with [27].

The descriptionof our schemewasdonefor binary
codeslike onthe McElieceschemebut canbeextended
to g-arylinearcodeswhich wereprovento be evenmore
secure[20]. Neverthelessthe binary matrix format is
suitablefor representingpooleanfunctionsor circuits. A
straightforvard way of representinga booleancircuit
with a matrix would be to usethe truth table directly,
similar to the vay that it is done in [6].

Unlike the protocol given in [1], our schemedoes
not assurethe confidentiality of the input datax with
respecto Alice. If thefunctionF is invertible, Alice can
always interpolate the input datdrom xF andF.

On the otherhand,confidentialityof the input data
X with respecto a third party intruderduring transmis-
sion, can be ensuredf Bob addsa correctablerandom
error \ector to the result of the computation.



5: Conclusion and Future Work

This paper presentedan original approachto the
problem of function hiding basedon Error Correcting
Codes andwaluated the security of this approach.

The novelty of the approactconsistsof usingeCC
techniquedo hide functionsinsteadof encryptingdata
vectors.Futurework will focuson moreefficient repre-
sentationgor boolearfunctionsandthe extensionof our
protocol to a broader class of functions.

The aim of our protocolis to dealwith the issueof
secureevaluationof functionsin potentiallyhostileervi-
ronments Eventhoughthe basicpurposeof our scheme
is confidentiality the confidentialityof the function can
alsoassurehe integrity of its execution.In otherwords,
if anattacler cannotdisclosetheoriginal function,andif
thefinal resultis encryptedhewill notbeableto tamper
thefunctionto his benefit.Onthe otherhand,it is a step
backfor hostprotectiondueto the factthattheinternal
behaiour of the code is hidden.

In the future, studieswill alsofocuson classef
codesandtransformationsvhich would bemoresuitable
to our protocolandtry to apply this protocolto the area
of software reliability, specifically checkingthe results
of computationsbasedon the error detectingcapability
Suchan approachs, to our knowledge,new to the area
of result checking.
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