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Existing solutions

A Trusted Aggregator
U Unrealistic

A Secret sharing [ET2012]
U Increased communication costs

A Differential privacy [JK2012, CSS2012, RN2010]
U Orthogonal to our goal

A Trusted Dealer [SCRCS2011, JL2013, GMP2014]
U Strong trust assumption
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State of the Art [SCRCS2011]
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A Vulnerable to user failures
A No dynamicity

A Expensive decryption

A Fully trusted dealer
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State of the Art contd. [JL2013]

A Setup(Kk):
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Drawbacks of previous solutions

A Functionality
U No Dynamic group management

U Not resilient to user failures

A Privacy
U Fully trusted key dealer
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ldea of Solution

A Users generate their secret keys.
A Semi trusted Collector.

A Blinded secret keys.

8o | E% —Erls
O =/ 5
0, =
87 L[>
o> [

CCCCCCCC p.7 EURECOM


htpp://www.eurecom.fr/

Privacy Requirements

A Aggregator obliviousness:
U Aggregator learns nothing but the aggregate.

A Collector obliviousness:

A learns nothing.
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Functionality Enhancements

A Dynamicity
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