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Existing solutions 

ÁTrusted Aggregator 

üUnrealistic 

ÁSecret sharing [ET2012] 

üIncreased communication costs 

ÁDifferential privacy [JK2012, CSS2012, RN2010] 

üOrthogonal to our goal 

ÁTrusted Dealer [SCRCS2011, JL2013, GMP2014] 

üStrong trust assumption 
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State of the Art [SCRCS2011] 

ÁSetup(k):  

ü  a cyclic group with a generator ▌ and prime order p 

üTrusted Dealer distributes: 

Fsecret keys ÓËÉ ᶰ ὴ. 

FίὯπ В ίὯὭ to the Aggregator. 

FὌ ȡπȟρ
ᶻ
ᴼ  

ÁEncrypt(●░ȟ◄): 
üὧȟ Ὣ Ὄὸ

ίὯ
ᶰ ὴ 

ÁAggregate: 

üὠ Ὄὸ
ίὯ
Б ὧȟ ὫВ ȟὫᶰ ὴ 

üВ ὧὭ ÌÏÇ Ὣὠ 
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Å Vulnerable to user failures 

Å No dynamicity 

Å Expensive decryption 
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State of the Art contd. [JL2013] 

ÁSetup(k): 

üἚ ἸἹ for primes Ἰȟ▲ (ὰ the size of Ἒ) 

üTrusted Dealer distributes: 

Fsecret keys ÓËÉ ᶰπȟρ
ςὰ to the users. 

FίὯπ В ίὯὭ to the Aggregator. 

FὌ ȡὔᴼ ὔ
2)* 

ÁEncrypt(●░ȟ◄): 
üὧȟ ρ ὼȟὔὌὸ

ίὯ
άέὨ ὔς 

ÁAggregate: 
üVt=Ὄὸ

ίὯπБ ὧȟ ρ В ὼȟὔάέὨ ὔ
ς 

üВ ὼȟ ᶰ  
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Drawbacks of previous solutions 

ÁFunctionality 

üNo Dynamic group management 

üNot resilient to user failures 

 

 

ÁPrivacy 

üFully trusted key dealer 
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Idea of Solution 

ÁUsers generate their secret keys. 

ÁSemi trusted Collector. 

ÁBlinded secret keys. 
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Privacy Requirements 

ÁAggregator obliviousness: 

üAggregator learns nothing but the aggregate.  

ÁCollector obliviousness: 

ÁCollector learns nothing. 
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Functionality Enhancements 

ÁDynamicity 
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