
JOURNAL OF LATEX CLASS FILES, VOL. 13, NO. 9, SEPTEMBER 2014 1

Guest Editorial – Special Issue on
Biometric Spoofing and Countermeasures

I. INTRODUCTION

While biometrics technology has created new solutions
to person authentication and has evolved to play a critical
role in personal, national and global security, the potential
for the technology to be fooled or spoofed is now widely
acknowledged. For example, fingerprint verification systems
can be spoofed with a synthetic material, such as gelatine,
inscribed with the fingerprint ridges of an enrolled individual.
Iris and face recognition systems are vulnerable to printed
photographs or video sequences of an enrolled user’s eye or
face. Speaker recognition systems can be spoofed through the
use of replayed, synthesized or converted speech.

The interest in spoofing and countermeasures has grown sig-
nificantly in recent years: several well known cases publicized
in the mass media have shown that the biometric authenti-
cation modules in some of today’s most popular consumer
electronics devices are vulnerable to spoofing; there are now
numerous special sessions, tutorials, competitive evaluations
and international standards (ISO/IEC JTC SC37) on the topic;
commercial biometric authentication solutions are increasingly
equipped with liveness detection; Europe funded a large-
scale collaborative project, known as TABULA RASA1, to
investigate the threat of spoofing and to develop dedicated
countermeasures.

While efforts to develop countermeasures are now well
under way and some promising solutions have emerged, there
are some common shortcomings in current research method-
ologies. Existing countermeasures, designed to detect and
deflect spoofing attacks, are typically learned using training
data produced using exactly the same spoofing method that is
to be detected. This practice amounts to the biased use of prior
knowledge which is clearly unrepresentative of a practical
scenario in which the nature of the attack can never be known.
At best, research results generated with such methodologies
exaggerate countermeasure performance; at worst, they mask
the true scale of the problem.

This special issue was conceived to further the state-of-
the-art in biometrics spoofing countermeasures, to stimulate
increased cross-fertilisation between the biometrics and in-
formation forensic communities and to encourage the devel-
opment of reliable methodologies in spoofing and counter-
measure assessment and solutions. In particular the aim was
to foster a shift from current research methodologies and
attack-specific countermeasures to novel methodologies and
generalised countermeasures having the potential to protect
biometric systems against varying or previously unseen at-
tacks.

1http://www.tabularasa-euproject.org/

II. CONTRIBUTIONS

The special issue contains 14 contributions relating to ocu-
lar, face and voice modalities in addition to studies involving
multiple biometric traits.

A. Ocular modalities

The first three papers concern ocular modalities. In their
paper entitled ‘Robust scheme for iris presentation attack de-
tection using multi-scale binarized statistical image features’,
Raghavendra and Busch present a detailed analyses of iris
spoofing and countermeasure assessment. The performance
and generalisation of their new spoofing countermeasure is
demonstrated using four publicly available databases which,
together, represent a broad variety of approaches to iris spoof-
ing.

The second paper entitled ‘Attack of mechanical replicas:
liveness detection with eye movement’ presents a novel spoof-
ing countermeasure which utilises estimates of eye movement
as an indicator of liveness. Komogortsev, Karpov and Holland
show that the eye movement biometric is resistant to spoofing
attacks. Requiring only a standard image sensor, the approach
can be integrated seamlessly with almost any existing iris
recognition system.

The third paper authored by Czajka presents an alterna-
tive approach to improve the resilience of iris recognition
to spoofing attacks this time based on pupil dynamics. His
paper entitled ‘Pupil dynamics for iris liveness detection’
introduces a form of challenge-response countermeasure based
on the spontaneous pupil oscillations elicited by active light
stimulation. The countermeasure is shown to be extremely
effective when using estimates of pupil dynamics captured
over a short interval.

B. Face recognition

The next six papers relate to face recognition. The first,
entitled ‘Face recognition on consumer devices: reflections
on replay attacks’ by Smith, Wiliem and Lovell continues
the theme of active challenge-response countermeasures. Here,
they are combined with watermarking as a means of protect-
ing face recognition systems from replay attacks that might
circumvent more traditional approaches to liveness detection.
Watermarks are sequences of screen images reflected onto the
face.

Bucking the trend for motion and texture based features,
Wen, Han and Jain propose a new approach to spoofing
detection based on image distortion analysis. Their paper
entitled ‘Face spoof detection with image distortion analysis’
highlights the challenge to develop generalised countermea-
sures. Using three publicly available datasets, experiments
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show that their system generalises well in the face of various
spoofing attacks.

Tirunagari, Poh, Windridge, Iorliam, Suki and Ho propose
a data-driven approach to spoofing detection in their paper
entitled ‘Detection of face spoofing using visual dynamics’.
Dynamic mode decomposition is combined with local binary
pattern analysis to capture the dynamic information in a
sequence of face images through so-called texture dynamics.
While providing improved generalisation capability compared
to knowledge-driven approaches, the system is shown to
outperform state of the art approaches across three different
publicly available datasets.

Garcia and de Queiroz propose to detect Moir patterns
which is an artifact due to the overlapping of digital grids.
The authors explain that this pattern appears when recapturing
a digital image. Their paper ”Face-Spoofing 2D-Detection
Based on Moir-Pattern Analysis” describes an algorithm to
detect Moir patterns in the frequency domain and provides an
experimental evaluation to verify the claim.

The next two papers report client-specific countermeasures.
The first stems from the observations that countermeasure fea-
tures can themselves be used for biometric person recognition.
In their paper entitled ‘On the use of client identity infor-
mation for face anti-spoofing’, Chingovska and Anjos show
that significantly better performance can be obtained using
client-specific solutions than client-independent solutions. The
former are also shown to generalise better to unseen attacks.

Yang, Lei, Yi and Li report a client-specific approach to
spoofing countermeasures but, here, the focus is on gener-
alisation to different clients rather than to different spoof-
ing attacks. Their paper entitled ‘Person-specific face anti-
spoofing with subject domain adaptation’ introduces a subject
domain adaptation approach which is used to generate artificial
spoofing data from which client-specific countermeasures are
learned. The efficacy of the approach is demonstrated through
experiments on two publicly available datasets.

C. Speaker recognition
A similar idea to generate artificial spoofing data is adopted

in the next two papers, both of which relate to speaker
recognition. Sanchez, Saratxaga, Hernáez, Navas, Erro and
Raitio report an approach to synthetic speech detection in their
paper entitled ‘Towards a Universal Synthetic Speech Spoofing
Detection using Phase Information’. Spoofed training data
is generated using a copy-synthesis approach whereby large
quantities of training data can be generated quickly without
full speech synthesis. This supports the learning of diverse
attack techniques and generalised spoofing detection using a
multi-vocoder model.

A similar copy-synthesis approach to spoofed data genera-
tion is employed in the paper entitled ‘Joint speaker verifica-
tion and anti-spoofing in the i-Vector space’. Sizov, Khoury,
Kinnunen, Wu and Marcel propose a novel countermeasure
framework in which biometric classification and spoofing
detection are fused in the model space. Generative modelling
negates the need for attack-specific, discriminative features,
thereby delivering improved generalisation to previously un-
seen attacks.

D. Fingerprint recognition

Hildebrandt and Dittmann report a study of spoofing in the
context of planted, ‘latent’ fingerprint evidence intended to
mislead a forensic investigation. Their paper entitled ‘Stir-
TraceV2.0: enhanced benchmarking and tuning of printed
fingerprint detection’ describes the latest version of a publicly
available tool for the benchmarking of spoofed fingerprint
detection approaches through the simulation of complex and
realistic test sets.

E. Multiple biometric studies

The final two papers report studies involving multiple bio-
metric traits, both with a focus on iris, face and fingerprint
modalities. In their paper entitled ‘An investigation of local
descriptors for biometric spoofing detection’, Gragnaniello,
Poggi, Sansone and Verdoliva investigate the application of
local descriptors for spoofing detection, in particular the joint
quantization of rich local features. The merits of the local de-
scriptor approaches are demonstrated with experiments using
publicly available datasets.

Finally, no special issue of the day would be complete with-
out some treatment of all-conquering deep learning. Menotti,
Chiachia, Pinto, Schwartz, Pedrini, Falcão, and Rocha report a
novel approach to generalised countermeasures which exploits
only minimal knowledge of the spoofing attack. Their paper
entitled ‘Deep representations for iris, face, and fingerprint
spoofing detection’ reports spoofing detection results which
exceed the current state of the art while offering potential to
detect unforeseen attacks.

III. SUMMARY AND OUTLOOK

While the papers included in this special issue cover ocular,
face and voice modalities in addition to studies involving
multiple biometric traits, the rigorous peer-review process
involved 45 submissions covering almost the full spectrum
of biometric modalities. While this number of submissions
necessitated the rejection of a significant number of high-
quality contributions, it is a testament to the burgeoning
interest in biometric spoofing and, much more critically, the
development of spoofing countermeasures.

Such is the interest in this field that there is a growing
number of publicly available datasets to support the research.
There is now a choice of datasets for some modalities; a
number of contributions included in this special issue describe
data collection efforts and many report results for multiple
datasets. The availability of these datasets is a factor in the sig-
nificant progress in the quest for generalised countermeasures.
However, while the commendable collection and distribution
of new datasets is of unquestionable benefit to the research
community – overcoming to some extent the past problems
with dataset and attack-dependent spoofing countermeasures
– it may well have given rise to another problem.

In the words of Andrew S. Tanenbaum, ‘the nice thing
about standards is that you have so many to choose from.’
Without the community-wide adoption of a comprehensive,
single standard, it will remain difficult to make meaningful
comparisons between different research results. In this sense,
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the community may have taken one step forward in terms
of countermeasure generalisation, but two steps backwards in
terms of data homogeneity and reproducible research. Looking
to the future, there thus remains the need to define de facto
standard datasets, metrics and protocols to support continued
progress in biometric spoofing and countermeasure research.
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