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Abstract. Most existing tools for measuring the end-to-end available bandwidth
require access to both end-hosts of the measured path, which seesteigts
their usability. Few tools have been developed to overcome this limitation, but
all of them focus on achieving high precision and are not suitable foe leagn-
paigns. In this paper we devel&#\B-Probe, a tool aimed at characterizing the
available bandwidth of a large number of paths, adapting it particularkBsL
settings. FAB-Probe is an evolution ABwProbe, a tool that estimates the avail-
able bandwidth in non-cooperative ADSL environments. Analyzingfatlyehe
needs of such a characterization tool, we optimize and rethink ABwPbe f
larger-scale measurements. The validation of FAB-Probe is obtainibd ine
lab”, with ADSL hosts under our control, as well as under real traffieditions,

with the help of an ISP. Finally, as a proof of concept, we analyze the blaila
bandwidth of over 1300 hosts participating to the KAD DHT used by eMule,
periodically monitoring some static peers for over ten days.

1 Introduction and motivation

Nowadays, over 221 million users access the Internet thrdugadband links and in
many developed countries broadband technologies haveaéaxore than half of the
households, with peaks of over 90% penetration [11]. Moeeosubscribers are ex-
pected to double in the next four years, confirming the exptialkincrease observed
until now [14]. Over 137 millions broadband users (62% ofsalbscribers) access the
Internet through an ADSL link. Broadband technologies teli@ved the development
and the success of new bandwidth intensive applicatiorex{joepeer applications for
example). This have pushed the consumption of bandwidththedefore, the devel-
opment of new, high capacity technologies. Despite theggdawements, broadband
technology is still the fundamental bottleneck for achigvhigher performances [3].

Researchers had, up to now, limited access to informatiatebto the character-
istics of residential broadband networks. This was maialysed by the difficulties in
measuring these networks without explicit cooperationhef énd hosts or the ISPs.
Indeed, only few existing tools have been designed to workan-cooperative en-
vironments andill focus on achieving high precision while are not suitable for large
measurement campaigns. Moreover, to the best of our knge|exhly ABwProbe [2]
is tuned precisely for the available bandwidth (avail-bgfjreation of ADSL links.

In this paper, we propose FAB-Probe which is the naturalwian of ABwProbe.
We rethink and optimize the tool for larger-scale measurgmeajiving particular at-
tention to thetime needed for obtaining a good estimate. Observing common traffic

! Following the terminology used in [2, 12], with “non-cooperative” we mézat access to the
remote host is not available.



patterns, we elaborate a new strategy for sampling the-bwaéfficiently, adapting it
to the absolute capacity of the ADSL. We reduce at minimumntin@ber of probes
and we refine existing cross-traffic filtering techniques. aid® develop a method for
detecting uplink congestion, which can alter the measunésnéfter validating FAB-
Probe “in-lab” against ADSL hosts under our control, we teistreal traffic conditions
with the collaboration of an ISP, obtaining very good resufinally, as a proof of con-
cept, we use FAB-Probe for measuring over 1300 peers paatiog in KAD, the DHT
used by eMule: we measure the hosts closely in time so toroatsiapshot of the avail-
bw distribution, and we select 82 with static addresseswieaneasure periodically for
over 10 days. We also provide FAB-Probe for public evalugtavailable at [6].

2 Background and related work

2.1 Active measurements in non-cooperative environments

In a cooperative environment, active measurements ardlyisiome in the following
way: a specific number of probing packets with appropriatratteristics (size, rate,
etc.) are transmitted through the network, link or devibat has to be measured, to-
wards a receiver. On the receiver side, the probes are eaptuimd some metrics (la-
tency, rate, inter-packet gap, etc.) are computed. By amajyand comparing these
metrics at the receiver, it is possible to infer some charastics of the network tra-
versed and to estimate the desired quantity.

In a non-cooperative environment, instead, there is naraboi the receiving host
and, thus, there is no way to analyze the probes received destination. Therefore, all
statistical information on the probes must be obtained iifferdnt and indirect manner.
An idea that has been adopted in various tools [1-3, 7, 8j48),send particular types
of probes which should induce the receiving host to rephhwidme other packets,
“echoing” the received probes. Examples of probes that kiagequality are: ICMP
Echo and Timestamp requests, most TCP packets (ACKs, SYKS/ACKs, FINs,
etc. but not RSTs), UDP packets sent to closed ports.

When undertaking measurements in this non-cooperativeitd@comes challeng-
ing to distinguish between the characteristics of the fodaand of the reverse path:
when measuring the forward path, we must verify that the leskemetrics capture the
characteristics of the forward path and not the charatiesisf the reverse path (and
viceversa). An important feature that makes TCP-basedegrobry attractive, is that
when a TCP probe is used, the packet sent back in reply by theaomperative host
is a 40 byte packet (in most cases a RST) regardless of thefsthe probe that has
generated it. This property is fundamental for measurimgabail-bw: since packets
traverse the network in both directions, the size of the @sohust be adjusted to differ-
entiate between forward and reverse path and understartdsvheasured exactly. For
the sake of simplicity, in this work we focus on the estimaitid thedownlink avail-bw,
as the uplink estimation is conceptually similar.

2.2 Tools for non-cooperative available bandwidth estimabn

While a multitude of utilities exist for cooperative enviroents, very few are designed
to measure the avail-bw in settings where cooperation igrastted. Two toolspath-
neck [8] and Sprobe [12], do not require access to the receiving host, howekerfitst



one measures the Average Dispersion Rate (ADR, an uppedhaduhe avail-bw [5])
and, since it is based on ICMP probes, can suffer from ICM® lratiting; the second
one is based on the Probe Gap Model which has been criticizég@ven inaccu-
rate in [9]. Some techniques dedicated to broadband nesi@RSL and Cable) are
described in [3] for the estimation of capacity, buffer degjueue management and
others. However, the avail-bw is not taken into account.

To the best of our knowledge, the only tool designed espgdialmeasure the
avail-bw in non-cooperative environments is ABwProbe,ahtis particularly tuned to
measure non-cooperative ADSL hosts. FAB-Probe is thuswalavolution of ABw-
Probe which in turn is inspired by Pathload [4]. Both ABwReadnd FAB-Probe use
the RTT in place of the One-Way Delay (OWD) of Pathload: if noessrtraffic disturbs
the RSTson the reverse path, indeed, an increasing trend in the OWDs will be pre-
served and will appear in the RTT samples as well. ACK probesent at raté to the
non-cooperative host which replies with fixed-size RSTs ptobes are only echoed
by the receiver and at the sender the RTT is computed. Thisth@yRTT measured
is used in place of the OWD (which is impossible to measurejiédecting ifR > A
or not, A being the avail-bw of the path. However, since packets tsavthe network
a second time, the received RSTs will carry both informatibthe probes from the
forward path, but will also be influenced by the charactesstf the reverse path. This
becomes an important problem in asymmetric environmers ADSL because RSTs
have to traverse the uplink of the ADSL which has much loweracity (and usually
lower avail-bw) than the downlink.

To overcome this asymmetry, in ABwProbe (and in FAB-Probealt) we exploit
the fact that TCP RSTs are always 40 bytes long regardlesedfize of the ACKs: if
the probes are very large, say 1500 bytes, then the rateagedemn the downlink will be
1500/40 = 37.5 times higher than the load on the uplink (Layer-2 overheadkided,
see [2]). Now, most ADSLs have uplink capacities that are than 8 times lower
than the downlink [3] so this measure should be sufficientweraome thecapacity
asymmetry. In FAB-Probe an additional test is implementedatect when the uplink
avail-bw is insufficient for the RSTs to be transmitted on the uplink.

Finally, even when the avail-bw on the uplink is sufficiebhas been shown in [2]
that large cross-traffic packets interfering on the upliak significantly affect the mea-
surement because of the compression of the RSTs queuedib8hine an MTU packet
can take several tens of milliseconds to be transmitted dffiect is not negligible. In
ABwProbe some techniques were proposed to detect and filt€rse@mples affected
by RST compression. As we will explain later, in FAB-Probe iwgrove the filtering
by combining the proposed methods to better exploit thegngiths.

Like other tools, ABwProbe too is aimed at providing veryhigrecision in es-
timating the avail-bw. As we will explain, in FAB-Probe wetémtionally renounce to
some measurement resolution, in favor of the measurementlawhich is remarkably
reduced.

3 FAB-Probe: Fast Available Bandwidth sampling for ADSL links

3.1 What should we measure exactly?

Most tools measuring the avail-bw aim at providingadsolute estimation regardless
of the capacity of the link. This makes sense for applicati(such as video stream-
ing) that require a certain amount of bandwidth to work pripén general, however,



to characterize a network and the load generated by the, usé&anore interesting
to know the avail-bwrelative to the absolute capacity. For example, it is often more
useful to know that the bottleneck link has 30% left of itsrepeapacity rather than
knowing there are 200 kbps available, as the first metriinisitally provides an idea
of link quality while the latter does not. Additionally, fonost large-scale characteriza-
tion purposes, it is critical to have a fast estimation pssoghile it is less important to
have extremely high precision. For example, knowing thatatail-bw is in between
90% and 100% of the total capacity is usually enough for didag the link asinac-
tive. This aspect is very important because most estimatios {oawluding ABwProbe)
reiterate the probing phase until the desired precisiomiained, i.e. higher precision
translates in longer running time. The intuition behind FRBbe is thus to analyze
the avail-bw relative to the capacity, probing the availdiview key values (only 5 by
default) and providing a quick, but still accurate, estienaitthe avail-bw of the link. In
this paper the focus is on the avail-bw estimation and d&oas on how to estimate
the capacity are out of its scope. For a description of thadgpestimation technique
used in FAB-Probe the interested reader can refer to [1].

Focusing on larger-scale measurements, it is importanttethat the large major-
ity of users are eitheinactive, i.e. not using their bandwidth, @ctive, meaning they
are actively using their connection. This active-inactidavior has already been ob-
served in [15] and is confirmed by our experimental resulezaRing that the network
bottleneck has been shown to be at the edge of the networthf8k are high chances
that active periods tend to bring the ADSL close to congastige can thus design the
avail-bw estimation algorithm exploiting thespriori information. In particular, with
an active-inactive pattern, the measurements should be fir@-grained on extreme
avail-bw values (closer to 0 and 100%) while can be less peean “middle” values.
In FAB-Probe we thus limit the exploration of the avail-bwge by testing only few
key values, distributed in the following way: 10%, 25%, 50P5% and 90% and the
avail-bw will be captured in between two of these values (@rathd 100% but these
values are obviously not probed). This guarantees thatuhebar of probing iterations
is always less than 5 (see details below), achieving a ceraite speedup of the mea-
surement process while limiting the probing to significaaltres of the avail-bw range.
Clearly, the precision can be increased (or reduced) bygihgrthe number of prede-
fined values and also the distribution of the values itsaifloachanged to better fit the
avail-bw distribution — if this is available. Finally, notkat theabsolute avail-bw can
still be obtained from the relative values of FAB-Probe huseathe capacity is known.

3.2 Measurement algorithm and speedup

In FAB-Probe we first measure the downlink capacityvith the techniques described
in [1]. Then, we explore the avail-bw range with a binary sbdike algorithm, modi-
fying the one in ABwProbe: the path is probed with a fleet ofges€ at an initial rate
R = 75% x C and the RTT of the packets is analyzed to detect if there isn@eas-
ing trend. An increasing trend would indicate self-induced congestin the path, thus
meaning that? > A. The rate is then reduced (increased) if an increasing tfeod
trend) in the RTTs is detected. Consequenilyis updated to a lower (higher) value,
i.e. 50 or 90%, and another fleet is sent. The process isdtkuattil the avail-bw is cap-
tured between two probed values, where one has shown amsiegetrend, the other
one no trend. For example, 4f = 60% x C, the first fleet at 75% would have an increas-
ing trend, while the second fleet at 50% would show no tremiteSihere are no other



measuring values in between 50 and 75%, the algorithm stag$AB-Probe would
output an avail-bw range of 50-75%. The main difference witavious algorithms
here, is that instead of changiigjin a pure binary search fashion, which converges at
an exponential rate, in FAB-Probe the probing rAtassumes few deterministic values,
significantly reducing the running time.

To further speedup the measurement time, we have workedalsoe number of
fleets to send. In Pathload, to detect if there is an incrgasemd or not, 12 independent
fleets are sent at the same r@eThen, the trend is computed on all these fleets and
the decision ifR > A or not is taken based on the fraction of fleets agreeing. This
process is repeated for all probing rates regardless ofrémal tintensity. In [2] we
already proposed a strategy to accelerate the decisioegsoeducing on-the-fly the
number of fleets when the trends are particularly pronourtbed adapting the number
of fleets to the difference betweéhand A. In FAB-Probe we push the idea to the limit
as we simply do not investigate bandwidth rates that areltzs®do the avail-bw. The
decision is taken based on the result of one fleet only: ifridwect is clearly noticeable,
the measurement is valid and the r#tés reduced (increased) right away. Otherwise,
if the trend is not pronounced, this means that the availsealase to the rat®, the
fleet is marked as “grey”, and two other fleets are sent at higine lower rate just as a
counter check. The rationale behind this is the followingpose the avail-bw is close
to 70% of the capacity. If the probing rafé is at 75% of the capacity, there will be
a very weak increasing trend in the RTT samples. In a sitndike this, ABwProbe
would send more and more fleets (up to 12) to have good conédezfore declaring
that R > A, getting “stuck” on this rate value. In FAB-Probe instea@, wmmediately
probe the link at 50% and 90% (the values just above and bebd®) and, if the avail-
bw is confirmed to be in between, the range given in output ébal50-90% — instead
of 50-75%. This way we obtain an acceptable result with vevy fieets (only 3 in the
example), trading off precision for running time, and obiag a great speedup.

3.3 Uplink congestion and cross-traffic

Suppose an increasing trend in the RTTs is detected whilesumieg the downlink
avail-bw. Since the estimation is done in a non-cooperativéronment, we must verify
that the observed increase in RTT is due to the self-indusadestion on the downlink
and not to compression of the RSTs on the reverse path. Thekwgdlthe ADSL, in
particular, is critical because of the very low bandwidtattban be easily saturated. For
this reason, after the first increasing fleet is detected, akerthis simple test to check
the conditions of the uplink: we send a second fleet in whiehpttobes have the same
spacing between each other but the size is at minimum (4GRyfhis fleet reproduces
on the reverse path a sequence of RSTs with the sat@ef the fleet before (same size,
same gap), however, on the downlink the rate is at least 1éstiower (even more if
ATM is not adopted, see [2]). Now, if the fleet shows an incireasrend either (i)
the downlink is completely congested, or (ii) the uplinkaadled and the RSTs on the
reverse path are compressed.In both cases, however, @sgjte avail-bw precisely in
these critical conditions becomes problematic (also im$sof measuring time because
the rates are extremely low) therefore we classify the ADSLcangested” without
investigating further.

Finally, we also refine the filtering methods presented inlfeed, uplink cross-
traffic can compress the RSTs on the uplink, even withoubsercongestion, generat-
ing spikes in the RTT that temporarily “hide” the temporabjperties of the downlink.



In [2] two techniques are proposed, one statistical baseal rmbust method called It-
eratively Re-wighted Least Squares, and one determinétited at detecting the con-
secutive decreasing RTT samples resulting from the corsjmresf the RSTs. The two
methods have interesting properties but also downsidesstttistical method suffers
from in high cross-traffic conditions while the determirdgine is ineffective when the
cross-traffic packets are small. In FAB-Probe we combinewtemethods to benefit
from both approaches: first we filter the large majority okaféed RTT samples detect-
ing consecutive decreasing trends, then we filter the rantasamples applying the
robust statistical method. As we will show, this allows ustiain correct measure-
ments even when the uplink is highly loaded.

4 Validation

To validate the accuracy of FAB-Probe, we have tested ourboih on some ADSL
hosts under our control and against hosts belonging to anLAde8sice provider from
which we obtained the traffic traces as “ground truth”. Thesueing host was always
a well-connected host, with a 100Mbps connection and witbagt 90 Mbps avail-bw,
so that the bottleneck link was the ADSL on the other edgeehétwork.

4.1 In-lab validation

We have tested the accuracy of FAB-Probe in different traffieditions and with var-
ious cross-traffic rates. From a third well-connected hestused a traffic generator
to inject CBR traffic towards the ADSL host which we capturé¢hat receiver to avoid
ICMP Port Unreachable packets. We vary the load on the daWwsjacing several rates
close to the ones used by FAB-Probe to probe, so to verifyrtbadrror occurs when
R and A are close, which is the worst case. For example, we test FABePwith 45%
and 55% avail-bw because FAB-Probe runs fleets at 50%, thifging if the trend
is correctly dectected. Tab. 1 summarizes the results giventput by FAB-Probe as
well as the total number of fleets sent and the running time.iffiprovement compared
to ABwProbe is remarkable: the number of fleets is an orderagnitude lower, thus
reducing significantly the intrusiveness of the measurénzem the avail-bw estimate
is obtained 5 times faster while still providing preciseibizav ranges — even wheA

is close toR.

To prove the robustness of FAB-Probe and the effectivenefisecuplink cross-
traffic filtering, we have measured the downlink both in idiel #0aded conditions with
increasing cross-traffic on the uplink. We generated irginggUDP traffic from the
ADSL host towards a third machine using MTU size packetsgttausing the highest
RST compression, see [2]). As shown in Tab. 2, the crosBetfdfering allows FAB-
Probe to correctly estimate the downlink avail-bw both wttenlink is idle and loaded
at 70%, and the congestion test operates when the crofis-tsafoo high (over 450
kbps in the case shown, with an uplink of 578 kbps). Only ahslighderestimation
occurs in extreme cross-traffic conditions.

4.2 Validation “in the wild”

To further test the accuracy of FAB-Probe, we asked an AD®lisprovider to val-
idate the tool against real-world traffic conditions. Wittethelp of this ISP, we first



Downlink avail-bw range (relative to capacity)
Real avail-bw| 95% 85% /0% 55% 45% 30% 20% S%

Time (sec) 31.8 40.2 574 684 703 569 88.3 2009
Table 1. Accuracy and speed of FAB-Probethe output range effectively captures the
avail-bw. Compared to ABwProbe (ABP), the number of probilagts and the running
time are considerably lower. The asterisk indicates thatdalitional fleet with 40 bytes
probe packets was sent to verify uplink congestion.

o' [Measured rand80-100% 75-90% 50-75% 50-75% 25-50% 25-50% 10-25% dong.
a| #of fleets 2 2" 3* 3 3* 3* 3* 1*

S| Time (sec) 5.6 7.6 144 145 135 147 230 6l0

ol #of fleets 17 19 21 24 23 18 21 14

<

Uplink cross-traffic (Ioad relative to uplink capacity)
0% 15% 25% 35% 45% 55% 65% 756

[90-100% 90-100% 90-100% 90-100% 75-100% 75-100% 75-90% gong.

Measured rang
(100% avail-bw
Measured rang
(30% avail-bw)
Table 2. Impact of uplink cross-traffic: FAB-Probe correctly measures the avail-bw
in presence of cross-traffic both when the downlink is idlé lExaded (30% avail-bw).

£25.509% 25-50% 25-50% 25-50% 25-50% 25-50% 10-25% cong.

selected few hundred hosts which were not idle nor complet@iurated, in order to
have some avail-bw variability. Then, we periodically measl 13 ADSL hosts during
a one hour period. The ISP provided us the time series of #@niing and outgoing
traffic of the measured hosts and we could thus compute theiatnod traffic actu-
ally traversing the ADSL. The results obtained matched weeyl the ones provided
by FAB-Probe and two interesting examples are provideddgn FiIn Fig. 1(a), FAB-
Probe was precisely measuring the avail-bw, being coneswend widening the range
given in output when the probing rate was too close to thevadak (“grey” trend). In
Fig. 1(b) the host measured is a bit more loaded and the Vityiadf the avail-bw pro-
cess is higher. Nevertheless, FAB-Probe provides very gstichates, with only one
inaccurate sample.

5 Experimental Results on KAD

As an example of the possible uses of FAB-Probe, in this@eetie show the results
obtained measuring in total over 1300 ADSL hosts partigiggto the Kademlia DHT
[10] used by applications like eMule. We used the KAD cravaifl3] to retrieve the
IP addresses of the KAD hosts and then selected with the Makddtabase only those
connecting through an ADSL service provider. We have rundifferent experiments:
one aiming at analyzing a large variety of hosts closelyrretigenerating a snapshot
of the avail-bw distribution, and another measuring a paldir subset of hosts for over
10 days.
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Fig. 1. Real-world traffic conditions: FAB-Probe effectively captures the avail-bw of the hosts.
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Fig. 2. Avail-bw distribution: snapshot (a) and 10 days average (b) of the downlink avail-bw of
KAD peers.

5.1 A snapshot of the avail-bw distribution

We have measured 1244 hosts from various ISPs in US and Earggdgzing both
capacity and avail-bw (although we omit the discussion enctipacity, see [1] on this
matter). Avail-bw measurements lasted on average les$tbaconds per host. Fig. 2(a)
shows the downlink avail-bw range for these hosts. Configrttie results in [15], hosts
are sharply partitioned in two groupsle or active, since more than 80% have either
over 90% avail-bw or a congested uplfnkess than 2% of the hosts measured had a
fleet with unclear trend (“grey” in Pathload) resulting in &er avail-bw range, such
as 50%-90%, so we omitted them from the figure.

2 Modern applications for P2P file distribution employ “tit-for-tat” algorithmst#macourage the
the peers to actively participate to the distribution process. This meansetiat ypload data
while downloading, thus using their bandwidth in a more symmetrical fastoompared to
client-server applications. Now, the uplink of an ADSL being much smalber the downlink,
this explains why eMule peers suffer from uplink congestion before dhaentink is saturated.



5.2 Aten-day case study

From the hosts participating in KAD, we selected the onebwiggie continuously on-
line for over one month using the same (static) IP addresss& hosts are a good op-
portunity for a long-term analysis of the avail-bw evoluti¢lowever, they constitute a
particular subset of eMule hosts that might continuouslgd®ling the file distributions
acting as traditional servers. We have selected 82 of theste And measured them ev-
ery 5 minutes for over 10 days. The capacity was also monittyenake sure it did
not change during that period. In Fig. 2(b) are shownavexage avail-bw lower and
upper bounds considering the entire measurement periogl. 8% of the hosts had
the uplink continuously congested meaning they were alwgl@ading large amounts
of data. Over 25% of the hosts were instead frequently idl@raaverage, they had
least 75% avail-bw. We emphasize that the distribution is lesspstiaan the snapshot
in Fig. 2(a) because Fig. 2(b) shows the CDF of averages cmamver almost 3000
estimates per host, while the latter is a one shot measutemen
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Fig. 3. Avail-bw evolution over time: comparison of two hosts that had different avail-bw pat-
terns. Negative values indicate that the uplink was congested.

Analyzing more closely the results, some hosts showed sty patterns in the
avail-bw, while others did not. For example, Fig. 3(a) shewsost that was basically
idle during night hours while was active during the day, wifilg. 3(b) shows the avail-
bw of an other host which showed more slow-varying pattetnsd the measurement
campaign. In general, however, this set of hosts showeel tittange in their average
avail-bw between day and night, yet maintaining an actiaeiive pattern with some-
times steep variations.

6 Conclusions

In this paper we presented FAB-Probe, a new measurementaionbn-cooperative
ADSL environments, designed for larger-scale measuresnRethinking previous tech-
niques and studying the requirements in terms of accuradyiame, FAB-Probe is the
evolution of ABwProbe, from which the basic algorithm wasgjaiced. We developed
a new sampling strategy, balancing accuracy and meastumiegtd sample efficiently



the avail-bw; we minimized the number of probing fleets; welgd a method to detect
uplink congestion; and we improved the cross-traffic filtgriechnique. We proved the
accuracy of FAB-Probe both “in-lab”, against ADSL hosts @ndur control, and in
real traffic conditions, with the cooperation of an ISP. Hinas a proof of concept, we
measured with FAB-Probe over 1300 ADSL hosts participatingAD, for a snapshot
of the avail-bw distribution as well as a characterizatibB2hosts for over ten days.
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