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Abstract

The dramatic growth of the Internet and of the Web traffic calls for scalable solutions to accessing Web documents. To
this purpose, various caching schemeshave been proposed and caching has been widely deployed. Since most Web documents
change very rarely, the issue of consistency, i.e. how to assure access to the most recent version of a Web document, has
received not much attention. However, as the number of frequently changing documents and the number of users accessing
these documentsincreases, it becomes mandatory to propose scal able techniquesthat assure consistency.

We look at one class of techniquesthat achieve consistency by performing automated delivery of Web documents. Among
all schemesimaginable, automated delivery guarantees the lowest accesslatency for the clients. We compare pull- and push-
based schemes for automated delivery and evaluate their performance anaytically and via trace-driven simulation. We show
that for both, pull- and push-based schemes, the use of a caching infrastructure is important to achieve scalability. For most
documentsin the Web, a pull distribution with a caching infrastructure can efficiently implement an automated delivery. How-
ever, when servers update their documents randomly and servers cannot ensure a minimum time-to-live interval during which
documentsremain unchanged, pull generates many requeststo the origin server. For this case, we consider push-based schemes
that use a caching infrastructure and we present a simple algorithm to determine which documents should be pushed given a
limited available bandwidth.

1 Introduction

Due to the explosive growth of the World Wide Web, Internet Service Providers (ISPs) throughout the world as well as Appli-

cation Service Providers (ASPs) are aggressively installing Web caches in order to reduce average client’s latency, bandwidth
usage, and server's load. Web caches keep copies of Web documents to satisfy future client requests from the cache without
traversing peering networks or contacting the origin servers. However, placing geographically dispersed copies of a master
document in Web caches creates the problem of document consistency, that is, documents delivered to the client from the cache
should be fresh and consistent with the master copy at the origin server. Historically, Web caches have been designed to take
arbitrary decisions on content freshness by using some time-to-live heuristics [9] [16]. However, using time-to-live heuristics,

caches sometimes provide stale documents to the clients, which is unacceptable for many content providers and clients. Given
the increasing number of Web sites that offer highly time-dependent information, e.g. news, stocks, weather maps, strong
consistency, that is, always providing the freshest document to the clients, is becoming more and more important.

There are three main mechanisms for providing strong consistency in Web caches i) validation, ii) invalidation, and iii) repli-

cation. With validation, for every client request the cache checks with the origin server if the document copy is fresh. If the
document copy is still fresh, the cache will answer the client with its cached copy. If the document has expired, the client will

receive the master document from the origin server and the cache will keep a document copy. With invalidation, caches do not
take any decision about the freshness of the document. Instead, when adocument expires the origin server sends an invalidation
message to those caches that store the expired document. Using invalidation, the first client request after the document was
invalidated experiences high latencies since the document needs to be retrieved from the origin server. With replication, every
document update is pushed into the caches, thus preloading the cache with always fresh information and freeing the cache
from making any freshness decision. Using replication, clients always experience very small latencies, however, the bandwidth
wasted can be considerable if no client requests the replicated information.

The choice between validation, invalidation, or replication should be made dynamically on a per-document basis and can be
tailored to optimize different parameters, i.e., bandwidth usage or client latency. For instance, to optimize bandwidth usage in
the ISP, the decision of which mechanism to use for strong consistency should be based on how frequently a document changes
and how frequently it isrequested. It is not the goal of this paper to analyze and devel op a mechanism that dynamically selects



the best scheme to provide strong consistency on a per-document basis, which is the topic of [14]. Instead, in this paper we
look only at replication, one of the three techniques to keep strong consistency in Web caches. With replication, as opposed
to invalidation or validation, client’s latency is aways minimized since documents are always delivered from the cache. In
addition, replicating the actual document update removes the need for sending invalidation messages, or if-modified-since
requests.

One way to implement replication is using an automated delivery. With automated delivery, caches subscribe to a document
and new document updates are distributed to the caches without the clients making explicit requests. Documents are always
fresh inthelocal cache, thus, when the client requests a document it isimmediately delivered with minimal delay. Automated
delivery can be implemented with a client-initiated automated pull mechanism or with a source-initiated true push mechanism.

Automated pull, works as follows: Clients automatically poll the origin server periodically. If the origin server has updated its
document, a client’s poll will fetch the updated version. If the origin server has not updated its document, a client’s poll will

result in anot-modified reply. With true push, on the other hand, client-caches do not need to periodically poll the origin server.

Origin servers send the latest document update to the subscribed clients as soon as the document update occurs. The primary
reason to use pull, is that it uses the existing HTTP protocol [7] and that it does not require the origin servers to know where
to push a document and to keep state information about the subscribed clients. Additionally, clients can asynchronously poll

for new updates and they do not require to be synchronized to receive a new update as it is the case for push. A drawback of
automated pull, however, isthat origin servers may receive an excessive number of polling messages. unicast from the origin
server to the clients.

In this paper we develop simple and rigorous analysis for pull- and push- based automated delivery, and study the impact of a
caching infrastructurein both, pull and push. In acaching infrastructure[5] , caches are placed at different levels of the Internet
(e.g., ingtitutional, regional, and national). Caches act as application-layer multicast nodes providing an asynchronous reliable
multicasting infrastructure [13]. We will see that for pull- and push-based schemes, a caching infrastructureis very important
to achieve scalability. More precisely, we find that pull with a caching infrastructure can effectively implement an automated
delivery for most of the documents in the Web, while providing strong consistency. When i) a document is updated at fixed
times, or ii) when a document is updated randomly and servers specify a small time-to-live interval during which a document
remains unchanged, automated pull with a caching infrastructure uses bandwidth very efficiently, and sends few requeststo the
origin servers. Using analytical models and trace-driven simulationswe quantify the minimum time-to-liveinterval that servers
should set to their documents for a caching infrastructure to filter out most of the poll-requests to the origin server. We also
guantify the number of cache tiers needed for a caching infrastructure to mimic a multicast distribution.

In the rare case that servers can not ensure even a small time-to-live interval during which a document is not updated, imple-
menting strong consistency with an automated pull generates many poll requests to the origin server and does not scale. In this
latter case, a push distribution should be implemented. In this paper we consider a pure push distribution which uses a caching
infrastructure. Given the large number of documents that can be potentially pushed and the limited bandwidth available for
pushing, there are only certain documents that can be pushed. Documents pushed, experience small latencies since they are
delivered from the local cache, documents not pushed experience high latencies since they are delivered from the origin server.
Therefore, there is a need for an intelligent algorithm that determines which documents should be pushed into the caches to
provide the minimum average latency to the clientsand fully utilized the available bandwidth. We present a simple mechanism
to determine which documents should be pushed in a limited bandwidth environment and study its impact with a trace-driven
simulation.

The rest of the paper is organized as follows. In Section 2 we study automated pull with a caching infrastructure and we
analyze its bandwidth usage. In Section 2.2 we calculate the total polling rate at the origin server with and without a caching
infrastructure. We divide the total polling rate into requests that result in a document not-modified and requests that result in a
new document transfer. Section 3 describes a push scheme through a caching infrastructure. Section 3.1 presents and eval uates
an algorithm to decide which documents to push in a bandwidth limited environment.

2 Automated Pull with Caching Infrastructure

In this section we analyze automated pull to provide strong consi stency, with and without a caching infrastructure. We consider
bandwidth usage (Section 2.1), and polls at the origin server (Section 2.2, 2.3, and 2.4). We do not consider latency since
documents are updated in the background (i.e. latency is zero).

2.1 Bandwidth Analysis

In this section we first obtain simple expressions for the bandwidth usage as a function of client interest in a document for i)
pull without caching infrastructure (unicast), ii) pull with caching infrastructure, and iii) end-to-end multicast. Then, we study



the bandwidth usage in a more general scenario with random networks and non-uniform demand distribution. We define the
bandwidth usage as the total number of links traversed to distribute a document update from the origin server to the clients.

To obtain simple analytical expressions for the bandwidth usage we model the Internet as a full O-ary tree with L tiers. Each
tier has a depth of H links, therefore, the total height of the tree isLH links. At the root of the tree there is the origin server,

and clients are at the leaf nodes of the tree. Let [ be the level of the network tree, where level I = 0 indicates the leaf nodes of
thetree, 0 < [ < LH. Tomodel a multicast distribution we assume that at every node of the network tree there is a multicast
router. To model a caching architecture, we suppose that at the root of every tier there is a cache, except at the root of the top
tier, where thereis the origin server. We refer to the caches in the leafs as |eaf caches. Werefer to the caches that are the closest
to the origin server as top-level caches. There are O top-level caches, and OX¥ leaf caches.

Let p be the probability that a leaf cache requires a certain document. We assume that the total demand for a document is
uniformly distributed among all leaf caches. Using a uniformly distributed document demand we try not to be biased in favor

of multicast or a caching infrastructure; if the demand were concentrated around some nodes, the benefits of multicast or a
caching infrastructure would be much higher due to the high sharing.

In the case of unicast the expected bandwidth usage, BW,,(p), isthe number of links between the origin server and an the leaf
caches, L H , times the expected number of leaf caches interested in a document, O p, i.e.,

BW,(p) = LHOMp . D

For the case when all leaf caches require the document update, p = 1, the bandwidth needed is BW,, (1) = LHO*#.

When pull uses a caching infrastructure, document requests can be satisfied from intermediate caching levels, saving band-
widthin the upper network levels. The expected bandwidth usage of pull with a caching infrastructure, BW}, (p), is the number
of links H between every cache level times the expected number of caches at a given level that require the document update. A
cache at level [ requires the document update with a probability 1 — (1 — p)ol , which isthe probability that at least one of the
O' leaf caches rooted at level [ isinterested in that document. Thus,

BWa(p) = S OMI=L (1 - (1-p)?). @)
le{0,H,2H,... (L-1)H}

When al leaf caches are subscribed to a document BV, (1) = HO(L;),# ~ HOM  forO% >> 1.

In the case of multicast, packets can be replicated at every network level and share all network links from the origin server to
the leaf caches. The expected bandwidth usage B, (p) isthe sum of the expected number of linkstraversed at every network
level. The number of links traversed between level [ + 1 and level [ isequal to OXH (1 — (1 — p)°'), where 1 — (1 — p)°' is
the probability that the multicast tree is extended to level {. Thus,

I=LH-1

BWa(p)= Y O (1-(1-p)7). ©
=0
When all leaf caches require the document update, p = 1, we have BW, (1) = 222=0 ~ OLH for O >> 1.

Table 1 summarizes the bandwidth usage of unicast, multicast, and acaching infrastructurefor p = 1 and O >> 1. We observe
that a caching infrastructure reduces L times the bandwidth usage compared to unicast. Thus, using a caching infrastructure
is attractive when there are many cache tiers .. Multicast uses H times less bandwidth than a caching infrastructure and 7. H
times less bandwidth than unicast. Thus, when there are few cache tiers and the height of each tier is large, multicast uses
significantly less bandwidth than caching, however, when there is a large number of cache tiers, a caching infrastructure uses
similar bandwidth than multicast.

Table 1: Bandwidth usage for unicast, caching and multicast distribution.p = 1, O >> 1.

| | Unicast | Caching Infrastructure | Multicast |
[ Bandwidth | LHO™ | HOM [ o' |

In Figure 1 we plot the bandwidth usage of the various schemes as p varies. For /. = 1 thereisno caching infrastructure. In this
situation, the server and the leaf caches communicate viaunicast. Comparing unicast and multicast, we see that the difference
in bandwidth usage is rather pronounced once a document becomes moderately popular. For very popular documents, p = 1,
unicast uses approximately L H = 12 times more bandwidth than multicast. For a caching infrastructure we have varied the
number of cache tiers L from 3 to 6. Asthe number of tiers 7. increases, the bandwidth usage of a caching infrastructure gets
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Figure 1: Bandwidth usage for unicast, multicast and a caching infrastructure.

closer to the bandwidth usage of multicast. Given that the total height of thetree L H = 12 links, a caching infrastructure with

12 cachetiers (. = 12, H = 1) perfectly mimics a multicast distribution in terms of bandwidth, however, this would mean

that there is a cache at every multicast router. For a reasonable number of cache tiers (i.e., L = 4), a caching infrastructure
considerably reduces the bandwidth usage compared to no caching infrastructure, and has a bandwidth usage close to that of

multicast, since it performs an application-level multicast distribution.

In Figure 1(b) we consider the case of a random network topology and non-uniform document demand. To simulate this
scenario we used tiers [6], which is a random topology generator. We created a hierarchical topology of three levels: WAN,
MAN, and LAN that aim to model the structure of the Internet topology. A WAN connects 20 MANSs, and each MAN connects
9 LANS, resulting in a core topology of 225 nodes. To simulate a three level caching infrastructure we placed Web caches at
the border nodes between the LANs and MANS, and the MANSs and the WAN. We defined the bandwidth usage as the number
of linkstraversed to deliver one packet from the source to the receivers. We cal culated the bandwidth used by unicast, multicast
with shortest path tree, and a caching infrastructure. Receivers are placed at random locations. From Figure 1(b) we observe
that the results obtained with the random topology generator and a non-uniform demand distribution are very similar to those
obtained with our analytical model (Figure 1(a)).

2.2 Total Paolling Rate at the Origin Server

Now, we study the total polling rate at the origin server for automated pull to achieve strong consistency. We consider the
cases when i) there are only leaf caches and there are no intermediate caches, and when ii) thereisafull caching infrastructure.

With pull, clients periodicaly poll the origin server and fetch a new updated document version if the document has changed.
If the times at which different clients poll servers to check for document updates are more-or-less synchronized, an origin
server can receive an excessive humber of polling messages over a short period of time. In order to alleviate this problem, the
latest releases of client browsers delay the polling times by random times, thereby spreading out the polling messages [11]. To
account for thisrandom delay, we suppose that requests from multiple clients for the same document are Poisson distributed [8]
(in Section 2.4 we also consider other probability distributions for the document requests). For each leaf cache we denote
W as the interarrival time between document requests, which is exponentialy distributed with an average request rate A,
F(w) =1 — e~ (seeFigure 2).
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Figure 2: Polling rate at a leaf cache for a given max-age interval.



To model document’s consistency we assume that origin servers specify a time-to-live value, o, (using the max-age HTTP/1.1
cache-control header [7]) during which servers ensure that a document will remain unchanged. When a new document update
isfetched from the origin server by any cache, the document is assigned an age, ¢. The age of a document is the period of time
that a document copy has been in any cache of the caching infrastructure, that is, the time since the document was retrieved
from the origin server. A cache can serve adocument with age ¢ if the max-age value, o, is greater than ¢ (Figure 2). If origin
servers wish to validate every request, they may set a max-age equal to zero, i.e. ¢ = 0, so that the caches always validate the
document.

Some of the requests at the leaf cache, A, will befiltered out by theleaf cache. Therefore, therate ), at which polling messages
leave alocal ISP, islessthan A. Referring to Figure 2, we now proceed to calculate Ay. Since the time between requests IV, is
exponentially distributed and thus memoryless, the time Y between the end of a max-age interval and next poll request is al'so
exponentially distributed with the same average request rate A. Let X be the interarrival time between filtered poll requests.
X isarandom variable that is equal to the sum of the max-age interval and the random variable Y, that is, X = o + Y. The
expected value of X is E[X] = o + E[Y] = o + 1. Thus the expected poll rate A, from aleaf cache is given by

1
E[X] 1+4X-0o

Figure 3 shows the request rate leaving a leaf cache A, for different max-age intervals, o. We see that if the origin server wants
tovaidateal requests (i.e., o = 0), the pollingrate Ay isequal to the client request rate A\. However, as soon as asmall max-age
isset (i.e, o = 5 minutes), the polling rate from aleaf cache is kept low even for very high client request rates.
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Figure 3: Polling rate Ay from a subscribed leaf cache depending on the clients request rate A for different max-age intervals.

Next, we consider the case where thereis a caching infrastructure. A caching infrastructure not only acts as an application-level
multicast for distributing document updates (Section 2.1), but can aso filter out many if-modified-since polls to the origin
server. Toillustrate this, in Figure 4 we show the case of a two-tier caching infrastructure (two leaf caches and one regional
cache). When leaf caches poll the origin server, only thefirst poll from any leaf cache is redirected by the regional cache to the
origin server. Further pollsfrom any leaf cache during a max-age interval are filtered at the regional level (see Figure 4).

Requests Reg. Cache A, time

Leaf Caches 1+2 T

LefCache 1 A, | |

Client requests 1 ) T
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Figure 4: Request rate of aregional cache with two children |eaf-caches
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Let ¢}, be the number of leaf caches that are below one top-level cache, and let C; be the number of top-level caches. At a
top-level cache, the interarrival time between polls to the origin server isgiven by X; = o + Y;, where Y; is exponentialy



distributed with an average request rate equal to AC,. Thus, the polling rate generated by one top-level caches to the origin
serveris i, = % Thetotal pollingrate A" at the origin server generated by the C; top-level caches is given by

A AC,Cy

As_/\t(]t_1+/\cp0 : ©)
For very popular documents (A — o), the tota polling rate at the origin server with no caching infrastructure approaches
%Cp C; and the polling rate at the origin server with a caching infrastructure approaches %Ct. Thus a caching infrastructure
reduces the polling rate at popular servers by afactor of C,, the number of leaf caches below one top-level cache. To prefetch
every document update in the local caches with an automated pull, caches need to automatically poll the server at arate A > %
For o = 0, the polling rate from local caches tends to infinity and also a caching infrastructure does not filter any request, thus,
resulting in a high burden for the origin server. When A > % clients receive every document update with an average delay
smaller or equal to . For A > % clients experience a relax form of strong consistency, since clients receive every document
update but with a small delay. However, this form of strong consistency may be well accepted by most content providers and
clients.

Next, we quantify the max-age value o that servers must specify for an automated pull with a caching infrastructure to generate
only few reguests to the origin server. Figure 5 shows the total polling rate at the origin server for different values of max-age
values when a caching infrastructureisin place and when there is no caching infrastructure.
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Figure 5: Total polling rate at the origin server for different max-age values and different client polling rates A. C'), = 728,
C; = 27. Three-level caching infrastructure.

When there is no caching infrastructure the polling rate at the server stays high even for max-age values greater than zero.
However, when there is a caching infrastructure, as soon as the server sets a small max-age time-to-live value during which
the document is not updated (i.e., few minutes), a caching infrastructure reduces the number of requests to the origin server
by several orders of magnitude. Setting a small max-age of few minutes can be tolerated by most Web sites, including those
offering stock tickers, news, or weather maps which may not be updated faster than once every few minutes due to the way the
informationis generated.

In figure 5 we have aso varied the client’s polling rate A\. We see that as A increases, the tota polling rate at the origin
server increases significantly when there isno caching infrastructure. However, when there is a caching infrastructure, the total
polling rate at the origin server is kept low even for high client polling rates A. We finally notice that the benefits of a caching
infrastructure are less pronounced for small A since there is alower aggregation of requests at every parent cache. The higher
the number of caches connected to a certain parent cache, the higher is the aggregation of requests at the parent cache, and
therefore, the higher isthe effect of a caching infrastructure in reducing the number of requests at the origin server.

2.3 Document Transfer Rate and Not-M odified Requests

In this section we divide the total polling rate at the origin server into pollsthat result in a not-modified response and polls that
result in a document transfer.

Assuming that a document is updated every period ¢, thefirst poll in an update period resultsin the transfer of a new document
update, HTTP code 200 [7] (see Figure 6). Then, the document is kept at the leaf cache during a max-age interval, o, and
all client requests during thisinterval are satisfied directly from the leaf cache. The subsequent client request after a max-age
forces theleaf cache to send a poll request towards the origin server. If the document has not been updated, the poll resultsin a



not-modified response, HTTP code 304 [ 7], and no document istransferred. If the request comes after a period ¢, the document
isaready expired and a new document update is transfered, code 200.

{200 304 200 304 304 200 i 200
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Figure 6: Distribution of document transfers (200) and requests for not-modified documents (304).

Next, we simulate ascenario where documents are updated randomly with auniformdistribution P(¢) intheinterval [Tpin, Tinas ]
e.g. anewspaper that publishes new information on its Web site at random intervals greater than 7,,,;, = 10 minutes, and that
always updates its Web site every 7., = 1 hour. In Figure 7 we show the expected poll rate for not-modified documents and
the expected document’ stransfer rate. We consider no caching infrastructure and a caching infrastructure. We have varied max-
age from 0 to 2 hours. First we observe that for a max-age equals to zero, the number of requests for not-modified documents
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Figure 7: Polling rate for not-modified documents (304) and document transfer rate (200) for a caching infrastructure and for
no caching infrastructure. 7.,,;, = 10 minutes, 7,,.. = 1 hour. A = 10 reg/hour. €}, = 4096, C; = 64. Three-level caching
infrastructure.

(304) is very high with a caching infrastructure. However, as soon as a small time-to-liveis alowed, i.e. max-age equals few
minutes, the request rate for not-modified documents (304) decreases very fast, and this decrease is even steeper when thereis
a caching infrastructure since intermediate caches filter out most of the if-modified-since requests. For max-age greater than
Timae = 1 hour, the number of requests resulting in not-modified documentsis equal to zero since the every request finds a new
document update.

The document transfer rate (200) is decreased by four orders of magnitude with a caching infrastructure, even for max-age
equalsto zero. For max-age values between 0 and 20 minutesthe transfer rate is kept constant, which means that clients receive
every document update with a maximum delay equal to max-age. For larger max-age values, the number of document transfers
decreases, meaning that clients are obtaining sometimes a stale copy and do not get every document update. Therefore, setting
a small max-age equal to few minutes, a caching infrastructure can efficiently reduce the number of requests for not-modified
documents at the origin server (304), and the number of document transfers (200), while providing up-to-date information to

the clients with small delays.

2.4 TraceDriven Simulation

The Poisson request rate and the network topology used so far are not intended to be an accurate model of thereal poll rate and
network topology. In this section we present trace-driven simulations with real workloads and areal caching infrastructure to
confirm our analytical model. For this purposewe have taken 10 days of logs during November 1999, from the four major parent
caches, “bo”, “pb”, “sd”, and “uc” in the National Web Cache infrastructure by National Lab of Applied Network Research
(NLANR) [2]. These caches are the top-level caches of the NLANR caching infrastructure and they all cooperate to share their
load.



To analyze the impact of a caching infrastructure on the polling rate of a popular origin server, we choose the CNN server

which is one of the most popular Web sites [2]. CNN Web server provides news at any time of the day with no fixed schedule.

We have considered the CNN welcoming page (http://www.cnn.com/, http://cnn.com) and we determined the total polling rate
for this page for different max-age values, with and without the caching infrastructure. To obtain the topology of the caching

infrastructure, we identified the different caches at the leaf or intermediate level s connected to the NLANR top-level caches that
make arequest for the CNN page. To simulate different max-age values, we have supposed that the CNN server sets a max-age
value which varies from zero to two hours.

10° ¢ 8 “°=-,e —— NLANR caches
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Figure 8: Trace-driven analysis. Poll rate at the origin server with and without NLANR top-level caches for different max-age
values.

In Figure 8(a), we see the trace-driven simulation results for the CNN server, which are very similar to those ones obtained with
our analytical model (Figure 5). When max-age is equal to zero, al polls go to the origin server regardliess of the existence of
a caching infrastructure. However, when a caching infrastructureisin place and the origin server sets a small time-to-live, i.e.
max-age of few minutes, many if-modified-since requests are filtered at intermediate caches, cutting down on the number of
pollsto the CNN origin server by more than one order of magnitude.

In Figure 8(b) we have a so analyzed an automated pull for the case of aless popular document. For this purpose we considered
10 days of logs from the welcoming page of the Sportszone Microsoft channel (http://channel-espn.sportszone.com/). As
already showed in our analysis (Figure 5), the benefits offered by a caching infrastructure are smaller for unpopular documents
than for popular documents. However, even for less popular documentsthe savings of hierarchical caching are still considerable,
i.e., for the Sportszone page the NLANR caching infrastructure offers a reduction on the number of polls to the origin server
of afactor of 2 or more as soon as a max-age of few minutesis set (Figure 8(b)) . To better validate our model we have also
simulated many other (than CNN and Sportszone) Web sites and caching hierarchies. The results of these other simulations
also match our analytical model very well.

Of course, a caching infrastructure requires cache servers to be purchased — perhaps alarge number for each cache tier in order
to have sufficient storage, processing power, and access bandwidth. But many Application Service Providers are prepared to
pay the cost, as they are currently aggressively deploying caches in the networks [1]. In fact, it is quite common to find in
today’s Internet leaf caches with capacities in the order of GB and top-level caches in the order of several tens of GB [2] [15]
since the price of the disksis dropping very fast [4] (for a more detailed analysis of the disk space see [12]).

3 Pushing with Caching Infrastructure

As we have discussed in the previous section, in the cases that i) documents are updated at fixed intervals, or ii) documents
are updated randomly and origin servers set a small max-age interval, pull through a caching infrastructure uses bandwidth
efficiently and significantly limits update checks sent to the origin server as well as document transfers. However, when
documents are updated randomly and origin servers can not set even a small time interval during which documents remain
unchanged, automated pull generates many requeststo the origin server and does not scale. Inthislatter case, a push distribution
scheme should be implemented.

If unicast is used to push document updates from the origin server to a large number of clients, two main problems arise: i) the



origin server needs to keep alist with al the subscribed clients, ii) bandwidth is wasted because the same document copy is
transmitted multiple times through the same links. To scale a push distribution from the origin server to the clients, a caching

infrastructure can be used. A Hierarchical Caching Push (HCP) scheme can work as follows. Leaf caches subscribe to those
documents that need to be pushed/replicated and the subscription is propagated up in the caching infrastructure to the origin

server. All intermediate caches in the path from the client to the origin server also get subscribed to the document. A subscribed

cache at level I, records the document’s URL and the addresses of those caches at level [ — 1 that are also subscribed to the
document. Origin servers keep the addresses of the top-level caches that are subscribed to their documents. When origin servers
update a document, they push the document update to the subscribed top-level caches using unicast or multicast if available[12].

Top-level caches that receive a document update but that do not have subscribed children caches do not forward the update to
the next tier. Top-level caches with subscribed children caches push the document update to the subscribed caches in the next
tier. This process is repeated at every level of the caching infrastructure, until the document update gets to the subscribed |eaf

caches.

Subscriptionsin the server/caches expire after a certain lease time and would need to be periodically refreshed by the clients[10] [17].
A hierarchical caching push also requires mechanisms for establishing and maintaining the caching infrastructure, as discussed
in[18] and [14].

Intermediate caches can purge the document update once it has already been pushed to the leaf caches, thus, reducing disk
space requirements. However, intermediate caches could also keep the document updates to satisfy requests from clients that

are not subscribed to this document but still want to hit the document at a nearby cache.

A hierarchical caching push, requires state information and processing at the cacheg/origin servers to know which are the
subscribed caches at the next cache tier and push every update to the next-tier caches. However, the per-document state
information and processing requirements can be greatly reduced by increasing the number of cache-tiers [12]. Even though the
per-document state information and processing requirements can be very small by increasing the number of cache-tiers, caches
need to keep state information for every subscribed document. If we assume that there are 1 million documents that require
an automated delivery, and that for every page 58 bytes of state information are required (which is enough to store a URL,

and keep track of 64 children-caches), top-level caches need to keep at most 55 MB of state information. Thisvalue is a very
reasonable val ue given the current storage capacities of Web caches [15]. Also, from the total number of documents that require
an automated delivery only few of them must be delivered with a pure-push distribution (see Section 2). Assigning a certain
time-to-liveto every subscription, i.e. alease time[10] [17], caches can reduce even their storage and processing requirements,
since only popular documents will frequently refresh their subscription. In addition, when there are multiple top-level caches,

every top-level cache can take care of a different portion of the documents, thereby, sharing the load [14]. Documents can be
group into categories (i.e., CNN sports) and caches only need to keep an entry for every category and not for every document.
Finally, if multicast is available, the state information on the caches, and the processing requirements can be reduced even
more [12].

3.1 What documentsto push?

Up to now we have only considered the case of a single document and assume that there is infinite bandwidth for replication.
However, caches usually need to decide which documents to push/replicate given that the available bandwidth for replication
is limited. In this situation, an intelligent scheme must be used to decide which documents to push given a certain available
bandwidth. The decision of pushing a document should maximize the number of total requests satisfied from the cache before
a new document version needs to be pushed in the cache. To do this, the pushing agorithm should select for replication
those documents that have a high number of requests per update period, and require little bandwidth consumption to keep these
documents up-to-date. Note, that this algorithm minimizes the overall average latency experienced by the clientsgiven acertain
available bandwidth.

The pushing agorithm could be as follow. Every leaf cache determines the update period of a document ¢ and its request
frequency A using the access logs (see [14] for more details). Givent, and A, theleaf cache can calculate the number of requests
per update period of a document as At, as well as the bandwidth required to keep this document up-to-date as BW = % . Then,
for every document, the leaf cache calculates the number of requests satisfied per unit of bandwidth consumed B*—Iﬁ,, and ranks
all the documents based on thisvalue, such that the first document is the one with the highest value. The leaf cache subscribes
for replication on those documents that are ranked higher, until the number of selected documents is such that the bandwidth
needed to distribute the selected documents is equal to the available bandwidth for replication. The documents being replicated
will be delivered very fast from the leaf caches. The rest of the documents not replicated will be transfered from the origin

server at aslower rate.

Next, we present the result of a trace-driven simulation that studies on area environment how this pushing agorithm would
work. We considered 10 days of logs from an ISP in the USA (AYE [3]), collected in Dec 1998. The total number of requests
in the trace is roughly 10 million and there are about 400,000 different objects. From the logs we extract all the cacheable



requests that contain last-modified information. We then extract objects of type text/html and image/gif. For every single object
in the log-file we estimate the average request rate and the average update period. To calculate the average update period we
use the average time difference between every request for the same object and the last-modified-time [14]. Then, we ranked
all documents using the number of requests satisfied per bandwidth unit B>\_I/t1/' We consider a situation where al clients are
connected to asingleleaf cache and the cache has a certain bandwidth available for replication. To simulate areal scenario, we
used typical transmission rates of proxy caches [15].
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Figure 9: Expected client latency for different available bandwidth and different number of documents pushed. Assume that
documents are ranked using the number of requests per bandwidth unit g—VtV and that higher ranked objects are selected for
replication first. BW;,: = 3.3 Mbps

In Figure 9(a) we calculated the average latency experienced by a client when the bandwidth available for replication is equal
to a certain percentage of the total bandwidth B, Mbps, needed to replicate all objects. We see, that in the case that the
available bandwidth is equal the total bandwidth BWV;,; the latency experienced by the clients is very small and equals the
latency experienced by a client when all documents are delivered from the cache. As the available bandwidth decreases, the
latency experienced by the clients increases. However, the average latency experienced by the clientsis the smallest possible
latency given the current bandwidth. Any other scheme that would select a different set of objects to be pushed, would incur in
a higher latency with the same bandwidth usage.

It is interesting to notice that it is enough for a cache to have a bandwidth equal to the 10% of the total bandwidth BW;,; to
be able to provide very small client latencies. This is due to fact that there are a few very large documents that require a lot
of bandwidth. However, these documents do not receive many requests and, therefore, it is not worth replicating them since
they will not significantly reduce the average latency experienced by a client. In Figure 9(b) we have also plotted the average
latency experienced by a client depending on the percentage of ranked objects replicated. We see that the experienced latency
decreases very fast by replicating the high ranked objects. In fact, replicating the first 35% of the objects decreases the average
experienced latency by ailmost one half. For low ranked objects, we see that the experienced latency decreases almost linearly
with the number of objects replicated, and it is necessary to replicate about 95% of all objects to obtain similar latencies to

those provided by aleaf cache. Even though thismay seem avery large number, we should notice that these documents account
for avery small percentage of the total bandwidth as shown in Figure 9(a). Also, we should note that in our simulationswe did

not modify the transmission rates of the origin servers when more and more objects are satisfied from the leaf cache. As more
objects are delivered from the leaf caches, the transmission rates from the origin servers would increase, since the network and
the servers are less utilized. As aresult, the average latency experienced by aclient would decrease at a higher rate than the one
showed in Figure 9, requiring to push even less documents to obtain the same latencies.

4 Conclusions

In this paper we have proposed and compared different mechanisms to implement an automated delivery of document updates
in the Internet to provide strong consistency. First, we have showed that an automated pull through a caching infrastructure
can efficiently distribute all documents that are either (i) updated at fixed times or (ii) that are updated at random times but for
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which servers can set a small time-to-live interval during which documents do not change. Automated pull through caching
infrastructure keepsthe load (number of pollsand document transfers) at the origin serverslow and reduces the traffic generated
by the poll messages. In addition automated pull with hierarchical caching uses bandwidth very efficiently, approaching the
performance of multicast when there are many cache tiers.

In the rare situation where servers can not specify even a small time interval during which documents remain unchanged,
automated pull generates too many polls at the origin server. For thislater case, we have proposed a new scheme that pushes
documentsthrough a caching infrastructure. With a hierarchical caching push (HCP), caches act as application-level routersand
filtersforwarding the document only to those caches with clientssubscribed. Finally, we have presented a pushing al gorithm that
determines which documents should be pushed to minimize the expected clients' latency given a certain available bandwidth
and we have studied this algorithm using trace-driven simulations.
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