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PAPAYER

PlAtform for PrivAcY preserving data Analytics

Machine Learning as a Service

Challenges
» Efficiency

» Accuracy

> Privacy

» Sensitive personal data

General

» Intellectual property Data
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Privacy-Preserving Machine Learning as a Service — Existing solutions

via Homomorphic Encryption via Secure Two-party Computation

> Allows computations on » Allows to jointly compute a function
ciphertexts without decryption without revealing individual inputs.

> Lower prediction accuracy » Higher prediction accuracy
» High computation cost » Lower computation cost

» Higher bandwidth usage

Our Proposal: A Hybrid Protocol for Private Neural Network Predictions

» Uses both homomorphic encryption and secure two-party computation

» HE for linear operations

» 2PC for non-linear operations

» Switches between HE and 2PC

» Less computation time compared to HE

» Less bandwidth usage compared to 2PC

» Similar level of accuracy with 2PC
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