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Résumé en Francais

Entre ce que je pense, ce que je veux dire, ce que je croisceigle je dis,
ce que vous avez envie d’entendre, ce que vous entendez eeupcomprenez...
Il'y a dix possibilités qu’on ait des difficultés a communigais essayons quand méme...
- Bernard Werber -

La cryptographie est une discipline du domaine de la sé&cdgtl'information et des commu-
nications qui permet a travers des primitives mathémasigefournir un ensemble de services
de sécurité telles que la confidentialité, I'intégritéutlaenticité et la non répudiation. La con-
tribution principale de cette thése de doctorat est la fisation du concept de ‘cryptogra-
phie a base de politiques’. Ce concept permet de combineypdographie avec la notion de
politiques. Une politique est typiquement définie a trawere combinaison de regles ou de
conditions devant étre respectées pour atteindre un dhgjecsécurité pre-défini. Ainsi, une
primitive cryptographique a base de politiques peut étrgpkment vue comme une primitive
cryptographique qui fournit un ou plusieurs services deistctout en donnant la preuve de la
conformité avec une politique spécifique.

Ce résumé en francais est organisé comme suit: nous commgedeans l'introduction par
fournir les motivations justifiant le concept de cryptodrigpa base de politiques et décrire
I'organisation de ce rapport tout en soulignant nos diffege contributions dans cette these.
Nous décrivons ensuite aussi bien les aspects théorigegsrgtiques de trois primitives cryp-
tographiques a base de politiques développées au courteéhése. Une conclusion générale
pour notre travail de recherche est donnée a la fin de ce résumé
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Introduction

L'approche standard en cryptographie

En 1976, Diffie et Hellman ont présenté le concept de crypialge asymeétrique; un con-
cept considéré comme le développement le plus importard Kaistoire de la cryptography
moderne [63]. L'objectif premier de leur concept était dersonter un probléme inhérent a la
cryptographie symétrique; celui de la distribution de clEs effet, aussi connu sous le nhom
de cryptographie a clé publique, leur concept permet dessamcdes schémas de chiffrement
qui n'exigent pas I'’échange de clés secretes. En outreyih@ede concevoir une variété de
primitives cryptographiques plus sophistiquées les unedeg autres fournissant des services
de sécurité autres que la confidentialité. La plus signifieate ces primitives est sans doute la
signature numérique. Une description plus détaillée diesifpres de chiffrement et de signa-
ture a clés publiques est donnée ci-dessous:

e chiffrement & clé publique: cette primitive est principalement utilisée pour assilaer
confidentialité. Un schéma de chiffrement a clé publiqguengtrde chiffrer un message
en utilisant une clé publique tel que seulement une entitdtagicces a la clé privée
correspondante puisse déchiffrer le message. En 1978eleigr schéma pratique de
chiffrement a clé publiqgue a été présenté par Rivest, Shamirdleman [130]. Plus
connu sous le nom de RSA, sa sécurité est basée sur la diffaeifiactoriser de grands
nombres entiers. En 1985, un autre schéma pratique deerhéfrt a clé publiqgue basé
sur la difficulté du probléme du logarithme discret a été pséppar El Gamal [82].

e signature numérique cette primitive cryptographique permet de founir les E&Ey
d’intégrité, d’authenticité et de non répudiation. Un solaéle signature numérique per-
met de générer une signature sur un message telle que las@sgait valide par rapport
a une clé publique si et seulement si elle ait été produitetiésamt la clé privée corre-
spondante. En 1991, la premiere norme internationale geusignatures numériques a
été adoptée (ISO/IEC9796). Elle est basée sur le schémadiftterolent a clé publique
RSA. Deux ans plus tard, le gouvernement des Etats-Unisgtétionorme de signature
numerique, désignée sous le nom du DSA, comme mécanisnuaedade signature basé
sur le schéma de chiffrement a clé publique d’El Gamal (PA®).18

Dans son utilisation standard, une clé publique apparaitmo® une chaine binaire aléatoire
telle qu’il N’y ait rien a son sujet indiquant a qui elle apgpemt. Ainsi, une des questions
auxquelles sont confrontés les schémas standards desofeffit et de signature a clé publique
est le déploiement et la gestion d’infrastructures assuiauthenticité des clés publiques util-
isées. Sommairement, on doit établir une méthode qui fourme assurance a l'entité qui
chiffre un message au sujet du rapport entre la clé publidgilieée et l'identité de I'entité
|égitime ayant acces a la clé privée correspondante.

Actuellement, la méthode la plus populaire pour I'autHfer@tion des clés publiques consiste
a utiliser les certificats de clés publiques; originalenferthalisés par Kohnfelder dans [102].
Un certificat de clé publique est simplement la signaturae’antité de confiance, appelée
l'autorité de certification, sur une affirmation qui lie uné publique a 'identité de I'entité
|égitime ayant acces a la clé privée correspondante. Erasidtaffirmation, I'autorité de
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certification atteste que la clé publique contenue danBrii@tion appartient a I'entité dont
I'identité est celle indiquée par I'affirmation.

Dans cette approche largement adoptée, on suppose quititégeinenvoie un message chiffré
a une autre entité connaisse au préalable I'identité deitéepour laquelle le message est
destiné. Avant de chiffrer un message en utilisant une icertelé publique, une entité doit
ainsi obtenir un certificat valide de clé publique fournmskassurance du rapport entre la
clé publique et 'identité du destinataire légitime du naggs De maniere analogue, on sup-
pose gu’une entité recevant une signature sur un messagaissa l'identité de I'entité qui
a produit la signature et a I'assurance, a travers la catiific de clé publique, de la rela-
tion entre l'identité du signataire et la clé publique sdsquelles la signature est considérée
comme valide. Une infrastructure de sécurité dont les sesvsont mis en oeuvre pour gérer
I'utilisation des certificats de clés publiques s’appé€ilgfiastructure de clé publique, souvent
dénotée par PKI. Une alternative élégante a la certificatnés publiques est offerte par la
cryptographie a base d’identités.

Cryptographie a base d’identités

Le concept de cryptographie a base d'identités a été forpaié&Shamir en 1984 [137]. Son
objectif premier était d’éliminer le besoin de certificataipl’authentification de clés publiques
en utilisant l'identité d'une entité comme sa clé publiguea clé privée correspondante est
produite par une autorité de confiance, appelée le généddailés privées. Elle est transmise
a l'entité en question par un canal sécurisé. Un schéma tfeechént & base d’identités permet
ainsi de chiffrer un message par rapport a une identité de nehniére que seulement une
entité dont I'identité est celle par rapport a laquelle lessagie a été chiffré puisse déchiffrer le
message. De maniere analogue, un schéma de signature ditbasttés permet de produire
une signature sur un message de telle maniére que la sigsaitivalide seulement par rapport
a l'identité de I'entité qui I'a produite.

Des solutions efficaces pour des schémas de signature a 'ms#itds ont été rapidement
concus|[71, 69], tandis que la conception de schémas deeshiht a base d'identités s’est
averée plus compliquée. En effet, aucun schéma de chiffrearntease d’identités proposé entre
1984 et 2000 n’était entierement satisfaisant en terme®derige et d'efficacité. En 2001,
Boneh et Franklin ont réussi, en utilisant les couplagésdaires sur des courbes elliptiques,
a développer un schéma de chiffrement & base d’identitésoifua la fois pratique et dont la
sécurité soit prouvée [38]. Depuis lors, plusieurs pulilices sur le chiffrement et la signature
a base d’identités ont été proposés. En outre, les couplatiedaires ont émergé comme
une primitive mathématique puissante dont les propriéémettent de concevoir des schémas
cryptographiques ne pouvant pas étre réalisés en utilsaprimitives standards [22].

La notion d’identité est clairement centrale aux primisiegyptographiques a base d’identités.
Dans le cas du chiffrement a base d’'identiés, I'acces a usageschiffré est seulement permis
a I'entité dont 'identité est celle par rapport a laquelaiessage a été chiffré, tandis que dans
le cas de la signature a base d’identités, la validité deglzasure sur un message est définie par
rapport a l'identité du signataire. Autrement dit, la |égité d’'une entité autorisée a accéder a
un message confidentiel et la valeur (en terme de niveau dcoe) d’'une signature produite
par une entité sont principalement basées sur son ide@#@cralement, I'identité n’est pas
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suffisante pour l'autorisation et I'établissement de cartiéa particulierement dans le contexte

des environnements ouverts a grande échelle tels quetigtieu les interactions se produisent

souvent entre des entités sans connaissance préalabiekdeas autres. Une approche de plus
en plus populaire pour déterminer le niveau de confiance mé@éfcommunicantes consiste a

utiliser des politiques remplies par des certificats nuquéss.

Autorisation et établissement de confiance a base de politigs

Avec la popularité croissante de I'Internet, les enviraneats de communication ouverts a
grande échelle deviennent de plus en plus répandus. Lestédstques de tels environ-
nements rendent les identités des entités communicantesppoopriées ou insuffisantes pour
l'autorisation et I'établissement de confiance. En effes, interactions se produisent souvent
entre des entités de différents domaines de sécurité samgiseance préalable les une des
autres. L'identité d’'une entité définie dans un certain domast sans signification a une autre
entité appartenant & un domaine différent et le niveau déacwe a attribuer ne peut ainsi pas
étre fondé sur l'identité. Des affirmations sur I'entiténtita validité excede généralement les
frontieres du domaine de sécurité auquel appartient détBeisont certainement plus appro-
priées. Dans cette these, le terme ‘affirmation’ signifie mseenble d’attestations, ou chaque
attestation peut étre un attribut (par exemple le réle deit&dans une organisation), une pro-
priété (par exemple I'entité est un expert dans certainsailoes), une autorisation (par exemple
I'entité est autorisée a avoir acceés a certaines ressoarcasffectuer certaines actionsjg

En plus d'un ensemble d’attestations, une affirmation pentenir des informations suplémen-
taires additionnelles telles que l'identité de I'entitélaypériode de validité de I'affirmation.

Une approche de plus en plus populaire consiste a exprimmerdeditions d’autorisation et

d’établissement de confiance par des politiques remplieslgg certificats numeériques (cre-
dentials). Une politique se compose principalement d’wraklinaison logique de conditions,
ou chaque condition est remplie par un certificat spécifiqgQbaque certificat représente la
signature d’'une entité de confiance spécifique, appeléestténr du certificat, sur une cer-
taine affirmation au sujet d’'une entité, appelée le progiiétdu certificat. Un certificat est

généré en utilisant la clé privée de son émetteur et sa téafeiut étre vérifiée en utilisant la
clé publique correspondante. La validité du certificat faufassurance que son propriétaire
remplit I'affirmation signée.

Puisque l'identité du destinataire d’'un message chiff@snpas appropriée pour décider s'il
devrait étre autorisé a avoir acces au message, un schérhidfoentent doit étre accompagné
d’'un mécanisme prouvant la conformité du destinataire #vgmlitique d’autorisation asso-

ciée au message. De maniére analogue, comme l'identitégdataire d’'un message n’est
pas suffisante pour déterminer le niveau de confiance a hibuwt, un schéma de signature
doit étre supporté par un mechanisme prouvant la confirniitgighataire avec une politique
d’établissement de confiance définie par le vérificateur dalldité de la signature. Une entité
est conforme a une politique si et seulement si elle possedmsemble de certificats rem-
plissant la combinaison logique de conditions spécifiéesapaolitique. L'approche classique

pour obtenir une preuve de la conformité d’une entité aveqatitique consiste en trois étapes:
1) obtenir un ensemble de certificats de I'entité, 2) vérifievalidité de chaque certificat par
rapport a la clé publique de son émetteur, 3) vérifier queséarnble des certificats remplie la
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combinaison logique de conditions spécifiées par la paktiq

Pour synthétiser, la notion de politique est centrale adiasation et a I'établissement de confi-
ance, alors que la notion d’identité, centrales aux prumgicryptographigues a base d’identités
est obsolete. Il serait ainsi logique et intéressant deeyoaglévelopper des primitives cryp-
tographiques a base de politiques plutét qu'a base d’igEntiAu lieu de chiffrer un message
par rapport a l'identité de I'entité a laguelle le messageadestiné, le message est chiffré par
rapport a la politique qui doit étre accomplie par le deséima afin qu’il soit autorisé a avoir
acces au message. De maniere similaire, au lieu de vérifiatitiité d’une signature par rap-
port a I'identité de I'entité qui I'a produite, la validitéeda signature est vérifiée par rapport a
la politique qui doit étre accomplie par le signataire afie tpsignature atteigne un niveau de
confiance acceptable. C’est I'idée principale derriereolecept de la cryptographie a base de
politiques développé au cours de cette thése.

Cryptographie a base de politiques

Dans cette these, nous formalisons le concept de ‘cryptbga base de politiques’ en définis-
sant deux primitives: chiffrement a base de politiques ghaiure a base de politiques. Un
schéma de chiffrement a base de politiques permet de chiffrenessage par rapport a une
politique de telle sorte que seule une entité qui est cordawmec la politique puisse déchiffrer
le message. Notre primitive de chiffrement & base de poéSgermet ainsi de réaliser a la fois
les services de confidentialité et d’autorisation. De nranéédalogue, un schéma de signature
a base de politigues permet de signer un message par rappeetolitique de telle sorte que
la signature soit considérée comme valide si et seulemetiesiit été produite par une entité
qui est conforme avec la politique en question. Notre pimitle signature a base de poli-
tiques permet ainsi de a la fois les services d’intégritéyaterépudiation et d’établissement de
confiance.

Dans notre concept de cryptographie a base de politiquespailitique se compose de con-
jonctions et de disjonctions de conditions, ou chaque ¢mmdest remplie par un certificat
spécifiqgue. Contrairement a I'approche classique ou unigettit révéler ses certificats afin
de prouver sa conformité avec une politique d’autorisabionl’établissement de confiance, les
certificats dans la cryptographie a base de politiques sar@gpuisqu’ils sont utilisés comme
des clés de déchiffrement et de signature. En effet, un drieathe certificats remplissant la
combinaison logique de conditions spécifiées par une goétiest exigé pour déchiffrer un
message qui est chiffré par rapport & la politique, alorsig@nsemble de certificats remplis-
sant la combinaison logique de conditions spécifiées papaligque est exigé pour produire
d’une signature valide par rapport a la politique.

Notre objectif dans cette thése est triple:

e Définir formellement les primitives de chiffrement et dersture a base de politiques
et concevoir des réalisations concrétes de ces deux pm®iti Compte tenu du fait
gu’une politique est formalisée comme une expression leook monotone, le défit prin-
cipal est celui de trouver une méthode élégante pour conlestopérateurs logiques
spécifiés par la politique en opérations mathématiques léaraslgorithmes de chiffre-
ment/déchiffrement et de signature/vérification de sigreat
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e Définir formellement des modéles de sécurité adaptés a mogipes cryptographiques

a base de politiques et prouver la sécurité des schémasggogans le cadre de ces mod-
eles. L'idée ici est de considérer des notions de sécuie &udiées dans la littérature
lites aux schémas de chiffrement et de signature et de leseageour tenir compte des
spécificités de nos primitives cryptographiques.

e Valider I'utilité du concept proposé de cryptographie aebee politiques en montrons

comment nos primitives cryptographiques peuvent étreséék pour résoudre des prob-
lemes pratiques bien établis dans différents contextes,eto améliorant les solutions
existantes.

Organisation et contributions de la these

Ce rapport de thése est organisé comme suit:

e Dans Chapitre 0, nous passons en revue les connaissancasediéels, d’'une part, a la

cryptographie standard et au concept de la sécurité pratyéautre part, aux couplages
bilinéaires sur des courbes elliptiques et a leurs apphicatrécentes en cryptographie.
Le but de ce chapitre n’est naturellement pas de re-écrirgucgeut étre facilement
trouvé dans plusieurs références dans la littérature. dwde cela, il vise a présenter
les différentes notions et notations cryptographiquessqront utilisées dans la suite du
rapport.

Apres avoir lu Chapitre 0, le lecteur peut ensuite lire sdiagitre-1 puis Chapitre 2 qui,
tous deux, traitent le chiffrement a base de politiqued, Isei Chapitre 3 qui traite la
signature a base de politiques.

Dans Chapitre 1, nous étudions la primitive de chiffremetaae de politiques. Le
chapitre se compose de deux parties indépendantes maisécoempaires. Dans la pre-
miere partie, nous étudions formellement le chiffremenaaebde politiques, alors que
dans la deuxiéme partie nous illustrons ses applicaticsesgtropriétés particulieres dans
trois contextes différents. Apres avoir formellement ddémrimitive de chiffrement a
base de politiques, nous présentons un nouveau modele wis@&ssocié qui tient en
compte les spécificités de la cryptographie a base de paigqPuis, nous présentons
un schéma élégant et relativement efficace de chiffremeasa te politiques, dont la
sécurité est prouvée dans le modele de I'oracle aléatoiegplication la plus intuitive
du chiffrement a base de politiques est dans le cadre duaemttacces. Dans ce con-
texte, nous présentons un framework basé sur notre premgwchiffrement pour le con-
trole d’acceés aux documents XML. Notre solution surclassesblutions existantes dans
plusieurs domaines et notamment celui de la gestion deselésiffrement. Notre deux-
ieme application du chiffrement a base de politiques ess lacontexte du renforcement
des politiqgues de protection de la vie privée. Dans ce cadres montrons comment
notre primitive de chiffrement peut étre employée pour HEisation du paradigme dit:
‘sticky policy paradigm’. En troisiéme lieu, nous montra@mmment notre primitive peut
étre utilisée dans le contexte de I'établissement des coraatas ad-hoc en respectant un
principe fondamental de protection de la vie privée, ceduiedminimisation des données.
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e Dans Chapitre 2, nous traitons une propriété inhérente air@tive de chiffrement a
base de politiques qui est celle de son exposition, dangieertontextes, a des attaques
de collusions: en plus d’'une entité légitime, n'importe lqgreupe d’entités pouvant for-
mer, en joignant leurs certificats, un groupe de certificatsplissant une politique par
rapport a laquelle un message a été chiffré, peut déchléreressage. Comme alter-
native, nous présentons une variante de la primitive dérehient a base de politiques,
appelée chiffrement a clé publique a base de politiquesef\avoir formellement défini
la nouvelle primitive et le modéle de sécurité correspohdamus présentons une réali-
sation concreéte utilisant les couplages bilinéaires aetyons sa sécurité dans le modéle
de I'oracle aléatoire. Puis, nous montrons comment leremfént a clé publique a base
de politiques peut étre utilisé pour résoudre le problénrgat-dépendance cyclique de
politiques inhérent aux approches standards dans le cadaenggociation de confiance.

e Dans Chapitre 3, nous étudions la primitive de signatures& bl politiques. Comme
dans Chapitre 1 et Chapitre 2, ce chapitre se compose a sotetoleux parties complé-
mentaires mais indépendantes. Apres avoir formellemdinti d primitive de signature
a base de politiques et les modeles de sécurité associés,pnégentons une réalisa-
tion concréete de cette primitive utilisant les couplagdméaires. Comme application
de notre primitive, nous présentons une nouvelle forme déication intermédiaire (de
procuration), appelée certification intermédiaire a pesuv

Le travail de recherche effectué par I'auteur a donné liewn &eartain nombre de publica-
tions scientifiques dont certaines contiennent les idéesipales présentées dans ce rapport
de these [17, 19, 18, 16, 15], et d’autres contiennent déautontributions non liées a la cryp-
tographie a base de politiques [13, 14].

Dans le reste de ce résumé, nous présentons chacune dawesipioposées dans cette these.

Chiffrement a base de politiques

Parce que I'identité de I'entité qui recoit un message chiffest pas suffisante pour décider si
cette entité peut étre autorisée a avoir acces au messalgégrgdesschémas de chiffrement a clé
publigue ou a base d’identités doivent étre utilisés en é¢oaikon avec un mécanisme prouvant
la conformité du récepteur du message avec la politiqueaat@ation définie par le propriétaire
du message. Dans ce cadre, I'approche standard est queptééfaive du message recoit tout
d’abord un ensemble de certificats de la part de I'entité amtubccéder au message. A la
réception des certificats, le propriétaire vérifie la vaédidie chacun par rapport a la clé publique
de son émetteur et vérifie ensuite que I'ensemble des catsifiecs remplie la combinaison
logique de conditions spécifiées par sa politique d’audtins associée au message. Selon cette
approche, deux mécanismes séparés sont nécessairesquoar B services de confidentialité
et d’autorisation. Ici, la notion d’identité, qui est caal& a la cryptographie a base d’identités,
joue tout simplement le role de lien entre les deux mécarssme

Notre primitive de chiffrement a base de politiques perneetadirnir les services de confiden-
tialité et d’autorisation a I'aide d’'un seul mécanisme. Heteun algorithme de chiffrement
a base de politique permet de chiffrer un message par rappamne politique de telle sorte
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gue seule une entité qui est conforme a la politique en quegteut déchiffrer le message.
Contrairement a I'approche standard ou une entité est@blig dévoiler ses certificats pour
prouver sa conformité avec une politique d’autorisationrdie, les certificats dans notre ap-
proche sont privés puisqu’ils sont utilisés comme des aédéthiffrement. Intuitivement, la
notion de politique est pour le chiffrement a base de paié&jce qu’'est la notion d’identité
pour le chiffrement a base d’identités.

Une illustration de notre primitive de chiffrement a basedktiques est donnée dans Figure 1.

Chiffrement

Politique

Message en clair Message chiffré Message original

Déchiffrement

Ensemble de certificats

Figure 1: Chiffrement a base de politiques
Une primitive de chiffrement a base de politiques doit resgreles propriétés suivantes:

e confidentialité a base de politiquescontrairement au chiffrement a base d’identités ou
la confidentialité d’'un message chiffré est basée sur ltitkele I'entité a laquelle le
message est destiné, la confidentialité d’'un messageéhiiffutilisant un algorithme de
chiffrement a base de politiques doit étre basée sur la cmitid de I'entité recevant le
message avec la politique d’autorisation associée au gess§zette premiére propriété
traduit le fait que le chiffrement a base de politiques asswrssi bien la confidential-
ité que l'autorisation en une seule opération logique (lehd&ement). Par soucis de
normalisation, les politiques considérées dans cetteethést formalisées comme des
expressions booléennes monotones écrites sous formesaustan

e émetteurs de certificats multiples une politique par rapport a laquelle un message est
chiffré doit pouvoir supporter des certificats émis par ddtiples autorités de certifica-
tions indépendantes, ou chaque émetteur représente unndodessécurité ou un espace
de responsabilité autonome et limité. Ceci est d0 au faitimgi'autorité de certifica-
tion centralisée ne peut pas étre responsable de la vadficet la validation de tout
type d’affirmations a propos de toutes les entités commutesa En outre, le proprié-
taire d’'une message peut exiger, par exemple, que pour g@ffinmation sur une entité
soit considérée comme valide, elle doit étre certifiée paxaritorités de certification
indépendantes. De plus, deux entités peuvent avoir coefeamdeux autorités de certifi-
cations différentes pour la vérification de la validité den@me affirmation.

e indépendance de I'émission des certificatd'algorithme de chiffrement doit étre concu
de telle sorte que le chiffrement d’'un message soit indéuande I'émission des certi-
ficats remplissant la politique par rapport a laquelle lesags est chiffré. En d’autres
termes, il doit étre possible qu'un message soit chiffréawgme que I'information req-
uise pour son déchiffrement soit générée. En effet, certagmtificats ne peuvent étre
issus qu’une fois une action ait été accomplie ou un éventaiteeu lieu et ceci ne doit
pas affecter le moment auquel un message puisse étre chiffré
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e représentation publique des politiquesI'information publique requise par I'algorithme
de chiffrement & base de politiques doit étre facilemeniveBle de la représentation
publique de la politique par rapport a laquelle un messagehaffiré. Cette propriété
est intuitivement équivalente a celle requise par le ahiffent a base d’'identités ou
l'information publique utilisée par I'algorithme de chifment est facilement dérivable
de la représentation publique de l'identité de I'entitéquklle le message est destiné.

e performance: une réalisation concrete du chiffrement a base de poéiiqpeut étre ef-
fectuée a partir d’'un schéma de chiffrement a base d’identi€eci est effectué par une
approche ‘naive’ qui consiste a effectuer plusieurs aiffents pour traduire les disjonc-
tions et des chiffrements type-onion pour traduire les @octions, tout en remplacant
les identités par des affirmations. Lefficacité d’une telfgroche est clairement non
satisfaisante aussi bien du point de vue colt de calculsgpeidt de vue taille du mes-
sage chiffré, particulierement lorsque les politiquesrpaport auxquelles les messages
sont chiffrés deviennent complexes. Une réalisation @iradu chiffrement a base de
politiques doit ainsi étre plus efficace que cette approche.

e Sécurité prouvée la sécurité d’'un schéma de chiffrement a base de politigod<£tre
prouvée dans le cadre d’'un modele de sécurité bien définirgadpen compte les spé-
cificités de la cryptographie a base de politiques. Dang tkése, nous considérons la
sécurité de nos schémas dans le contexte de I'oracle akatoi

Dans Chapitre 2, nous formalisons le concept de chiffreradrdse de politiques, nous pro-
posons une réalisation concrete de cette primitive resgotistoutes les propriétés décrites ci-
dessus et nous montrons I'utilité de notre primitive en idéat trois applications. Le chapitre
est organisé comme suit: dans Section 1.2, nous discutorertain nombre de primitives
cryptographiques avancées liées a notre primitive derehint a base de politiques. Dans
Section 1.3, nous présentons notre modéle formel de padi$iet la terminologie associée.
Puis, nous définissons formellement le chiffrement a bagmtigques et présentons un mod-
ele de sécurité associé. Dans Section 1.4, nous décrivaherd notre schéma de chiffrement
a base de politiques utilisant les couplages bilinéairesles courbes elliptiques. Puis, nous
discutons son efficacité avant d’analyser sa sécurité @ametiéle de I'oracle aléatoire. Dans
Section 1.5, nous présentons un framework pour le conttateeds aux documents XML util-
isant notre primitive de chiffrement. Cette applicatidnstre comment notre primitive peut
étre d’'une maniére élégante pour protéger les documents@uwst arborescente. Dans Sec-
tion[1.6.3, nous montrons, dans le contexte de la protectesndonnées privées, comment
notre primitive de chiffrement peut étre utilisée en conalson avec d’autres outils pour la
mise en oeuvre du paradigme dit ‘sticky policy paradigm’firdans Section 1.7, nous mon-
trons comment notre primitive peut étre utilisée pour béissement de communautés ad-hoc.
Plus précisément, nous nous focalisons sur le principenmgation des données qui ne peut
nullement étre accompli en utilisant un mécanisme standgstiquant I'échange de certificats.

Chiffrement a base de politiques sans collusions

La primitive de chiffrement a base de politiques présentées dChapitre 2 est basée implicite-
ment sur deux hypothéses: d’abord, les émetteurs de cadifiee sont pas intéressés a ac-
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céder aux messages échangés par les utilisateurs. Efssiittilisateurs ne sont pas disposés
a partager leurs certificats avec d’autres utilisateurss @ix hypotheses de sécurité sont
considérées comme acceptables dans certains contexigstienlier dans le cadre des com-

munications 1-a-n. Par contre, elles ne peuvent étre adndses d’autres contextes ou les
contraintes de sécurité sont plus strictes. En effet, dartslg contextes, deux types d’attaques
peuvent survenir:

e collusion entre émetteurs de certificats en plus d’une entité légitime, n'importe quel
ensemble d’émetteurs de certificats qui collaborent paunrdoun ensemble de certificats
remplissant la politique peut également déchiffrer le rages

e collusion entre utilisateurs deux ou plusieurs utilisateurs qui peuvent collaborernpou
former un ensemble de certificats remplissant une politayee laquelle aucun n’est en
conformité peuvent déchiffrer n’'importe quel messagefighgar rapport a la politique.

Pour éviter les collusions entre utilisateurs, une sofutmnsiste a lier systématiquement chaque
certificat a un identifiant vérifiable de son propriétaire. daditique par rapport a laquelle un
message est chiffré est telle que les différentes affirmaiiocluent un identifiant vérifiable de
I'entité a laquelle le message est destiné. Ici, ‘I'ideatifi vérifiable’ signifie qu’il existe un
protocole permettant a I'entité qui chiffre le messagexfi&diteur) de vérifier que l'identifiant
indiqué par la politique selon laquelle le message ser&élubrrespond au destinataire prévu.
Dans cette perspective, on devrait assumer que chaquefim@ntorrespond a une entité
unique, alors qu’une entité peut avoir plusieurs identifarNous soulignons le fait que la
confidentialité des messages chiffrés n’est pas baséadrmtifiant de I'entité pour laquelle le
message est destiné comme dans I'approche classique therleifit & base d’identités, mais
sur sa conformité avec la politique par rapport a laqueltadssage est chiffré. Les identifiants
sont juste employés pour assurer I'unicité des certifiqais €Ci-dessous, nous décrivons deux
stratégies possibles d’identification:

e identification par pseudonyme les entités communicantes peuvent étre identifiées par
des pseudonymes (par exemple nom régional, adresse |#iaddmléatoiregt. Comme
dans beaucoup de systemes de certification [114, 43, 46]eonhgssumer |'existence
d’une autorité de pseudonymes qui contrdle I'attributies gseudonymes aux différentes
entités. L'autorité de pseudonymes peut jouer le role dimetéeur de certificats parti-
culier qui émet des certificats de pseudonymes représdataignature de l'autorité de
pseudonymes sur le pseudonyme assigné a une entité. Daas, daathenticité d’une
entité identifiée par un certain pseudonyme est contraetéappossession du certificat
correspondant au pseudonyme, qui est secretement gartiénpiéé. Une approche élé-
gante pour combiner I'authentification avec le chiffrem&iitase de politiques consiste
a ajouter systématiquement une condition remplie par utificat de pseudonyme du
destinataire prévu a la politique selon laguelle un mesdagétre chiffré.

e identification par clé: une autre approche consiste a supposer que chaque etigtd# dé
une paire de clés publique/privée aléatoirement généras Dacas, une entité peut étre
simplement identifiée par sa clé publique. Ainsi, I'autligté d'une entité identifiée par
une clé publigue est contrainte par la possession de la sléepcorrespondante. On
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assume que la clé privée est de valeur de telle sorte qu’elit jamais réveélée par son
propriétaire.

Lier chaque certificat a un identifiant vérifiable n’est pa§isant pour surmonter des collusions
potentielles entre les émetteurs de certificats. En effigt,deviter ce genre d’attaques, en
plus de I'ensemble de certificats remplissant la politiqaerppport a laquelle un message est
chiffré, l'algorithme de déchiffrement a base de politiguoit impliquer un élément secret
connu seulement par le destinataire Iégitime du messages €dte perspective, une clé privée
qui soit secretement connue par le destinataire |€gitiragjpeer le role d’un tel élément secret.

Nous présentons une primitive de chiffrement a base daequagis sans collusions qui permet de
surmonter les imperfections de la primitive originale défrgment a base de politiques présen-
tée dans Chapitre 1. La nouvelle primitive, dite chiffrergelé publique a base de politiques,
combine les fonctionnalités du chiffrement original a bdseolitiques et du chiffrement clas-
sique a clé publique. Ainsi, il permet de chiffrer un messpgerapport a une politique et
une clé publigue d’'une maniere telle que seulement uneéeatdnt acces non seulement a un
ensemble de certificats remplissant la politique mais éyahe a la clé privée associée a la clé
publigue utilisée peut déchiffrer le message.

Une illustration de notre primitive de chiffrement a clé pgbe a base de politiques est donnée
dans Figure 2

Clé publique

Politique

Clé privée

Message en clair

Message chiffré Message original

Déchiffrement

\j

Ensemble de certificats

Figure 2: Chiffrement a base de politiques sans collusions

Dans Chapitre 2, nous proposons une réalisation concrethifitement a clé publique a base
de politiques utilisant les couplages bilinéaires. Le sthéle chiffrement proposé est intu-
itivement semblable a celui proposé dans Chapitre 1. Cemendn soin particulier doit étre
de rigueur afin de préserver le méme niveau de sécurité. @atrchast organisé comme sulit:
dans Section 2.2, nous discutons I'état de I'art. Dans &e@i3, nous présentons d’'abord
notre modeéle de politiques et la terminologie associées,Rgus définissons formellement
notre primitive de chiffrement a clé publique a base de jgpiés avant de décrire le modéle de
sécurité associé. Dans Section 2.4, nous décrivons d’'atmird schéma de chiffrement a clé
publigue a base de politiques. Puis, nous discutons sarpefae avant de prouver sa sécurité
dans le cadre du modeéle de I'oracle aléatoire. Enfin, dansoBet5, nous montrons comment
la primitive de chiffrement a clé publique a base de politigipeut étre employée dans le con-
texte de la négociation de confiance automatisée. Primeigait, nous suggérons de remplacer
le schéma de chiffrement proposé dans [92], qui souffre (Gmentitre que la primitive orig-
inale de chiffrement a base de politiques) de I'expositiox attaques de collusion, par notre
primitive de chiffrement a clé publique a base de politiques
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Signature a base de politiques

L'identité d’une entité n’est généralement pas suffisante péterminer le niveau de confiance
a attribuer a une signature qu’elle produit, surtout dat®igexte des environnements ouverts
a grande échelle comme I'Internet, puisque dans de telssgmaments, les interactions se pro-
duisent souvent entre les entités de différents domainséaieité sans connaissance préalable
'un de l'autre. Comme dans le cas de l'autorisation, une@ge de plus en plus populaire
consiste a exprimer les conditions d’établissement de aocdi par des politigues remplies
par des certificats numériques. En conséquence, un schésigndture standards ou a base
d’identités doivent étre employés en combinaison avec wanmigme qui prouve la conformité
du signataire avec une politique d’établissement de cardiaéfinie par le vérificateur de la
signature. L'approche standard est que le vérificateur dggtature recoit d’abord un ensem-
ble de certificats du signataire. Puis, il vérifie la validiggé chacun des certificats recus avant
de valider le fait que I'ensemble des certificats remplie@iigue. Selon cette approche, au
moins deux mécanismes séparés sont exigés pour fouraibligtement de confiance ainsi que
l'intégrité et la non répudiation.

Le but de notre primitive de signature a base de politiquedeegaliser I'intégrité, la non répu-
diation et I'établissement de confiance en une seule opérttyique. Un schéma de signature
a base de politiques permet a une entité de produire unetgigreur un message par rapport a
une clé publigue et une politique d’'une maniére telle quéglasgure soit valide si et seulement
si I'entité possede un ensemble de certificats remplisagrtlltique ainsi que la clé privée cor-
respondant a la clé publique en question. La validité deglaagure fournit ainsi une preuve de
la conformité du signataire avec la politique selon lagukglsignature a été produite.

Une illustration de notre primitive de signature a base ditiges est donnée dans Figure 3.

Clé privée Clé publique
Message . Message P Valid / Invalid
g Signature 25589 Vérification alc/ vat
+ Signature

Ensemble de certificats Politique

Figure 3: Signature a base de politiques
Une primitive de signature a base de politiques doit regpédes propriétés suivantes:

e preuve de conformité la validité d’une signature produite en utilisant un schéde
signature a base de politiques représente la preuve derottéadu signataire avec la
politique selon laquelle la signature a été produite. Emtiés termes, la signature est
valide si et seulement si elle a été produite en utilisantnsemble de certificats remplis-
sant la politique.

e non répudiation: la validité d’une signature produite en utilisant un schéta signature
a base de politiques est également définie par rapport a é@mpaiblique. Une signature
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valide peut étre produite seulement par une entité ayaesatrda clé privée correspon-
dante. Cette condition vise a empécher une entité de niergdggements ou des actions
précédentes convenus par la procédure de signature.

e intégrité: comme pour la signature standard, cette propriété perenptatéger un mes-
sage signé contre toute modification au cours de sa trariemiss

e ambiguité des certificats une signature valide fournit une preuve que le signatate e
conforme avec la politique par rapport a laquelle elle a étélygte. Dans le cas ou
la politigue se compose de disjonctions de conditionstit&mle vérification ne devrait
pas pouvoir connaitre quels certificats spécifiques ontréfayés pour produire de la
signature.

e réalisation: contrairement au chiffrement a base de politiques qui péet réalisé en
utilisant un schéma de chiffrement a base de politiques éaksation concrete de la
primitive de signature a base de politiques ne peut pas étenglie en utilisant un
schéma de signature a base d’identités. En effet, alorsegumhjonctions de conditions
peuvent étre réalisées en utilisant les signatures medtigles disjonctions ne peuvent
pas étre réalisées. Intuitivement, la structure de disipmclans une politique est sem-
blable a la structure d’anneau dans les signatures d’arrj@8d]. Une méthode élé-
gante devrait étre trouvée pour adapter efficacement letsteud’anneau au contexte des
politiques complexes formalisées en expressions boodSemonotones écrites sous des
formes normales.

e Sécurité prouvée la sécurité d’'un schéma de signature a base de politique£tie
prouvée dans le cadre de modeles de sécurité bien définigeuignt en compte les
propriétés spécifique de la cryptographie a base de pasiqu

Dans Chapitre 3, nous formalisons le concept de signatuase@de politiques, nous proposons
une réalisation concrete de cette primitive et nous prosi\gansecurité avant de montrer son
utilité en décrivant un scénario d’application originaé teste du chapitre est organisé comme
suit: dans Sectian 3.2 nous discutons I'état de I'art. Datsi®n 3.3, nous définissons formelle-
ment la primitive de signature a base de politiques et lesategdle sécurité associés. Dans
Section 3.4, nous décrivons d’abord notre schéma de signatoiase de politiques. Puis, nous
discutons ses performances avant de prouver sa sécurgdalaadre du modeéle de I'oracle
aléatoire. Enfin, dans Section 3.5, nous présentons uneforiginale de certificats, appelée
les certificats intermédiaires a preuve, qui peuvent éaksis en utilisant la primitive de sig-
nature a base de politiques.

Conclusion

Pour conclure, dans cette thése nous avons formalisé lepbméginal de cryptographie a base
de politiques en traitant aussi bien les aspects théoriquespratiques de ce concept. Notre
travail peut étre vu sous trois angles. Le premier est que mancept introduit une nouvelle
maniére de concevoir les primitives cryptographiques &uadtion avec les besoins réels des
environnements de communication. Dans ces derniers, lamdidentité laisse la place a la
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notion de politique pour I'autorisation et I'établisserhdi confiance. Le second est que notre
concept peut étre vu comme une généralisation du concepyplimgraphie a base d’identités.
En effet, une primitive cryptographique a base d’identi#gisune primitive a base de politiques
ou les politiques sont réduites a une condition rempliesiparertificat d’identité. Le troisieme
est que nos primitives cryptographiques représentent aneetie illustration de I'utilité des
couplages bilinéaires dans la conception de primitiveptographiques. La cryptographie a
base de politique ne remplacera pas la cryptographie ctoneelle mais doit étre vue, au
méme titre que la cryptographie a base d’'identités commeuarcbmplément.
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Abstract

‘Identity-based cryptography’ is definitely one of the me@sipular topics addressed by the
cryptographic research community in the last five years. #sloe guessed from the name,
the notion of ‘identity’ is central to identity-based crggtraphic primitives. As for identity-
based encryption, access to an encrypted message is onlittedrto the entity whose identity
is the one according to which the message was encrypted ea$héor identity-based signa-
ture, the validity of the signature on a message is defineld rggpect to the identity of the
entity that generated the signature. In general, idergityot sufficient for authorization and
trust establishment, especially in the context of largedesopen environments like the Internet,
where interactions often occur between parties with noggisting familiarity of one another.
An increasingly popular approach to determining the trastiiness of the interacting entities
consists in using policies fulfilled by digital credentials

In this thesis, we present a new concept in cryptographigeagbolicy-based cryptography’,
which allows to perform cryptographic operations with mspto policies fulfilled by digital
credentials. Intuitively, a policy-based encryption soleeallows to encrypt a message with re-
spect to a policy so that only an entity that is compliant whi policy can decrypt the message.
Similarly, a policy-based signature scheme allows to gaee signature on a message with re-
spect to a policy so that the signature is valid if and onlyWas generated by an entity that is
compliant with the policy. We present three policy-basegtaygraphic primitives from bilinear
pairings over elliptic curves and prove their security undell-defined security models. We
further illustrate the usefulness of our concept of pob@ased cryptography through the de-
scription of application scenarios in the contexts of as@amtrol, privacy policy enforcement,
establishment of ad-hoc communities, automated trusttragipm and proxy certification.
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Introduction

Writers say: "To write a good book, first tell them what you goéng to tell them,
then tell them, finally tell them what you told them"
- Anonymous -

Cryptography is a branch of information and communicatecusity providing a set of math-
ematical primitives and mechanisms used to implement afsstaurity services. The main
contribution of this thesis is the formalization of the ceptof ‘policy-based cryptography’.
Our concept allows to combine cryptography with the notidbmpalicy, which is one of the
fundamental security notions. A policy is typically defingalough a combination of rules or
conditions that must be met (or fulfilled) in order to achievpre-defined security objective.
A policy-based cryptographic primitive can thus be simpiwed as a cryptographic primitive
that implements one or more security services, while piogidn assurance of the compliance
with a specific policy.

In this introductory chapter, we first provide an overviewtlo¢ standard approach in cryp-
tography, where the notion of ‘identity’ plays a centraleolWe then motivate our concept
of policy-based cryptography, where the notion of ‘ideyittaves the way to the notion of
‘policy’. Finally, we outline the structure of this manugatrwhile highlighting the contribu-
tions of this thesis.




2 INTRODUCTION

Standard Cryptography

For many years, cryptography was the exclusive domain atfani| diplomatic and governmen-
tal secret services. The proliferation of computers and/oids in the sixties brought with it
a strong demand from the private sector for securing digifakmation and communications.
In the early seventies, the work of IBM on symmetric encrypthas led to the adoption of
the Data Encryption Standard (DES) as a U.S. Federal Infiimm®rocessing Standard [123].
This standard is today considered as the most-well knowraresm in the history of modern
cryptography. It is widely used for securing electronic coence for several financial institu-
tions around the world [116]. Informally, a symmetric enaign scheme allows to encrypt a
message using a key in way such that only an entity havingsadoethe key is able to decrypt
the message. This means that a common key must be shareadbetwentity that encrypts a
message and an entity that is able to decrypt the encryptedage. One of the major issues
with symmetric encryption therefore is to find an efficienyvia agree upon and exchange the
encryption keys securely. This problem is referred to akéyedistribution problem.

In 1976, Diffie and Hellman introduced the concept of asymimetyptography, considered as
the most striking development in the history of modern avgpaphy [63]. The primary goal
was to overcome the key distribution problem inherent torstnic cryptography. Although
the authors did not propose a practical realization of sytrimencryption, their publication
has spurred an extensive activity in the cryptographicairetecommunity. Also referred to
as public-key cryptography, their concept allows to cargtencryption schemes that do not
require the secure exchange of keys. Furthermore, it alilowsnstruct a variety of more or less
sophisticated cryptographic primitives providing setyusiervices other than confidentiality, the
most significant of which is definitely the digital signatymemitive. More details about the
public-key encryption and signature primitives are givelotw:

e public-key encryption: this primitive is mainly used to implement the confidential
security service. A public-key encryption scheme allowgnarypt a message using a
public key in such a way that only an entity having access ¢octbrresponding private
key can decrypt the message. In 1978, the first practicaig@lbl/ encryption scheme
was presented by Rivest, Shamir and Adleman [130]. Alsanedeo as RSA, its security
is based on the hardness of factoring large integers. In,1&8%her practical public-
key encryption scheme based on the intractability of therdte logarithm problem was
proposed by El Gamal [82].

e digital signature: this primitive is used to implement the integrity, non-uel@ation and
authenticity security services. A (public-key) signatascheme allows to generate a sig-
nature on a message in such a way that the signature is vahdesipect to a public key
if and only if it was generated using the corresponding peveay. In 1991, the first in-
ternational standard for digital signatures was adopt®8@(IEC9796). It is based on the
RSA public-key encryption scheme. Two years later, the G&/ernment adopted the
Digital Signature Standard, referred to as DSS, as a stdsaigmature mechanism based
on the EI Gamal public-key encryption scheme (FIPS 186).




INTRODUCTION 3

In its standard setting, a public key appears as randomrbigso that there is nothing about
it that indicates to whom it belongs. One of the major issaesd by standard public-key en-
cryption and signature schemes is therefore the deployamehinanagement of infrastructures
supporting the authenticity of public keys. Basically, o@eds to set up a method that provides
an assurance to the entity that encrypts the message aleoadtionship between the public
key and a legitimate holder of the corresponding private key

The most popular method for authenticating public keys ist®81 using public-key certificates,
which were first introduced by Kohnfelder in [102]. A pubkey certificate is basically the
signature of a trusted entity, called certification auttypdn an assertion that binds a public key
to identity of the legitimate holder of the correspondinyate key. By signing the assertion,
the certification authority attests that the public key eamd in the assertion belongs to the
entity whose identity is the one specified by the assertinrthis widely accepted approach, it
is assumed that an entity who sends an encrypted messagethemantity knows the identity
of the recipient the message is intended for. Before enicnypt message using a certain public
key, an entity needs thus to obtain a valid public-key ceeti® providing the assurance of the
relationship between the public key and the identity of #gitimate recipient. Similarly, it
is assumed that an entity receiving a signature on a messayeskhe identity of the entity
that generated it and has the assurance, through publicekgfication, of the relation between
the identity of the signer and the public key according tockhtihe signature is considered
as valid. A security infrastructure whose services are amanted to deploy and manage the
use of public key certificates is called public-key infrasture, commonly denoted by PKI.
We refer the reader to [2] for a comprehensive descriptioputflic-key infrastructures. An
elegant alternative to public-key certification is offetgdidentity-based cryptography.

|dentity-Based Cryptography

The concept of identity-based cryptography was first foated by Shamir in 1984 [137].
Its original goal was to eliminate the need for public-keytifieates by using the identity of
an entity as its public key. The corresponding private kegeserated by a trusted authority
called private key generator and is issued to the entityutiinca secure channel. An identity-
based encryption scheme allows thus to encrypt a messageesfiect to an identity in such a
way that only an entity whose identity is the one accordinghach the message was encrypted
can decrypt the message. Similarly, an identity-basedasiga scheme allows to generate a
signature on a message in such a way that the signaturedsovdyi with respect to the identity
of the entity that generated it.

Efficient solutions for identity-based signature schemesewquickly found [71, 69], whilst

the design of identity-based encryption schemes turnedoobé more challenging. In fact,
no identity-based encryption scheme proposed between &98£2000 was fully satisfactory
in terms of both security and efficiency. In 2001, Boneh anahklin managed to develop
a practical and provably secure identity-based encrygaiieme using bilinear pairings over
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elliptic curves [38]. Since then, several publications @enitity-based encryption and signature
schemes have been proposed [71, 69]. Besides, it has emtbagekilinear pairings from
elliptic curves represent a very powerful mathematicahgive that can be used to build novel
cryptographic schemes achieving properties or perforestitat could not be achieved using
standard cryptographic primitives [22].

The notion of ‘identity’ is central to the identity-basegptographic primitives. As for identity-
based encryption, access to an encrypted message is onlittgerto the entity whose identity
is the one according to which the message was encryptedeaséor identity-based signature,
the validity of the signature on a message is defined witha@gp the identity of the entity that
generated the signature. Said differently, the legitimafcgn entity that is allowed to access
a confidential message and the trustworthiness of the sigggait generates are solely based
on its identity. In general, identity is not sufficient fortharization and trust establishment,
especially in the context of large-scale open environmigtgghe Internet, where interactions
often occur between parties with no pre-existing famityadaf one another. An increasingly
popular approach to determining the trustworthiness ofrttezacting entities consists in using
policies fulfilled by digital credentials, which we discuieghe following section.

From ‘Identity’ to ‘Policy’

With the growing popularity of the Internet, open largets@@mmunication environments are
becoming increasingly prevalent. The characteristicaiohenvironments make the identities
of the communicating entities either not relevant or nofisigt for authorization and trust
establishment. Indeed, it is often the case that intenast@cur between entities from different
security domains without pre-existing knowledge of eattentThe identity of an entity defined
in some domain is meaningless to a communication partnenpelg to a different domain
and the trustworthiness can thus not be based on identisgedd, assertions fulfilled by the
entity, whose validity generally exceeds the scope of tlwairsly domain of the entity, are
definitely more relevant. In this thesis, the term ‘assattroeans a set of statements, where
each statement can be an attribute (e.g. the role of thg evititin an organization), a property
(e.g. the entity is an expert on certain topics), an authtion (e.g. the entity is allowed to
have access to certain resources or to perform certainnggtetc. Together with the set of
statements, the assertion may optionally contain additimiormation such as the identity of
the entity or the validity period of the assertion.

An increasingly popular approach consists in expressitigogization and trust requirements
through policies fulfilled by digital credentials. A poliggonsists of a logical combination

of conditions, where each condition is fulfilled by a specdigital credential, or simply a

credential. Each credential is the signature of a specif&téd entity, called credential issuer,
on a certain assertion about an entity, called credentiakowt is generated using the creden-
tial issuer’s private key and its validity can be verifiedngsthe credential issuer’s public key.
The validity of the credential proves that a trusted entigmely the credential issuer, certifies
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that the credential owner fulfills the signed assertion.e&wredential systems with different
features and properties are proposed in the literaturempbes are the X.509 attribute certifi-
cates [93], SPKI certificates [67], hidden credentials [§2ivate credentials [44], anonymous
credentials [46, 47, 51, 115, $tc.

Because the identity of the recipient of an encrypted messagot relevant to decide whether
it should be authorized to have access to the message tydeatied encryption need to be used
subsequently to a mechanism that proves the compliance oétipient with the authorization
policy defined by the owner of the message. Similarly, asdbatity of the signer of a message
is not sufficient to decide about the trustworthiness of theegated signature, identity-based
signature needs to be used in combination with a mechaniabptbves the compliance of
the signer with a trust establishment policy defined by théige of the signature. An entity
is compliant with a policy if and only if it has access to a gjiedl set of credentials for the
policy i.e. a set of credentials fulfilling the combinatiohamnditions specified by the policy.
The standard approach for getting a proof of the compliafiesm @ntity with a policy consists
of three stages: 1) receiving a qualified set of credent@migte policy from the entity, 2)
verifying the validity of each of the received credentié¥,checking that the received set of
credentials is effectively a qualified set of credentialstfi@ policy.

The notion of ‘policy’ is central to authorization and tresttablishment, whereas the notion of
‘identity’ carried by the identity-based cryptographiampitives is obsolete. It would therefore
be interesting to develop cryptographic primitives thatlzsed on the former rather than on the
latter. Instead of encrypting a message using the iderftttyeaecipient the message is intended
for, the message is encrypted with respect to the policyrthest be fulfilled by the recipient in
order for it to be authorized to have access to the messagela8y, instead of verifying the
validity of a signature with respect to the identity of theignthat generated it, the signature is
verified with respect to the policy that must be fulfilled by #igner in order for the signature to
be accepted. This is the main idea behind the concept ofypbased cryptography presented
in this manuscript.

Policy-Based Cryptography

In this thesis, we formalize the concept of ‘policy-basegtography’ through the definition of
two primitives: policy-based encryption and policy-basaghature. A policy-based encryption
scheme allows to encrypt a message with respect to a polityasonly an entity that is com-
pliant with the policy can decrypt the message. The poliagda encryption primitive achieves
thus confidentiality and authorization in a logically siagtep. Similarly, a policy-based sig-
nature scheme allows to generate a signature on a messdgeegpect to a policy in such a
way that the signature is valid if and only if it was generabgdn entity that is compliant with
the policy. The policy-based signature primitive achiewesgrity, non-repudiation and trust
establishment in a single cryptographic operation as well.
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In policy-based cryptography, a policy consists of conjioms and disjunctions of conditions,

where each condition is fulfilled by a specific credentialcdmtrast with the standard approach
where an entity needs to disclose its credentials in ordprdee its compliance with an autho-

rization or a trust establishment policy, the credentialgalicy-based cryptography are private
as they are used as inputs to the decryption and signatwegthigs. Indeed, a qualified set of

credentials for a policy is required to decrypt a messageishencrypted with respect to the

policy, while a qualified set of credential for a policy ne¢d$e used in order to generate a
valid signature on a message with respect to the policy.

In this thesis, our goal is threefold:

e to provide formal definitions for policy-based encryptiordaolicy-based signature, then
to propose concrete implementations of the two primitiv@scause a policy is formal-
ized as a monotone Boolean expression, this challenge twtn® be the one of find-
ing an elegant method to convert the conjunctive and disiuméogical operators into
mathematical operations within the encryption/decryptimd signature/verification al-
gorithms.

¢ to formally define the security models related to our pob&sed cryptographic prim-
itives, then to prove the security of the proposed schemeégrutihese models. The
idea here is to consider well studied security notions eelab encryption and signature
schemes and to adapt them in order to cope with the parti@adtrres of the policy-based
cryptographic primitives.

e to validate the usefulness of the proposed concept of pblsed cryptography. In or-
der to achieve this, we show how our policy-based cryptdgaprimitives can be used
to solve well-established problems in different contemtbile improving the solutions
found in the literature.

Structure and Contributions

The rest of this manuscript is organized as follows:

e In Chapter 0, we review the relevant background materiakeel, on one hand, to stan-
dard public-key cryptography and the concept of provabtesty and, on the other hand,
to bilinear pairings over elliptic curves and their recgmplecations in cryptography. The
goal of this chapter is naturally not to re-write what can asilg found in several refer-
ences in the literature. Instead, it aims at introducingdifferent cryptographic notions
and notations that will be used in the next chapters.

The reader can move on either to Chapter 1 then to Chapteriéhwhth tackle policy-
based encryption, or to Chapter 3, which independentlyiéaqholicy-based signature.
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e In Chapter 1, we study the policy-based encryption priraitidhe chapter consists of
two independent but complementary parts. While we formsiiydy the policy-based
encryption primitive in the first part, we illustrate its digations and particular proper-
ties in three different contexts in the second part. Aftenfally defining the encryption
primitive, we present a new model for semantic securityragahosen ciphertext attacks
that is adapted to the policy-oriented setting. Then, wegmean elegant and relatively
efficient pairing-based policy-based encryption scheime security of which is proved
in the random oracle model. The most intuitive applicatibpalicy-based encryption
is the enforcement of access control policies. In this odntge present a framework
for controlling access to published XML documents using jpolicy-based encryption
primitive. Our solution outclasses the existing ones whealidg with key management.
Our second application of policy-based encryption is indbmtext of privacy policy en-
forcement which is similar but not exactly the same as thereement of standard access
control policies. In this context, we show how the policyséd encryption primitive can
be used to implement the sticky policy paradigm, while uhyleyg its support for cryp-
tographic workflow. Finally, we show how a privacy-enhansedure establishment of
ad-hoc communities can be achieved using our policy-basexygtion primitive.

e In Chapter 2, we address the collusion property that is eteio the original policy-
based encryption primitive presented in Chapter 1. In faet]atter may suffer in certain
contexts from the fact that in addition to a legitimate gntiiny collusion of entities that
are able to pool their credentials to obtain a qualified seatreflentials for the policy
according to which a message was encrypted, can decryptelsage. As an alterna-
tive, we introduce a variant of the policy-based encryppamitive, called policy-based
public-key encryption. After formally defining the new piitie and the corresponding
security model, we present a concrete implementation friimelr pairings and prove
its security in the random oracle model. Then, we show howptiiey-based public-key
encryption can be used to solve the cyclic policy interdeeecy problem inherent to the
standard approaches in the context of trust negotiation.

e In Chapter 3, we study the policy-based signature primitiike Chapters 1 and 2, this
chapter consists of two independent but complementarg patter formally defining
the policy-based signature primitive, we present a modetifedential ambiguity and a
model for existential unforgeability against chosen mgssatacks that are both adapted
to the policy-oriented setting. As an application of pollwgsed signature, we present a
novel form of proxy certificates, called proof-carrying pyccertificates.

The research work performed by the author resulted in a nuoflseientific publications some
of which contain the main ideas presented in this manusftipt19, 18, 16, 15], and some
others contain contributions that are loosely related twpdased cryptography [13, 14].
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Preliminary Topics

Our primary goal in this thesis is to formalize the conceppolicy-based cryptography and
to implement provably secure policy-based encryption agdasure schemes. It is therefore
natural to start our work by providing formal definitions fibre policy-based cryptographic
primitives and the related security models. In our defingiowe extend the well-studied and
commonly recognized formalism of public-key cryptografiyytaking the particular features
of policy-based cryptographic primitives into account. r@Quplementations of policy-based
encryption and signature schemes are based on bilineangmiover elliptic curves, which
are mathematical primitives that proved recently to beeswésly useful in cryptography. The
primary goal of this chapter is to review the different nascand the notational conventions
that will be used in the sequel of this manuscript.

This chapter is organized as follows: in Section 0.1, weflyriecall the formal definitions of
four basic cryptographic primitives: symmetric encryptipublic-key encryption, digital sig-
nature and hash function. The goal of this section is to gimmpioduce the notational conven-
tions that will be used in our definitions of policy-basedatngraphic schemes. In Section 0.2,
we provide an overview of the foundations of the concept olvable security including the
reductionist proof strategy, the random oracle model aredfdhmal security models related
to public-key encryption and digital signature schemesgti&aarly, we present the Fujisaki-
Okamoto transformations and the replay technique whichbgitreferenced in our reductionist
security proofs. Finally, in Section 0.3, we provide an ex@w of bilinear pairings over elliptic
curves and their application in cryptography. We define mipalar the related Diffie-Hellman
problems whose intractability guarantees the securityopolicy-based encryption and signa-
ture schemes. Moreover, we present pairing-based pubjiekcryption schemes which will
be referenced later in the security proofs of our policydolesncryption schemes.
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0.1 Standard Cryptography

There are four basic cryptographic primitives that are Widsed and often combined to se-
cure today’s digital communications: symmetric-key eptign, public-key encryption, digital
signature and hash function. In this section, we formalffijngeeach of these primitives. We
refer the reader to [116] for more details about the theombfind practical aspects of these
primitives.

0.1.1 Symmetric-Key Encryption

A symmetric-key encryption scheme allows to encrypt a ngss@ing a key in way such that
only an entity having access to the same key is able to detingpinessage. This primitive
allows to implement the confidentiality security serviceos@ goal is preventing unauthorized
entities from having access to a sensitive message. A fadefalition of symmetric-key en-
cryption schemes is given below:

Definition 0.1 A symmetric encryption schemealenoted byesY™, is specified by four algo-
rithms: Setup, KeyGen, Encrypt andDecrypt, which are defined as follows:

Setup. On input of a security parameter k, this algorithm genesateset? of public
parameters that specifies the different groups and pubfictfans that will be referenced
by subsequent algorithms. Furthermore, it specifies a kagesg Y™ a message space
M SYMand a ciphertext spaceSY™.

KeyGenY™. This algorithm generates a random symmetric key k Y™

Encrypt ™. On input of message M # SYMand symmetric keyskthis algorithm returns
a ciphertext G ¢SY™M

Decrypt ¥™. On input of a ciphertext @ ¢sY™and a symmetric keyskthis algorithm
returns a message M ar SY™M

Remark 0.1 A symmetric-key encryption scheme has to satisfy the sthwedasistency con-
straint i.e. C:Encryptizm(M) & Decryptﬁzm(C) =M.

0.1.2 Public-Key Encryption

A public-key encryption scheme allows to encrypt a messageway such that only an en-
tity having access to the corresponding private key is abldecrypt the message. As for
symmetric-key encryption, this primitive allows to implent the confidentiality security ser-
vice while overcoming the key sharing problem inherent tos\etric-key encryption schemes.
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Usually combined with public-key certification mechanistiey additionally allow to ensure
the authenticity of the recipient the message is intended&dormal definition of public-key
encryption schemes is given below:

Definition 0.2 A public-key encryption schemeadenoted byPKE, is specified by four algo-
rithms: Setup, KeyGen, Encrypt andDecrypt, which are defined as follows:

e Setup. On input of a security parameter k, this algorithm genesateset? of public
parameters that specifies the different groups and pubitictfans that will be referenced
by subsequent algorithms. Furthermore, it specifies a kagesg, a message space
and a ciphertext space.

e KeyGen. This algorithm generates a pair of kefgk pk) € x , where sk is a private key
and pk is the corresponding public key.

e Encrypt . Oninput of message M a4/ and public key pk, this algorithm returns a cipher-
textCe .

e Decrypt. On input of a ciphertext @ ¢ and a private key sk, this algorithm returns a
message M= a7 or L (for "error’).

Remark 0.2 A public-key encryption scheme has to satisfy the standardistency constraint
i.e. C=Encryptpk(M) < Decryptsk(C) = M.

0.1.3 Digital Signature

A digital signature scheme allows to generate a signatura oressage using a private key
in way such that the signature is valid only with respect t® plublic key associated to the
private key used to generate it. Often combined with pukdig-certification mechanisms, this
primitive allows to ensure the authenticity of the signethe message. Furthermore, it allows
to implement the non-repudiation security service, whosal @ preventing an entity from
denying previous commitments or actions. A formal defimtad digital signature schemes is
given below:

Definition 0.3 A digital signature schemgedenoted byDS, is specified by four algorithms:
Setup, KeyGen, Sign and Verify, which are defined as follows:

e Setup. On input of a security parameter Kk, this algorithm genesaesetr of public pa-
rameters that specifies the different parameters, groupsparlic functions that will be
referenced by subsequent algorithms. Furthermore, itiips@ key spacg’ , a message
spacem and a signature space.
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e KeyGen. This algorithm generates a pair of kefgk pk) € %, where sk is a private key
and pk is the corresponding public key.

¢ Sign. On input of message M & and private key sk, this algorithm returns a signature
0 = Signg(M) € 5.

e Verify . On input of a message M, signhatwend a public key pk, this algorithm returns
either T (for "valid’) or L (for "invalid’).

Remark 0.3 A digital signature scheme has to satisfy the standard stersty constraint i.e.
0 =Signsk(M) & Verifyp(M,0) = T.

0.1.4 Hash Function

A hash function is a mathematical primitive that, given aalale-length input string, called

pre-image, converts it to a fixed-length output string,exhthash value. Informally, it allows to

fingerprint a message i.e. produce a value that indicatethwha candidate pre-image is likely
to be the same as the real pre-image. This primitive allovisifdement the integrity security

service, which prevents from an accidental or maliciousimaation (insertion, deletion, sub-
stitution) of information during its transmission. A forhdefinition of hash functions is given

below:

Definition 0.4 A hash functionH : {0,1}* — {0,1}" is an efficiently computable algorithm
that maps an input x of arbitrary finite bit-length, to an outj (x) of fixed bit-length n.

A hash function is &ollision resistant hash functior(strong one-way hash function) if it sat-
isfies the following properties:

1. Preimage resistance: for allg {0,1}", itis computationally infeasible to find an element
x € {0,1}* such that y= H(x)

2. 2"9_preimage resistance: for all ® {0,1}*, it is computationally infeasible to find % x
such that HX) = H(x)

3. Collision resistance: it is computationally infeasilitefind x=£ X' € {0,1}* such that
H(x) =H(X)

A hash function that satisfies the two first properties but aiosatisfy the third one is called a
one-way hash functior(weak one-way hash function).

Remark 0.4 The above definition of hash functions although might seéonnmal suffices for
this thesis. We refer to [132] for a comprehensive discuseiohash functions and the related
security notions.
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Remark 0.5 A hash function is usually designed to act as a compressiugtiin. It can also
be designed to map elements of one group to elements of agotig. In practice, however,
mapping between groups is difficult and may require mapprgptme intermediate set and us-
ing some deterministic encoding operations to map to and ffee groups. Such a construction
was shown for a hash function that maps the set of binarygsr0,1}* into a groupG; of
points over an elliptic curve in [38, 39]. Further details aiit elliptic curve algebra are given
in Section 0.3.

Now that we have formally defined the four basic cryptogragitimitives, we discuss in the
following section the related formal security notions.

0.2 Provable Security

The fact that a cryptographic scheme withstood cryptaitasittacks for a long time has been
considered as a kind of security validation for many yeaecaBise several schemes have taken
a long time before being totally broken, the lack of cryptgti@attacks or the provision of intu-
itive or heuristic security arguments are not considereskaarity validations anymore. A more
convincing approach, first introduced by Goldwasser andaMii [85], consists in proving the
security of cryptographic schemes in the context of compléReory. In this approach, a cryp-
tographic scheme is associated to a well-studied hard gmgldalled the underlying problem,
and the security proof, also referred to as reductionisir#ygroof, consists in showing that if
one can break the cryptographic scheme, then one can etffycsetve the underlying problem.
This approach is referred to as the provable security pgmadi

In the following section, we first provide a brief overviewtbe concept of reductionist security
proofs and the random oracle model under which we prove tberigg of our policy-based
cryptographic schemes. Then, we define the security notedated to standard encryption and
signature schemes and the related proof techniques.

0.2.1 Reductionist Security Proofs

Before describing the principles of the provable securégadigm, we first provide the formal
definitions of the notions afegligible functiorandpolynomial time algorithm

Definition 0.5 A real function f is anegligible functionif for every integer ¢> 0 there exists
an integer k > 0 such that for all k> k¢, f(k) < k—lc

Definition 0.6 Let f and g be functions of parameter k. We writ&)f= O(g(k)) if there exists
a positive constant ¢ and a positive integgrskich that, for all k> ko, 0 < f (k) < c.g(K).




14 PRELIMINARY TOPICS

Definition 0.7 A polynomial time algorithmis an algorithm whose worst-case running time
function is of the form (x°), where k is the input size and c is a constant.

The process that is followed to prove the security of a givdreme under the provable security
paradigm consists of the following three stages:

1. Cryptographic scheme provide a formal definition of the considered scheme i.@- pr
vide a detailed description of the different algorithmsttb@mpose the scheme and the
associated parameters and security requirements.

2. Security modet state the security model under which the considered scieraquired
to be secure. This statement results in the definition oaatébility for an adversarial
goal under a specific attack scenario. Concretely, the ggenodel is defined in terms
of a game played between the adversary, who is modeled agrzopaial time algorithm,
and the challenger, who controls a set of oracles simuldtiaglifferent components of
the considered scheme. The game consists of a set of quspgAse interactions that
allow the adversary to get the information it wants to acgjuir order to perform its
attack. At the end of the interactions, if the adversary wivesgame, then it succeeds in
achieving its adversarial goal.

3. Reductionist proof: provide a reductionist security proof that shows that tthecasary
can be transformed to an algorithm that solves a problerngcdie underlying problem,
known to be computationally hard to solve. It does so by satiog) the adversary’s attack
environment. The simulation should be performed in way dhekhthe adversary can-
not distinguish, with a non-negligible probability, thensilated environment from a real
world environment. The success probability of solving thedhcomputational problem
can be related to that of the adversary. The very assumjtairtie computational prob-
lem is hard (in the sense of there being no polynomial timerélygm which can solve it)
shows that no adversaries with non-negligible probabdftguccess can exist.

The three stages are summarized in Figure 4.

(1) Cryptographic scheme » Underlying problem
; (3) Reductionist proof

(2) Security model

Figure 4: Framework for reductionist security proofs
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0.2.2 The Random Oracle Model

The reductionist security proofs proposed in this thegjsire the hash functions to be instan-
tiated by ideal hash functions, also referred to as randamnles. Concretely, as explained
in [3], if the challenger controls an oracle simulating soh@sh functionrH : 2 — 3 used
by the considered cryptographic scheme, then the outputseddracle, which are returned to
the adversary, are computationally indistinguishablenfeorandom output. This is performed
according to a heuristic that consists in repladihgvith a member of the family of all truly
random functions fromm to 8, chosen uniformly at random. Since all the adversary’sigaer
to H are answered by selecting an output at randdnis now effectively selected uniformly
at random from the family of all functions. When queried oa #ame input, the oracle must
be defined to produce the same output, since the hash funetibhehave this way in the
real world. Hence, in the random oracle model, no adversamyncake use of the underlying
structure of the real hash function.

First formulated by Bellare and Rogaway in [31], the randaiacte model is considered as
the most widely accepted assumption in the provable sgqoaitadigm in the last ten years.
Provided that the adversary has no insight into the hashitmaising this black box idealized
approach to model hash functions clearly captures the isg@ssence of the overall crypto-
graphic scheme. Moreover, the abstraction allows desigeiyptographic schemes whose ef-
ficiency cannot be achieved if the security proofs are paréat without any ideal assumption.
As presented in [31], the random oracle model provides thisdge between cryptographic
theory and cryptographic practice. Critics argue that mglsi deterministic polynomial time
function can provide a good implementation of random osaici¢he real world. In other words,
they argue that the random oracle methodology is flawed. veently, another direction has
been taken to prove the security of efficient schemes in tlalked "standard model" by using
stronger computational assumptions. As we only addregbéweetical security of our schemes
in this thesis, we do not elaborate more on the details of éhneapproach. We refer the reader
to [48] for a critical look at the relationship between thewsity of cryptographic schemes in
the random oracle model and the security of the schemesédhalt from implementing the
random oracle by real hash functions.

0.2.3 Security Notions for Public-Key Encryption Schemes

While we refer the reader to [29] for a thorough study of thenfal security models re-
lated to public-key encryption schemeBkE), we review those that will be referenced in
this manuscript. Given KE scheme, the most intuitive goal of an adversary is to decrypt
a message encrypted using some public key without haviresado the corresponding private
key. A more advanced goal considered in the literature isstingjuish between two messages,
chosen by the adversary itself, which one has been encrypitda probability significantly
greater than one half. The first adversarial goal is refetoeds one-way encryptioroyw),
whereas the second is referred to as indistinguishabily)(
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In addition to the adversarial goal, a security model spegifine attack scenario under which
the security of the considered public-key encryption sahérave to be proved. Depending
on the information that is given by the challenger to the ashugy, two attack scenarios are
considered in the literature. In the first scenario, the exhrg does not have access to any
specific information apart from the fact that it is able to pt any plaintext of its choice.
This is referred to as the chosen plaintext attacks scejf@ra). In the second scenario, in
addition to being able to encrypt any plaintext of its chotbe adversary is allowed to ask the
challenger to decrypt any ciphertext of its choice, with tiagural exception of the ciphertext
it will be challenged on. This second scenario is referredsdhe chosen ciphertext attacks
scenario CCA).

According to the considered adversarial goals and attaekasos, the most basic security
notion under which one would require a public-key encrypsocheme to be secure is thus one-
way encryption against chosen plaintext attacR#/{CPA), where with just public data, the
adversary should not retrieve the whole plaintext corredpw to a given ciphertext. Whereas
the strongest security notion is indistinguishabilityiagachosen ciphertext attackslD-CCA),
where the adversary has access to a decryption oracle edtby the challenger. A formal
description of each of the two models is given below.

One-way encryption against chosen plaintext attacks iseefin terms of an interactive game,
denoted byOW-CPA, played between a challenger and an adversary.

Definition 0.8 TheOW-CPA gameconsists of three stageSetup, Challenge andGuess, which
we describe below:

e Setup. On input of a security parameter k, the challenger first rahgorithm Setup
to obtain the system public parameters Then, the challenger runs algorithkeyGen
to obtain a pair of keygpk:n, Skn). The challenger gives to the adversary the public
parameterse as well as the public key gk

e Challenge . The challenger picks at random a message Mt , runs algorithmEncrypt
on input of the tuplgM, pken), and finally returns the resulting ciphertextCto the
adversary.

e Guess. After running some computations, the adversary outputsesg M, and wins
the game if M= M.

Definition 0.9 The advantage of an adversary in the OW-CPA game is defined to be the
quantity Ady, = Pr[M = M’]. A public-key encryption schemedsv-CPA secure if no proba-
bilistic polynomial time adversary has a non-negligiblezadtage in thedw-CPA game.

Remark 0.6 In Definition[0.9, the probability HM = M’] is measured over the random bits
used by the challenger and the adversary. This remark holdhé different security models
considered henceforth.
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Indistinguishability against chosen ciphertext attaskddfined in terms of an interactive game,
denoted byND-CCA, played between a challenger and an adversary.

Definition 0.10 TheIND-CCA gameconsists of five stageSetup, Phase-1, Challenge, Phase-2
andGuess, which we describe below:

e Setup. This stage is similar to thBetup stage described in Definition 0.8.
e Phase-1. The adversary performs a polynomial number of oracle aqseri

e Challenge . Once the adversary decides thritase-1 is over, it gives the challenger two
equal length messagesgM/1 on which it wishes to be challenged. The challenger picks
at random be {0, 1}, then runs algorithnEncrypt on input of the tupléMy, pken), and
finally returns the resulting ciphertextgto the adversary.

e Phase-2. The adversary performs again a polynomial number of orgaleries.

e Guess. The adversary outputs a guessdnd wins the game if & b'.

During Phase-1 and Phase-2, the adversary may perform queries to a decryption oracte, d
noted byDecrypt-O, controlled by the challenger. While the oracle is execlngthe challenger,
its input is specified by the adversary. The oracle is defirsgfdlbows: on input of a ciphertext
C € ¢, run algorithmDecrypt on input of the tupléC, sk.n) and return the resulting output.

Definition 0.11 The advantage of an adversanyin the IND-CCA game is defined to be the
quantity Ady, = |Prlb=Db'] — %\. A public-key encryption schemeli¢D-CCA secure if no
probabilistic polynomial time adversary has a non-negdllgiadvantage in thiND-CCA game.

Definition 0.12 In Definition/ 0.10, the decryption oracle queries perforngdthe adversary

in Phase-2 can be forbidden as soon as the challenge ciphertext is kntwenattack is thus

said non-adaptive since these oracle queries cannot depetide challenge ciphertext, while
they depend on previous answers. On the opposite, accedsecanlimited and attacks are
thus called adaptive attacks (with respect to the challecigbertext). The latter scenario is
definitely the strongest one, and is by the way the attackasmeconsidered in this thesis.

IND-CCA = IND-CPA = OW-CPA

Figure 5: Relations between the Security NotionsHRE Schemes

Indistinguishability against chosen plaintext attackdafined in terms of an interactive game,
denoted byIND-CPA, played between a challenger and an adversary. The fornfiaitobe
of the IND-CPA game is similar to the one of thH8D-CCA game apart from the fact that the
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adversary does not have access to the decryption oraclegditase-1 andPhase-2. Figure 5
shows the relations between thgVv-CPA, IND-CPA andIND-CCA games. Intuitively, @KE
scheme that iSND-CPA is necessarilyDW-CPA secure, and KE scheme that ifND-CCA is
necessarilyND-CPA secure.

In Section 0.2.4, we describe two generic transformatibatsdllow to strengthen the security
of PKE schemes. The transformations, proposed by Fujisaki anth@ta use=>Y™ schemes

that are required to be secure in the so caflad-guesssecurity model, which is defined in
terms of an interactive game, denotedAsy, played between a challenger and an adversary.

Definition 0.13 The FG gameconsists of three stagesSetup, Find and Guess, which are
described below:

e Setup. On input of a security parameter k, the challenger first rafgorithm Setup to
obtain the system public parameters Then, the challenger runs algorithieyGen to
obtain a symmetric keyls. The challenger gives to the adversary the public paranseter
27, while keeping secret the keyk

e Find. This is a challenger stage during which the adversary gteee challenger two
equal length messagesM/1 on which it wishes to be challenged. The challenger picks
atrandom be {0, 1}, then runs algorithnEncryptY™on input of the tupléMp, ksch), and
finally returns the resulting ciphertextgto the adversary.

e Guess. The adversary outputs a guessdnd wins the game if & /.

Definition 0.14 The advantage of an adversanmyin the FG game is defined to be the quan-
tity Adv; = |[Prlb="b'] — % . A symmetric encryption schemer& secure if no probabilistic
polynomial time adversary has a non-negligible advantagineFG game.

Remark 0.7 In Definition[0.13, thé=G security model corresponds to indistinguishability for
which the adversary is not allowed to have access to enaypiracles. We refer the reader
to [28] for further details about the security notions retattoESY™schemes.

0.2.4 The Fujisaki-Okamoto Transformations

In this section, we describe two generic transformatiormppsed by Fujisaki and Okamoto

in and [79] respectively. While the first transformatiallows to convert anyND-CPA
securePKE scheme into afND-CCA one, the second transformation can be considered more
interesting as it allows to transform a@W-CPA securePKE scheme (scheme with weaker
security requirement) into alND-CCA one. The second transformation is used in the security
proof of our policy-based encryption scheme described iapBr 1, whereas the first one is
used in the security proof of our collusion-free policy-edencryption scheme proposed in
Chapter 2. The two Fujisaki-Okamoto transformations atarally performed in the context

of the random oracle model.




0.2. RROVABLE SECURITY 19

Remark 0.8 The Fujisaki-Okamoto transformation techniques are chligbridization tech-
niquesbecause the obtained 'hybriéPKE schemes result from the combination of the ’basic’
PKE scheme and a specifi¢Y™scheme.

In order to illustrate the two Fujisaki-Okamoto transfotioas, we need an alternative defini-
tion for PKE schemes that is slightly different from Definition 0.2.

Definition 0.15 A (basic) public-key encryption scheme, denote®kgs, is specified by
four algorithms:Setup, KeyGen, Encrypt?2Si¢ and Decrypt?3Si€ which are defined as follows:

e Setup. On input of a security parameter Kk, this algorithm genesaesetr of public pa-
rameters that specifies the different parameters, groupsparlic functions that will be
referenced by subsequent algorithms. Furthermore, itiips@ key spacg’ , a message
spacens Pasic 3 finite coin space 2S¢ and a ciphertext spacePasic.

e KeyGen. This algorithm is similar to th&eyGen algorithm described in Definition 0.2.

e Encrypt "3, On input of message M 9 P2and public key pk, this algorithm picks at

random a coin re % "2'°and returns a ciphertext & Encrypt)2SiM,r) € cPas'c

e Decrypt 3. On input of a ciphertext & Cb‘f"S‘C and a private key sk, this algorithm
returns a message M Decrypt22SiC) € ar Pasic,

Remark 0.9 As opposed to Definitidn 0.2, the encryption algoritneryptP@Si described in
Definition 0.15 involves a random value r, while the decrypialgorithmDecrypt®@Si®is deter-
ministic as it never outputs an error message

In [78], Fujisaki-Okamoto propose their first transforroati which we denote b#O,. Their
transformation allows to convertRKEP2SI°scheme that iSND-CPA secure into a 'hybridPKE
scheme (denoted bJKE™) that isIND-CCA secure. We refer to [78] for the details of the
corresponding reductionist security proof.

Definition 0.16 Let PKE™ be the (hybrid) public-key encryption scheme obtained fesm
IND-CPA securePKEP3SI scheme by applying the Fujisaki-Okamoto transformatian to
PKEP3SI¢ and a symmetric encryption sche®®™ Then,PKE™ consists of four algorithms:
Setup, KeyGen, Encrypt™ andDecrypt™, which are defined as follows:

e Setup. This algorithm is similar to the one described in DefinitiOnl5. Here, the mes-
sage space is denoted by™ = ar SY™while the coin space is defined @V = ar Pasic
Furthermore, the system parameters include two hash fomstiH : {0,1}* — & Pasic
and Hg: & ™ — g sYm

e KeyGen. This algorithm is similar to th&eyGen algorithm described in Definitian 0.2.
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e Encrypt ™. On input of message M & ™ and public key pk, this algorithm picks
at random a coin t= £ ™ and returns a ciphertext & EncryptB‘Q(M,t) e c™ thatis
obtained as follows:

C= (Encryptgﬁsm(t, r), EncryptSHB;?:)(M))l where r= Hy(M||t)

e Decrypt ™. On input of a ciphertext & (Cy,Cp) € ¢™ and a private key sk, this algo-
rithm returns either a message Mar ™ or L (for ’error’). This is performed as follows:

1. Compute t= Decrypt23SiS(Cy), then compute M- DecryptSH);rg) (Cz) and r=Hz(M||t)

2. 1fC = EncryptBﬁSiC(t,r), then output M. Otherwise, returh.

The first Fujisaki-Okamoto transformation is summarizeBigure 6.

PKEhY . PKEDasic
Reductionist Proof

v v
IND-CCA IND-CPA

Figure 6:FO, Transformation

In [79], Fujisaki-Okamoto propose their second transfdroma which we denote byO),. This
transformation allows to convertRKEP2Si¢scheme that i©W-CPA secure into a 'hybridPKE
scheme (denoted BYKE™) that isIND-CCA secure. We refer to [79] for the details of the
corresponding reductionist security proof.

Definition 0.17 Let PKE™! be the (hybrid) public-key encryption scheme obtained feom
OW-CPA securePKEP3si¢ scheme by applying the Fujisaki-Okamoto transformatian to
PKEPaSI¢ and a symmetric encryption sche®®™ Then,PKE™! consists of four algorithms:
Setup, KeyGen, Encrypt™! andDecrypt™! which are defined as follows:

e Setup. This algorithm is almost similar to the one described in Digbn [0.15. Let
o Pasic—= {0, 1}" (for some integer & N*), a7 ™1 = {0, 1}~ (for some positive integer
no < n) andgk ™ = {0,1}". In addition, specify a hash function;H{0,1}* — % Pasic,

e KeyGen. This algorithm is similar to th&eyGen algorithm described in Definitian 0.2.

e Encrypt ™. On input of message M ar ™' and public key pk, this algorithm picks at
random a coin t¢ & ™' and returns a ciphertext & Encryptg}ﬂ' (M,t) € c™ that is
obtained as follows:

C= EncryptBﬁSiC(MHt, r), where r=Hy(M||t)
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e Decrypt ™I Oninput of a ciphertext @ ¢™' and a private key sk, this algorithm returns
either a message M o ™ or L (for "error’). This is performed as follows:

1. Compute NIt = Decrypt2254C) and r= Hy(M|]t)
2. If C= Encrypth2s'{(Mt,r), then output M. Otherwise, returh.

The second Fujisaki-Okamoto transformation is summaiiizé&dgure 7.

PKEM! ~ PKEPast®
i Reductionist Proof
\{ \J

IND-CCA OW-CPA

Figure 7:FO,; Transformation

Concrete examples of the application of the two Fujisakaf@kto transformations are given in
Section 0.3.5 in the context of pairing-based encryptidrestes.

0.2.5 Security Notions for Digital Signature Schemes

The standard acceptable security model for digital sigeatchemes is existential unforgeability
against chosen message attacks. In this security modejotief the adversary is to generate
a signature on a message in a way such that the signaturedswitl respect to a public key
defined by the challenger. Here, the adversary is assumeg tmdible to have access to the
corresponding private key. The adversary is allowed to sbdbe message according to which
it wants to be challenged on and it naturally does not havesaco the challenger’s private key.
Besides, the attack scenario is such that the adversaryskaheachallenger to generate a sig-
nature on any message of its choice, in an adaptive way taniaidapt its queries according to
previous challenger’s answers. We refer the reader to [86] fietailed analysis of the security
models associated to digital signature schemes.

Existential unforgeability against chosen message atecllefined in terms of an interactive
game, denoted byUF-CMA, played between a challenger and an adversary.

Definition 0.18 TheEUF-CMA gameconsists of three stageSetup, Probing andForge, which
are defined as follows:

e Setup. On input of a security parameter k, the challenger first rafgorithm Setup to
obtain the system public parameters Then, the challenger runs algorithkeyGen to
obtain a pair of keys pksk. The challenger gives to the adversary the public paranseter
7 as well as the public key pk
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e Queries. The adversary performs a polynomial number of adaptivelergueries.

e Forge. Once the adversary decides that the Queries stage is d\aIfputs a message
M¢ and a signaturesy, and wins the game iferify ,, (Mf, 0f) = T.

During theQueries stage, the adversary may perform queries to a signaturelerdenoted by
Sign-O, controlled by the challenger. While the oracle is execuigdhe challenger, its input
is specified by the adversary. The oracle is defined as follgiven a message M 7, run
algorithmsSign on input of the tupl€éM, sk;,) and return the resulting output. The adversary is
obviously not allowed to query a signature on the message M

Definition 0.19 The advantage of an adversasyin the EUF-CMA game is defined to be the
quantity Ady, = Pr[2 wing. A digital signature scheme BUF-CMA secure if no probabilistic
polynomial time adversary has a non-negligible advantagin@ EUF-CMA game.

In the following section, we describe a reductionist praafhnique, called the oracle replay
technique, which was defined by Pointcheval and Stern in][I2his technique is used later in
Chapter 3 to prove the security of our policy-based sigeatsaheme.

0.2.6 The Oracle Replay Technique

The intuition behind the oracle replay technique is as fedloby a polynomial replay of the
attack with the same random tape and a different oracle, warotwo signatures of a specific
form which open a way to solve the underlying hard problem.illlstrate this technique,
consider the Schnorr signature scheme [135] describeavbelo

Definition 0.20 TheSchnorr digital signature schemes specified by four algorithmsetup,
KeyGen, Sign and Verify, which are defined as follows:

e Setup. On input of a security parameter k, this algorithm defineydic group (G, +)
of prime order g such tha?“"1 < q < 2, specifies at random a generatorePG, and
defines a hash function H{0,1}* — Zq. The message spacefis = {0,1}*.

e KeyGen. This algorithm picks at random a private keysi. and computes the corre-
sponding public key pk —sk- P.

e Sign. Oninput of a message M, this algorithm picks at randen®;,, computes =t - P,
h=H(M||r) and s=t+sk-h mod g, and returns the tup(e, h, s) as the signature on M.

e Verify . On input of a message M and a tugdteh,s), if h=H(M||r) and r=s-P+h- pk,
then outpufT. Otherwise, output._.
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Thanks to the oracle replay technique, the Schnorr sigaatoheme described above was
proved to beEUF-CMA secure, under the assumption that the Discrete Logaritiohlémn
(DLP) is hard [126]. In theEUF-CMA game that occurs between the challenger and the ad-
versary, the former simulates the hash function used byigmature algorithm by controlling
arandom oraclél. The signature on a messades a tuple(o; =r,h=H(M||o1),02). Note
that the quantityr depends on the messageand the first element of the signature The idea

of the replay technique is that if the probability of forgésyhigh enough, then with good prob-
ability, the adversary is able to answer to many distincpotg from theH random oracle, on
the same inputM, 01). Therefore, if the challenger and the adversary play twieEtUF-CMA
game and if it is assumed that the adversary is able to breasighature scheme, then this can
lead to two distinct signaturd®1,h, 02) and(o’,l, o)) forged by the adversary on the same
messagen and such that; = o7 andh # h'. Thereafter, the discrete algorithm of the public
key can be retrieved as follows:

r g+h-y

r— Zi.ng .y } = (s—9¢)-g= (W —h).y=logg(y) = (s—¢).(W —h)"modq

Before moving to the section on bilinear pairings over éltigurves, we recall a probabilistic

tool, called the splitting lemma, which was defined in [12@AHawvhich is used later in the

security proof of our policy-based signature scheme. m#ily, this lemma shows that when a
subsefA is "large" in a product spaceé x Y, it has many "large" sections.

Lemma 0.1 (Splitting Lemma)Let AC X x Y such that Pi(x,y) € A] > ¢, for somee > 0.
Givena < g, define the set B- {(x,y) € X x Y|Prycy[(X,Y) € Al > e —a}. The following
statements hold:

1. Pr{(x,y) € BJ(x,y) e Xx Y] >a
2.V (xy) €B, Pryey[(xy) e Al >e—a
3. Pri(x,y) € B|(x,y) € A| > ¢

0.3 Bilinear Pairings

Elliptic curves have been studied by mathematicians for aveindred years [87]. In 1985, they
were introduced to cryptography independently by Kobl#@]] and Miller [120], who pro-
posed to use the associated groups in the design of pulylicrgetographic systems. Since then
a large number of publications addressed the performartseturity of elliptic curve-based
cryptographic schemes. In the late nineties, elliptic elsystems started receiving commer-
cial acceptance when accredited standards organizatatsfied curve-based cryptographic
schemes that have been included by private companies imst@irity products.
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The intuition behind pairings is the construction of a maggietween two well-defined groups.
The mapping allows the design of new cryptographic scheniese/ security is based on the
reduction of one problem in the first group to a different asdally easier problem in the second
group. Today, the known implementations of such mappingmaty the Weil and the Tate

pairings, use groups over elliptic curves, while the mogiytar pairing-based cryptographic
scheme is the identity-based encryption scheme proposBdtgh and Franklin in [38].

In the following section, we provide a brief introductionttee notions of groups and fields,
which are intensively used in the design of cryptographiestes.

0.3.1 Abstract Algebra

A group is defined as follows:

Definition 0.21 A group is a set of element& coupled with a binary operation that satisfy
the following properties:

1. Closure: forallxy € G, xoy e G
2. Associativity: the operationis associative i.e(Xoy) oz= Xo (yo2)
3. Identity: there exists¢ G, called identity element, such thatx=xol = x forall x € G.
4. Inverse: every elementxG has an inverse’>c G such that x X' = |
Remark 0.10 In this thesis, we use the following notations: the operatiags denoted by-+’
for additive groups and byx’ for multiplicative groups. The identity element of an add

group (G,+) is denoted by0g and the identity element of a multiplicative grog@, ) is
denoted byl. Finally, the scalar multiplication is denoted byand G\ {1} is denoted byz*.

Definition 0.22 The number of elements in a groGp denoted byG/, is called theorderof G.
A groupG is a finite group if|G| is finite.

Definition 0.23 A group whose elements commute (for alf & G, xoy = yox) is called an
Abelian group.

Definition 0.24 A groupG is a cyclic groupif there is an element g G such that for each
x € G there is an integer € Z such that x= g°. Such an element g is called a generatofGof

Remark 0.11 Any cyclic group is Abelian and any prime-order group is @ycl

Definition 0.25 A subgroupis a subset of a group G that satisfies the four group propertie
given in Definition 0.21.
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The main groups used in this thesis dg G andGo. The grouZq denotes the set of integers
under addition modulo the prime numlzprThe two other groups are an additive grdepand

a related multiplicative grou». Both are cyclic groups of large prime order related to &tip
curves over finite fields.

A field is defined as follows:

Definition 0.26 Afield IF is a set of elements with two binary operatieasind « that together
satisfy the following properties:

1. (F,+) is an Abelian group with the (additive) identity elementatexd byOr
2. (F\ {0},*) is an Abelian group with the (multiplicative) identity elent denoted by
3. Distributivity: for all x,y,z€ F, (X+Y) *Z=Xxz2+y*Z
Definition 0.27 The number of elements in a fiélddenoted byF|, is called theorderof F. A
fieldF is finite if || is finite. A field of order g is denoted By,

Remark 0.12 The efficient implementation of finite field arithmetic ismportant prerequisite
in elliptic curve systems because curve operations areopaed using arithmetic operations
in the underlying field.

0.3.2 Elliptic Curves

A general definition of elliptic curves is given below:

Definition 0.28 An elliptic curve over a finite fieldFq, denoted byt (Fy), is a set of points
(x,y) € Fq x Fq together with a special point O, called the point at infinifjhe set of points
satisfies the equation, calledfine Weierstrass equatigrdefined below:

VPt agxXkY+agxy =X+ a kX +askX+ag (1)

where a € Fq for i =1,2,3,4,6 andA # Og,, whereA, called the discriminant o (Fq), is
defined as follows:

A = —dZxdg—8-d3—27-d3+9-dpxds*dg
dy = a2+4-ay,dy=2-ay+ar*as
ds = ad+4-as, dg=ac+ag+4-ay+xag—ar*ag*as+ap+ a3 —aj
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In Definition'0.28, the conditiod # O, ensures that the elliptic curve is "smooth”, that is,
there are no points at which the curve has two or more digtamgtent lines.

Remark 0.13 The Weierstrass equation defined over the figJdEquation 1) can be consid-
erably simplified by applying admissible changes of vagabFor instance, in the case where
the characteristic of the fielH is neither2 nor 3, the admissible change of variables:

Xx—3-a2—12-a y—3-a3*X a"f+4-a1*a2—12-a3)
36 ’ 216 24

xy) = (

leads to the elliptic curve equation?y=x3+axx+b (a,b e [Fg), for which the discriminant
isA= —16-(4-a>+27-b?). We refer to Chapter 3 of [87] for more details about simptifie
Weierstrass equations.

The set of pointgx,y) € Fq x Fq satisfying the equation that defines the elliptic cus@y),
together with the poin® and some (additive) group operatien can be used to form a group,
denoted by(z (Fq), +), known as an elliptic curve group.

Remark 0.14 Since the Weierstrass equation 1 has at most two solutioresafth xe Fg, the
order of the groug(z (Fq),+), denoted by#z (Fq), is such thattz (Fq) € [1,2.q+ 1]. Hasse’s
theorem provides tighter bounds &t (Fq) [87]:

q+1-2,/G<#z(Fq) <q+1+2,/7

In order to illustrate how the group operation is defined 1bptc curve groups, we consider
the particular case where the elliptic curve is defined okerreal number fiel®R. Figure 8
shows the geometric addition and doubling of elliptic cupeénts, which are defined through
the following rules:

LetP € £(Fq). Then,P+0O =P andO+P = P. Thus,O serves as the additive identity
for the group(z (Fq), +).

e LetP = (x,y) € £(Fq)*. Then, the inverse d? is —P = (x,—Y). In Figure 8, the point
—P represents a reflexion &fin thex-axis.

o Let(P=(xy),Q=(X,Y)) € £(Fq)* x £(Fq)*. If x# X, thenP+Q = —R. In Figure[8,
—Ris areflection oR in thex-axis andR is the point of intersection of the line joinirig
andQ with the elliptic curve.

e LetP=(xy) € £(Fq)*. Then 2P =P+P=—R In Figure 8,—Ris areflection oRin
thex-axis andR is the point of intersection of the tangentRatvith the elliptic curve.
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-
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Figure 8: Elliptic curve operations defined over the real hanfieldR

Remark 0.15 The group(z (Fq),+) is commutative and associative i.e 4+ = Q-+ P and
(P+Q)+R=P+(Q+R), forallP,Q,Re z (Fq). Thus, the composition rules yield an Abelian
group (£ (Fq),+) with identity element O. The geometric definitions preskatsove lead to
algebraic formulae for the group law which are valid for anyatacteristic of the underlying
field, which can be found in [87].

The notatiorr - P denotes the scalar multiplicationBfe = (Fq) by the integer € Z. The value
of r - P is the following: forr = 0 it is equal toO; for r < —1 itis equal to(—r) - (—P); and for
r>1litisequaltoP+---+P.

———

r times

Scalar multiplication on elliptic curves is believed to bardhto invert. In other words, given
P € £ (Fq) andr - P for somer € Zg, it is hard to findr. This referred to as the Elliptic Curve
Discrete Logarithm Problem, denoted BgDLP.

0.3.3 Bilinear Pairings over Elliptic Curves

Let P denote a generator of groUp;, whereG, is an additive group of some large prime
orderg. Let Gt be a related multiplicative group witls1| = |G-

Remark 0.16 Typically, the grougG1,+) is a subgroup of the group of points on an elliptic
curve over a finite fieldq, while Gt is a subgroup of the multiplicative group of a finite field
Fq, where r is known as the embedding degree.
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Definition 0.29 A bilinear pairing is a map e G1 x G1 — G, with the following properties:

e bilinear: for Q,Q' € Gy and forab e Z;, e(a- Q,b- Q) = e(Q, Q)2
e non-degeneratee(P,P) # 1 and therefore it is a generator ¢t

e computable there exists an efficient algorithm to comput®eQ’) for all Q, Q' € G,

Remark 0.17 A bilinear pairing, as presented in Definition 029 is synmiget Indeed, the
prime-order groug, is cyclic i.e. there is an elementdPG1 such that for any element ©G1,
there exists & Z; such that Q= s-P. Hence, given ) € Gy, there exists 8 € Z; such that
Q=s-Pand @ =¢-P. Thus, we have

§QQ)=e(s:P.-P)=e(PP)* =& -Ps:P) =&Q.Q)

Remark 0.18 Typically, a bilinear pairing is derived by modifying eitttbe Tate pairing [77]
or the Weil pairing [117, 83] on an elliptic curve over a fiéRg. The computational complexity
of the Tate pairing is less than that of the Weil pairing. Theil\&nd Tate pairings need to be
modified because the pairings may always retlin (as the self pairing of any point with itself
in an unmodified Weil pairing always returdg, ). In [141], Verheul introduced a tool, called
distortion maps, for modifying these pairings. Distortimaps are applicable to a special class
of curves called supersingular curves. A distortion m@pis an efficiently computable group
endomorphism from (Fq) to = (Fq ). Applying® to one of the inputs to a pairing ensures
that the two inputs are linearly independent, therefores obtains a non-trivial pairing result.
An alternative modification to eliminate trivial pairingsalts uses trace maps [39] (these are
group isomorphisms from (Fq ) to £ (IFg)); this technique works on all curves.

Remark 0.19 In the general case, a bilinear pairing is of the form@&1 x G, — Gt, where
G1, G2 and Gt are groups of prime order g. In this thesis, we consider theipalar case
whereG1 = G2. However, our schemes can be adapted to situations in wikich Go.

Remark 0.20 Bilinear pairings over elliptic curves involve fairly cogx mathematics, which
are detailed in [35]. Fortunately, they can be dealt with &hstly, using only the group struc-
ture and mapping properties. As for many interesting sclsamte literature, our policy-based
cryptographic schemes are built purely based on abstrdtdar pairings.

0.3.4 Bilinear Diffie-Hellman Problems

Bilinear Diffie-Hellman generators, which were first intcaedd in [38], are defined as follows:

Definition 0.30 A bilinear Diffie-Hellman generatoris a polynomial-time randomized algo-
rithm, denoted byg (k), that takes a security parameterk1 as input, and returns a tuple
(q,G1,GT,e) where the map eGy x G1 — Gt is a bilinear pairing,(G1,+) and (G, x) are
two groups of the same order q.
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The security of our policy-based encryption schemes isdhagethe Bilinear Diffie-Hellman
Problem, denoted bgDHP, which is defined as follows:

Definition 0.31 Given(q,G1,Gr,e€), a tuple returned by algorithmg (k), and P, a generator
of groupG1, theBDHP problemis defined as follows: given a tupl€ a-P,b- P,c- P) for ran-
domly chosen @, c € Z, compute the valug B, P)2°¢c Gt. An algorithma has an advantage

£ in solvingBDHP if Pr[a (P,a-P,b-P,c-P) = e(P,P)2*9 > ¢.

Remark 0.21 In Definition[0.31, the probability is measured over the randchoices of the
integers ab, ¢ € Zg, P € G] and the random bits of the algorithm.

Given the definition oBDHP, theBDH-assumption is defined as follows:

Definition 0.32 TheBDH-assumptionstates that there exists no probabilistic polynomial time
algorithm that has non-negligible advantage in solving BeHP for any tuple(q, G1,Gt,€)
generated byg (k).

Remark 0.22 The validity of theBDH-assumption can be ensured by choosing groups on su-
persingular elliptic curves or hyperelliptic curves ovenife fields and deriving the bilinear
pairings from Weil or Tate pairings [96]. As we merely apghgse mathematical primitives in
this thesis, we refer to [148] for further details.

Definition 0.33 We define algorithrBDH-Setup as follows: on input of a security parameter k,
generate a tupldqg, G1,G2,e P) where the tuplgq,G1,Go,e) is generated by a algorithm
16 (k) and the element P is a random generatoffaf The generated parameters are such that
theBDH-assumption is valid.

The security of our policy-based signature scheme reliethemardness of two mathematical
problems: on one hand, the Computational Diffie-Hellmarbknm, denoted by DHP, and,
one the other hand, th&+ 1)-Exponent Problem, denoted K¢+ 1)-EP. The two problems
are defined below.

Definition 0.34 Let G be a finite cyclic group and let P be a generator of the gréupThe
CDHP problemis defined as follows: given atup|B,a-P,b-P) for randomly chosené € ZT‘G‘,
compute abP.

Remark 0.23 The hardness d8DHP implies the hardness @DHP. Indeed, assume one mo-
ment thatCDHP is an easy problem. Given a tup{®a-P,b-P,c-P) for randomly chosen
a,b,c € Zg, it is easy to compute the value aB and consequently the valug¢ReP)ab¢ —
e(ab-P.c-P).

Definition 0.35 Let G be a finite cyclic group and let P be a generator of the gréupThe
(k +1)-EP problemis defined as follows: given the k-tuglea-P, a®-P,...,ak- P) for some
a€ 7, compute &1 P.

Remark 0.24 The (k+ 1)-EP problem is known to be no harder than t®HP problem.
See [151] for further details.
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0.3.5 Pairing-Based Cryptographic Schemes

In 2001, Boneh and Franklin used bilinear pairings ovep#tlicurves to design an identity-
based encryption scheme [38]. Apart from the fact that theyaged to construct the first
practical and provably secure identity-based encryptahese, they introduced to the wider
research community a new tool, namely bilinear pairingat #flows to construct a wide range
of cryptographic schemes with performance and propeti@sdannot be achieved using stan-
dard mathematical primitives. Before the publication ohBb and Franklin, some other pub-
lications on the usage of pairings in cryptography can bexdoin the literature. In fact, in
2000, Sakai et al [128] and Joux [95] independently propdseccryptographic protocols us-
ing pairings over elliptic curves. On one hand, the protgeoposed by Joux is similar to the
Diffie Hellman protocol [63], except the fact that, insteddwo interacting entities, it allows
three entities to create and exchange a secret key. On teelwhd, Sakai et al. presented
a non-interactive identifier-based key agreement protoeotheir scheme, a hash function is
used to map identifiers to elements of a gréiip This mapping function and the way in which
Sakai et al. use pairings can be found in many subsequeritatibhs.

The three policy-based cryptographic schemes presenttsiithesis are based on bilinear
pairings. As an appetizer, we describe in the following aptewf simple pairing-based en-
cryption schemes. Furthermore, we apply the Fujisaki-Qkantransformations defined in
Section 0.2.4 to these schemes. The described encryptiemss will be mainly referenced in
the reductionist proofs of security described in Chaptend @hapter 2.

We start by describing a pairing-basedE scheme, denoted byasicPub, which was first
defined by Boneh and Franklin in [38].

Definition 0.36 TheBasicPub scheme consists of four algorithmSetup, KeyGen, Encrypt
andDecrypt, which are defined as follows:

e Setup. On input of the security parameter k, do the following:

1. Run algorithnBDH-Setup (Definition' 0.33) to obtain a tupléy, G1, Gt,€e,P)
2. Letar ={0,1}"andc = G1 x ({0,1}")* (for some ne N*)

3. Define a hash function: H {0,1}* — {0,1}"

4. Letr = (9,G1,Gt,€,P,n,Hy)

e KeyGen. Pick at random a point @ G1. Then, pick at random a private key skZ; and
let the tuple( pk = sk- P, Q) be the corresponding public key.

e Encrypt . On input of a message M and public key pk, Q), do the following: pick at
random re Zg and U=r - P. Then, computa = e(pk Q) and W= M @ Hx(1t). Finally,
return C= (U,W).
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e Decrypt . Oninput of ciphertext & (U,W) and private key sk, do the following: compute
1= e(U, sk), then return M= W & Ha(71).

In [38], theBasicPub scheme is proved to BRD-CPA secure in the random oracle model under
the BDH-assumption (Definition 0.32). TheO, transformation (presented in Section 0.2.4)
applied to this scheme leads to tBa&sicPub™ scheme defined below.

Definition 0.37 TheBasicPub ™' scheme consists of four algorithm&eatup, KeyGen, Encrypt
andDecrypt, which are defined as follows:

Setup . On input of the security parameter k, do the following:

1. Run algorithnBDH-Setup (Definition' 0.33) to obtain a tupléy, G1, Gt,€e,P)
2. Letar ={0,1}"andc = Gy x ({0,1}")* x {0,1}" (for some ne N*)

3. Define three hash functions; H{0,1}* — Z§, Hz : {0, 1} — {0,1}",
and H: {0,1}" — {0,1}"

4. Letr = <q7G17GT7e7P7n7H17 H27H3)

e KeyGen. Pick at random a point @ G1. Then, pick at random a private key sk and
let the tuple( pk = sk- P,Q) be the corresponding public key.

e Encrypt . On input of a message M and public key pk, Q), do the following: pick at
randomte {0,1}", then compute + Hi(M||t) € ZgandU=r-P. Computet=e(pk, Q),
then compute ¥ t & Ha(1) and W= M @ Hs(t). Return C= (U,v,W).

e Decrypt . On input of ciphertext G (U,v,W) and private key sk, do the following: com-
puteft= e(U, sk), then compute + v@ Ha(71) and M=W @ Hz(t). If U = Hi(M|]t) - P,
then return M. Otherwise, returi.

The BasicPub scheme iSND-CPA secure and therefoi@w-CPA secure in the random oracle
model under th@DH-assumption. TheO,, transformation (presented in Section 0.2.4) applied
to this scheme leads to tBasicPub™ scheme defined below.

Definition 0.38 TheBasicPub ™! scheme consists of four algorithn&stup, KeyGen, Encrypt
andDecrypt, which are defined as follows:

e Setup. On input of the security parameter k, do the following:
1. Run algorithnBDH-Setup (Definition 0.33) to obtain a tupl&q, G1, G, e, P)
2. Letar ={0,1}" andc = G1 x ({0,1}")* (for some nng € N* such that g < n)
3. Define two hash functions:;H{0,1}* — Zg and K : {0,1}* — {0,1}"
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4. Lete = (q,G1,Gr,eP,n,Hy, Ho)

e KeyGen. Pick at random a point @ G3. Then, pick at random a private key sk, and
let the tuple( pk = sk- P, Q) be the corresponding public key.

e Encrypt . On input of a message M & and public key pk, Q), do the following: pick
at random te {0,1}™, then compute = Hi(M||t) € Zj and U =r - P. Next, compute
= ¢e(pk Q), then compute W= (M||t) & Hy(TT7). Return C= (U, W).

e Decrypt. On input of ciphertext C= (U,W) and private key sk, do the following: com-
puteft= e(U, sk), then compute Mt =W @ Hx(77). If U = H1(M|[t) - P, then return M.
Otherwise, returnL.

Now, we describe a pairing-basedE scheme, denoted tBIG-BasicPub (first defined in [3])
as an application of the original EIGanRKE scheme [82] to groups on elliptic curves.

Definition 0.39 TheEIG-BasicPub scheme consists of four algorithn&etup, KeyGen, Encrypt
andDecrypt, which are defined as follows:

Setup . On input of the security parameter k, do the following:

1. Run algorithnBDH-Setup (Definition' 0.33) to obtain a tupléy, G1, G, e,P)
2. Letar ={0,1}"andc = G1 x {0,1}" x {0,1}" (for some ne N*)

3. Define a hash function: H G; — {0,1}"

4. Letr = (9,G1,Gt,€,P,n,Hy)

e KeyGen. Pick at random a private key skZg and let pk= sk- P be the corresponding
public key.

e Encrypt. On input of a message M & and public key pk, do the following: pick at
random re Zg, then compute U=r - P and W= M @ Hz(r - pk). Return C= (U, W).

e Decrypt. On input of ciphertext G (U,W) and private key sk, then return the message
M =W & Hy(sk-U).

The EIG-BasicPub scheme is proved to b&ID-CPA secure in the random oracle model under
the assumption th&@DHP is hard. The=O, transformation applied to this scheme leads to the
EIG-BasicPub™ scheme defined below.

Definition 0.40 The EIG-BasicPub ™' scheme consists of four algorithmsetup, KeyGen,
Encrypt andDecrypt, which are defined as follows:

e Setup. On input of the security parameter k, do the following:
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1. Run algorithnBDH-Setup (Definition 0.33) to obtain a tupléy, G1,Gt,€e,P)
2. Letar ={0,1}"andc = G1 x {0,1}" (for some ne N*)

3. Define three hash functions; H{0,1}* — Z3, Hz : G — {0, 1}",
and Hs: {0,1}" — {0,1}"

4, Letr = (q,Gl,GT,e,P,n,Hl, H2,H3)

e KeyGen. Pick at random a private key skZg and let pk= sk- P be the corresponding
public key.

e Encrypt. On input of a message M » and public key pk, do the following: pick
at random te Zg, then compute &= Hy(M|[t) € Zg, U =1 -P, v=1t® Hp(r - pk) and
W =M @ Hgz(t). Return C= (U,v,W).

e Decrypt. On input of ciphertext C= (U,v,W) and private key sk, do the following:
compute t= v® Hy(sk-U), then compute M= W & Hz(t). If U = Hy(M||t) - P, then
return M. Otherwise, return_.

Remark 0.25 Note that the Fujisaki-Okamoto transformations preseimetiis section corre-
spond to the particular case where tB&™scheme is the one-time pad denotedthy

0.4 Conclusion

In this chapter, we presented the background notions anmbtfa¢éional conventions that will be
used in the sequel of this manuscript. In particular, weflyrgresented the foundations of the
concept of provable security, including the reductionrsigh strategy, the random oracle model
as well as the formal security models from which will be dedwthe security models related
to our policy-based encryption and signature primitivesorébver, we gave an overview of
bilinear pairings over elliptic curves, which are used ia poposed policy-based cryptographic
schemes. Now, the reader can move on either to Chapter l1dl@maipter 2, which both tackle
policy-based encryption, or to Chapter 3, which indepetidéackles policy-based signature.
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CHAPTER 1

Policy-Based Encryption

1.1 Introduction

Cryptography is considered as the art and science of enanypat least in its beginnings.
It is therefore natural to start our formalization of the cept of policy-based cryptography by
addressing the policy-based encryption primitive. As feyrametric encryption schemes, a
policy-based encryption scheme allows an entity to encayptessage using a ‘public’ infor-
mation in such a way that only a legitimate entity can decrypsing the associated ‘private’
information. While in identity-based encryption schentes legitimacy of an entity that is al-
lowed to decrypt an encrypted message is based on its iglétittbased on its compliance with
a credential-based policy in policy-based encryption se®e The shift from the identity-based
approach to our policy-based approach is discussed below.

The concept of identity-based cryptography was first foated by Shamir in 1984 [137].
Its primary goal was to eliminate the need for directoried aertificates used in public-key
infrastructures. This is achieved by using the identityhef tecipient a message is intended for
as its public key. Informally, an identity-based encryptgcheme allows to encrypt a message
with respect to an identity in a way such that only an entitysdidentity is the one accord-
ing to which the message was encrypted can decrypt the meeddagdentity-based encryption
scheme proposed between 1984 and 2000 was fully satisfacti@rms of both security and ef-
ficiency. In 2001, Boneh and Franklin managed to developareemnd practical identity-based
encryption scheme [38] using bilinear pairings over eltigirves [96].
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The identity-based encryption primitive is depicted inufig1.1.

Encryption

Identity

Plaintext Ciphertext Original Plaintext

Decryption

Private Key

Figure 1.1: Identity-Based Encryption

The identity of an entity is rarely relevant for deciding wier it should be authorized to have
access to a sensitive message. This is especially true icotitext of large-scale open envi-
ronments like the Internet, as in such environments, intenas often occur between entities
from different security domains without pre-existing knedge of each other. An increasingly
popular approach consists in expressing authorizatiammegents through policies fulfilled by
digital credentials. A policy consists of conjunctionsgfical AND operation) and disjunctions
(logical OR operation) of conditions, where each condition is fulfillada specific credential.
A credential is the signature of a specific trusted entitifedacredential issuer, on a certain
assertion about an entity, called credential owner. Therisa consists of a set of statements,
where each statement can be an attribute, a property, aorenatiion,etc Together with the set
of statements, the assertion may optionally contain aafdhtiinformation such as the identity
of the entity or the validity period of the assertion.

Because the identity of the recipient of an encrypted messagot relevant to decide whether
it should be authorized to have access to the message tydbased encryption need to be used
subsequently to a mechanism that proves the compliance oétipient with the authorization
policy defined by the owner of the message. The standard agipris that the owner of the
message first receives a set of credentials from the enatynsssage is intended for. Then, it
has to verify the validity of each of the received credestiaind finally has to check that the
received set of credentials is effectively a qualified satretlentials for the policy. According
to this approach, two separate mechanisms are requiredpienment the authorization and
confidentiality security services. The notion of ‘identitywhich is central to the identity-based
encryption primitive, just represents the logical linkweén the two mechanisms.

The policy-based encryption primitive achieves confiddityi and authorization in a logically
single step. Indeed, a policy-based encryption schemwslém entity to encrypt a message
with respect to a policy in such a way that only an entity tisatampliant with the policy is
able to decrypt the message. In contrast with the convealtagyproach where an entity needs
to disclose its credentials in order to prove its compliangtl an authorization policy, the
credentials in policy-based encryption are private as Hreyused as inputs to the decryption
algorithm. Intuitively the notion of ‘policy’ is for policybased encryption what the notion of
‘identity’ is for identity-based encryption.

An illustration of the policy-based encryption primitiveshown in Figure 3.1.
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Figure 1.2: Policy-Based Encryption

The policy-based encryption primitive has to fulfill thelm/ing requirements:

e policy-based confidentiality in contrast with identity-based encryption whereby the
confidentiality is based on the identity of the entity the sagge is intended for, the con-
fidentiality of a message encrypted using a policy-basedyption algorithm should be
based on its compliance with the policy according to whiaoh itiessage is encrypted.
This property translates the fact that policy-based enmg@chieves both confidential-
ity and authorization in a logical single step as mentionefdie. For the sake of normal-
ization, the considered policies should be formalized anotane Boolean expressions
written in standard normal forms.

e multiple credential issuers a policy according to which a message is encrypted has to
support credentials issued by multiple independent ctedessuers, where each issuer
corresponds to a specific, autonomous and limited admatiérdomain and responsibil-
ity area. This is because a centralized credential issugrotde responsible and cannot
even be trusted to check and certify the validity of all theety of assertions for all the
possible communicating entities. Besides, an entity cquire, for example, thatin order
for an assertion to be considered as valid it has to be cheak@dertified by two inde-
pendent credential issuers. Furthermore, two entitiestreest two different credential
issuers for checking and certifying the validity of the saamsertion.

e independence from credential generationthe encryption algorithm and the credential
system should be defined in such a way that the encryption cdssage is independent
from the issuance of credentials. In other words, it shoelghtssible to encrypt a mes-
sage with respect to a policy before the issuance of a qubk#e¢ of credentials for the
policy. Indeed, some credentials can be issued only whee sation has been performed
or some event has already occurred and this should not #ffetime at which a message
can be encrypted.

e public representation of policies the public information used by the encryption algo-
rithm should be easily derived from the cleartext represtéon of the policy according to
which a message is encrypted. This property is equivalethietone fulfilled by identity-
based encryption schemes where the public information tsehcrypt a message is
easily derived from the plaintext identity of the recipiém¢ message is intended for.

e performance: a concrete implementation of the policy-based encryppiomitive can
be achieved using a basic identity-based encryption schéims is performed accord-
ing to a naive approach that consists in using multiple gutays for disjunctions and
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onion-like encryptions for conjunctions, while replacingthe identity-based encryption
algorithm, the identity by an assertion and the public keyhef private key generation
authority by the public key of the credential issuer thapisdfied by the policy to check
and certify the validity of the assertion. The performantéhcs approach is obviously
not satisfactory from the perspective of both computatieficiency and bandwidth con-
sumption (ciphertext size), especially when the policyoadmg to which the encryption
is performed becomes complex. A concrete implementatiggobty-based encryption
must therefore improve the performance of this naive ambroa

e provable security. a policy-based encryption scheme has to be provably semder
a well-defined and strong security model that takes into idenation the specific fea-
tures of policy-based encryption. Here, we consider inaystishability against chosen
ciphertext attacks in the random oracle model.

In this chapter, we formalize the concept of policy-basechgstion, we propose a provably
security policy-based encryption scheme and prove itsulisegs through the description of
three application scenarios. The rest of the chapter isnargd as follows: in Section 1.2 we
discuss a number of cryptographic schemes related to owoypmhsed encryption primitive.
In Section 1.8, we present our policy model and the relatedit®logy. Then, we formally
define policy-based encryption and present our formal mofdegmantic security against cho-
sen ciphertext attacks for policy-based encryption sclsene Section 1.4, we first describe
our policy-based encryption scheme from bilinear pairingeen, we discuss its consistency
and efficiency before analyzing its security in the randoatte model under theDH assump-
tion. In Section 1.5, we present a framework for controlbregess to released XML documents
using the policy-based encryption primitive. This apgiica illustrates how the policy-based
encryption primitive can be elegantly used as a policy exgarent mechanism in the context
of tree-structured documents. In Section 1.6.3, we showdwvprimitive can be used in com-
bination with exisiting tools to implement the sticky proyapolicy paradigm. Finally, in Sec-
tion[1.7, we show how the policy-based encryption primitie@ be used for privacy-enhanced
establishment of ad-hoc communities. More precisely, wasmn the privacy principle of data
minimization which cannot be fulfilled using a standard eoéonent mechanism of credential-
based policies.

1.2 Related Work

The concept of policy-based encryption allows to encryptessage with respect to a policy
formalized as monotone Boolean expression written in adstahnormal form. The policy
represents an access structure defining the conditions whileh access to the message is per-
mitted. Many advanced cryptographic primitives dealinghvdifferent forms of access struc-
tures can be found in the literature. In this section, wewdisdhe relevant ones and compare
them with our policy-based encryption primitive. Besides pairing-based implementation
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of policy-based encryption owes much to recent publicatiom pairing-based cryptography in
general, and in particular on identity-based encryptiooré/tetails are given below.

Pairing-Based Short Signatures

In [39], Boneh et al. introduce a short signature scheme fiodimear pairings over elliptic
curves. Their scheme achieves signatures that are muctestian all the current variants of
RSA and DSA signatures [94, 147], while achieving an egeivesecurity level. For instance,
for a 1024-bit security level, their signature scheme poedul 71-bit signatures, while standard
DSA signatures are 320 bits long [147] and standard RSA sigesiare 1024 bits long. Their
short signature scheme is extensively used by the diffgr@ning-based schemes presented in
this thesis for the purpose of generating digital credéntia

Identity-Based Encryption using Bilinear Pairings

In [38], Boneh and Franklin propose an identity-based gotaoy scheme, denoted hBE,

using bilinear pairings over elliptic curves. They define tiotion of semantic security against
chosen ciphertext attacks flBE schemes, and prove the security of their scheme in the random
oracle model under theDH assumption (Definition 0.32). As mentioned in their pages,key
structure of their scheme allows to associate public keg#ritogs which may represent not only
the recipient’s identity but also any set of statements ibon in which case the private key of

the recipient plays the role of a credential, whereas theaf@ikey generator (PKG) plays the
role of a credential issuer. TheBE scheme can be therefore seen as a policy-based encryption
scheme for which the policies are restricted to one condititfilled by a credential delivered

by a single credential issuer.

As for the majority of existing pairing-based cryptograpbcthemes, our work on policy-based
encryption owes much to the work of Boneh and Franklin. hagdeir formal definitions for
policy-based encryption schemes and the related secuoitiels are inspired by the ones given
in [38] for IBE schemes. Furthermore, the method we use to prove the secfiotr scheme
is similar but not exactly the same as the one used in [38].

Multi-Recipient and Broadcast Encryption

The concept of multi-recipient (receiver) encryption, oad byMRE, was independently for-
malized by Bellare et al. in [26], and Baudron et al. in [24{fdrmally, anMRE scheme allows
a user to encrypt a sequence of messages using a sequend#iokpys in such a way that
each message can be decrypted only by a receiver havingsaocd® corresponding private
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key. In [26, 24], the authors show that the security of pukég encryption in the ’single-
receiver’ setting implies the security in the 'multi-reigpt’ setting. In other words, one can
construct a semantically secuRE scheme by simply encrypting a message under multiple
public keys of a semantically secUP&E scheme.

For the sake of performance, Kurosawa proposed in [104}mtque, calledandomness re-use
that is used to construct amRE scheme derived from the EI-GanRKE scheme [82]. Later,
the randomness re-use technigue was refined by Bellare @b §27] where they provide a
general test that can be applied to a stan@atl scheme to determine whether the associated
MRE scheme built using the randomness re-use technique isestilre. The randomness re-use
technique will be later used in our concrete implementatiopolicy-based encryption to deal
with disjunctions of conditions.

The concept of broadcast encryption, denotedky was first formalized by Fiat and Naor
in [68]. It is similar but not exactly the same as the concédphuolti-recipient encryption. Both
MRE andBE schemes share the fact that they deal with access struthatesonsist of dis-
junctions of conditions where each condition is fulfilled dgpecific key exclusively held by
an end user. In [27], the authors explain the differencesdrt the two concepts as follows:
1) the key generation process irB& scheme may be executed by the sender and yields a se-
guence of possibly related encryption keys (one per retipighile key generation in ®IRE
scheme is similar to standalPtkE scheme, meaning that each recipient produces (and rexister
its own pair of keys for its own use; 2) the encryption prodesa BE scheme takes as input
a sequence of encryption keys and a single message and psoalsingle ciphertext, called a
broadcast ciphertext, while the encryption processMR& scheme takes as input a sequence
of encryption keys and a sequence of messages, and producesesponding sequence of
ciphertexts, one for each recipient.

In [10], Baek et al. propose an efficient and provably secun#isrecipient identity-based en-
cryption scheme, denoted IR-IBE. They discuss how their scheme can lead to an efficient
public-key broadcast encryption scheme based on the 'sabser’ framework. The key struc-
ture of their scheme is similar to the one used iniB& scheme of Boneh and Franklin [38].
The private keys can play the role of credentials and théese can be seen as a policy-based
encryption scheme whereby the policies are restricteddjomiitions of conditions fulfilled by
credentials issued by multiple credential issuers.

Access Control using Pairing-Based Cryptography

In [52], Chen et al. present various applications of the dsmutiple trusted authorities and
multiple identities in the type of identity-based cryptaghy. They show how to perform en-
cryption according to disjunctions and conjunctions ofdertials. However, their solution
remains restricted to a limited number of disjunctions.1189], Smart further pursues the ideas
discussed in [52] and presents an elegant and efficient mesthdo perform access control
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based on encryption with respect to monotone Boolean esipreswritten in standard normal
forms. However, the solution is limited to credentials gated by a centralized credential
issuer. Furthermore, the proposed scheme lacks formaligearguments.

Hidden Credentials and Oblivious Signature-based Envelogs

In [92], Holt et al. introduce the concept bidden credentialas a solution to perform privacy-
enabled trust negotiation. Their solution uses the Boramin IBE scheme [38] and relies
on onion-like encryption and multiple encryption operasdo deal, respectively, with con-
junctions and disjunctions of credentials. Such approaamains inefficient in terms of both
computational costs and bandwidth consumption (ciphesiee), especially when authoriza-
tion structures become very complex. In [42], Bradshaw epabpose a solution to improve
decryption efficiency as well as policy concealment whené@m@nting hidden credentials with
sensitive policies. They prove the security of their sativhile relying on the security models
defined forIBE schemes, as opposed to our approach that considers dedicditey-oriented

security models. Further details about the concept of tregbtiation are given in Section 2.5.

In [110], Li et al. propose the concept of oblivious signatbased envelopes, denoted by
OSBE, for efficiently solving the cyclic policy interdependengsoblem. They describe a one-
round OSBE protocol based on the Boneh-FrankIBE scheme [38]. Later work specified
generalizedOSBE, denoted byGOSBE, which allows dealing with general monotone access
structures [108, 111]. We refer to [91] for a detailed anialpé$ the subtle differences between
OSBE, hidden credentials and related encryption schemes. Tferalit schemes presented
in [92,/42, 111], consider policies formalized as monotownelBan expressions represented as
general conjunctions and disjunctions of atomic terms. Jike of the resulting ciphertexts
linearly depends on the number of these terms, whereas thehforms considered by policy-
based encryption schemes, as will be shown later in thistehagubstantially reduce the size
of the produced ciphertexts in addition to improving the pomational performance of the
proposed schemes.

Threshold and Generalized Threshold Decryption

The concept of threshold cryptography was first addressgbiri36]. The primary motivation
behind this concept %o share the power of a cryptosystenypically in applications where
a group of mutually 'suspicious’ entities with potentialgpnflicting’ interests must cooperate
to achieve a common goal [62]. The latter can be, for instatheedecryption of an encrypted
message or the generation of a valid signature on a certasage. The fundamental problem
of threshold cryptography turns often to secret sharing.eéret sharing scheme [136, 139]
allows an entity to distribute a piece of secret informatomong several entities in a way such
that the following two conditions are fulfilled: 1) no group @arrupt entities (smaller than a
certain threshold) can figure out what the secret is, evdrelf tooperate, 2) when it becomes
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necessary that the secret information be reconstructeatga eEnough number of entities (a
number larger than the fixed threshold) can always do it.

Intuitively, a (k, n)-threshold decryption scheme allows to encrypt a messageway such
that the decryption requires the collaboration of at léastit-of-n users included in a pre-
defined set of useret = {uy,...,un}. The basic setting is as follows: a key generation au-
thority generates a pair of standard public/private keybe Public key will be used to en-
crypt the messages, while the private key is distributedregrtbe different users according
to a (k,n)-secret sharing scheme i.e. each ugee ¢ is given a piece of the original private
key (that is required to decrypt the messages) in a way suattthk original private key can
be retrieved if and only if at least users included iruz pool their private key shares. The
most popular technique used to construct the secret intiwman a (k, n)-secret sharing is
‘Lagrange polynomial interpolation’ [136].

While a policy-based encryption primitive allows to endrgomessage according to an access
structure defined through a credential-based policy famedlas a monotone Boolean expres-
sion written in a standard normal form, a threshold decoypcheme allows to encrypt a
message according to an access structure defined thro(igin)asecret sharing scheme. A
(k,n)-threshold access structure can be easily expressed as @anerBoolean expression
written in a standard normal form as well. For example, abersa set of users = {uy, Uz, uz}

and a message encrypted usin@a3)-threshold decryption scheme. The message can be de-
crypted if and only if 2-out-of-3 users collaborate. Thiggiivalent to saying that the message
can be decrypted if and only if either uséts, up), or usergus, ug) or usergu, uz) cooperate,
which corresponds to a monotone Boolean expression wiittdre disjunctive normal form.

A number of identity-based threshold decryption schemerptkéd byiD-ThD, have recently
been proposed in the literature [65, 112, 11]. By analogi tie multi-recipient identity-based
encryption primitive discussed above, one might think #raD-ThD scheme can be seen as a
policy-based encryption scheme whereby policies areicestrto the monotone Boolean ex-
pressions that are equivalent to threshold access stesctlihis is not true because the intuition
behindID-ThD schemes is to define the group of usershrough an identity from which will
be derived the public key used to encrypt the messages, Wigleorresponding private key
(which might be compared to a credential) is splitted adogrdo an adequate secret sharing
scheme and distributed among the users included.ikctually, what is needed is a threshold
decryption scheme for which the encryption is performedwéspect to the identities of the
members ofu so that these identities can be replaced by the assertiensisf by a policy.

In [50], Chai et al. propose an identity-based broadcasstiold decryption scheme that can
be seen as a policy-based encryption scheme for which eslaie restricted to monotone
Boolean expressions that are equivalent to threshold sastegtures. In fact, in their scheme,
in contrast with the basitb-ThD schemes, each user included<nis assigned an identifier
and is given the corresponding private key (issued by thegemeration authority). A mes-
sage is encrypted with respect to the identifiers of the uselgded inu, and its decryption
requires at leagt of the users’ identifier-based private keys. A policy-basedryption primi-
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tive offers an advantage over the identity-based broadbeesthold decryption scheme in that
it addresses general access structures including thosehioh there exists no corresponding
(k,n)-threshold representation. Such structures exist acogtdiTheorem 1 of [32]. Although
any threshold structure may be written as a normal-form &aolexpression, we believe that
dedicated identity-based broadcast threshold schemds magdle such structures more effi-
ciently and elegantly than any policy-based encryptioressh In fact, as a general rule, a
dedicated solution is almost always more efficient than &geone.

The concept of generalized threshold cryptosystems wesdimted in [105]. It is basically an
extension of the original concept of threshold cryptogsegahthe case of general access struc-
tures. Our concrete implementation of policy-based ertmgscheme uses a technique similar
to but not exactly the same than the secret sharing metheeémed in [32]. In fact, the latter
is used for the implementation of the hidden credentialtesyproposed in [42], which is less
efficient than our scheme both in terms of computational aodtciphertext size. In [76], it has
been observed that using the previous general secret ghagthod it is possible to construct
an RSA-based generalized threshold decryption schementnast with the RSA-oriented ap-
proach, our policy-based encryption primitive suppors miotion of cryptographic workflow
which allows to encrypt a message with respect to a specifiesacstructure before the de-
cryption keys (the credentials) are generated and givemetatthorized users. In other words,
the encryption algorithm does not depend on the generafiarset of credentials required to
successfully perform the decryption.

Summary of Related Work

Encrypting a message with respect to an access structunaliaged as monotone Boolean ex-
pression clearly is not a new concept in cryptography. Intresh with the majority of the
discussed schemes, the concept of policy-based encryigtgeneric and its applications are
not limited to specific contexts. The functionality of pglibased encryption can be partially
achieved using some of the discussed schemes: an ideaigdlencryption scheme [38] can
be used to address the case where policies are limited teesingditions, an identity-based
multi-recipient scheme [10] can be used to address the chseewpolicies are limited to con-
junctions of conditions, and an identity-based broaddasishold decryption scheme [50] can
be used to address the case where policies are limited todhetone Boolean expressions that
are equivalent to threshold structures. A fully functiopalicy-based encryption scheme can
be realized using the encryption scheme presented in [48\veMer, the proposed scheme is
less efficient than the one proposed in this chapter and isuptorted by adequate security
arguments.
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1.3 Formal Definitions

1.3.1 Policy Model

We consider a set of credential issuers- {l1,...,In}, where the public key of a credential
issuerly, for k € {1,...,N}, is denoted byR¢ while the corresponding master key is denoted
by sc. We assume that a trustworthy value of the public key of eddheocredential issuers
is known by the end users. Any credential issiyer 1 may be asked by an end user to issue
a credential corresponding to a set of statements. The segfieredential is basically the
digital signature of the credential issuer on an asserteoted byA. The assertion contains,
in addition to the set of statements, an optional identiffethe end user as well as a set of
additional information such as the validity period of thedential.

Upon receiving a request for generating a credential orria@sé\, a credential issudg first
checks the validity of the assertigh If the assertion is valid, theh executes a credential
generation algorithm and returns a credential denoted(By,A). Otherwise,l returns an
error message. Upon receiving the crederg{&y,A), the end user may check its integrity
using the public key of issudk. As the credentials will play the role of decryption keys in
policy-based encryption, we assume that they are traresititt the requesters through secure
channels.

Remark 1.1 In the following, we give some remarks about the content haddpresentation
of the considered assertions:

e As said before, an assertion contains basically a set oéstants, an optional identifier
of the requester, and a set of additional information sucthiresvalidity period of the
credential. There are different types of statements sucu#gentication statements, at-
tribute statements and authorization statements as deiingé@]. In some applications,
an identifier (such as a name, an e-mail address or a publg-keed to be included in
the assertion in order to bind the issued credential to a uaigser. In other applications,
the same credential need to be shared by multiple users,ichwhse the legitimate users
have to be trusted or forced for not releasing the credentiallegitimate users. ...

e There are many alternatives for encoding the consideredréiess such as text-based
encoding, ASN.1, the XML-based SAML language, In this thesis, we are not con-
cerned with the encoding of assertions. We only assumehteed ts some kind of ontol-
ogy that makes the different players understand the coatehthe representation of the
considered assertions and the corresponding issued ctiadienA policy-based encryp-
tion scheme must not depend on any encoding of assertions, assertions will simply
be encoded as binary strings.

e The process of checking the validity of an assertion andngstine corresponding cre-
dential for new users is out of the scope of this thesis. Hemeewill only assume that
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the different credential issuers are 'trusted’ for not isgyicredentials corresponding to
invalid assertions.

We consider credential-based policies formalized as nwmoBoolean expressions involving
conjunctionsAND / A) and disjunctions@R / V) of credential-based conditions. A credential-
based condition is defined through a p@ir, A) specifying an assertioA € {0,1}* and a cre-
dential issuelty € 1 that is trusted to check and certify the validity Af A user fulfills the
condition (l,A) if and only if it has been issued the credenti@R¢,A). Our policies are
written in standard normal forms, i.e. written either in gorctive normal form CNF) or in
disjunctive normal form@NF). In order to address the two standard normal forms, we wese th
conjunctive-disjunctive normal fornrCONF) introduced in [138]. Thus, a policy denoted by
Pol is written as follows:

Pol = Airil[v?ll[Akméjl<lKi,j,k7ALJ}k)H’ wherely, ;, € 7 andA; jk € {0,1}"
Under theCDNF notation, the following holds:

e Policies written inCNF correspond to the case wheney j = 1}; j

e Policies written inDNF correspond to the case where= 1

Remark 1.2 In this thesis, we address standard normal forms insteadeatal monotone
Boolean expression not only for the sake of normalizationatgo for performance consid-
erations (see Section 1.4.2). Besides, we address botGNReand DNF forms instead of
addressing only one of the two standard forms for the sakermopteteness and flexibility.

For the sake of readability, we introduce the following niotas:

¢(Pol) denotes the set of all the keys corresponding to the differ@nditions specified
by policy Pol i.e. ¢(Pol) = {{¢(Re, . Ajb) ot a1

¢(Pol) denotes the power set gfPol) i.e. the set of all the subsets g(fPol)

. mj;
For some{ ji € {17~~,mi}}inll’ (117~~~,im(P0|) = {{<<RKi,ji,k7Ai7ji7k) k:ll inll

For a subset of credentigtsC ¢(Pol), 'p F Pol’ denotes the fact thai is a qualified set
of credentials for policyPol

According to the notation defined above, the following eglénce holds:
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V peg(Pol): pEPol< 3{jie{l,....m}}H; s.th. p=¢j,..j.(Pol) (1.1)

An illustration of our policy model is given below.

Example 1.1 Assume that there exists a set of credential issuets{l1,12,13,14}, where each
issuer |k, , fork = 1,2,3,4, is trusted by the data owner to issue credentialaAd A.

e An example of a policy written iBNF is given below:

POll - (<R17A1> A <R27A2>) V <<R37A\'3> A <R47A4>)
Given theCDNF-based notation defined above, policy #slsuch that
m=1m=2

my1=2:(L111,A111) = (R, A1), (L112,A112) = (Ro, A2)
M2 =2:(L121,A121) = (R3,A3),(L122,A122) = (R4, As)

e An example of a policy written i@NF is given below:
Poly = ((Ry, A1) V (Re, Ag)) A ((Re, Ag) V (Ra, Ay))
Given theCDNF-based notation defined above, policy Fslsuch that
(m:2,m1:2,mz:2
m1=1:(L111,A111) = (R, A})
mp2=1:(L112,A112) = (R2,A)
) = (Ra, A

(
1:(
mp1=1:(L121,A121) = (R3,A)
(M2 =1:(L122,A122) = (R, A})

The qualified sets of credentials for policies fahd Pop are given below:

Gr1(Pok) = {¢(Re, A1), C(Rs, A3) }

{Cl(P0|1) = {¢(R1,A1),¢(R2, A2) } G12(Pol2) = {¢(Ry,A}),G(Ra, Ay) }
G2(Pol) = {¢(R3,A3),¢(Ra, Ag) } G2.1(Pok) = {¢(Rz,A,), ¢(Rs, A5) }
G2,2(Pok) = {¢(Rz,A,), ¢(Ra, A) }

Now that we have defined our policy-model, we define in theofoilhg the policy-based en-
cryption primitive and the related security model.
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1.3.2 Policy-Based Encryption

A formal definition of the policy-based encryption primgiis given below:

Definition 1.1 A policy-based encryption schemdenoted byPOLBE, is specified by five al-
gorithms: Setup, Issuer-Setup, CredGen, Encrypt and Decrypt, which we describe below.

e Setup. On input of a security parameter k, this algorithm genesadeset of public pa-
rametersp which specifies the different parameters, groups and paintictions that will
be referenced by subsequent algorithms. Furthermore eitiips a message spage
and a ciphertext space.

e Issuer-Setup . This algorithm generates a random master keyasd the corresponding
public key R for credential issuerd € 1.

e CredGen. On input of the public key Rof a credential issuergl € 1 and an assertion
A € {0,1}*, this algorithm returns the credentig(Rg,A).

e Encrypt. On input of a message M & and a policy Pol, this algorithm returns a
ciphertext Ce ¢ representing the encryption of M with respect to policy Pol.

e Decrypt. On input of a ciphertext € ¢ and a set of credentialg, this algorithm returns
either a message M # or L (for ’error’).

Remark 1.3 In the Decrypt algorithm defined above, whenever the set of credentiédssuch
that p # Pol, the output of the algorithm is. To avoid this trivial case, we consider, from now
on, that the set of credentiaggsis such thap = Pol. In other words, algorithnbecrypt takes as
input, in addition to the ciphertext C, a qualified set of @etialsg;, ., (Pol), for some set of

indices {j € {1,...,m} }";.

A POLBE scheme has to satisfy the standard consistency constaint i

C =Encryptpg(M) = Decrypte;, . (Pol) (C) =M, forsome {j; € {1,..., m}}",

Remark 1.4 We letj, . .(C,Pol) be the information from the ciphertext C and the policy
Pol that is required to correctly perform the decryption ofwith respect to Pol using the
qualified set of credentials;, ... j..(Pol). A concrete example dfj, . ..(C,Pol) will be given
when describing our pairing-bas€DLBE scheme. Basically, the informatigr, .. j,..(C,Pol)

will be referenced in our definition of the security modelazsated toPOLBE schemes.
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1.3.3 Security Model

As discussed in Section 0.2.3, the standard acceptablennotisecurity forPKE schemes is
indistinguishability against chosen ciphertext attaskich is defined through theND-CCA
security model. Hence, itis natural to require thatG. BE scheme also satisfies this strong no-
tion of security. However, the corresponding security nhogeds to be strengthened according
to the particular setting of policy-based encryption. Teason is that when an adversary at-
tacks a message encrypted usirRa.BE scheme, the adversary might already know the policy
according to which the message was encrypted. Furtherntongght already possess any set
of credentials provided the fact that it does not fulfill tredipy according to which the message
was encrypted. In other words, the adapted security moaeildlallow an adversary to obtain
any qualified set of credentials for any policy of his choiother than the policy which it is
challenged on. Furthermore, the adversary should be alldavepecify the policy it wishes to
be challenged on.

Therefore, indistinguishability against chosen ciphdréttacks foPOLBE schemes is defined
in terms of an interactive game, denotediRp-Pol-CCA, played between a challenger and an
adversary. A formal definition of thiklD-Pol-CCA game is given below.

Definition 1.2 The IND-Pol-CCA game consists of five stagesSetup, Phase-1, Challenge,
Phase-2 and Guess which we describe below.

e Setup. On input of a security parameter k, the challenger first ratgorithm Setup
to obtain the system public parameters Then, the challenger runs algorithrssuer-
Setup N times to obtain a set of credential issuers: {11, ...,In}. Finally, the challenger
gives to the adversary the public parameteras well as the public keys of the different
credential issuers included in.

e Phase-1. The adversary performs a polynomial number of oracle seseaidaptively i.e.
each query may depend on the replies to the previously peddmqueries.

e Challenge . Once the adversary decides thitase-1 is over, it gives to the challenger
two equal length messageg M1 and a policy Pajy, on which it wishes to be challenged.
The challenger picks at randoméb{0, 1}, then runs algorithnEncrypt on input of the
tuple (Mp, Poleh), and finally returns the resulting ciphertexg2o the adversary.

e Phase-2. The adversary performs again a polynomial number of adapiracle queries.

e Guess. The adversary outputs a guessdnd wins the game if & b/.

During Phase-1 and Phase-2, the adversary may perform queries to two oracles conttolle
by the challenger. On one hand, a credential generation lerdenoted byCredGen-O. On
the other hand, a policy-base decryption oracle denote@®dxyrypt-O. While the oracles are
executed by the challenger, their input is specified by tiveeséry. The two oracles are defined
as follows:
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e CredGen-O. On input of a credentiall € 1 and an assertion A& {0,1}*, run algorithm
CredGen on input of the tuplél,,A) and return the resulting credentig(R¢, A).

e Decrypt-O . On input of Ce ¢, a policy Pol and a set of indicef1, ..., jm}, run algo-
run algorithmDecrypt on input of the tupl¢C, Pol, ¢j, . j..(Pol)) and retdfh the resulting
output.

The oracle queries made by the adversary durtgse-1 and Phase-2 are subject to two
restrictions:

1. The adversary is not allowed to obtain a qualified set oflergials for policy Pq.

2. The adversary is not allowed to perform a query on a t¢plé>ol, { j1,..., jm}) to oracle
Decrypt-O such thatdj, j.(C,Pol) = ¢j, . j.(Cch, Poleh). In fact, in the policy-based
setting, for an encrypted message with respect to a polittydisjunctions, there is more
than one possible qualified set of credentials that can bd tseerform the decryption.
That is, forbidding the adversary from making decryptioemes on the challenge tuple
(Cen, Pole), as in theIND-ID-CCA model, is not sufficient anymore. Indeed, we may
have tuples such th4€, Pol) # (Cen, Polen) whiledj, i (C,Pol) = ¢, im(Ceh, Poleh).
Decryption queries on such tuples should then be forbiddenell.

In the following, we provide a formal definition fakD-Pol-CCA securePOLBE schemes.

Definition 1.3 The advantage of an adversasayin theIND-Pol-CCA game is defined to be the
quantity Ady, = |Prlb="b/] — %\. A POLBE scheme isND-Pol-CCA secure if no probabilistic
polynomial time adversary has a non-negligible advantagia&IND-Pol-CCA game.

Now that we have formally defined policy-based encryptiod #e related security model, we
propose in the following an elegant and relatively efficipalicy-based encryption scheme the
security of which is proved in the random oracle model.

1.4 A Pairing-Based Implementation

1.4.1 Description
Our POLBE scheme consists of the algorithms described below:

e Setup. On input of the security parameterdo the following:
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1. Run algorithmBDH-Setup (Definition[0.33) to obtain a tupleg, G1,Gr, e, P)
2. Letar ={0,1}" "™ andc = G x ({0,1}")* (for somen, ng € N* such thahy < n)
3. Define three hash functionisp : {0, 1}* — Ga, H1: {0,1}* — Zj
andH,:{0,1}* — {0,1}"
4. Let?r = (q,G1,Gt,€e,P,n,ng,Hp,H1,H2)

e Issuer-Setup . Let7 = {l1,...,In} be a set of credential issuers. Each credential issuer
Ik € 1 picks at random a secret master Ry Zg and publishes the corresponding public
keyR« = s - P.

e CredGen. On input of the public key of issuerly € 1 and assertiod € {0,1}*, this
algorithm outputs the credentig|R¢,A) = sc - Ho(A).

e Encrypt . On input of messagel €  and policyPol, do the following:

1. Pick atrandonM; € {0,1}"" (fori =1,...,m— 1), then seMm =M & (& *M))

2. Pick at randont € {0,1}" (fori=1,...,m)

3. Computg = Hy(My||...|[Mm|[ta] .. .|[tm), then comput&) =r - P

4. Forj=1,...,m andi =1,...,m, computerg j = ﬂﬂljle(RKi_,j_’k,Ho(Am?k)), then
computets j = Ha(T{ ;Ji]| ), and finally compute: j = (Mi]|t;) & b,

5. ReturnC = (U, [[vi jJ{*,]" )

e Decrypt . On input of ciphertex€ = (U, [[ViJ]?lﬂinll) and the qualified set of credentials
Gjy.....jm(POl), do the following:

1. Computdr j, = e(U,zEljli QR ji o Ajik)) (Fori=1,...,m)

2. Computay’j, = Ho(T5 j;||i||ji), then computéM;||ti) = Vi ;, & j; (fori=1,...,m)
3. Compute = Hy(Myl|...[[Mm[lte]|. .. [[tm)
4. If U =r-P, then return the messalye= @{ilMi, otherwise returnL

Remark 1.5 The logic behind our encryption algorithm is based on thifaing arguments:

1. Each conjunction of conditions&i(l.(i_’j_’k,Ai7j7k> is first associated to a mask juthat
depends on the different credentials related to the spdafaditions.

2. The encrypted message M is split into m random shgvigl? ,, then for each index
i € {1,...,m}, the value M|t; is associated to the disjunctiom'j“:1 /\km:"1 (I g ALK
where t is a randomly chosen intermediate key.

3. Each value M|t is encrypted mtimes using each of the masks;j.u This way, it is
sufficient to compute any one of the masksip order to be able to retrieve Mt. In
order to be able to retrieve the encrypted message, an er@é#gls to retrieve all the shares
as well as all the intermediate keysising a qualified set of credentials for policy Pol.

Remark 1.6 Our POLBE scheme is such that;, ;.(C = (U, [[VL]‘]E“:]_]{T;]_), Pol) consists of
the value U and the pair§(v; j;, AEL{(IKLH_,‘(,AHEK))}i“;l.
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1.4.2 Consistency and Efficiency

Our POLBE scheme satisfies the standard consistency constrainttntanks to the bilinear-
ity property of bilinear pairings, the following holds:

i jj myji
Mj = er-P kzlsKi,ii.,k “Ho(Aijik) = kﬂle(&i,n.,k P Ho(Aji k)" =10

In tablel 1.1, we summarize the computational costs (in thetwwase) of ouPOLBE scheme.
We consider the computational costs of our algorithms ims$eof the following notationspa
the pairing,ad; the addition in the groufiz1, mu; the scalar multiplication in the grou@1,
mur the multiplication in the grougizt, expy the exponentiation in the groupr. Note that
we ignore the costs of hash computations.

Table 1.1: Computational costs of dRDLBE scheme

Encrypt | (1572, mj)-pa+muy
H(ER 3 (myj —1)).mur + (31, m).expr
Decrypt | mpa+ (3", (maxm j) —1)).ady + (m—1).muy

According to Table 1.1, our encryption algorithm requiresr@any pairing computations as the
number of conditions specified by the policy according tockiithe encryption is performed.
Although such operation can be optimized, as explainedling8], it still has to be minimized.
Observe that for all, j, k, the pairinge(Rg; ; ., Ho(A j k)) used in theencrypt algorithm does not
depend on the encrypted message. It can thus be pre-compatbed and used in subsequent
encryptions involving the conditiofy, ; ., Ai j k)-

Let I1 be the bit-length of an encoding of an element@f, then the bit-length of a cipher-
text produced by ouPOLBE scheme is equal tol1 + (¥, m).n. Note that the size of the
ciphertexts does not depend on the number of the right-hamdoperator of theCDNF form
according to which our policies are formalized i.e. the eipéxt size does not depend on the
m; j values as compared with the solution proposed in [42].

In Table/ 2.2, we compare the performance of our scheme wétotte of the scheme pro-
posed in[42]. Our comparison is based on two factors: pgicmmputations and ciphertext
size. While the two encryption algorithms require the samewunt of pairing computations,
our decryption algorithm requires less pairing computetibecausey j, > 1 fori=1,...,m.
Furthermore, our scheme leads to ciphertexts more conmpatthe ones given by the scheme
of [42] thanks to the fact that our policies are written inngtard normal forms, whereas the
ones considered in [42] are written as general Boolean sgjmes.

Remark 1.7 As for standard asymmetric encryption schemes, policedancryption schemes
are much less efficient than symmetric encryption schemgwacttice, they should be used to
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Table 1.2: Performance of our scheme compared with the seipeoposed in [42]

Encryption Decryption Ciphertext Size
Ourscheme | 3,50 m m lp+(3M,m).n
The scheme of [42] 30, 57 mj | 3mamy | li+ (3 yamj).n+n

exchange the symmetric (session) keys that are used foebatiption. An illustration of this
approach is given in Section 1.5.

1.4.3 Security

In the following, we study the security of oBIOLBE scheme.

Theorem 1.1 Our POLBE scheme iSND-Pol-CCA secure in the random oracle model under
the assumption tha&DHP is hard.

Proof As depicted in Figure 1.3, Theorem 1.1 follows from two rethucarguments:

1. Lemma 1.1 shows that dND-Pol-CCA attack on oulPOLBE scheme can be converted
into anIND-CCA attack on the3asicPub™ scheme (Definitioh 0.37).

2. AlgorithmBasicPub™! is shown to béND-CCA secure in the random oracle model under
the assumption th&DHP is hard (See Section 0.3.5 for more details).

BDHP

Our POLBE scheme—~ BasicPub™"
; (1) (2)
\ 4 \ ]

IND-Pol-CCA IND-CCA

Figure 1.3: Reductionist Security for oBOLBE Scheme
0

Lemma 1.1 Let 2° be anIND-Pol-CCA adversary with advantage Agv> € when attacking

our POLBE scheme. Assume thaf has running time - and makes at most@ueries to ora-

cle CredGen-0, gq queries to oracléecrypt-O, and @ queries to oracle bl Then, there exists
an IND-CCA adversarya * the advantage of which, when attacking BesicPub™ scheme, is
such that Ady. > W(qc, g, o, N,myx, my, my).€. Its running time is te = O(t-).
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Proof Let 2° be anIND-Pol-CCA adversary with advantage Agv> € when attacking our
POLBE scheme. Assume that® has running timé,;- and makes at mosj. queries to oracle
CredGen-O, qq queries to oracl®ecrypt-O, andqg queries to oracldédy. In the following,
we construct anND-CCA adversarya ® that uses adversary® to mount an attack against the
BasicPub™ scheme.

The IND-CCA game, played between the challenger and algoriifimstarts with theSetup®
stage described below.

e Setup®. Given the security parametierthe challenger does the following:

1. Run theSetup algorithm of theBasicPub™! scheme, which generates the public
parameter®* = (g, G1, G, e, P,m".n,m*.ng, H1,Hy), for somem* € N*

2. Run theKeyGen algorithm of theBasicPub™! scheme, which generates a private
key sk € Z and the corresponding public kgk* = (R* = sk*- P, Q")

3. Give the public parameters and the public keyk" to adversarya ®, while keep-
ing secret the private kesk".

Before interacting with adversary®, adversaryz ® does the following:

1. Letm*®* =", then choosey € {1,...,m,} (fori=1,...,m") andmy; € {1,...,my} (for
i=1,...,mandj=1,...,m’). In the rest of this proof, unless specified explicitly, the
indicesi, j,kare such that=1,...,m*, j=1,....m’ andk = 1,...,m.

2. Pick atrandonuif € {1,...,my} andrqs, " € Zg
3. Pick at randonf?; € {1,...,m,} andrBi._j,uijj € Zyg

4. Pick atrandont®; , € {1,...,q0} , V}jx € {1,....m} andryie‘j‘k € Zy

5. Pick at randon®;; € Zg (for k # 1), then computé?; ; = Zk—z Dk
6. Compute?; = ((of —1).my +B7;) —1).my+V;  andre, =Ty Fpe For
7. Choose a hash functiohts : {1,...,m,,} — {0,1}"

8. Define the functiod® : {0,1}™ " x {1...,m*} — {0,1}" which on input of(X,i) returns
thei™ block of lengthn of the binary stringX i.e. the bits from(i —1).n+1 toi.n of X.

9. Define the function&, : {0,1}>* — {0,1}*and&! : {0,1}>* — {0,1}* which on input a
string X return, respectively, the firgtbits of X and the lask bits of X.
10. Define the functio®® : {0,1}™"x {1...,m*} — {0,1}" which on input of a tupléX, i)
returns the binan® (& . (X),1)[|A(Eye o (X), ).
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Remark 1.8 In our proof, we assume that adversarie$ and 2° are parameterized with the
value nf. Besides, we assume that N, the number of available crediésguers, is such that
N > my,,m,. Our proof can be easily adapted to the case where M, m,.

Remark 1.9 Let Pok, = A" 1\/”‘ /\k_ (IK Jk,AI ik > Policy Pol; is called the 'crucial’ policy.
Algorithm 2 °® hopes that the 'target’ pollcy Pgl, which will be chosen by adversamy in the
Challenge stage of theND-Pol-CCA game, is equal to policy Pgl

The interaction between algorithat (the challenger) and adversary consists of five stages:
Setup®, Phase-1°, Challenge®, Phase-2° andGuess®, which we describe below.

e Setup°. Algorithm 2 ° does the following:

1. Let?*® = (9,G1,GT,€,P,n,ng,HS,H1, H3) be the public parameters, where the ora-
clesHg andH; are controlled by algorithm ® and the tupl€q, G1, Gt,€,P,n,ng, Hy)
is taken fromp™. Algorithm 2 * controlsH3 andH, as follows:

— For the random oraclelg, algorithm.z* maintains a list of tuple§A;, Ho,, A|]
which we denoteH(')'St. The list is initially empty. Assume that adversary
makes a query on assertidre {0,1}*, then adversary ® responds as follows:

(a) If Aalready appears on the Ii'slﬂ)iSt in a tuple[A;,Ho,, A, then returrHo,

(b) If A does not appear oI|=IIISt andA s thel‘J 1 -th distinct query to oracle
Hg. then computeoe | = yi.}j’1~(( B'l i a W) Q*—67,-P), retun
Ho, ., and addA, Hoe . null to Hyst

(c) If Adoes not appear dﬁ"S‘ andAis thel‘ K -th distinct query to oraclel;
(for k > 1), then computdﬂop = ( -1 9| | W P, returnHoJi-)j’k, and add

the entry[A Hoye y.l ikl to HIISt

(d) Otherwise, pick at randome Zg such thai - P does not appear on the list
HJSt, returnA - P, and add the entrjA A - P, )\] to HJst

i) Q =3 ry Mo,
— For the random oraclés, on input of a tupl€G, i, j), algorithm.z ® returns the
quantityQ® (Ha(G%1 ' )& H3(j),i).
2. Define the set of credential issuers- {l4,...,IN} as follows:

Note that the oraclél] is such tha(rg.

— Fork € {Ki'7j7k}, the public key ofl isRx = r¢ - R* = (r¢sk”) - P
— Fork e {1,....,N}\ {k?; «}, the public key ofly is R¢ = s¢- P for some ran-
domly chosers € Z;. ’

3. Give the public parameters® and the credential issuers’ public ke{/BK},’z‘zl to
adversarya °.

e Phase-1°. Adversary4° performs a polynomial number of oracle queries adaptively.
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e Challenge °. Once adversaryi® decides that the stag&hase-1 is over, it outputs two
equal length messagddy andM; as well as a policyPol., on which it wishes to be
challenged. Algorithna ® responds as follows:

1. If Poleh # Poley, then report failure and terminate (we refer to this evert a3

2. Otherwise, fod = 0,1, pick at randomMg; € {0,1}""" (for i # m* — 1) and set
Mam = Mg @ (®"Mq;). Then, give the messagés$ = Mg 1]|...|[Mgme to
the challenger who picks randomy= {0, 1} and returns a ciphertegt* = (U,Vv*)

representing the encryption of messfeusing the public keyk*. Upon receiving
the challenger’s response, compute the valygs= Q* (v @ H3(j),i), then return

the ciphertexCe, = (U, [[vm]';ll]i“;'l).
e Phase-2°. Adversary4° performs a polynomial number of oracle queries adaptively.

e Guess°. Algorithm 4° outputs a gueds for b. Upon receivingy, algorithma® outputs
b’ as its guess fab.

During Phase-1° andPhase-2°, adversarya ° can make the queries of its choice to two oracles,
denoted byCredGen-O° andDecrypt-O°, controlled by adversary ® as described below.

e CredGen-O°. Assume that adversam/” makes a query on a tupl&,A). Let[A,,Ho, A
be the tuple fronH(')'St such that, = A, then algorithmz ® responds as follows:

1. Ifi1= Ii‘7j71 andk € {Ki°7j «}i.j.k: then report failure and terminate (evenfeq)
2. If1#£ Iile andk € {Ki°7j Wik thenreturn(reA,) - R = (r¢s*) - Ho,
3. Ifke{l,...,NF\{K}; (}i,jk then returrsc - Ho,

e Decrypt-O °. Assume that adversary® makes a query on tuplgC, Pol, {j1,..., jm}),
suchthatj, . j.(C,Pol) =dj,. . jn(Cch,Polch). Then, algorithma ® responds as follows:

1. If Pol # Poleh andPol involves a condition(l,A) such thatk € {k?; .} andA €
{A|i-‘j‘1}, then report failure and terminate (evang.)

2. If Pol # Polen andPol does not involve any conditioflk, A) such thak € {k?; .}
andA € {A'i',- . }» then do the following: (1) Run oracleredGen-O° multiple times

until obtaining the qualified set of credentigg _;,.(Pol), (2) Run algorithnDe-
crypt on input the tuplgC, Pol, ¢j, . j.(Pol)) and return the resulting output back
to adversaryz °

3. If Pol = Polp, then do the following: le€ = (U, [[vm-]?il]im:'l), then compute the
valuesv® =v; j, @ H; (i), and make a decryption query to the challenger on cipher-

° f f ..
textC* = (U, &n_no(VD)| - [1&nnp (Ve ) IER (VD) - - €y (Vi) Upon receiving the
challenger’s response, forward it to adversary
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Remark 1.10 Without loss of generality, we assume that adversatyalways makes the ap-
propriate query on A to the random oraclefefore making any query involving A to oracles
CredGen-O° andDecrypt-O°.

We assume that adversary respects the following restrictions when performing ozapleries
duringPhase-1° andPhase-2°:

1. It does not try to obtain a qualified set of credentials faiqy Pol.,

2. It does not make a query to oradbecrypt-O° on a tuple(C,Pol,{j1,...,jm}) such
thatdj, . jm(C,Pol) = ;. __jm(Ceh, Polen). In other words, ifC = (U, [[vi j]*,]™,) and
Cen = (U, [T 4]™,), then we should not have

U =uych
{<Vi,ji7/\Eljli“Ki.ji,k:Ai,ji,k)) = (VﬁTia/\ELJ;{<|Ki,ji,k7Ai,ji,k>)}ir]l1

In the following, we analyze the simulation described above

If algorithm 2* does not report failure during the simulation, then the vidwlgorithm.z° is
identical to its view in the real attack. In fact, observetfinat the responses of algoritha?® to

all queries of adversary ° to oracleHg are uniformly and independently distributed in group
G1 asin the realND-Pol-CCA attack. Second, all the responses of algorithtio queries made
by adversaryz ° to oraclesCredGen-O° andDecrypt-O° are consistent. Third, the ciphertext
Cch given to adversaryz© corresponds to the encryption accordingPwl., of My for some
randomb € {0,1}, as shown in Remark 1.11.

Remark 1.11 For adversarya°®, Ce is a well-formed ciphertext resulting from the encryp-
tion of message Wwith respect to policy Pgj, according to ourPOLBE scheme. In fact, the
ciphertext C is such that U= Hi(Mp||t) - P (for some randomly chosent{0,1}™" "), and

V* = (Mp|[t) @ Ha(g") where g= e(R*,Q*). Lett = Q°(t,i), then the following holds

Vij = Q°((Mpl|t) & Ha(e(R, Q)" @ H3(j),i)
= O (M) & Q" (Hal [ (1 o)« R (g7 o) - Q)10 Ty @ (), )
)
= (Mthi)@HZ.(e((rBi',jrai')'R*’kz r\/i',j,kHOJi',j,k>r’i’j>
=1
mj

= (M) @ HE(I[] R, Houg, )i )




1.4. A RAIRING-BASED IMPLEMENTATION 57

Algorithm 4° reports failure if either event,, eventEqeq Or eventtqge. 0ccurs during the
simulation. Since eventsyeq andEqyec are independent, the following statement holds

Adv.q' 2 Pr[_‘fcred/\_‘fch/\_‘fdec].s
> Pr[_‘fch|_‘fcred A _‘fdec]-Pr[_‘fcred]-Pr[_‘fdecl-s (1-2)

LP(QCde7q07N7mV/\7mV7m/\)

From the simulation described above, we have
JcmyAmy,

Pr[fcred] S NOD

(1.3)

Adversary4*® picks the challenge policy from a set ¥fNgy, m,»,m,,m,) distinct policies.
Then, the following statement holds

1
Y(N%,mv/\,mv, m/\)

Pr[_‘fch‘_‘fcred A _‘fdec] >

(1.4)

The total number of policies, distinct from poliBpl.s, that may be specified by adversary
during queries to oraclBecrypt-O°, and that involve at least one of the conditighg A) such
thatk € {k;  } andA € {A|i-.]_.l} could be upper bounded by the function

Y (Ngp, My, My, my) = Y(NGo, Myn, My, my) — YN — (myamy)Z my,,my,my) —1 (1.5)

Then, the following statement holds

daY (Nago, My, my, my)
Y(NCb, m\//\v m\/7m/\>

Pr[fdec] < (1-6)

Finally, statements$ (1.2), (1.3), (1.4) and (1.6) lead &dftimctionW(qc, gq, o, N, My A, My, my).

The function¥(.) has a rather unaesthetic expression. CompM#ifag, dq, go, N, my», my, my )
relies on computing the quantity(X, m,,,m,,m,), which is defined to be the total number
of 'minimal’ policies written in CDNF, given the upper-boundsn,,,m,,m,) and X possi-
ble credential-based conditions. Computi¥ig<, m,»,m,, m,) is similar, but not exactly the
same as the problems of computing the number of monotonesBodunctions oh variables
(Dedekind’s Problem [100]) and computing the number ofdatins on a sefl,...,n} [97].
As opposed to these problems, the order of the terms muskbg tato consideration when
dealing with our policies. This is a typical, yet interegtifrcounting’ problem. However, as we
do not address exact security in this thesis, we do not edédanore on the details.
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Remark 1.12 In the case where N my, = m, = m, = 1, we haveY’(Ng, mys,m,,m,) =0
and Y(Ngp,my»,m,,m,) = do. In this case, the security of oOLBE scheme is equivalent
to the security of th€ullident scheme of [38]. Note that our results match Result 5 of [8d]. |
fact, our reductionist security proof follows a strateggtis similar but not exactly the same
as the one proposed by Galindo in [81].

O

Now that we have formalized the concept of policy-based ygtmn and proposed a prov-
ably secure policy-based encryption scheme using bilipaaings over elliptic curves, we
present in the remaining sections three possible apmicaitdf our encryption primitive: the
first application is in the context of classical access @nthe second application is in the
context of privacy policy enforcement, while the third apation is in the context of ad-hoc
community establishment.

1.5 Controlling Access to Released XML Documents

The most intuitive application of the policy-based enciyptprimitive is in the context of ac-
cess control. In this section, we present a comprehensweefivork for controlling access to
released XML documents over the Internet. The choice of Xteresible Markup Language
(XML) is justified by the fact that XML is playing a crucial relin today’s web-based applica-
tions, since itis rapidly becoming a de facto standard faudeent representation and exchange.
Some of the well-recognized benefits of using the XML languag data container are its sim-
plicity, openness and extensibility as well as its endoesgnby almost all software industry
market leaders. We refer the reader to [129] for more dedditait XML and its benefits.

An increasing number of XML documents released over theretecontain information of

different sensitivity degrees that is to be shared by a latgaber of users (data consumers).
Consequently, it is necessary for the releasing entitya(datner) to put in place a suitable
protection for each document before its release. A praieatonsists of a set of authorization
policies each of which defines the conditions under whichta dansumer is allowed to have
access to a specific portion of the document. Once a proteistidefined for a specific docu-

ment, it must be implemented by an effective and efficientgmtion enforcement mechanism.

A protection for an XML document has to fulfill three basic uggments that have been widely
discussed in the literature. In the following, we brieflyaliss each of these requirements:

1. A protection has to cope withlarge and dynamic population of data consumersThe
different policies specified by the protection should tfemebe based on assertion-based
authorization rather than on identity-based authorimatim other words, access to the
different portions of a given document should be defined wegpect to the attributes,
properties, capabilities of data consumers, which are madegant than their identities.




1.5. CONTROLLING ACCESS TORELEASED XML D OCUMENTS 59

2. A protection has to supporbntent-based access contrphich allows one to express
authorization conditions that take document contents atoount. Instead of being
judged according to their compliance with specific assestiodlata consumers are judged
with respect to their knowledge of certain data values. Atferred to as knowledge-
based authorization, content-based access control ofiers flexibility to the protection
associated to an XML document [118].

3. A protection has to support authorization policies wdifferent granularity levels.
Indeed, in some cases, the same policy may apply to the eloiitement. In other cases,
different authorization policies may apply to differentigoonents of the same document.
Given an XML document, the granularity of a policy can be tedi for instance, to a
specific element and its sub-elements.

There are mainly three different approaches in the liteeatn the enforcement of a protection
associated to an XML document to be released over the Iriterne

e centralized access controla protection can be enforced by keeping the document on a
secure server without publishing it. The server is resgmedor checking the compli-
ance of each data consumer with the authorization poliaycested to the portion of the
document the data consumer wants to have access to. Thsaapprorresponds to stan-
dard access control and does not fit very well with the charestics of data-intensive
web-based applications.

e multiple views: because data consumers can be authorized to have accefsremy
selected portions of the same document, a protection camfbreced by publishing multi-
ple views of the document, one for each data consumer orafasga consumers. This is
the current approach for controlling access to published XMcuments. This approach
suffers from at least two drawbacks: 1) the number of viewg become very large and
even proportional to the total number of data consumersie2tmight exist information
duplication between the different released views, whishilts in a network overload.

e cryptography-based access controlto avoid information duplication, an increasingly
popular approach for protection enforcement consists imgusryptography. The basic
idea is that the data owner, instead of releasing multigdevsiof the document in clear-
text, it releases a single ciphertext version resultinghftbe encryption of the different
portions of the document with respect to the associatedaa#tion policies. The en-
cryption is performed in such a way that a data consumer 8 tbbnly decrypt the
portions of the document to which it is authorized to havesasc

Henceforth, our discussion focuses on the cryptograplsgdbanforcement mechanism.

A cryptography-based framework for controlling access MXdocuments typically addresses
the two aspects discussed below:
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e protection specification for each portion of a given XML document, the data owner
needs to specify a policy. The policy specifies the condstiomder which a data consumer
is authorized to have access to the considered portion afdbement. The specification
should be done according to a protection model defining theagyand semantics of the
policies to be used (policy model) and the granularity Is\alwhich they are applied.
Naturally, the adopted protection model needs to be uratetable by data consumers.

e protection enforcement once a protection is specified for a given document, the data
owner needs to apply a provably secure mechanism for emegyfite document and
managing the encryption keys so that a data consumer is@bkctypt a portion of the
document if and only if it is compliant with the associatedhauization policy. The per-
formance of the enforcement mechanism depends on the eéfjcad the used encryption
algorithm and essentially on the number of keys used to ehdng different portions of
the document. Its security relies on the security of thegsteyn algorithm and on the
effectiveness of the key distribution strategy.

As mentioned before, controlling access to XML documenisgugryptography is an in-
creasingly popular approach. In this line of research, re¢\solutions are proposed in the
literature, each of which addresses one or different aspqirotection specification and en-
forcement [103, 119, 60, 33, 41, 80]. One of the most relesahttions is the one recently
proposed by Miklau et al. in [119]. In their paper, the authmropose a comprehensive frame-
work for cryptography-based access control on published_XiMcuments. In the following,
we briefly discuss the main features of their framework:

e protection specification Miklau et al. consider the tree representation of an XML
document. They define a protection to be a tree where eachsiaggociated to a specific
authorization policy. The latter specifies the conditionder which a data consumer is
allowed to have access to the node and its sub-nodes. Theraualkkfine a query-based
language for specifying the authorization policies to bsoamted to the different tree
nodes. Their policy model considers two types of authaopatules: on one hand, au-
thorization rules whose validity is directly verified by tdata owner and, on the other
hand, authorization rules whose validity is constrainethi®/knowledge of the data con-
sumer of an information contained in the document. A quegjirenallows to convert
their policies into guard formulae, which are policies ttansist of conjunctions and dis-
junctions of conditions where each condition is fulfilled &gpecific symmetric key. A
data consumer should be able to have access to a specificamatieub-nodes) if and only
if it is compliant with the guard formula associated to thel@ae. if and only if the data
consumer has access to a set of keys fulfilling the combimatikey-based conditions
specified by the guard formula. The considered keys areregbged by the data owner
after checking the compliance of the data consumer with afsatithorization rules or
directly derived from the content of the document.

e protection enforcement the enforcement mechanism proposed by Miklau et al. ctsis
of three stages. First, a set of normalization and optinaraie-write rules are used to
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transform the protection associated to an XML document amt@quivalent protection
that consists of atomic guard formulae. An atomic guard fdentonsists of a single
condition fulfilled by a single key. This transformationgtamplies the extension of the
original document by adding a set of metadata nodes. Seeant,node (and sub-nodes)
is encrypted using the key fulfilling the associated guaminfda. The normalization
stage is in fact necessary because the standard symmeyrenkryption schemes used
by Miklau et al. do not allow to handle the conjunctions angjutictions of keys. Third,
the different keys used to encrypt the document are reldagdte data owner in a way
such that a data consumer obtains only the keys that all@xdi¢rypt the portions of the
document corresponding to the policies it is compliant with

The key distribution strategy proposed by Miklau et al. ishsthat the data owner is the only
entity who is responsible for carefully distributing theykeused to encrypt a released XML
document. The main advantage of this strategy is that thee @aher has a full control on
the data consumers who want to access his documents. Howasekey distribution method
suffers from the two shortcomings discussed below:

e a centralized key distribution strategy is cumbersome ¢odidta owner, especially with
a large number of data consumers. In fact, before releaBanddcryption keys, the data
owner has often to check the validity of the credentials ahedata consumer and verify
his compliance with the policies associated to the portafrtie documents to which it
wants to have access. It would be interesting for the dataeotendelegate all or part of
the management of decryption keys to trusted third par@ege an encrypted document
is released, the data owner would not have to deal with datsuroers, while being sure
that his protection will be enforced.

e asaconsequence of the centralized key distribution glyatee data owner knows exactly
who wants to have access to its documents and what polidielilis. The data owner
knows even what specific conditions of a given policy are lfatfiby a data consumers.
From a privacy perspective this approach is not satisfgctorfact, the main concern of
the data owner is to ensure that its documents are effegfretected according to the
associated access constraints. The data owner should owt\hich data consumers
want or are able to have access to its documents as long astiiédnassurance that only
authorized data consumers can have access to the contaetddd¢uments in cleartext.

In this section, we present a solution that allows to overedne two shortcomings described
above. The key features of our framework are described below

e protection specification as for the approach presented by Miklau et al. in [119], we
consider the tree representation of an XML document andelafprotection to be a tree
where each node is associated to a specific authorizatiacyp@lur authorization poli-
cies are similar to their guard formulae in that the polie@ssociated to the tree nodes are
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formalized as monotone Boolean expressions. A policy stssif conjunctions and dis-
junctions of conditions, where each condition is fulfillether by a credential issued by a
credential issuer trusted by the data owner or by a dataeway Our policy model takes
therefore into account (as required) both assertion-baseédontent-based authorization.

e protection enforcement we first define an algorithm that allows to reduce the size of
the policies associated to the tree nodes. This allows taceethe number of keys that
will be used to encrypt the document and therefore decréeseversize added by the
encryption process. As for the framework of Miklau et ale #ncryption of a document
is performed according to the standard XML Encryption rec@ndation/[1]. Instead
of being managed by the data owner, the keys used to enceyplottument are in their
turn encrypted using a policy-based encryption algoritfitme resulting encrypted keys
are sent together with the released encrypted documenttaAcdasumer that wants to
have access to some portions of the document does not needtaxtthe data owner.
It has to collect qualified sets of keys for the policies agded to the portions of the
document to which it wants to have access. To do so, the datunter either has to
request credentials from the specified credential issudra®to know some data-values
contained in the encrypted document.

The rest of this section is organized as follows: we first ewa brief description of the XML
data model in Section 1.5.1. Then, we present our policy imo&ection 1.5.2, and discuss our
tree protection model in Section 1.5.3. In Sections 1.5dt1a6.5, we describe our protection
enforcement mechanism. We provide a formal descriptionedlsas an XML-based description
of our approach. Our formal description allows to avoid tegthy XML syntax and is thus
more suitable for a scientific discussion.

1.5.1 The XML Data Model

An XML document consists of elements and attributes. An el@ncontains a portion of the
document delimited by two tags: the start tag, at the begmof the element, with the form
<tag-name>, and the end tag, at the end of the element, with the fottay-name>, where
<tag-name> indicates the type of the element. Elements can be nesteuyatepth and can
contain other elements, called sub-elements. The staxiftagch element can specify a list
of attributes. An attribute is of the formame=value, wherename is a label andalue is a
string delimited by quotes. There are different types oflaites, the most common and simple
of which are the string type attributes, which allow to pae/additional (textual) information
about the element. For an illustration, we describe a saXidle document in Example 1.2.

Example 1.2 A hospital at a medical school stores the collected inforamatbout its pa-
tients and staff members in XML-structured documents. ahgk XML document shown
in Figure[1.4 is modeled through thenospital-record> root element which consists of multiple
<patient-record> sub-elements. Eactpatient-record> element represents a portion of the doc-
ument providing both general information (name, age, asisir@ealth insurance, billinggtc)
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and medical information (diagnosis, theragc) about a patient.<admin-info>, <address>
and<diagnosis> are examples of elements at different depth in the docurapatient-record>

is an example of element with sub-elements in that it costia elementspersonal-info>,
<admin-info> and <medical-info>. <doctor-id> is an example of element containing text (data
value). Empty elements, such<agit>, are characterized only by a start tag and do contain nei-
ther data value nor sub-elementgoom> and<record> are examples of elements with lists of
attributes. The corresponding element expressions aspgeively{room,number=110,bed=3}
and{record,ref=M1YFSNA}.

<hospi tal -record>
<patient-record patient-id="URJ830OW'>... </patient-record>

<patient-record patient-id="TY3567HEN">
<per sonal -i nf 0>
<nane>Al i ce Janmes</ nanme>
<age>50</ age>
<sex>Fenal e</ sex>
<address>01, XM. Street</address>
<ssn>N12345</ ssn>
</ personal -i nf o>
<adm n-i nf o>
<room nunber="111" bed="3">
<i n>2006- 01- 06</i n>
<out ></ out >
</ roonm>
<billing-info> ..</billing-info>
</ adm n-i nf o>
<nedi cal -i nf o>
<record ref="MLYFSNA">
<doct or - i d>S1RSH</ doct or - i d>
<nur se-i d>S3SHJ</ nur se-i d>
<di agnosi s dat e="2006-01-05">
di agnosi s’ description
</ di agnosi s>
<t her apy>
therapy's description
</t her apy>
</record>
</ medi cal -inf o>
</ patient-record>

<patient-record patient-id="XVG89H5"> ... </patient-record>

<patient-record patient-id="LPOO0TV2">... </patient-record>
</ hospital -record>

Figure 1.4: A sample XML document

Formally, an XML document is modeled as a node-labeledttragth internal nodes labeled
from an alphabet of element expressions, and leaves (ext@rdes) labeled from a set of data
values. An element expression contains typically the nahasm @lement and a list of attribute
(name,value) pairs. Each node in the tree is associated with a uniqueifderabtained by
applying some numbering scheme. The tree representatitteofML document shown in
Figure 1.4 is given in Figure 1.5.
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3 patient-record \ (

L, patientid = URJS3OMN J L patientid = TY3S6THEN J L patientid = XVGDEOHS J L—pauem—\d:LFOQDTVZ J

Figure 1.5: The tree representation of the XML document gtiFé 1.4

In the sequel of this section, we use the following notations

the set of nodes (represented by their identifiers) is dernoge !, and the value of a leaf
nodeny € 2! is denoted byalugny).

e given two nodesy, ny € A, we writeny < ny whenny is an ancestor afiy, andny < ny
for the ancestor-or-self relation i.e.nf < ny or ny = ny.

e the depth of a nodey € At is the length of the path from the root to the node. The set of
all nodes at a given depth is calledeaelof the tree. The subset of nodes located at level
| is denoted byy !(1).

e the height of a nodey € A'! is the length of the path from the nodg to its furthest
descendant (a leaf node). The height of the treenoted by, is the height of its root
node. Therefore, if the root of the tree is located at Iével0, while the deepest node is
located at level = ht.

Example 1.3 Given Figure 1.5, we illustrate in the following the termiogy and notations
defined above:

e the root of the tree isdn = {hospital-record}. It is located at level = 0.
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e given n» = {patient-record,patient-id=TY3567HEN}, np.3 = {medical-info} and rgg =
{record,ref=M1YFSNA}, we have n» < np3and n.3 < nzzg.

e the height of the tree isth= 5 and the node g1 = {diagnosis,date=2006-01-05} is at
level |=4i.e. ny10 € A H(4).

e given the node 4y = {name}, we have valu@s ) = "Alice James".

1.5.2 Policy Model

Given the tree representation, denoted,lmf an XML document to be released, the data owner
starts by stating for each node € A'* a policy, denoted byPol,, , specifying the conditions
under which a data consumer is allowed to have access to ttenp@nd its sub-nodes. In
other words Pol,, defines the constraints that have to be fulfilled by a datawoesin order
for him to be authorized to have access to the element rapgeebby the nodey, its attributes
and its sub-elements. The poliPgply can have one of the following forms:

e Pol, = true: in this case, any data consumer is allowed to have accesg dad its
sub-nodes. In this casBol,, is called an 'allow-all’ policy.

e Pol, = false in this case, no data consumer is allowed to have accesg @ad its
sub-nodes. In this casBol,, is called a 'deny-all’ policy.

e Pol,, consists of conjunctionsAND / A) and disjunctions@R / V) of conditions, where
each condition is fulfilled by a specific key: in this case, md@nsumer is compliant with
a policy if and only if it has access to a qualified set of keyslie policy i.e. a set of keys
fulfilling the logical combination of conditions specifieg the policy. We distinguish
two types of conditions:

— credential-based conditions each condition is defined through a pair, denoted by
(I, A), specifying an assertioA € {0,1}* and a credential issudg € 1 that is
trusted to check and certify the validity &f A data consumer fulfills the condition
(I, A) if and only if it has been issued the credentk¢, A). Here, we assume the
existence of a set of credential issuers: {l,...,In}, where each issuég € 1 is
trusted by the data consumer to issue specific credentials.

— data-value conditions each condition is defined through a pair, denotedDyA),
specifying a data valué € {0,1}* and a symboll. The data valuéA can be
any text, number, date, passphraste, that can normally occur in an XML docu-
ment. Here, the symbal is used to differentiate the data-value conditions from the
credential-based conditions, which specify a crederdgler, € 1 that is trusted
to check and certify the validity of the content &f A data consumer fulfills the
condition(J,A) if and only if it knows the data-valud. Equivalently, a data con-
sumer fulfills the conditiodd, A) if and only if it knows the valug(O,A) = f(A),
wheref is a publicly known one-way function such as a hash function.
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In the following example, we illustrate the two considergoes of conditions.

Example 1.4 Assume that the hospital considered in Example 1.2 planstitigh its records so
that patients can read their personal information, stafimbers can refer to patients’ records,
and other departments at the same school (or partners) caduxt related research. Because
some information is sensitive, it should be protected so ithia accessible only to autho-
rized users. Assume that there exists two credential issugrrepresents the hospital that
is trusted for issuing credentials to the hospital staff hera (doctors, nursestc), and b
represents the research department that is trusted foingstredentials to research staff mem-
bers (researchers, techniciaretg). Before publishing a record, the hospital defines the jedic
protecting its different portions. In the following, we gigxamples of such policies, while refer-
ring to the sample XML document described in Example 1.2 @rtdeie representation shown
in Figure[1.5.

1. access to a patient’'s medical information is conditiotgdthe possession of either a
doctor credentials issued by the hospital or a researchedential issued by the research
department.

i.e. Poh,, = (l1,docton V (I, researchey

2. access to the name of a patient is conditioned by the psisgesf a doctor credential
and the doctor-in-charge’s credential.
i.e. Poh,, = (I1,doctor) A (11, SIRSH

3. access to the social security number (SSN) of a patiemndittoned by the knowledge
of its name and the possession of a hospital staff member.
i.e. Poh,, = (O, Alice JamepA (11, staff

Note that the data-value "Alice James" should not appeanéngublic representation of
the policy Pol, .. Further details on policy representation are given latethis section.

As for the policy model adopted for policy-based encrypschemes (Section 1.3.1), our poli-
cies can be written in theDNF form i.e.

Pol, = /\{‘n:]_[\/rj’ll[/\ﬂlj]_“_m)j)k,Ai7j7k>”, wherel;;, € 1U {0} andA jx € {0,1}"
For the sake of readability, we consider the following nota:

e ¢(Poly,) denotes the set of all the keys corresponding to the diffe@mditions specified
by policy Poly, i.e. ¢(Pok,) = {{¢(Re o Aj) Heot Lo}y Note that forPol, = true,

we haveg(Poly, ) = 0, while for Pol, = false ¢(Pol,) does not exist

e ¢(Pol, ) denotes the power set qfPoly, ) i.e. the set of all the subsetsg(fPol,, )
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o For some(ji € {1,...,m}}M 4, iy jn(Pol) = {{C(R; 1A jik) Hod J . WhereRg |
is either the public key of the credential isstlaqui_yk € 1 or the symbol]

e For a subset of credentigtsC ¢(Pol, ), 'p F Pol,’ denotes the fact thai is a qualified
set of credentials for policioln,

According to the notation defined above, the following eglénce holds:

V peg(Poly,): pEPol< 3{jie{l,...m}}; sth. p=gj,. . j.(Poln,) (1.7)

Remark 1.13 Our policy model extends the one defined in Section |1.3. héopolicy-based
encryption primitive. The added feature is the data-valmeditions which can be ’informally’
viewed as credential-based conditions for which the saesat of the credential is not based
on the secretness of the issuer's master key, but on thetisesseof the assertion itself. The
definition of the policy-based encryption primitive can bsily extended to support data-value
conditions.

An illustration of our policy model is given in the followingxample.

Example 1.5 Assume that there exists a set of credential issuers{l1, 12,13}, where issuer
I« is trusted by the data owner to issue credentiglAd A, for k = 1,2, 3 respectively.

e assume that the data owner requires that a data consumerdasissued either the two
credentialsg(Ry, A1) and¢(Ry, A2) or the two credentialg(Rs, A3) and¢(Rs,A3), to be
authorized to access a nodge@ At and its sub-nodes. In this case, we have

Poln, = ((R1,A1) A (Ra, A2)) V ({Rs, Ag) A (Ra, Ag))

Given theCDNF-based notation defined above, policy Pa$ such that

m=1m=2
mMp1=2:(L111,A111) = (R, A1), (L112,A112) = (R, A2)
Mo =2:(L121,A121) = (Rs,A3),(L122,A122) = (R3,A3)

e assume that the data owner requires that a data consumer éas Issued either the

credentialg(Ry, A}) or the two credentiat(R, A,), and additionally knows a registration
password 4, to be authorized to access a noq;eerwt. In this case, we have

Poly, = ((Re, A) V (Ro, Ab)) A (T, Ag)
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Given theCDNF-based notation defined above, policy Pa such that

m=2m=2nm=1

mi1=1:(L111,A111) = (Ri,A})
mo2=1:(L112,A112) = (Ro,A,)
mp1=1:(L121,A121) = (0,A0)

Now that we have described our formal policy model, we preadrasic XML-based represen-
tation of our policies in the remaining of this section.

In addition to document representation and exchange, XMieags as a natural choice for
policy representation, thanks to its human and machineat@bity and the ease with which its
syntax and semantics can be extended. Several XML-baskeg [ariguages can be found in the
literature such as the XML Access Control Language (XACIO3Jland the eXtensible Access
Control Markup Language (XACML) [73]. We refer to [149] forcamprehensive survey on
XML-based policy languages.

Four of the XML-based policy languages that have been pexpas the basis for a new standard
are based on Boolean combination of predicates [6]. Thewpibges are: the Web Services
Policy Framework (WS-Policy) [144], the Web Services Dggmn Language (WSDL) [143]
with the addition of compositors [53], the XACML profile for &g Services (WSPL) [74],
and a language outline from IONA Technologies [124]. Whilese four languages have been
proposed in the context of Web Services, they can be natura#id in the general context of
XML-structured documents. In particular, WS-Policy and M{Scan be used as containers
for our policy model. These languages are complex and stppane features than the ones
required in the context of our framework. For the sake of abddy, we define a simplified
XML-based policy syntax, which we briefly describe below.

In our basic XML-based policy language, a policy is modeleduigh a<Policy> root element.
A shorthand XML sche f the<Policy> element is shown below in Figure 1.6. The different
components of thePolicy> root element are defined below:

e <Condition>: this element is the container of our conditions. Its contiEpends on the
type of condition as follows:

— in the case of credential-based conditions, ¢@®ndition> element contains two
sub-elements: arAssertion> element and arlssuer> element. The<Assertion>
element contains the assertion to be fulfilled in order tfilfdhe <Condition> el-
ement. The<Assertion> element should support any type of assertion representa-
tion ranging from simple text-based assertions to advasé@eddL assertions [75].

LIn the XML shorthand scheme, the '+’ sign declares that theelement must occur one or more times inside
the element, while the '?’ sign declares that the sub-eléiwemoccur zero or one time inside the element.
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The <issuer> element provides the name or the public key of the credeissaler
that is trusted to check and certify the validity of the staats contained in the
<Assertion> element.

— in the case of data-value conditions, th@ondition> element contains one sub-
element denoted byData-value>. A natural way to reference the data-values within
an XML document is to use the XPath language [142], which iscely used stan-
dard technology that allows to address different portioharo XML document.
XPath considers the tree representation of an XML documedtfarms a path
expression that selects a set of tree-nodes. The path sipresalled location
path, is composed of a sequence of location steps where@zatioh step has three

parts: axis, node test, and optional predicate list.

e <All>: this element corresponds to the right-haxiD Boolean operator in thEDNF
form. It contains one or multipleCondition> sub-elements. All theCondition> elements

must be fulfilled in order for theAll> element to be fulfilled.

e <AtLeastOne>: this element corresponds to tb&® Boolean operator in theDNF form.
It contains one or multipleAll> sub-elements. At least one of thall> elements must be

fulfilled in order for the<AtLeastOne> element to be fulfilled.

e <Policy>: this root-element contains one or multipiatLeastOne> sub-elements. The
different<AtLeastOne> elements must be fulfilled in order for the hole policy to bk fu
filled. This corresponds to the left-hamtiD Boolean operator in theDNF form. Be-

sides, this element may contain an optional identifier $jgecby thelD attribute.

<Pol i cy>
(<At Least One>
(<A'T>
(<Condi tion>
<Dat a- val ue>?
<Assertion>?
<l ssuer>?
</ Condi tion>)+
<TAT>)+
</ At Least One>) +
</ Policy>

Figure 1.6: A shorthand schema for teolicy> element

An illustration of our XML-based policy representation isen below.

Example 1.6 Consider the policy Pgl. specified in Example 1.4. The XML-based represen-
tation for this policy is given in Figure 1.7. The policy statthat access to the social security
number (SSN) of a patient is conditioned by the knowledgis obime and the possession of a
hospital staff member. The XPath expression specified byDtwa-value> element refers to the
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content of thecname> element in the sub-tree of tk&ospital-record> document corresponding
to the patient whose identifier iY3567HEN". TheAssertion element contains a text-based
assertion that can be signed by the credential issuer of tispital to generate a credential that
is given the staff members. A more sophisticated representaf assertions such as SAML as-
sertions [75] should be considered in real-world scenaribke is also the case of théssuer>
where the reference to the credential issuer and its puldicdhould be more elaborated than
the simplistic text-based URL reference used in our ilatste example.

<Pol i cy>
<At Least One>
<Al'l >
<Condi ti on>
<Dat a- val ue>
I'hospital -record/ patient-record[patient-id="TY3567HEN"]/ personal -i nf o/ name/
</ Dat a- val ue>
</ Condi tion>
<Condi ti on>
<Assertion>staf f-2006</ Assertion>
<I ssuer >www. hospi tal . conx/ | ssuer >
</ Condi tion>
<S/AT>
</ At Least One>
</ Policy>

Figure 1.7: A samplePolicy> element

1.5.3 Protection Model

A tree protection for an XML document groups the differentigges associated by the data
owner to the different portions of the document. Formatlis defined as follows:

Definition 1.4 Atree protection M' over a node-labeled tree t is a function that associates to
each node ne (! a policy Po}, = M*(ny) defining the conditions under which a data consumer
is allowed to have access to the set of noflgsc At g = ny}. Thus, the tree protection
enforcement mechanism is such that, in order to reach a np@emt from the root, the data
consumer has to satisfy all the policies Pok Mt(ny), for all ny < ny. In other words, the data
consumer must have access to a set of credentials fulfilllnigeapolicies Pol,, for all ny < ny.

Example 1.7 An example of a tree protection over a node-labeled treevisrgin Figure 1.8.

Consider a node-labeled treean associated tree protectibih and a nodey, € A't. Assume
that there exists a conditiofl, A), for L € 1 = {l1,...,INn}U{O} andA € {0,1}*, such that
the fulfillment of policy Pol, = M'(ny) requires the fulfillment of conditioriL,A). Because
of the downward propagation of the policies specifiedByit is not necessary to include the
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condition(L,A) in the policiesPol,, = N'(ny), for n, < ny € A’'. In other words, replacing the
condition(L,A) by thetrue logical statement in the polici€2ol,, = N'(ny), for ny < ny € a(*,
does not affect the restrictiveness of the tree protedlionf the condition(L,A) is specified
by policy Pol,,, we say that the tree protection contains a protection r@aiucy at nodey.

Ny € At M (ne)
No.1 true
Ny (R, A1) A (Re, A2)) V ({Rs, As) A (Rs, Ag))
nio ((R1, A1) V (Re, A5)) A (0, Ag)
ni3 (R, Ag)
N21 (R, A1) A (R, Az)
N2 true
N3 (R, A V{0, A0)) A (Rs,Ag)
N2.4 (R, A1) V ({(Re, A2) A (Rs, Ag))
n31 false
N3z (R1,A1) A (Rs,Ag)
N33 (H,A0)

Figure 1.8: A tree protection over a node-labeled tree

Our protection enforcement mechanism (described lateeati@ 1.5.4) is such that the gen-
erated overhead (with respect to the original cleartexa)diatproportional to the size of the
policies as well as to the number of distinct policies spedifby the tree protection (see
Remark 1.16 for further details). It is therefore necessaryeduce the size of the policies
specified by the tree protectidit by eliminating the possible protection redundancies. Exam
ples of protection redundancies within a tree protectianven below.

Example 1.8 Consider the tree protection shown in Figlire|1.8. We desdinbthe following
three cases of protection redundancy:

e the fulfillment of policy Pgl,, = M'(nz1) requires the fulfillment of conditiotRy, As).
Therefore, conditiofRy,A;) specified by Pgl, = M'(nz2) becomes obsolete. In other
words, setting Pal, = trueA (Rs, A3) = (Rs, Az) does not affect the restrictiveness of the
tree protectiorT1!, while reducing the size of policy Rg}.

e the fulfillment of policy Pgl, = M'(ny2) requires the fulfillment of conditiof], Ao).
Therefore, conditioqd, Ag) specified by Pal, = M'(nz3) becomes obsolete. In other
words, setting Pgl,, = true does not affect the restrictiveness of the tree printedi,
while reducing the number of distinct policies specifiedby

e the fulfillment of policy Pgl , = M'(ny.3) requires the fulfillment of conditiotRs, Ag).
Therefore, conditior{R3, Az) specified by Pa}, = M'(np.4) becomes obsolete. In other
words, setting Pel, = (R, A1) V ((Re, A2) Atrue) = (Rq, A1) V (Re, A2) does not affect
the restrictiveness of the tree protectidh, while reducing the size of policy Rg).

To formally address the reduction of tree protections, v ifitroduce the notion of protection
refinement.
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The notion of policy refinement, as defined in [13], is fundataéfor many situations in policy
management. Intuitively, one policy refines another if gsgire first policy automatically fulfills

the second policy. In other words, the second policy is atlaa restrictive as the first policy.
In the following, we adapt the notion of refinement to our fpeetection model.

To formalize our notion of protection refinement, we consitie following notations:

o ¢(MY) = Unent &(M(ny)) i.e. g(N') denotes the set of all the keys corresponding to the
different conditions specified by the policies associateaugh the tree protectiagint),
to the nodes of

e ¢(MY) denotes the power set gff1!) i.e. the set of all the subsetsg(fT!)

e for a nodeny € 2t and a subset of credentigisc ¢(IMY), ’pm ny’, denotes the fact that,
forallny <ny e A(t, there exist®,, C p such thapy, F Poly, = M(ny) i.e. with respect
to the tree protectiof!, a data consumer having access to the set of credeptigisble
to reach the nodsy.

Definition 1.5 Given a node-labeled tree t, 1B, andMY, be two tree protections over t. Then,
M} is arefinement of MY, written MY, > MY, if and only if, for all nodes pe a(!, if a data
consumer is not able to reach a nodgaccording to the tree protectioRl}, then it cannot
reach rx according the tree protectiofl. This can be expressed as follows:

t

o o n M
VpedMhugmy) , Vnkeat: pdng = p~ang (1.8)

In the following, we define the notion of equivalence betwten tree protections.

Definition 1.6 Given a node-labeled tree t, IBX, and [, be two tree protections over t. Then,
M andN}, are equivalent, written M, < MY, if and only ifN%, s N4 and My > M.

Now that the notions of protection refinement and equivadrave been defined, we define a
reduced tree protection as follows:

Definition 1.7 Given a tree protectiofil' over a node-labeled tree t, it is callededuced tree
protection over the tree t if and only if, for alljp< ny € 2!, there exists no condition defined by
policy Pol, = M(ny) whose fulfillment if required for the fulfillment of policylRo= M*(ny).

In the following, we present an algorithm that allows cotivey any tree protectiofl! over a
node-labeled treeinto an equivalent reduced tree protectioh To formalize our reduction
algorithm, we consider the following notations:

e fornc € act, ¢'(Poly) = Nfjieft..m1™, Siz.ejm(PO, ) 1€ Pp, represents the intersec-

geeey

tion of all the qualified sets of credentials for poliegl,,
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e for ny,ny € a', ¢"'(Poly,, Poly,) = ¢"(Pol,) N¢(Poly,) i.e. pn~.n, denotes the set of
credentials that are required for the fulfillment of polRyl,, and which fulfill a condition
specified byPoly, .

Input : A node-labeled tree, A tree protectior1* ;
Output : A (reduced) tree protectiofi® ;

| —1;
while | < ht do
foreachny € ac'(l) do
foreachny < ny do
if ¢"(M'(ny),MN"(ny)) #0then
let Poly,, be the policy obtained by rewriting' (ny), while replacing each condition
fulfilled by a credential included ig”(M*(ny), N*(ny)) by thetrue logical statemenin
N'(ny) — Poly,;
else
| M) —Ni(ny);
end

|<—|—|—l;
end
return Mt ;

Algorithm 1.1: Tree protection reduction algorithm

In the following, we give a step-by-step description of tke@ution of Algorithm 1.1.

Example 1.9 On input of the node-labeled tree and the associated tregegtion given in
Figure[1.8, Algorithm 1.1 does the following:

1. Asq(MY(ng.1),M'(nyj)) = 0 (for j = 1,2,3), the policies associated to nodesinny 2
and n_3 remain unchanged

2. Asc“(l'_lt(no,l),l'lt(nz,j)) =0 and q”(l'_lt(nl,l),l'lt(ng,j)) = 0 (for j = 1,2), the policies
associated to nodesa and rp > remain unchanged

3. Whereag (M'(no.1),M'(n23)) = 0, ¢"(M'(ny.2), M (n2.3)) = {¢(0,Ao)}. Therefore, the
policy associated to nodey g is rewritten, while replacing the conditiofi],Ag) by the
true logical statement i.@1'(np, ;) = ((R1,A}) Vtrue) A (Rs, Ag) = (Rs, Ag).

4. Whereas (Mt(ng.1), Mt (n2.4)) = 0, ¢ (M(ny.3), M'(n2.4)) = {¢(Rs, Ag) }. Therefore, the
policy associated to nodeg is rewritten, while replacing the conditiofRz, Az) by the
true logical statement i.él1'(np,,) = (R1, A1) V ((Rp, A2) Atrue) = (Ry, A1) V (R, Ag).

5. As¢'(MY(n1),MY(n31)) = 0 (for i = 0,1,2), the policy associated to nodg premains
unchanged

6. Whereac”(M'(ni.1), Mt(n3.2)) = O (for i = 0,1), ¢"(M'(n21),M(N3.2)) = {(Ry,A1)}.
Therefore, the policy associated to nodg nis rewritten, while replacing the condition
(R1,As) by the true logical statement i.Bl'(np,,) = trueA (Rs, Ag) = (Rs, Ag).
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7. Whereasy'(M'(ng1),M'(ng3)) = 0 and ¢"'(MN*(nz3),MY(n33)) = {¢(Rs,A3)}, we have
¢'(MY(ny2),MY(n33)) = {¢(0,A9)}. Therefore, the policy associated to nodgsns
rewritten, while replacing the conditiofil, Ap) by the true logical statement.

The reduced tree protection output by Algorithm 1.1 is surimed in Figure 1.9.

ny € At Mt (ny)
No.1 true
N1 (R, A1) A (Re, A2)) V ({Rs, As) A (Rs, Ag))
N2 ((R1,A}) V(Rp, A%)) A (0, Ag)
ni3 (R, Ag)
n21 (R1,A1) A (Ro,A2)
N2 true
n2.3 (R, Ag)
N4 (R1,A1) V (Ro,A2)
n31 false
n32 (R, Ag)
N33 true

Figure 1.9: A reduced tree protection over a hode-labetss tr

Note that in addition to reducing the size of the policies, mduction algorithm allows to po-
tentially reduce the number of distinct policies in the tpeetection associated to the document
to be protected (8 distinct policies foY' vs. 5 distinct policies fof1!). This will have a positive
impact on the overhead caused by our cryptography-basextcarmhent mechanism.

The correctness and completeness of Algorithm 1.1 aredstaiew.

Theorem 1.2 LetMt be the tree protection obtained by running Algorithm 1.1mouit of a tree
protectionl! over a node-labeled tree t. Then, the following statemewitk 1) Algorithm 1.1
is complete, 2J1! is a reduced tree protection, and Bf and* are equivalent i.el' < Mt,

Proof In the following, we prove the three statements of Theadrein 1.

1. For each node in the node-labeled treAlgorithm[1.1 processes each of its ancestors.
As the total number of nodes and the height of the tree (anfitre the number of
ancestors for each node) are finite, Algorithm 1.1 is coneplet

2. Algorithm[1.1 parses all the nodes of the tteé=or each nodey € (', the algorithm
detects all the possible protection redundancies by chgdkie policies associated to the
ancestors ofi, by the tree protectiom®. Then, the algorithm redefines the policies in
the protectior1! by eliminating the detected redundancies. Therefore, it@imed tree
protection is free from protection redundancies.

3. Consider a nodpy € Nt_and a set of credentiafsc ¢(MY) UE(I'_IQ. First, note that, by
construction, we havg(M') c ¢(N'), which means thag(M') u¢(nt) = ¢(nt).
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According to the processing of Algoritnm 1.1, poli&y(ny) corresponds to polichit (ny)
rewritten while potentially replacing some conditions b true logical statement. In
other words, the tree protectidif is at least as restrictive as the tree protecfiirat
nodeny. As this is valid for all the nodesy € 2!, we havel' s MN'. Proving that

— t t
M's Nt returns to proving that the statemen} : pf':'» Ny = p«ﬂ» ny holds for all nodes
ny € A%, which we do recursively as described below:

e for | =0, for all nodes € A !(0), the statementy, is valid. In fact, there is only
one node at levdl = 0 (corresponding to the root of the tree) and for that node,
Algorithm[1.1 does not change the policy specified By

e assume that for some< h', the statemens,, is valid for all nodesny € A (1)
(recursion assuption). We prove that the statersgpts valid for all nodesny €

t
A Y1 +1) as follows: Consider a nodg, € A('(l +1) and assume thas ny.
At
Then, for allny < ny, We havep > ny. Therefore, according to the recursion as-

sumption, we havp«» ny, for all ny < ny. This means that for atly < ny, we have
¢"(MY(ny),Nt(ny)) C p. In fact, the difference between poli€y(ny) and policy
M'(ny) is that the conditions iM'(ny) which are fulfilled by the crede_ntials con-

tained inc” (Mt(ny), Mt(ny)), for all n, < ny, are replaced byrue. As p«ﬂi ny and

¢"(MY(ny),Nt(ny)) C p for all ny < ny, we havep«r'; ny.
0

Once areduced tree protection is specified for the docuradig protected, it is enforced using
the protection enforcement mechanism described in theviallg section.

1.5.4 Protection Enforcement: Formal Description

Given a node-labeled tree, denotedtbsind an associated reduced tree protediigrour pro-
tection enforcement mechanism allows the data owner torgena node-labeled tre:B' rep-
resenting the encryption of the original treaccording to the tree protectldmt The intuition
behind our encryption mechanism is as follows: the encrj/p’met” is first initialized with
the original tred. It is then processed according to the associated treeqlllan‘leﬂt Because
of the downward propagatlon of the policies spemﬁed’t‘)ythe processing af’ proceeds by
an upward traversal af" (from leaf nodes to the root node). At each level of the tfeeeach

nodeny € 9\[‘ is processed according to the following rules:

o if I'_It(nx) = false then the nodey together with all its children and descendants must
not appear in™ i.e. the subtree dfwhose root is the nods, must be removed frorf"

e if M(ny) = true, then the node, together with all its children and descendants must
appear without any modification (in plaintext)ti'ﬁt.
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¢ otherwise, the nodey together with its descendants is encrypted according tpahey
Mt(ny). This is performed as follows:

1. Arandomly chosen symmetric key is associated by the dateoto policyl'_lt(nx)

2. The subtree df whose root is the nodsy is encrypted with the chosen symmetric
key using a symmetric encryption algorithm specified by th@adwner

3. The symmetric key is encrypted according to polﬁﬂ(nx) using a policy-based
encryption algorithm specified by the data owner

More formally, our protection enforcement mechanism cetssof three stagesnitialization,
Tree-Encrypt andKey-Wrap, which are defined as follows:

e Initialization . The data owner does the following:

1. Choose two encryption schemes: a symmetric encryptioense, denoted bgY™,
and a policy-based encryption scheme, denoteddiyBE.

2. Define a policy-key mapping functicm':'t, which associates to each distinct policy
defined by, a randomly chosen symmetric key for tB%™ scheme.

3. Define a three-column tabie”t, calledprotection table The first column ofr 'jt
contains the different policies specified by the tree ptaded1t. Each row ofr 2k
contains a distinct policfPol (in the first column), the symmetric kéy”t(Pol) (in
the second column), and the set of nodag < At | M'(ny) = Pol} (in the third
column).

e Tree-Encrypt . The data owner generates a node-labeledEEekey running Algorithm 1.2
on input of the node-labeled tréand the protection tabte' .

e Key-Wrap . The data owner replaces each symmetric key in the protetdide 7 ' by
the ciphertext resulting from its encryption accordingtte torresponding policy using
the POLBE scheme.

The output of our protection enforcement mechanism caisis of an encrypted tré8 and

a protection tabla 2k containing the different encryption keys, where each kesnisrypted
with respect to the corresponding policy. The encryptedudent and the protection table
should be naturally represented in a way understandablatéoodnsumers. In other words, a
data consumer should be able to know what are the credeatidlthe data values it needs to
collect in order to be able to successfully decrypt a spepdition of the document.

Upon receiving the encrypted tré¢ and the associated protection tabiB', a data consumer
that has access to a set of credentials and data-value keyealaip the protection table to
either find the policies it is compliant with or check whetliteis compliant with the policy
associated to a specific portion of the document it wisheate ccess to. The data consumer
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Input: A node-labeled tree, A protection tabler .
Output : A node-labeled tred! ;
Mt
| —R";
while | > 0do
At
foreachn, € a¢t" (1) do -
let " be the node-labeled subtreetBf whose root is the nodey in
if M'(ny) = falsethen
‘ removetr',_lt fromt™" ;
else
if M'(ny) = truethen
| keept! asitis;
else B B o
| replacet by a subtree representing the encryptionbfusingQ™ (M'(ny)) ;
end
end

| —1-1;

end
t
return t™ :

Algorithm 1.2: Tree encryption algorithm

is able to access an element in cleartext if an only if it igdblaccess all its ancestors. In the
case where the data consumer does not have access to a dselifié credentials for a specific

policy, it needs to get the missing credentials from the entidl issuers specified by the data
owner. Note that the decryption of certain elements withe document may allow the data
consumer to update its set of data-value keys.

Remark 1.14 As for the policy model, the formal definition of policy-bdsacryption schemes
and thelND-Pol-CCA security model have to be extended to support data-valudittomns. Our
pairing-based implementation of policy-based encryptiescribed in Section 1.4.1 can be eas-
ily adapted to support the new form of conditions. In factseitingg(UJ,A) = Ho(A), a data-
value condition can be simply seen as a credential-basedition fulfilled by a credential for
which the assertion is the data-value A and the master kéweafredential issuer is equal to the
identity elememLZa. In contrast with the credentials whose secretness is basdtie secret-
ness of the issuers’ master keys, the secretness of theadlatakeys is based on the knowledge
of the data-value A. Our reductionist security proof caroabe easily adapted to include the
new form of decryption keys while maintaining the same $gdewel i.e. indistinguishability
against chosen ciphertext attacks.

An illustration of our protection enforcement mechanismiigen in Example 1.10.

Example 1.10 Given the node-labeled tree t and the associated reducaeaol|dmxaftectionI'_It
shown in Figure 1.9, the protection enforcement mechan@msists of the following stages:
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e Initialization . The data owner first chooses the symmetric and policy-baseryption
schemes. Then, it defines the policy-key mapping functidrcanstructs the protection
table which is shown in Figure 1.10.

Policy Key Nodes

({(R1,A1) A (R, A2)) V ((Rs,A3) A (Rs, Ag)) | kg ni1

(R, A V (Re: Ap)) A (0, Ao) ko N2
(Rs,As) ks | ni3, 23, N3z

(R1,A1) A (Re, Ag) Ky n21

(R1,A1) V (Rp, A2) ks N4
true — no.1,N22,N33

false - Na.1

Figure 1.10: A protection table over a node-labeled tree

e Tree-Encrypt . The data owner encrypts the tree according to the assatiatetection
table as follows:

1. For | = 3, Algorithm[1.2 removes nodes 1) encrypts node 4» with key k and
keeps nodegp asiitis.

2. For | =2, Algorithm 1.2 encrypts node a with key lg, node n 3 with key k, node
n2.4 with key k, and keeps noden as it is.

3. For | =1, Algorithm 1.2 encrypts node a with key k, node n » with key k, and
node n_3 with key k.

e Key-Wrap . Each of the keys Kfori =1,...,5) is encrypted with respect to the policy to
which it is associated using a policy-based encryption atgo.

In the following section, we describe a simple XML-basedrespntation of the information
output by our protection enforcement mechanism. In faet\V M BC Recommendation on XML
Encryption Syntax and Processing (XML Encryption) spesifiestandardized schema for en-
crypting data and representing the result in XML [1]. We ke the processing rules of XML
Encryption, while adapting its syntax to cope with the feasuof our protection enforcement
mechanism.

1.5.5 Protection Enforcement: XML Representation

The output of our protection enforcement mechanism cansistwo complementary compo-
nents: on one hand, an XML document where each element igmadrusing the symmetric
key corresponding to the associated authorization pol@w. the other hand, the protection
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table defined by the document’s owner, according to whichdifierent elements of the docu-
ment are encrypted. In the following, we discuss the XML espntation of each of these two
components, respectively.

Our protection enforcement mechanism starts withrhialization stage during which the data
owner chooses a symmetric encryption scheme (to be usec ifreté+Encrypt stage) and a
policy-based encryption scheme (to be used inkKbgWrap stage). The XML Encryption
specification supports an 'extensible’ list of algorithmach of which is defined through a brief
name, an identifying URI and a level of implementation reguoient. The supported algorithms
are classified in different categories, among which two &reterest to us:

e block encryption algorithms: are symmetric encryption schemes designed for encrypt-
ing and decrypting data in fixed size, multiple octet blodksamples of these encryption
schemes are 3DES and AES-(128-192-256). The encrypti@nselchosen by the data
owner should be one of the supported block encryption algos. For example, the data
owner chooses the AES-128 algorithm, which is referencddlasvs:

— REQUIRED AES-128
http://www.w3.0rg/2001/04/xmlenc#aes128-cbc

e key transport algorithms: are public-key schemes specified for encrypting and décryp
ing the symmetric keys used by block encryption algorithEreamples are RSA-v1.5 and
RSA-OAEP. To this category of algorithms we can add poliegdx encryption schemes
as they are used for the same purpose. The policy-basedpginorgcheme chosen by
the data owner should be referenced and supported by the Xidiygtion and decryp-
tion engines. For example, the data owner can choos@©UBE scheme (described in
Section 1.4.1), which can be referenced as follows:

— REQUIRED POLBE-v1.0
http://www.eurecom.fr/2006/01/xmlenc#polbe-vl_0

For each distinct policy defined by the protection tree, @ita @dwner generates at random a key
for the chosen symmetric encryption scheme (AES-128). @redifferent keys are generated,
the document is encrypted (during tiee-Encrypt stage) according to Algorithm 1.2. That
is, the different elements of the XML document are processedrsively in a way such that
an element is processed only after the processing of alegsehdants. An XML element is
processed according to the following rules:

e ifthe elementis associated to a 'deny-all’ policy, thesitemoved (with its descendants)
e if the element is associated to an 'allow-all’ policy, thérsikept unchanged

¢ ifthe elementis associated to a customized policy therensypted using the symmetric
key associated by the data owner to the policy.
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Concretely, the encryption of an element using a symmegfcknsists in replacing it (together
with its descendants) by atEncryptedData> element that contains two relevant components:

e ID: is an attribute that is used as a unique reference to the/gted element in the
protection table.

e <CipherData>: is a sub-element that provides the encrypted data. It cwsfae encrypted
data represented as a Base-64 encoded text with@igherValue> sub-element. Base-
64 is a standard encoding for transmitting binary data ssdkegs or digital credentials
in printable textual form [1]. The encrypted data is obtdimas follows: because block
encryption algorithms expect input represented as a stadadnytes (octets), the data
owner first converts the XML element to octets, as specifiefl4®] (this operation is
calledserializatior). Then, the data owner runs the chosen block encryptiorrigigo
on input of the resulting octets and the encryption key.

A example of an encrypted XML element is given in Figure 1.11.

<EncryptedData |D="n_{3.5}">
<G pher Dat a>
<Ci pher Val ue>A23B45C56</ G pher Val ue>
</ G pher Dat a>
</ Encr ypt edDat a>

Figure 1.11: ArEncryptedData> element

Remark 1.15 The data included in theCipherValue> element corresponds to the encryption
of an XML element and its sub-elements. Because of the dadpvegoagation of policies over
the tree-structured XML document and the upward procegditige different elements, it might
happen that the encrypted element is itselk&ncryptedData> element. This case is referred
to asnested encryptian

Remark 1.16 The size of a ciphertext output by a symmetric encryptioorélgm is equal
to the size of the corresponding plaintext. In the case of Xadtryption, the plaintext uses
a text encoding with 8 bits per character (UTF-8), while thehertext is binary data that is
represented using 6 bits per character (Base-64 encodifig)discussed in [119], this results
in a blow-up of around 33% in the case of the encryption of anpéxt XML element. This
becomes more problematic in the case of nested encrypiimee the inflated representation
of the ciphertext becomes the cleartext for another roureghofyption. It is therefore critical,
given a protection specification, to minimize the numberegtkhat need to be used and the
number of nested encryptions that need to be performed ierdalenforce the protection
specification. In our framework, this is achieved thanksuprotection reduction algorithm
presented in Section 1.5.3.
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In theKey-Wrap stage, each key in the protection table is encrypted acogtdithe correspond-
ing policy using the chosen policy-based encryption schelte standard XML Encryption
recommendation defines the XML structure of an encryptedakefpllows: the encrypted key
is represented by atEncryptedKey> element that contains<CipherData> sub-element. The
latter contains the encrypted symmetric key representedBase-64 encoded text.

<Encr ypt edKey>
<Ci pher Dat a>
<Ci pher Val ue>C287D41C36</ Ci pher Val ue>
</ G pher Dat a>
</ Encrypt edKey>

Figure 1.12: A sampleEncryptedKey> element

Remark 1.17 In our description of the<EncryptedData> and <EncryptedKey> elements, it is
assumed that data consumers know the symmetric encryptiem® used to encrypt the differ-
ent elements of the document and the policy-based encnygtlteme used to encrypt the sym-
metric keys. In general, these elements should expligtgisy the associated encryption al-
gorithms and the corresponding parameters. This is acki¢ghr®ugh an<EncryptionMethod>
sub-element which contains a reference to the used algorith

The different<Encryptedkey> elements are grouped in the protection table which can be mod
eled in XML by a<Protection> root-element. A simplified shorthand XML schema of our
<Protection> element is given in Figure 1.13.

<Protection>
( <Row>
<Pol i cy>
<Encr ypt edKey>
(<Ref erencelLi st >
<Ref er enceDat a>+
</ Ref erenceLi st >)
</ Row>) +
</ Protection>

Figure 1.13: A shorthand schema for #Rrotection> element

The <Protection> element contains one or multipt®ow> sub-elements, each of which corre-
sponds to a row in the considered protection table and aunthe following sub-elements:

e <Policy>: this element contains a policy that can be representedop®ged in the short-
hand schema depicted in Figure 1.6.

e <EncryptedKey>: this element represents a symmetric key encrypted withego the
policy contained in th&Policy> element.
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e <ReferenceList>: this element contains one or mox®ataReference> sub-elements.
Each<DataReference> element either containslRI attribute or specifies a location path
(XPath) pointing to an element of the XML document the act¢esshich is regulated
by the policy specified by thePolicy> element. In other words, thekeferenceList> el-
ement groups the different portions of the document to wiscassociated the policy.
For example, theDataReference> element that points to theEncryptedData> element
shown in Figure 1.11 is as followsDataReference URI="n_{3.5}"/>.

Given an encrypted XML document and the associatadtection> element, a data consumer
that has access to a set of credentials and data-value keysmcse the differenrdRow> sub-
elements to either find the policies it is compliant with oeck whether it is compliant with
the policy associated to a specific portion of the documdeteaced by aDataReference>
element. The data consumer is able to only decryptHEreryptedkey> elements associated to
the <Policy> elements it is compliant with. In the case where the datawoes does not have
access to a qualified set of credentials for a specific patiogeds to get the missing credentials
from the credential issuers specified by the policy. Reball the decryption of certain elements
within the XML document may allow the data consumer to updatset of data-value keys.

1.5.6 Summary

To summarize, we presented in this section a novel framevasr&ontrolling access to XML
documents through policy-based encryption. Our framewabidkvs a data owner to delegate the
power of authorization to trusted third parties while ertiag the privacy of data consumers.
The proposed features cannot be realized using the coomahticcess control models and key
distribution strategies found in the literature. Our fravoek is presented in the context of tree-
structured documents such as XML documents. However, as@yment can be structured
as a tree with a single root element, the proposed approadhecgenerally applied to any type
of documents released over the Internet.

The application presented in this section illustrates thstimtuitive usage of the policy-based
encryption primitive i.e. as an enforcement mechanism tmeas control policies. In the
following section, we present an application of the pol@sed encryption in the context of
privacy policy enforcement, which is similar but not exgi¢lie same as classical access control.
In this second application, two properties of the policgdxhencryption primitive are of interest
to us: the stickiness of policies and the support for crymphic workflow.
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1.6 The Sticky Privacy Policy Paradigm

In e-commerce, an increasing number of transactions camneaichieved without revealing
some privacy-sensitive information such as shipping afdreilling information, personal or
professional e-mail, product preferenets. In a complex network like the Internet, information
flows between many actors and the protection of the exchastatachgainst possible threats be-
comes a hard management problem. In this context, it ialito define fine-grained privacy
policies and to put in place effective and provably secufereement mechanisms. Informally,
a privacy policy is an access control policy that takes imtwoant advanced authorization fea-
tures such as the purpose for which and the context duringhadm action is performed on
a sensitive resource. In this section, we show how poligetiaencryption can be used in a
particular aspect of enterprise privacy policy enforcetneailed thesticky policy paradigm

A company can publish, through its website, a set of privaoyrses to its customers explain-
ing what data is collected, how it is used, and what otherrpris®s may use it. The simplest
way to publish privacy promises is obviously through tekfuasacy statements, as shown in
Figurel 1.14. However, the most popular and well-adoptedammsists in using the Platform
for Privacy Preference®8P) [59]. Whereas privacy promises represent a primary aghrta
build privacy-aware systems, they remain not sufficienttsuee the effective protection of the
exchanged data. Indeed, althourgP captures common elements of privacy policies, it does
not provide the technical mechanisms that guarantee thikcatipn of the P3P statements.
Such mechanisms depend on the enterprise’s actual privactiqes, which are defined by the
enterprise’s chief privacy officer.

If you request something fromour company’s web site, for example, a product
or service, a callback, or specific marketing materials, we will use the
information you provide to fulfill your request. To help us do this, we may
share information, with others, for instance, other divisions of our conpany,
business partners, financial institutions, shipping conpanies, postal or
governnment authorities involved in fulfillment. W may also contact you as
part of our custonmer satisfaction surveys or for market research purposes

Figure 1.14: Example of a text-based privacy statement

In [98], Karjoth et al. define the Platform for EnterpriseMady PracticesH-P3P), which con-
sists of a set of mechanisms for a privacy-enforced and fiaggd management of personally
identifiable information. E-P3P allows for formalizing privacy practices in a machine read-
able format that can be automatically enforced within thiegmise. Moreover, it allows for
identifying the specific preferences of each data owner atitiese preferences could be taken
into account during the privacy enforcement. Recently, 1B&fined the Enterprise Privacy
Authorization LanguageEPAL), which is an XML-based language whose abstract syntax is
close to the one defined P3P [8]. The EPAL specification has lately been submitted to
the World Wide Web Consortium (W3C) for public comments andgible subsequent input to
standardization.
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As for classical access control policies, once a privacicpdlas been defined for some privacy-
sensitive information, it must be enforced using an efiecpolicy enforcement mechanism.
Typically, a centralized policy engine is deployed by aregmtise. Given a request to access
some privacy sensitive data, the policy engine checks venstich request is allowed or denied
by the rules specified by the policy and what are the poteatiabns that must be fulfilled
before and after the authorization decision is determined.

Thesticky policy paradignvas first defined by Karjoth et al. in [98]. It is based on thédiet

ing observation: with increasingly dynamic e-businessa émexchanged between enterprises
and enterprise boundaries change due to mergers, acopssdr virtual organizations. After
transferring data from the realm of one policy into anothendre the transfer must of course
be permitted by the first policy), the second realm must eefdne first policy. Accordingly,
the sticky policy paradigm states that once a policy is ddffiee some privacy-sensitive data,
it must 'stick’ to it and be enforced during the life cycle bEitdata.

The rest of this section is organized as follows: in order tkenthe reader more familiar with
the context of enterprise privacy policies, we provide @&toverview of theEPAL policy lan-
guage in Section 1.6.1. In Section 1.6.2, we discuss themofipolicy refinement and describe
the current approach for implementing the sticky policyaoiagm. Finally, in Section 1.6.3, we
describe our approach for implementing this paradigm tiinquolicy-based encryption.

1.6.1 An Overview ofEPAL

An EPAL policy is modeled by arepal-policy> element whose relevant components are depicted
in Figure 1.15. Ar<epal-element> consists of one or multiplerule> elements, each of which
consists of the attributes and sub-elements briefly desatielow:

<epal - pol i cy>
(<rule ruling>
<dat a- user >+
<dat a- cat egor y>+
<pur pose>+
<action>+
<obl i gati on>*
<cont ai ner >*
<condi ti on>*
</rule>)+
</ epal - pol i cy>

Figure 1.15: A shorthand schema for #pal-policy> element

e ruling: this attribute can have three string values: "allow’, 'deor 'obligate’.
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e <data-user>: this element identifies either an individual or a group afiwviduals access-
ing or receiving the privacy-sensitive data protected kg/fblicy. For example, in the
context of medical records, this element can contain diffecategories of actors within
a hospital such as patients, doctors, nurets,

e <data-category>: this element identifies a type or a sub-type of the protedétd. For ex-
ample, this element can contain different types of inforaratpersonal, administrative,
medical,etc.

e <action>: this element identifies an operation that might be perforore the data. Ex-
amples are: create, store, write, disclose, resd,

e <purpose>: this element identifies a reason for which the operatiomddfby<action>
element is performed. For example, this element may cotiterfollowing purposes:
medical follow-up, treatment, research, medical recomdbip,etc.

e <obligation>: this element identifies an additional action that could @ndated by the
policy whenever an operation on the data is authorized. p¥esrof obligations are:
notify the data owner, sign modification, delete within 3 rinsetc.

e <container>: this element identifies a set of external contextual infation. Examples of
context attributes are: urgency, user inside a surgery yoser is physician in charge.

e <condition>: this element refers to a logical combination<ebntainer> elements. Note
that before the condition contained in this element is eatald, the input container data
are validated with the container definitions. Only if all ddions in a rule are satisfied,
the rule can be used. Otherwise, it is ignored.

According to the shorthand schema shown in Figure|1.1% R policy consists of one or
more rules. Each rule specifies one or more users or categdnesers, one or more categories
of data, one or more operations on the data, and one or mopeg®s for which the specified
actions are performed on the data. A rule applies if and dolye or more conditions depending
on a logical combination of contextual information is fuéd. Moreover, a rule specifies one
or more actions, called obligations, which have to be peréat once the rule is applied.

In an EPAL policy, each rule can be either an allow-rule, a deny-rularoobligate-rule. An
allow-rule or a deny-rule states that one or more users apeotively allowed or denied to
perform one or more actions on data of given categories ferammore purposes whenever
zero or more conditions are satisfied. An obligate-rulevadlfor defining a set of actions that
have to be performed independently of whether the requedioiwed or denied. Usually, the
rules specified by the policy are ordered by precedence. Ttalie has highest precedence,
while the last has the lowest.

In EPAL, user’s categories, data’s categories and purposes aused in hierarchies. This
improves the expressiveness of rules and consequentlysatio reduce the number of rules
in an EPAL policy thanks to rules’ inheritance. Whereas allow-rules abligate-rules are
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inherited downwards in a hierarchy, deny-rules are inbdrthioth downwards and upwards.
The reason is that hierarchies are considered groupingscéss is forbidden to an element of
a group, it is also forbidden for the group as a whole.

The semantics oEPAL describe the behavior of a giveEPAL policy. Given a request that
consists of a quadrupléata-user, data-category, purpose, action) together with a set of context
attributes, the goal is to check whether such request imatl@r denied by the policy and what
are the obligations that must be fulfilled once the authtiomadecision is determined.

Now that we have briefly present&®AL as an illustrative example of enterprise privacy policy
languages, we address in the following section the notiggobty refinement, which is closely
related to the sticky policy paradigm.

1.6.2 Privacy Policy Refinement

After transferring data from the realm of one policy into Hres, the policy associated to the
data in the second realm must refine the first policy. Here patiey refines another if using
the first policy automatically fulfills the second policy. dther words, the second policy is at
least as restrictive as the first policy. Although well-efithed in theory, the problem of how
to efficiently check whether one policy refines another hanbeft open in the privacy policy
literature. Recently, a practical algorithm for this taskswroposed in [13]. As mentioned by
the authors, the proposed algorithm deals E®AL policies and concentrates on those aspects
that make refinement of privacy policies more difficult thhe tefinement of classical access
control policies, such as a more sophisticated treatmedeny rules and a suitable way for
dealing with obligations and conditions on context infotioia.

Given a refinement checking algorithm, a possible impleatéot of the sticky policy paradigm
is depicted in the sample scenario shown in Figure!1.16. fresfer of privacy-sensitive in-
formation from the realm of one polic¥Efterprise 1) into another Enterprise 2) involves the
following interactions:

1. Enterprise 2 requests the data froEnterprise 1.

2. Enterprise 1 asksEnterprise 2 for the policy that will be applied to the requested data.

3. Upon receiving the policy oEnterprise 2, Enterprise 1 runs the refinement checking
algorithm to verify that the received policy refines the ora policy associated to the

requested data.

4. If the policy of Enterprise 2 refines the original policy associated to the requested data
thenEnterprise 1 discloses the data. Otherwise, a fault message is returned.
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Enterprise 1 Enterprise 2

request data

request policy

submit policy

> check policy refinement

disclose data

Figure 1.16: Policy enforcement prior to data disclosure

The implementation of the sticky policy paradigm describedve suffers from the following
shortcoming:

e accountability: it is hard forEnterprise 1 to makeEnterprise 2 accountable for its behav-
ior with respect to the disclosed data. Once the protectalidalisclosedgnterprise 1
has no choice other than to trustterprise 2 for respecting its commitment by using the
advertised policy to protect the data.

¢ refinement check the refinement checking algorithm is run Byterprise 1. Although
this approach giveBnterprise 1 a full control over the disclosure of its data, it might seem
as an overhead tenterprise 1.

e data confidentiality: data is transferred in cleartext froEmterprise 1 to Enterprise 2.
Unless an additional encryption algorithm is usedBoyerprise 1, the transferred data
can be intercepted by unauthorized parties.

e stickiness the proposed approach can be seen as a 'weak’ implemantdtibe sticky
policy paradigm as the policy is not strongly attached toda during its transfer from
one realm into another.

In the following section, we propose a cryptography-basgulémentation of the sticky policy
paradigm that overcomes the shortcomings discussed above.

1.6.3 Sticky Policy through Policy-Based Cryptography

Our cryptography-based approach for implementing thé&gpolicy paradigm is based on the
two ideas discussed below:

e trusted authorities for refinement check Enterprise 2 can be made more accountable
thanks to the mediation of autonomous and independentttubkird parties, which we
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simply call trusted authorities. The idea here is that tHmeenent check is now per-
formed by the trusted authorities, instead of being peréatiny the data owner. In fact,
given the scenario described in the previous sectmterprise 1 can rely on different
trusted authorities, such as the Better Business BureaB)BBthe International Cham-
ber of Commerce (ICC), each of which is responsible for chreckhe refinement of a
specific portion of the privacy policy associated to the datiae disclosed. Given a spe-
cific portion of the policy ofEnterprise 1 and the policy advertised bgnterprise 2, a
trusted authority typically runs the refinement checkingpathm. If the refinement is
valid, then the trusted authority issues a credentidrt@rprise 2 certifying the valid-
ity of the refinement relationship. The issued credentidlasically the signature of the
trusted authority on an assertion that contains the podfahe policy of Enterprise 1
that is refined by the policy dEnterprise 2, an identifier ofEnterprise 2, and additional
optional information such as the date of the credentialassa. Finally, each trusted
authority can trace and store all the information exchardygthg these interactions in
audit-trails, as evidence for future contentions or foreasalysis.

policy-based encryption of data privacy-sensitive data should never be disclosed in
cleartext. The disclosed data should be encrypted in a wiyaing the privacy policy
defined for the data. Again, given the scenario describelddamptevious section, the idea
is thatEnterprise 1 defines a sort of policy that consists of conjunctions anpidgions

of conditions, where each condition is fulfilled by a spedifiedential. Each credential is
issued by a specific trusted authority that certifies thealitslof a refinement relationship
between the policy associated to the credential and theypativertised b¥nterprise 2.

For example, assume that tBeAL policy associated bgnterprise 1 to the data to be
disclosed consists of three rulesle-1, rule-2 andrule-3. The policy can be represented
as a conjunction of tw&PAL policiesEPAL; andEPAL,, whereEPAL; contains the rules
rule-1 and rule-2 while EPAL, contains the rule rule-3 Enterprise 1 can require that
the refinement oEPAL; by the policy ofEnterprise 2 must be verified by either a trusted
authority denoted byA; or another trusted authority denotedi#y, while the refinement

of EPAL, must be verified by a trusted authority denotedT@y. In this case, the data
transferred tcEnterprise 2 is encrypted (using a policy-based encryption scheme) with
respect to a policy of the form:

((TA1,Enterprise 2 : EPAL1) V (TAg, Enterprise 2 : EPAL1)) A (TA3, Enterprise 2 : EPALp)

Given the principles discussed above, the sticky policagiaim can be implemented using the
policy-based encryption primitive as depicted in the sansgknario shown in Figure 1/17. The
transfer of privacy-sensitive information from one reatntérprise 1) into another Enterprise

2) involves the following interactions:

1. Enterprise 2 requests the data froBnterprise 1.

2. Enterprise 1 first encrypts the requested data with respect to the ased@avacy policy

using a policy-based encryption algorithm. The resultiqgpertext is then returned to
Enterprise 2, instead of the data in cleartext.




1.6. THE STICKY PRIVACY PoLicY PARADIGM 89

In order to be able to decrypt the received ciphertxerprise 2 needs to have access to
gualified set of credentials for the policy according to whibe data is encrypted. The
issuance of a credential involves the following interacsio

(a) Enterprise 2 submits a request for a credentialMasted Authority together with its
privacy policy.

(b) Trusted Authority runs the refinement checking algorithm to verify that theqyodf
Enterprise 2 refines the policy associated to the requested credential.

Given the example presented abdweterprise 2 needs to send a requestig, (or toTA2)
that consists of its policy and the poli&PAL;. Assume that the refinement relationship
is valid, thenTA; returns the credentig|(TA1, Enterprise 2 : EPAL1). Similarly, Enterprise

2 needs to get the credenti@lTAg, Enterprise 2 : EPALy) from TAs.

3. Onceknterprise 2 collects a qualified set of credentials for the policy acawgdo which
the data is encrypted, it uses these credentials to ded¢rypuleta.

Enterprise 1 Enterprise 2 Trusted Authority

request data

> encrypt data

disclose encrypted data

submit policy + credential request

> check policy refinement

issue credential

> decrypt data

Figure 1.17: Policy enforcement after data disclosure

Our approach for implementing the sticky policy paradigireseon two fundamental proper-
ties: on one hand, the ability to encrypt some data with r&spea policy so that only an entity
that is compliant with the policy is able to decrypt the dafm the other hand, the ability to
encrypt some data using public information before the peivaformation that is required to
decrypt the data is generated. Also referred to as, the sufgparyptographic workflow, the
second property translates the fact that, in policy-basedygtion, the encryption process is
independent from the generation of credentials.

The topic of privacy protection has gained an increasingr@gt among the research community
in the last decade. In addition to privacy policy enforcemerveral aspects of privacy are
addressed in the literature such as anonymity, unlinkgjilnobservability, pseudonymitgic.

In the following section, we show how the policy-based eption primitive allows to establish
ad-hoc communities with respect to the privacy principlelafa minimization, according to
which only strictly necessary information should be cdkelcfor a given purpose [72].
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1.7 Establishment of Ad-Hoc Communities

With the advancement in wireless technologies, a new cdrafepetworking has emerged.
This is known as ad-hoc networking, where potential mobders arrive within the common
perimeter of radio link and participate in setting up thewwek topology for communication.
Interactions within ad-hoc networks often occur betweeasrsisoming from different security
domains and having no pre-existing trust relationshipis.therefore a primary need to set up a
security framework to ensure trustworthy communicationad-hoc networks. In this section,
we show how the policy-based encryption primitive can balusehis context.

Let’s start by giving the meaning of the term 'ad-hoc comntiesi. A community commonly
refers, in socio-economic studies,a@roup of people, that interact with each other, who have
common interests or characteristics, and who live in the esémoality under the governance
of a set of lawgd58]. In the context of ad-hoc networking, a network can becewed as a
community of autonomous devices that can share resourtegach other, provide services to
each other, and collaborate in order to achieve a common goatder to ensure trustworthy
communications within ad-hoc communities, one needs toifypa set of rules governing the
different interactions within these communities. In partar, for a given community, one first
needs to define a policy specifying the conditions under it entity can be admitted as a
member of the community. This is referred to as the commuastgblishment problem.

In [99], Keoh et al. propose a comprehensive policy-basedritg framework supporting the
establishment, evolution and management of ad-hoc neswdrk Section 1.7.1, we provide
an overview of their approach. Then, we leverage their pdd@sed trust establishment model
in Section 1.7.2 and show, through the description of aniegidn scenario, how the policy-
based encryption primitive can be used to achieve a prieatyanced secure establishment of
ad-hoc communities.

1.7.1 Policy-Based Establishment of Ad-Hoc Communities

In [99], an ad-hoc network is perceived as a community ofrattenected autonomous devices
providing services and resources to each other. More migcad-hoc communities are defined
as follows:

Definition. An ad-hoc community interconnects a group of devices, @masmtmembership and
ensures that only entities, i.e., users or computing sesyiovhich possess certain credentials,
attribute information and characteristics can join the amomity (common characteristics).
The members of the community rely upon each other to proeideces and share resources
(interactions). These interactions are regulated throagdet of well-defined rules and policies
(law) that govern the access to the services and resourcégioommunity.
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With regard to their definition of ah-hoc communities, Kedhak introduce a community
specification, calledloctrine A doctrine specifies a set of roles that can be associatdteto t
participants in the community, the characteristics thatigipants must exhibit in order to be
eligible to play a specific role, as well as the authorizato obligation policies governing
the behavior of the participants within the community dejieg on their roles. Based on the
doctrine, a set of security protocols is proposed to baapsine community, manage the mem-
bership (joining and leaving the community), and governabeess to the services provided by
the participants.

The characteristics that a participant must fulfill in ortlebe eligible to play a specific role in
a community are expressed in terms of a credential-baséd/pcdlleduser-role policy which

is formalized, as for the policy-based encryption prin@tias a monotone Boolean expression.
The policy is defined by the entity that initiates the boetsping of the community, and is
broadcasted (flooded) to the other participants. The ctedemronsidered in [99] are public-
key certificates (X.509 certificates) issued by certifiaatmthorities and attribute certificates
(SPKI/SDSI) issued by trusted attribute authorities.

As argued in/[99], the idea of the proposed approach is nostabéish trusted authorities in
mobile ad-hoc networks. On the contrary, it is assumed treparticipants have been already
issued various certificates during their past connectiorthé wired environment. Such as-
sumption is admissible in a wide range of application sdesaFor example, consider the case
where the laptops and PDAs of different persons interachiacdzhoc business meeting. Typi-
cally, the interacting devices belong to individuals fromltiple domains: employees of their
institutions or companies, members of collaborative mtsjetc. In each domain, the individ-
uals obtain credentials certifying their attributes wittihe domain. Recall that a credential is
the signature of the credential issuer on an assertion thds lan identifier (a public key or a
pseudonym) of the credential owner to the set of statenatribltes whose validity is checked
and certified by the credential issuer.

Remark 1.18 The policy model in [99] is limited to policies written in tisjunctive Normal
Form (DNF) but can naturally be extended to support the Conjunctivemdd Form CNF).
Besides, the trust model relies on a security infrastrugetiivat consists of well-established
trusted authorities in the Internet. We can extend this rhtmsupport any entity, including
the participants themselves (e.g. friends, colleage&s, that is trusted to check and certify
the validity of specific credentials. Finally, note thatstassumed that the entity that defines
the user-role policy have access to trusted values of théqlays of the different credential
issuers which are referenced in the policy.

The community bootstrapping and community joining protsatescribed in [99] necessitate
the verification of the compliance of the participants thainwto join the community with
the user-role policies associated to the roles they wishHagp within the community. Such
verification, as described in [99], involves the exchangeretlentials, checking their validity
as well as their compliance with the user-role policies. &wvillustration, consider the scenario
described below:
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Scenario. Alice is on a business trip for the collaborative project B @e train there might
be other colleagues from different companies working onstimae project. Alice has some
documents she is willing to share and possibly discuss aitiiytie members of the project that
are either from company X or from company Y .

Following the approach proposed in [99], Alice defines a camity with a role, denoted by
rp = partner, that allows having access to the proposed documents aasueltiating a private
discussion with the different members of Alice’s communitiie user-role policy associated to
the roler, can be formally written, using the formalism used for theg@ebased encryption in
Section 1.3.1, as follows:

Poli> = [(Ix , ID : EmployegV (ly , ID : Employeg A (Ip, ID : Membej

In policy PoI}'pD, Ix refers to the credential issuer of compatyly refers to the credential issuer
of companyy, Ip refers to the credential issuer of the collaborative ptd@nd, finally, the
attributel D refers to the identifier of the entity that wants to join thentounity.

Assume that all the messages exchanged between the merhitieescommunity defined by
the admission policyPol!® and the rolerp are encrypted using a symmetric kky that is
randomly chosen by Alice. The bootstrapping of Alice’s conmity consists of the stages
described below:

1. Alice initiates the bootstrapping of her community by flowy her poIicyPoI}E as well
as the privileges granted by ralg.

2. Assume that Bob, who is an employee of compényorking for the collaborative project
P, is interested in joining the community advertised by Aliceorder to have access to
the proposed documents and potentially discuss their sbnie order to do so, Bob
sends a join request to Alice supported by a set of credsntiaving its compliance
with policy PoIﬁEE“’b i.e. Bob sends his employee credentidl , IDgop: Employeé
and his project membership credenti@lp , 1Dgop: Membel. Upon receiving Bob’s
joining request, Alice first checks the validity of his cretlals using the public keys of
the credential issuers, then she checks that the receiedérmials effectively fulfill her
policy. Once the admission conditions are validated, B@nsn the community’s secret
keyk, through a secure channel.

3. All the messages exchanged between the members of Aticaisnunity are encrypted
using the secret kelg . A user that intercepts the messages is able to decrypt freemd i
only if it has been issued the secret kgyi.e. it has been admitted to Alice’s community.

The interaction between Alice and Bob is summarized in Edui8.
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Alice Bob

community advertising - policol;?

join request H¢(Ix , IDgop: Employeg, ¢(Ip , IDgop: Membe) }

check credentials’ validity
+ verify compliance with poIiC)PoIlEB‘)b
keykr,

further interactions

Figure 1.18: Bootstrapping of an ad-hoc community accaydirnthe approach of [99]

In the following, we discuss the shortcomings of the comryuestablishment mechanism
of [99] from the angle of privacy and propose an alternativiition using the policy-based
encryption primitive.

1.7.2 Community Establishment using Policy-Based Encryjn

In the scenario described above, the main concern of Aliteeessure that the participants that
are not compliant with the user-role poIiE‘pI}E associated to rolg, cannot have the privileges
given byrp i.e. they cannot read the documents proposed by Alice antbtamtiate a private
discussion within her community. In other words, the mainagrn of Alice is to be sure that
her user-role policy is effectively enforced. Considertihie scenarios described below:

1. Assume that Bob is interested in reading the documenisopea by Alice, but it is not
willing to have further interactions with the members of kemmunity. According to
the privacy principle of data minimization, the policy erdement mechanism should not
allow Alice to know whether Bob is compliant with her policy.

2. Assume that Bob is interested in reading the documenizogea by Alice as well as
in having further interactions with the members of her comityuin order to discuss
some research issues. Alice will know anyway that Bob is d@npwith her policy.
However, according to the privacy principle of data miniatian, the policy enforcement
mechanism should not allow Alice to know for which specifiengany Bob is working
i.e. Alice should not know whether Bob is from compatpr from companyy.

In the two cases described above, the standard approaabsgaim [99] for policy enforcement
cannot meet the privacy requirement of data minimizationfatt, because Bob must provide
the credentials proving his compliance WFt‘bIlEB"b, Alice will know anyway whether his is
compliant with her policy and from which specific companyadntes from. More generally,
as long as the policy enforcement mechanism involves thieasge of digital credentials, the
privacy principle of data minimization cannot be satisfie@dur scenarios.
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The policy-based encryption primitive can be used to ovekthe shortcomings of the standard
approach described above from the angle of data minimizaliothe following, we describe a
simple mechanism that illustrates our approach:

1. Upon receiving the join request of Bob (including an idfeent specified Dyop by Bob),
Alice encrypts the community’s secret kigy, with respect to the policyol'Peeb ysing
a policy-based encryption algorithm. Then, Alice sendsréseilting ciphertext to Bob.
Here, policyPol'Peo is such thatPolf®® = [(Ix , IDgon: EmployegV (ly , 1Dgop:
Employeg A (Ip, IDgop: Membey.

2. Upon receiving the ciphertext, Bob uses his credentadetrypt the community’s secret
keyk:,. As it has access to a qualified set of credentials for theypaltcording to which
the key was encrypted i.€¢(Ix , IDgop: Employee ¢(Ip, IDgop: Membeyj}, itis able
to get the key,, which it then can use to decrypt the different documentsraesisages
exchanged within Alice’s community. In the case where Bolbndbhave any further
interaction with the members of Alice’s community, thereaxsway for Alice to know
that Bob fulfills her policy.

3. In the case where Bob is willing to start a private disaussiith the members of Al-
ice’s community, he just broadcasts his message encryptadqy. All the member’s of
Alice’s community, including Alice, will be able to decryob’s message. Alice will
know that Bob fulfills his policy. However, as she does notwmnehich specific creden-
tials were used to decrypt the symmetric key, she cannot know which company Bob
is working for.

Alice Bob

community advertising - policiol?

join request HDpgop

Crp = Encryptpgyo (krp)
Crp

Decryptic(iy , IDgorEMployes ., (Ip , IDgosMembey} (Crp) = ki

further interactions

Figure 1.19: Bootstrapping of an ad-hoc community througlicg-based encryption

As shown in the simple mechanism described above (sumndarnzeigure 1.19), the policy-
based encryption primitive allows to enforce the commasituser-role policies, while adher-
ing to the privacy principle of data minimization. This isadated by the fact that, in contrast
with the standard approach where the credentials need tedbarged, the digital credentials
are used as decryption keys in policy-based encryption.
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1.8 Conclusion

In this chapter, we formalized our policy-based encryppamitive. Once we formally defined
policy-based encryption and the related security modelpvaposed an implementation of
this primitive using bilinear pairings over elliptic cuisve The functionality of policy-based
encryption can be achieved using some encryption scheraed fo the literature. Our scheme
is not only more efficient than the existing schemes, but pisgably secure under a security
model that is adapted to the particular features of poliagell cryptography. The second part of
this chapter is dedicated to the description of three agftins of the policy-based encryption
primitive. In the first application, we show how the policgd®d encryption primitive can be
elegantly used as a policy enforcement mechanism in thexbaoit tree-structured documents.
In the second application, we show how the policy-basedygtion primitive can be used in
conjunction with other tools to implement the sticky priygolicy paradigm. Finally, we show
how the policy-based encryption primitive can be used taldisth ad-hoc communities while
adhering to the privacy principle of data minimization.

The policy-based encryption primitive presented in thisater may suffer from collusion
attacks when applied in certain contexts. In the next cliapte propose a variant of this
original encryption primitive that allows to overcome tpi®blem.
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CHAPTER 2

Collusion-Free Policy-Based Encryption

2.1 Introduction

In Chapter 1, we studied the policy-based encryption priihat allows to encrypt a message
with respect to a credential-based policy in a way such thit an entity having access to a

gualified set of credentials for the policy can decrypt thessage. In this chapter, we propose
a variant of the policy-based encryption primitive, whick wall policy-based public-key en-

cryption. This new primitive allows to overcome the collusiproblem that is inherent to the

original policy-based encryption primitive.

Indeed, the policy-based encryption primitive presemedhapter 1 relies on two trust assump-
tions: first, the credential issuers are not interested yingpthe messages exchanged between
end users. Second, end users are not willing to share tleglewtials with other users. While
these two assumptions can be accepted in certain contegesially in one-to-n communica-
tion scenarios, they cannot be satisfactory in environswhere the security requirements are
stricter. In fact, in such environments one may consider tiypes of attacks against policy-
based encryption:

e collusion between credential issuetsin addition to the legitimate holder of a qualified
set of credentials, any collusion of credential issuers wdiaborate to form a qualified
set of credentials for the policy can also decrypt the messag
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e collusion between end userstwo or more end users can pool their credentials and de-
crypt a message to which neither one fulfills the policy adoay to which the message
was encrypted.

In order to avoid collusions between end users, an intugotation may consist in systemati-
cally binding each issued credential to a verifiable idesttifif the legitimate holder. In other
words, each assertion signed by a trusted credential issuains, in addition to a set of
statements and a set of optional details (validity periaghature algorithmetc), a mandatory
identifier of the entity that requests the credential from¢redential issuer. The policy accord-
ing to which a message is encrypted is thus such that theeliffassertions include a verifiable
identifier of the intended recipient. Here, 'verifiable itiéar’ means that there exists a protocol
allowing the entity that encrypts the message (the sende®rify that the identifier specified
by the policy according to which the message will be encrygtiectively corresponds to the
intended recipient. In this context, it should be assumatigébch identifier corresponds to one
entity, whereas an entity can have multiple identifiers.tlkf@mmore, it should be assumed that
no entity is willing to share its identifiers with other erg#. In other words, there exists no
entity that can impersonate other entities. Here, we stresgact that the confidentiality is
not based on the identifier of the recipient the messageesded for as in identity-oriented
encryption schemes but on his compliance with the policyating to which the message is
encrypted. Identifiers are just used to ensure the unigeeasfeke issued credentials. In the
following, we describe two possible identification stragsg

e pseudonym-based identification the participating entities can be identified through
pseudonyms (e.g. local name, IP address, random idenéf@r, As in many creden-
tial systems [114, 43, 46], one may assume the existence sdéwdpnym authority that
controls the assignment of pseudonyms to the differentiesitiThe pseudonym author-
ity can play the role of a particular credential issuer tlsaties pseudonym credentials,
where a pseudonym credential represents the signature psdudonym authority on the
pseudonym assigned to an entity. In this case, the autitgrdfcan entity identified by
a certain pseudonym is constrained by the possession obthesponding pseudonym
credential, which is secretly kept by the legitimate halder elegant approach for com-
bining recipient authentication with policy-based entigyp consists in systematically
adding a condition fulfilled by the pseudonym credentialha intended recipient to the
policy according to which a message has to be encrypted.

e key-based identification another approach consists in assuming that each entitg laol
pair of a randomly generated private key and the correspgnaliiblic key. In this case,
an entity can be simply identified by its public key. Thus, #ughenticity of an entity
identified by a public key is constrained by the possessiagh®ttorresponding private
key. The latter is assumed to be valuable, and thereforesex wiisclosed by its owner. ...

Binding each issued credential to a verifiable identifiethef legitimate holder is not sufficient
to overcome potential collusions between credential iIssukdeed, in order to address this
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kind of attacks, in addition to the qualified set of creddatiar the policy according to which a
message is encrypted, the policy-based decryption ahgorbust involve a secret element that
is held only by the legitimate recipient. From this perspegta private key that is secretly held
by the legitimate recipient can play the role of such sedeghent.

Here, we present a collusion-free policy-based encrygironitive that allows to overcome the
shortcomings of the original policy-based encryption ptive introduced in Chapter 1. The
new primitive, called policy-based public-key encrypti@@mbines the properties of policy-
based encryption and public-key encryption. It therefdlews to encrypt a message with
respect to a credential-based policy and a public key in a suah that only an entity hav-
ing access not only to a qualified set of credentials for tHeeypbut also to the private key
associated to the used public key is able to decrypt the messa

An illustration of our policy-based public-key encryptiprimitive is shown in Figure 2.1.

Public Key

Encryption

Private Key

Plaintext Ciphertext Original Plaintext

-

Decryption

Set of Credentials

Figure 2.1: Policy-Based Public-Key Encryption

In this chapter, we propose a concrete implementation gittiey-based public-key encryption
scheme using bilinear pairings over elliptic curves. Witile proposed scheme is intuitively
similar to the policy-based encryption scheme describe@hapter 1, a special care has to be
given in order to keep the same security level i.e. semaetiarty against chosen cipher-
text attacks, when adding the public-key functionality.eTiest of the chapter is organized as
follows: in Section 2.2, we discuss related work. In Secto, we first present our policy
model and the related terminology. Then, we formally defimepolicy-based public-key en-
cryption primitive. Finally, we present the related modelihdistinguishability against chosen
ciphertext attacks. In Section 2.4, we first describe outimp@gsbased policy-based public-key
encryption scheme. Then, we discuss its consistency amtkeffy before proving its security
in the random oracle model under tARBH assumption. Finally, in Section 2.5, we show how
the policy-based public-key encryption primitive can bedig the context of automated trust
negotiation. We basically suggest to replace the encmymaheme presented in [92], which
suffers (as for the original policy-based encryption ptine) from the collusion property, by
our policy-based public-key encryption primitive.
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2.2 Related Work

The functionality of policy-based public-key encryptioancbe achieved using the encryption
scheme presented in [4]. Besides, policy-based publicekeyyption is for policy-based en-
cryption what the concept of certificateless public-keyrgption, first formalized in [5], is for
identity-based encryption. These two remarks are disdussiew.

Certificateless Public-Key Encryption

The identity-based encryption primitive, first defined byaBtir in [137] and recently imple-
mented by Boneh and Franklin in [38], allows to remove thadrfee a public key infrastruc-
ture, replacing it by the need for a key generation centerabmputes and issues end users’
private keys. This approach is more efficient than standabdiggkey encryption in terms of
key management, but suffers from some shortcomings as Wedl fact that the key generation
center is in charge of computing the private key of an end mg&ans that it is able to decrypt
all the messages sent to that user. Thus, an honest-botislk@y generation center can read
the messages of every end user in the system. This is reteresdthekey-escrovproblem. In
some contexts, such as disaster recovery applicationgloinvarganizations where it is impor-
tant to supervise e-mail communications, this escrowifgceriay be useful. However, for other
applications this escrow facility is undesirable.

In [5], Al-Riyami et al. formalize the concept of certificktes public-key encryption, which
allows to overcome the key-escrow problem faced by the maigidentity-based encryption
primitive. The main idea is to combine the functionality aflgic-key encryption and the
functionality of identity-based encryption: the encrgptiof a message using a certificateless
public-key encryption scheme is performed with respechéoidentity of the recipient as well
as with respect to his public key. The authors present angabyased certificateless public-key
encryption which is a variant of the Boneh-FrankiBE scheme [38]. Furthermore, they de-
fine adequate security models for their encryption prireiimd provide security arguments for
their scheme. Our work on policy-based public-key encoypis inspired by the work pre-
sented in/[5]. In fact, the encryption primitive proposed5hcan be seen as a policy-based
public-key encryption scheme for which the policies arérreted to one condition fulfilled by
a credential delivered by a single credential issuer. Threept of certificateless encryption
schemes is gaining an increasing interest in the researmimooity. We refer to [[61] for a
survey of certificateless encryption schemes and relamdigemodels.

The concept of certificateless public-key encryption igiintely similar to the concept of self-
certified public keys, first introduced by Girault in [84] afutither discussed and developed by
Petersen and Horster in [125] and Saeednia in|[133, 134]. bake& setting of self-certified
keys is as follows: an entity first generates its privatelipltey pair (sk pk). Upon receiving
the entity’s public keypk, a trusted authority combines it with the entity’s identibygenerate
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a so called witnesw. This witnessv may correspond to the signature of the trusted authority
on some combination gbk and the entity’s identity as in [84], part of a signature a§li25],

or the result of inverting a trapdoor one-way function basegk and the entity’s identity as

in [133]. The witnessv, which can be issued only by the trusted authority, is suahdlvenw,

the public key of the trusted authority and the entity’s itiféar, it is easy to extract the entity’s
public keypk. As for certificateless public-key encryption, self-cieetl public keys enable the
use of public-key cryptography without certificates. Hoemvt can be argued that the witness
in a self-certified scheme is just a lightweight certificamd&ihg an entity’s identity to its public
key. We refer the reader to Section 4.3 of [3] for a detailechgarison between these two
concepts.

Escrow-Free Encryption Supporting Cryptographic Workflow

In [4], Al-Riyami et al. consider general access structames use a technigue similar to the one
used for certificateless encryption to achieve the poliayell encryption functionality while
avoiding the collusion property. The proposed scheme doeilseen as the collusion-free vari-
ance of the encryption scheme proposed in [42]. They ungettie fact that their scheme sup-
ports cryptographic workflow, which is a feature inheriteahfi the Boneh-Franklin encryption
primitive and naturally supported by our policy-based gption primitive as well. Further-
more, they define formal security models to support theingston primitive. Their recipient
security model’ considers indistinguishability againsbsen plaintext attacks, where the adver-
sary does not have access to the decryption oracle. Seagainst chosen ciphertext attacks
was left as an open research problem. Besides, they comeitieies formalized as monotone
Boolean expressions represented as general conjunctidridisggunctions of atomic terms. The
size of the resulting ciphertexts linearly depends on theber of these terms, whereas the nor-
mal forms considered by policy-based public-key encrypsichemes, as will be shown later in
this chapter, substantially reduce the size of the prodogdtertexts in addition to improving
the computational cost.

2.3 Formal Definitions

2.3.1 Policy Model

In the following, we describe our policy model for policydsal public-key encryption, which
is similar but not exactly the same as the one defined forptlased encryption in Section 1.3.

On one hand, we consider a public key infrastructure wherh ead user holds a pair of keys
(pky,sky). An end user is identified by his public keyk,, and his private key is kept in a
tamper-proof storage system such as a smart card. On thelahd, we consider a set of
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credential issuers = {l,...,In}, where the public key d, fork € {1,...,N}, is denoted by
R« while the corresponding master key is denotedoywVe assume that a trustworthy value of
the public key of each of the credential issuers is known byetid users. Any credential issuer
Ik € 1 may be asked by an end user to issue a credential corresgaladinset of statements
about the end user. The requested credential is the digitedtsire of the credential issuer on
an assertion denoted WPk, The assertion contains, in addition to the set of statesnéimé
end user’s public kepk, as well as a set of additional information such as the valioériod

of the credential.

Upon receiving a request for generating a credential orrémséP, a credential issudk first
checks the fact that the requester has access to the prasasi kassociated tpk,. Then, the
credential issuer checks the validity of the asserfiBf. Ifitis valid, thenl, executes a creden-
tial generation algorithm and returns a credential denb;e:r;{RK,ApkU). Otherwise] returns
an error message. Upon receiving the credegtil, APk), the end user may check its integrity
using the public ke of issuerl. Here, in contrast with the credentials used in policy-dase
encryption, a secure channel is not required for the trassom of credentials from the issuers
to the requesters (unless they are considered as privasytige by the requesters). In fact, as
in policy-based encryption, the credentials will play tbkerof decryption keys in policy-based
public-key encryption. However, as will be shown later irsthection, they can be used only
in conjunction with the corresponding private keys which eonsidered to be securely held by
their legitimate owners.

Remark 2.1 As for policy-based encryption, the different assertiorisbe simply encoded as
binary strings. Their content, representation and validatare of the scope of this section.

A policy is formalized as monotone Boolean expressionsliirg conjunctionsAND / A) and
disjunctions OR / V) of credential-based conditions. A credential-based ttimmdis defined
through a pail,, APk) specifying an assertioAP® € {0,1}* (about an end user whose public
key is pk,) and a credential issuér € 1 that is trusted to check and certify the validityAt.
An end user whose public key fsk, fulfills the condition(l,, AP%) if and only if he has been
issued the credentig(Ry, AP%).

As for policy-based encryption, we consider policies \enttn the conjunctive-disjunctive nor-
mal form (CDNF) i.e. a policy denoted bipolP* is written as follows:

mj j *
PolPk: = /\imzl[VTll[/\k:'JNKi,j,k?AiF,)F,ka’ wherely; ;€ 1 andAf;“fk €{0,1}
As in Section 1.3, we define the following notations:

o ¢(PolPk) denotes the set of all the keys corresponding to the diffe@mditions specified
by policy PolPk: i.e. ¢(PolP) = {{¢(Rq o AP Het } Ty 1y

o ¢(PolPk) denotes the power set gfPolP) i.e. the set of all the subsets ¢ffPolPk)
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. m.'i
o For some{ji € {1,...,m} ™y, G, jn(PolP%) = {{C(R; 1 AP et 1

o For a subset of credentigs— ¢(PolPk), p = PolP%’ denotes the fact that is a qualified
set of credentials for policpolPk

According to the notation defined above, the following eglénce holds:

¥ peg(PolP): pEPolPY o 3{jie {1,...,m}}", sith. p=gj, _j.(PolP) (2.1)

geeey

We refer to Example 1.1 for an illustration of our policy mbadia the following we give our
formal definition for policy-based public-key encryptiochemes.

2.3.2 Policy-Based Public-Key Encryption

A formal definition of policy-based public-key encryptiangiven below:

Definition 2.1 A policy-based public-key encryption schemdenoted in shorPOLBEpy, iS
specified by six algorithmsSetup, Issuer-Setup, KeyGen, CredGen, Encrypt and Decrypt,
which we describe below.

e Setup. On input of a security parameter k, this algorithm genesétee public param-
eters? which specify the different parameters, groups and pubincfions that will be
referenced by subsequent algorithms. Furthermore, itiips@a public key space , a
message space and a ciphertext space.

e Issuer-Setup . This algorithm generates a random master keyasd the corresponding
public key R for credential issuerd € 1.

e KeyGen. This algorithm is run by an end user to generate at randomieape key sk
and the corresponding public key pk

e CredGen. On input of the public key Rof a credential issuergl € 1 and an assertion
APki ¢ {0,1}*, this algorithm returns the credentig{Rg, APk).

e Encrypt. On input of a message M 97, a public key pk and a policy PoPk, this
algorithm returns a ciphertext € ¢ representing the encryption of M with respect to
policy PolPk and public key pk

e Decrypt. On input of a ciphertext € ¢, a private key sk and a set of credentiplghis
algorithm returns either a message®a or L (for ’error’).
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Remark 2.2 IntheDecrypt algorithm defined above, wheneverskk, or the set of credentials
pis such thap ¥ PolPk, the output of the algorithm is. To avoid this trivial case, we consider,
from now on, that sk= sk, and the set of credentiafsis such thap F PolPk. In other words,
algorithm Decrypt takes as input, in addition to the ciphertext C, the privady kl and a
gualified set of credentiabab,,,Jm(PolF’KJ), for some set of indicesi{§ {1,...,m}}";.

A POLBEpk scheme has to satisfy the standard consistency consteint i

C =Encryptpgppk pi, (M) = Decrypte;, (Polpki) sk, (C) = M, for some {ji € {1,....m}}1T;

esm
Remark 2.3 We let¢j, .. j.(C, pk, PoIpKJ) be the information from C that is required to cor-
rectly perform the decryption of C with respect to policy ®oland public key pkusing the
be given when describing our pairing-base®LBEpk scheme. Eé'ééically, the information
$isim(C, ka,PokaU) will be referenced in our definition of the security modelasated
to POLBEpk schemes.

In the following, we describe our model of semantic secuagginst chosen ciphertext attacks
for POLBEpk schemes.

2.3.3 Security Model

A POLBEpk scheme is such that a user, be it an end user or a credentiat,igsust not be
able to decrypt a message if one of the two following casesrscd) he does not fulfill the
policy according to which the message was encrypted, ii)d&s shot have access to the private
key corresponding to the public key used to encrypt the ngessassume, for instance, that a
user Alice wants to send a sensitive message to a user Bolewwhbsic key ispk,. Moreover,
assume that Alice wants to be sure that Bob is compliant withegific policyPolP% in order
for Bob to be able to read the message. Thus, Alice usBLBEpK scheme to encrypt her
message according to her polieglP and Bob’s public keypk,. Two attack scenarios should
be considered:

1. Athird-party, say Charlie, who has 'somehow’ access taalified set of credentials for
PolPk tries to decrypt the intercepted message. For examplei€maay represent a
collusion of the different credential issuers specifie®biP*. As Charlie has not access
to Bob’s private keysk,, he must not be able to successfully achieve the decryption.
Because Charlie is not the legitimate recipient of the nggssa will be calledutsider

2. Bob does not have access to a qualified set of credentiafmfizy PolPk and tries to
illegally decrypt the message. As Bob does not fulfill Alcpolicy, he must not be able
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to successfully decrypt the message, although he has acctdss private keysk,. As
opposed to the Outsider adversary, Bob will be calfesider.

According to the two scenarios described above, an Insideeraary against #OLBEpk
scheme is equivalent to an adversary attackirROaBE scheme, while an Outsider adver-
sary against OLBEpk scheme is equivalent to an adversary attacking a stami&scheme.
Thus, we define indistinguishability against chosen cifgxtattacks foPOLBEpk schemes in
terms of an interactive game played between a challengaaraadversary. The game is denoted
by IND-Pol-CCAZ,., whereX = | for Insider adversaries ant= O for Outsider adversaries.

A formal definition of thelND-Pol-CCA%, game is given below.

Definition 2.2 TheIND-Pol-CCA 5, game consists of five stageSetup, Phase-1, Challenge,
Phase-2 and Guess, which we describe below.

e Setup. On input of a security parameter k, the challenger doesdhewing:

1. Run algorithmSetup to obtain the system parameterswhich are given to the
adversary

2. Run algorithmssuer-Setup N times to obtain a set of credential issuers {I1,...,In}
3. Run algorithmKeyGen to obtain a public/private key paiipken, Skeh)-
4. Depending on the type of adversary, the challenger daeftlowing:

(a) If X =0, then the challenger gives to the adversary the public keywell
as the master keys of the credential issuers included. ifrurthermore, the
challenger gives the public key ¢pko the adversary while keeping secret the
private key sk..

(b) If X =1, then the challenger just gives to the adversary, in additamthe pair
of keys( pkeh, Skeh), the public keys of the credential issuers included imhile
keeping secret the corresponding master keys.

e Phase-1. The adversary performs a polynomial number of oracle seseaidaptively i.e.
each query may depend on the replies to the previously peddmqueries.

e Challenge . This stage occurs when the adversary decides thahhee-1 stage is over.
The adversary gives to the challenger two equal length ngesskb, M; and a policy
PoI(f’ifCh on which he wishes to be challenged. The challenger pickasratam be {0, 1},

then runs algorithmEncrypt on input of the tuplgMp, pken, Polfrfc“), and returns the
resulting ciphertext g, to the adversary.

e Phase-2. The adversary performs again a polynomial number of adapiracle queries.

e Guess. The adversary outputs a guessdnd wins the game if & /.
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During Phase-1 andPhase-2, the adversary may perform queries to two oracles contidbig
the challenger. On one hand, a credential generation ordeleotedCredGen-O. On the other
hand, a decryption oracle denoteécrypt-O. While the oracles are executed by the challenger,
their input is specified by the adversary. The two oraclesdafned as follows:

e CredGen-O. On input of the public key Fof a credential issuerkle 1 and an assertion
APK | run algorithmCredGen on input of the tuplgR¢, AP%) and return the resulting
credentialg(Rg, APK).

e Decrypt-O . On input of a ciphertext & ¢, a policy PoP%h | run algorithmCredGen
once or multiple times to obtain the qualified set of crec&adjlp_,’jm(Polpkch), then run
algorithmbDecrypt on input of the tupl€C, sk, Gj,...._j,(PolP’en)), and return the resulting
output to the adversary.

The oracle queries made by the adversary duriigse-1 and Phase-2 are subject to two
restrictions:

1. If X =1, the adversary is not allowed to obtain a qualified set of erdthls for the policy
Polg’r‘fc'“ which he is challenged on. Note thatif= O, the adversary does not need to
perform queries to this oracle as he has access to the credésguers’ master keys.

2. For bothX =1 and X = O, the adversary is not allowed to perform a query to ora-
cle Decrypt-O on a tuple(C,PolPkn, {jy,..., jm}) such thatd;, _j.(C, pken, PolPkeh) =
®iy,....jm(Ceh, PKeh, Polfrfc“) (as forPOLBE schemes in Section 1.3.3).

In the following, we provide a formal definition fd)IND-PoI-CCA’FEK securePOLBEpk schemes.

Definition 2.3 The advantage of an adversam/ in the IND-Pol-CCA%, game is defined to
be the quantity Ady = |Prlb=b'] — %|. A POLBEpk scheme i$ND-Pol-CCA%, secure if no
probabilistic polynomial time adversary has a non-negilgiadvantage in theND-Pol-CCA%
game.

Now that we have formally defined policy-based public-kegrgption and the related security
model, we propose in the following an elegant and relatiedfizient policy-based public-key
encryption scheme the security of which is proved in the camdracle model.

2.4 A Pairing-Based Implementation

2.4.1 Description

Our POLBEpk scheme consists of the algorithms described below:
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e Setup. On input of a security parametierdo the following:

1. Run algorithnBDH-Setup to obtain a tupléq, G1,GT,€,P)
2. Letar ={0,1}", x =Gy andc =Gy x ({0,1}")* x {0,1}" (for somen € N*)

3. Define four hash functionsio : {0,1}* — Gg, H1: {0,1}* — Zg,
H»:{0,1}* — {0,1}" andHs: {0,1}* — {0,1}"

4. Let? = (q,G1,Gr,€,P,n,Ho,Hy,Ha, H3).

e Issuer-Setup . Let 1 = {l4,...,In} be a set of credential issuers. Each issuet 1
picks at random a secret master lye Zq and publishes the corresponding public key
R« =s«-P.

e KeyGen. This algorithm picks at random a private ke, € Zg and computes the corre-
sponding public keyk, = sk, - P.

e CredGen. On input of the public keyr¢ of a credential issuely € 1 and assertion
APki ¢ £0,1}*, this algorithm outputg(Rg, APK) = s - Ho(APK),

e Encrypt . On input of a messagd < ¢, a public keypk, and a policyPolP%, do the
following:
1. Pick atrandong € {0,1}" (fori =1,...,m)
Compute = Hy(M||t]| ... ||tm), then comput&) =r-P andK =r - pk,
Compute j = ﬂﬂljle(RKi_,j_yk,Ho(Afﬁk)) (forj=1,....mandi=1,...,m)
Computau,j = Ha(K |7 ;i) (for j = 1,....m andi = 1,...,m)
Computey j =tiop,j (for j=1,....mandi=1,...,m)
ComputeN = M @ Hz(ty]| . . . [|tm)
ReturnC = (U, [[vi jJ{14].1, W)

No o~ DD

e Decrypt. On input of ciphertexC = (U, [[v;, 1], 1Jin, W), the private keysk, and the
qualified set of credentialg, _j,,(PolP%), do the following:

.....

Compute j, = e(U,zLn ’1' c(RKi_’ji}k,Afﬁjk)) (fori=1,...,m),

ComputeK = sk, -U

Computgyj, = Ha(K||75.j,[li]| ji), then computé = vi j, ©{i j, (fori=1,...,m)
ComputeM =W @ Hz(ty]| . .. [[tm), then compute = Hy(M||t1]|. . . ||tm)

If U =r-P, then return the messalg, otherwise return.

ok~ b

Remark 2.4 The intuition behind ouEncrypt and Decrypt algorithms is as follows:

1. Each conjunction of condition/s <I.<,Jk,A|pku ) is first associated to a mask juthat
depends not only on the credentlals related to the speciteditions but also on the
public key pk.
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2. Foreachindex & {1,...,m}, a randomly chosen intermediate kejstassociated to the
disjunctive expression;" ; Aprd <IKi_,J._yk,Aif’;“jk>.

3. Each intermediate keyis encrypted ntimes using each of the maskg HiThis way, it is
sufficient to compute any one of the masksporder to be able to retrieve.tin order to
be able to retrieve the encrypted message, an entity needgitve all the intermediate
keys t using not only a qualified set of credentials for policy ®o) but also the private
key sk corresponding to pk

Remark 2.5 In the case of oUPOLBEpk schemegj, .(C = (U,[[v, ,]] 1]{“1, ), PolPks)
consists of the values U and W as well as the p{a(m;h,A g 1 (ki I(,AI'O ) HE

2.4.2 Consistency and Efficiency
Our POLBEpk scheme satisfies the consistency constraint thanks to ftbeiiog statements:

o K=sk,-U=sk,-(r-P)=r-(sk-P)=r-pk,

= ml ml
® Tlmi:e(r.P’zk ]].S(Ih (Alp )> Jle(S(lj k PHO Alp T':j.

In table 2.1, we summarize the computational costs (in thstwease) of o UPOLBEpk scheme.
As in Section 1.4, we consider the computational costs ofgarithms in terms of the follow-
ing notations:pa the pairing,ad; the addition in the groufr1, mu; the scalar multiplication
in the groupG1, mut the multiplication in the groufist, expy the exponentiation in the group
GT. Note that we ignore the costs of hash computations.

Table 2.1: Computational costs of dROLBEpk scheme

Encrypt | (3437, M j).pa+2.muy
(R (M —1).mur + (3 m).expr
Decrypt | mpa+ (3", (maxm j) —1)).ads + mmuy

According to Table 2.1, our encryption algorithm requiresy@any pairing computations as the
number of conditions specified by the policy according tochithe encryption is performed.
Although such operation can be optimized, as explainedxXample in [21, 66], it still has to
be minimized. Observe that for allj,k, the pairinge(RKi’j}k,Ho(Af;f‘k)) used in theEncrypt
algorithm does not depend on the encrypted message. It aaméhpre-computed, cached and
used in subsequent encryptions involving the condi(IQir_]_’k,AiFf:-‘w.
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Let I, be the bit-length of an encoding of an elemenGaf then the bit-length of a ciphertext
produced by ouPOLBEpk scheme is equal tdi + (3", m).n+n.

In Tablel 2.2, we compare the performance of BALBEpK scheme with the performance of
the encryption scheme proposed in [4], when it is appliedtigs written in standard normal
forms. Our comparison is based on two parameters: the nuaflpairing computations and
the size of the produced ciphertexts. While the encryptlgargdhms require the same amount
of pairing computations, our decryption algorithm is mdifeceent than the one proposed in [4]
becausen j; > 1fori=1,...,m Furthermore,asy;>1forj=1,....mandi=1,...,m,the
size of the ciphertexts resulting from our scheme is at lesishort as the size of the ciphertexts
produced by the scheme of [4].

Table 2.2: Performance of oBOLBEpk scheme compared with the scheme of [4]

Encryption Decryption Ciphertext Size
Our POLBEpk scheme ™300 m m i+ (3M, m).n+n
The schemeof (4] | ™, 57 my; | sTymy | i+ (3T 5y m)-n+n

2.4.3 Security

In the following, we study the security properties of ®OLBEpk scheme. We first address the
security of our scheme against Insiders’ attacks (Theordf, then we consider its resistance
against Outsiders’ attacks (Theorem|2.2).

Remark 2.6 As in the security analysis of olROLBE scheme (Section 1.4), we denote by
my A, my and my, respectively, the maximum values that the quantitiesjmajchm j can take
respectively in the considered policies.

Theorem 2.1 Our POLBEpk scheme i$ND-Pol-CCAL, secure in the random oracle model un-
der the assumption th&®DHP is hard.

Proof As depicted in Figure 2.2, Theorem 2.1 follows from two rethrcarguments:

1. Lemma 2.1 shows that aND-PoI-CCA'pK attack on oulPOLBEpk scheme can be con-
verted into ariND-CCA attack on theBasicPub™ scheme (Definition 0.38).

2. AlgorithmBasicPub™ is shown to beéND-CCA secure in the random oracle model under
the assumption th&DHP is hard (See Section 0.3.5 for more details).
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BDHP

Our POLBEpk scheme— BasicPub™

: (1) (2)
IND-Pol-CCAL, IND-CCA

Figure 2.2: Reductionist Security for oBOLBEpk SchemeX=lI)

Lemma 2.1 is given below. Note that the functighis the one defined in Lemma 1.1 (Chap-
ter(1).

Lemma 2.1 Let.2° be anIND-Pol-CCAL, adversary with advantage Agv> € when attacking
our POLBEpk scheme. Assume thaf has running time - and makes at most.@jueries to
oracle CredGen-O, (g queries to oracleDecrypt-O as well as g queries to oracle il Then,
there exists afiND-CCA adversary4® the advantage of which, when attacking BsicPub™
scheme, is such that Agv> W¥(qc,qq, o, N, my », My, My ).€. Its running time is s = O(t ).

Proof Let.a° be anIND-Pol-CCA}, adversary with advantage Agv> € when attacking our
POLBEpk scheme. Assume that® has running timé,;. and makes at most queries to oracle
CredGen-0O, qq queries to oracl®ecrypt-O as well agyjp queries to oraclélp. In the following,
we construct afND-CCA adversarya ® that uses adversary® to mount an attack against the
BasicPub™ scheme.

The IND-CCA game, played between the challenger and algoriifmstarts with theSetup®
stage described below.

e Setup®. Given the security parametierthe challenger does the following:

1. Run theSetup algorithm of theBasicPub™ scheme, which generates the public
parameter®* = (9, G1, G, e, P,m".n,Hy,Hy, H3), for somem* € N*

2. Run thekeyGen algorithm of theBasicPub™ scheme, which generates a private
keysk® € Zg and the corresponding public kgk* = (R*,Q*), whereR* = sk - P

3. Give the public parametess” and the public keyk* to adversarya ®, while keep-
ing secret the private kesk

Before interacting with adversary®, adversaryz ® does the following:

1. Perform the same operations as the ones performed bysadygr® from item 1 to
item 6 in Section 1.4.3.

2. Choose two hash functionsl3 : {1,...,m,,} — {0,1}" andH3 : G; — {0,1}™ "

3. Define the functiod® : {0,1}™ " x {1...,m*} — {0,1}" which on input of a tuple
(X,i) returns thei block of lengthn of the binary stringX i.e. the bits from
(i—1).n+1toi.nof X.
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Remark 2.7 As in Section 1.4/3, we assume that adversafitsand 2° are parameterized
with the value me N*. Besides, we assume that N, the number of available credé&guers,
is such that N> m, ,m,. Our proof can be easily adapted to the case where i, ,m, .

Remark 2.8 Let Pol, = /\iri'lvj;l /\:lj].<|Ki._j_k’A|i._j_k>' Policy Pol is called the 'crucial’ policy.

Algorithm 2°* hopes that the 'target’ policy Pﬁf‘“, which will be chosen by adversag/ in
the Challenge stage of theND-Pol-CCAL, game, is equal to policy Pgl

The interaction between algorithat (the challenger) and adversary consists of five stages:
Setup®, Phase-1°, Challenge®, Phase-2° andGuess®, which we describe below.

e Setup°. Algorithm 2 ° does the following:

1. Let?*® = (q,G1,GT,€,P,n,Hgj,H1,H3, H3) be the public parameters, whetig and
H5 are controlled by algorithna ® and the tuplgq, G1,GT,e,P,n,Hy, H3) is taken
from 2*. Algorithm 4° controlsH; andH; as follows:

— For the random oracld, algorithm*® operates as in Section 1.4.3.
— For the random oracle3, on input of a tupl€K, G,i, j), algorithm.z ® returns
the valueA® (H3 (K) @ Ho(GY Y @ H3()),0).
2. Run algorithrKeyGen to obtain a public/private key pafpkeh, Sken)
3. Define the set of credential issuers- {l4,...,In} as follows:
— Fork € {Ki“(}, the public key ofl isRx = r¢ - R* = (r¢sk”) - P

— Fork € {1,...,N}\ {Kk?; \}, the public key oflx is R¢ = s¢- P for some ran-
domly chosers € Zq-

4. Give the public parameters®, the public/private key paifpkeh, Skn), and the cre-
dential issuers’ public keyR¢}X_; to adversaryz°.

e Phase-1°. Adversary4° performs a polynomial number of oracle queries adaptively.

e Challenge °. Once adversary ° decides thaPhase-1 is over, it outputs two equal length
messaged/ly and M1 as well as a pOliC)POlf#Ch on which it wishes to be challenged.
Algorithm 4 °® responds as follows:

1. If PoI(':[’r‘]<Ch = Pol, then report failure and terminate (we refer to this evert a3

2. Otherwise, give the messadés, M to the challenger who picks randontly {0,1}
and returns a ciphertegr* = (U, v*,W) representing theasicPub™ encryption of
messagéVp, using the public keypk . Upon receiving the challenger’s response,
compute the valueg j = A®(H3 (pken) © v @ H3(j),i), then return the ciphertext

Ceh= (U, [[VH]TL]{ZPW) to adversaryi°.

e Phase-2°. Adversary4° performs a polynomial number of oracle queries adaptively.
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e Guess®. Algorithm 4 ° outputs a gueds for b. Upon receivindY, algorithma® outputs
b’ as its guess fab.

During Phase-1° andPhase-2°, adversaryz ° can make the queries of its choice to two oracles,
denoted byCredGen-O° andDecrypt-O°, controlled by adversary ® as described below.

e CredGen-O°. Assume thatn® makes a query on a tup(a(,ApKJ). Let[A;,Ho,, A/ be the
tuple fromH/t such thaw, = APk, then algorithma ® responds as follows:

1. Ifi1= Ii'j 1 andk € {KELK}LLK, then report failure and terminate (eventeq)
2. If 117, andk € {K7;  }i j k. then return(reA,) - R* = (r¢s”) - Ho,
3. Ifke {L,...,N}\{K}; (}i,jk then returrs - Ho,

e Decrypt-O °. Assume that adversar makes a query on a tup(€, PolPkn, {1,y im})-
Then, algorithmz ® responds as follows:
1. If PolPkn 2 Polf" andPol Pl involves a conditior{l,, APkn) such thak € {k? ; }
andAPken ¢ {A'i',- 1}, then report failure and terminate (evani.)

2. If PolPkn - Polf" and PolPkn does not involve any conditiofix,A) such that
ke {Kk’;tandAe {A|i-}j}1}, then do the following:
(&) Run oraclecredGen-O° multiple times until obtaining the qualified set of cre-

.....

(b) Run algorithmDecrypt on input the tupléC, sk, cjb,,,Jm(Pokach)) and return
the resulting output back to adversary

3. If PolPkn — Pol%", then do the following: le€ = (U, [[vu]?il]{“:'l,W), then com-
pute the values® = v; j; ®H3(ji), and make a decryption query to the challenger on
ciphertextC*® = (U, H3(pkeh) @ (Vi]| - - |IVie ), W). Upon receiving the challenger’s
response, forward it to adversany

Remark 2.9 Without loss of generality, we assume that adverggtalways makes the appro-
priate query on assertion® to the random oracle gibefore making any query involvind&
to oraclesCredGen-0O° andDecrypt-O°.

We assume that adversary respects the following restrictions when performing oeapleries
duringPhase-1° andPhase-2°:

1. It does not try to obtain a qualified set of credentials faiqy Pol(fr‘f‘?“

2. It does not make a query to ora@ecrypt-0° on a tuple(C, PolPh {j1,..., jm}) such

thatdj, ... (C. Pkoh, POIPN) =, i (Con, Pkon, POIS") i.e. ifC= (U, [[vi Ty ]M 1, W)
andCen = (UM, [V ,]™,,WeM), then we should not have

|7
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{U :UChW Wch
{1 A (1 AP = (0 A (o AP I

In the following, we analyze the simulation described above

If algorithm 2* does not report failure during the simulation, then the vidwlgorithmz° is
identical to its view in the real attack. In fact, we obsenber following:

1. The responses of algorithat to all queries of adversary® to oracleHg are uniformly
and independently distributed in groGR as in the realND-Pol-CCAL, attack.

2. Allthe responses of algorithm® to queries made by adversary to oracleredGen-O°
andDecrypt-O° are consistent.

3. The ciphertex€., given to adversary: © at the end of th€hallenge® stage corresponds
to the encryption according tBol., of My for some randonb € {0,1}, as shown in
Remark 2.10.

Remark 2.10 For adversarya °, the ciphertext g, represents a correct encryption of message
My, according to policy Pcﬂfc“. In fact, the ciphertext Cis such that U= Hi(Mp||t) - P, W =
Mp @ Ha(t) (for some randomly choseret{0, 1}™ "), and v =t @ Hx(g") where g= e(R*, Q*).
Let t = A®(t,i), then the following holds

Vij = A°(H3(pken) @teHa(e(R, Q")) @ H3(j),0)
= A'(U)@A'(ﬁz'(pkch)GBHz([e((fB;jfa;)-R*(B- Ofjroe o) - Q ) @ HR (), )

”\, rr5]
= ti@HZ.(e((rBier ‘R ZrVTJk 0||Jk) ; 7j>_tl@H2 |_|e I]k7H0|ljk)]r7i7j)

The remaining of the analysis is similar to the one made foP@LBE scheme in Sectian 1.4.3.
0]

Theorem 2.2 Our POLBEpk scheme i$ND-PoI-CCA(,3K secure in the random oracle model un-
der the assumption th&DHP is hard.

Proof As depicted in Figure 2.3, Theorem 2.1 follows from two reithrcarguments:

1. Lemma 2.2 shows that elND-PoI-CCASK attack on oulPOLBEpk scheme can be con-
verted into ariND-CCA attack on theEIG-HybridPub™ scheme (Definition 0.40).

2. Algorithm EIG-BasicPub™ is shown to beND-CCA secure in the random oracle model
under the assumption th@abHP is hard (See Section 0.3.5 for more details).

O
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CDHP

Our POLBEpy scheme— EIG-BasicPub™
‘ (1) (2)
A §
IND-Pol-CCAS, IND-CCA

Figure 2.3: Reductionist Security for oBOLBEpx Scheme X=0)

Lemma 2.2 Let 2° be anIND-Pol-CCAS, adversary with advantage Agv> € when attack-
ing our POLBEpk scheme. Then, there exists AND-CCA adversary4°® the advantage of
which, when attacking thelG-BasicPub™ scheme, is such that Agi> €. Its running time is
t_q' — O(t_qo).

Proof Let.2° be anIND-Pol-CCAS, adversary with advantage Agv> € when attacking our
POLBEpk scheme. In the following, we construct BND-CCA adversaryz ® that uses adversary
4° to mount an attack against tEéG-BasicPub™ scheme.

The IND-CCA game, played between the challenger and algoriifimstarts with theSetup®
stage described below.

e Setup®. Given the security parametierthe challenger does the following:

1. Run thesetup algorithm of theEIG-BasicPub™ scheme, which generates the public
parameter®* = (g, G1, Gt, e, P,m".n,Hy,Hy, H3), for somem* € N*

2. Run thekeyGen algorithm of theEIG-BasicPub™ scheme, which generates a pri-
vate keysk € Zg and the corresponding public kgk* = R* = sk*- P

3. Give the public parametess” and the public keyk* to adversarya ®, while keep-
ing secret the private kegk".

Before interacting with adversary®, adversarya ® does the following:

1. Choose a hash functiéts : {0,1}* — {0,1}"

2. Define the functiod® : {0,1}™ " x {1...,m*} — {0,1}" which on input of a tuple
(X,i) returns thei™ block of lengthn of the binary stringX i.e. the bits from
(i—1).n+1toi.nof X.

Remark 2.11 As in Section 1.4.3, we assume that adversafitsand 4° are parameterized
with the value m Besides, we assume that N, the number of available crediésguers, is
such that N> m,,m,. Our proof can be easily adapted to the case where i, m,.

The interaction between algorithat (the challenger) and adversary consists of five stages:
Setup®, Phase-1°, Challenge®, Phase-2° andGuess®, which we describe below.
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e Setup°. Algorithm 4 °* does the following:

1. Let?* =(q,G1,Gr,€,P,n,Ho,H1, H3, H3) be the public parameters, where the func-
tion Ho : {0,1}* — G4 is a randomly chosen hash function, the ordgleis con-
trolled by algorithma ®, and the tupl€q, G1,Gt,e P,n,Hy, H3) is taken frome*.
Algorithm 2° controls the random oracld; as follows: on input of(K,G,i, j),
return the valué® (Ha(K),i) & Ha(Glli|j).

2. Define the set of credential issuers- {l1,...,IN} as follows:
— Fork € {Kij7k}, the public key ofl isRx =r¢ - R = (r¢sk”) - P

— Fork € {1,....,N}\ {k7; ,}, the public key ofly is Rc = s¢- P for some ran-
domly chosers € Z,

3. Give the public paramete#s’, the public keypk:y, = pk* and the credential issuers’
public and master key@(RK,sK)}’;‘:l to adversaryz °.
e Phase-1°. Adversary4° performs a polynomial number of oracle queries adaptively.

e Challenge °. Once adversary ° decides thaPhase-1 is over, it outputs two equal length

messaged/lp and M, as well as a polic;PoI(':Dr‘]<Ch on which it wishes to be challenged.
Then, the following is performed:

1. Adversarya°® gives the messageédy, M1 to the challenger who picks randomly
b e {0,1} and returns a cipherte@* = (U,v*,W) representing the encryption of
messag®/ly, with public key pk* using theEIG-BasicPub™ scheme.

2. Upon receiving the challenger’s response, advergadrgomputes the valueg j =
A (V5,1 B I—~|2(|‘|EL'1 e(U,sq ;. -Ho(Aij k) ill]), thenitforwards the cipherteft, =
(U, [[VLJ-]'J-TL]{‘L,W) to adversaryz®.

e Phase-2°. Adversary4° performs a polynomial number of oracle queries adaptively.

e Guess®. Algorithm 4° outputs a gueds for b. Upon receivingY, algorithma® outputs
b’ as its guess fab.

During Phase-1° andPhase-2°, adversaryz ° can make the queries of its choice to two oracles,
denoted byCredGen-O° andDecrypt-O°, controlled by adversary ® as described below.

e CredGen-O°. Since adversary ° has access to the oradiy and the master keys of the
different credential issuers, it does not need to make gsi¢oi this oracle.

e PolDec-O°. Assume that adversarn makes a query on a tup(€, PolPken. {1,y im})-
LetC= (U, [[vhj]?ll]{zl,W), then algorithmz ® responds as follows:

1. Compute the value§ = vi j; & Fia([ 4 €U, S - Ho(AP ) il i)
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2. Make a decryption query to the challenger on ciphe@xt (U,Vvi]|...||Vpe,W).
Upon receiving the challenger’s response, forward it tceaskry.4 °.

We assume that adversauy respects the following restriction when performing oraypheries
duringPhase-1° andPhase-2°:

1. It does not make a query to oradecrypt-O° on a tuple(C,PolPkn {j1,..., jm}) such
that, . jn(C, Pken, POIPn) =, i, (Con, phen, POIR™) i.e. ifC= (U, [[v, iy, W)
andCen = (U, [V ™, ,WeM), then we should not have

{uzuchw weh
{1 A (s AP = (0 A (o AP I

In the following, we analyze the simulation described above

In the simulation described above, the view of algoritlaifis identical to its view in the real
attack, which implies Ady. > €. In fact, we observe the following:

1. The responses of algorithat to all queries of adversarg® to oracleHg are uniformly
and independently distributed in groGQ as in the realND-Pol-CCAS, attack.

2. All the responses of algorithmm® to queries made by adversany to oracleCredGen-
O° andDecrypt-O° are consistent.

3. The ciphertex€., given to adversary: © at the end of th€hallenge® stage corresponds

to the encryption according IBoISfch of My for some randonb € {0,1}, as shown in
Remark 2.12.

Remark 2.12 For adversary4 °, the ciphertext g, represents a correct encryption of message
My according to policy P K n fact, the ciphertext Cis such that U=r - P (where r=
H1(Mp|[t)), W = My @ Hza(t) (for some randomly choseret{0,1}™ "), and v =t & Ha(r - pk).
Let { = A®(t,i), then the following holds

~ m] . .
Wi = ANt H(r - pk).i) @ [ elr - P, - HoAP) i)
k=1

LY
= @A (Ha(r - pk), i) @ Fla( [ e(Sc;; - P Ho(AP) i1 ) = ti @ H3 (r - pke[| e i)
k=1

The rest of the analysis of the simulation described abowmdar to the one given for the

simulation described in Section 1.4.3.
]




2.5. AUTOMATED TRUST NEGOTIATION 117

Now that we have formalized the concept of policy-basediptk®y encryption and proposed a
provably secure policy-based public-key encryption sahesing bilinear pairings over elliptic
curves, we present in the following section an applicatibths primitive in the context of
automated trust negotiation.

2.5 Automated Trust Negotiation

The concept of automated trust negotiation was first inttediby Winsborough et al. in [146].
It allows to regulate the exchange of sensitive informatietween entities that do not have
prior knowledge of each other. It is based on the idea thdfarge-scale open environments
like the Internet, sensitive resources can be guarded bydeéhed credential-based policies,
which are policies fulfilled by digital credentials issuedthusted credential issuers. That is, a
sensitive resource must not be disclosed by its owner béfarimg a proof of the compliance
of the recipient with the associated credential-baseaydin this context, even credentials are
treated as potential sensitive resources, access to whadnirolled through policies fulfilled
by other credentials.

The traditional approach for trust negotiation consista bilateral exchange of digital creden-
tials. That is, trust between communicating entities isententally built by iteratively disclos-
ing digital credentials according to the associated dsale policies [34]. Typically, a trust
negotiation protocol involves two entities: on one hantequestey or the entity that initiates
the interaction by requesting access to a certain resoancke on the other hand pmovider, or

the entity owning (or, more generally, managing accesdm)e¢quested resource. For the sake
of simplicity, we omit the differentiation between requegstand providers, and consider a trust
negotiation process as a peer-to-peer process, where tiitiese(peers) can possess sensitive
resources that need to be carefully protected accordingetdgfined credential-based policies.

The general setting for a trust negotiation system conefstiwo entities, say Alice and Bob,
and a set of trusted credential issuers {l4,...,In}. Itis naturally assumed that a trustworthy
value of the public key of each issukre 1 is known by both Alice and Bob. Note that, in
addition to well-established trusted authorities, anyteriend user) that is trusted by either
Alice or Bob can play the role of a credential issuer. Alicel &ob can identify each other ei-
ther through pseudonyms or through public keys. In contwébtthe standard approach, where
pseudonyms (including names/identities) and public keysdh are bound to users’ identities
through public-key certification) play a central role ingtestablishment, they are almost irrel-
evant in the context of a basic trust negotiation procedsott@mirs between two entities without
prior interactions with each other. However, they can balusesubsequent interactions be-
tween the same entities to avoid the re-verification of mteddished trust relationships. The
considered identifiers (pseudonyms or public keys) arenaattically included in the assertions
corresponding to the credentials issued by the differeedamtial issuers.

The rest of this section is organized as follows: in Secti@nl? the describe the basic negotia-
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tion protocol and discuss its shortcomings. In Section22\Be describe a negotiation protocol
using the policy-based public-key encryption primitivindly, in Section 2.5.3, we discuss the
problem of concealing sensitive policies.

2.5.1 Basic Negotiation Protocol

Consider the protocol sketched by Figure 2.4.

Alice Bob
(Pka, ska) (Pko, Sko)

identification / authentication

request

Polf*

Pka
Poly,

check credentials’ validity
+ verify compliance with policy

,,,,

check credentials’ validity
+ verify compliance with policy
response

Figure 2.4: Basic negotiation protocol

The entities Alice and Bob identify each other through thpeiblic keyspk, and pk, respec-
tively. The negotiation protocol is described below. Ndtattwe use the policy model and the

notational conventions defined in Section 2.3.

1. Alice and Bob start their interaction by running a mutwntification/authentication
protocol. Concretely, Alice and Bob first exchange theirlukeys pky and pk,. Then,
they run a challenge-response protocol the goal of which ensure that each of them
has access to the private key corresponding to the claimddtey i.e. Alice has access
to the private keygk, and Bob has access to the private k&y

2. Bob sends his request for a sensitive resource to Alice.
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3. Uponreceiving Bob’s request, Alice sends back a reqoest dualified set of credentials
for the policyPoI;'fl’kb that is associated to the requested resource.

4. Upon receiving Alice’s poIiC)PoIeﬁ’kb, Bob selects, from his credential wallet, a qualified
set of credentials foPolgkb, denoted b)g,-L,,,Jm(Polgkb). Then, he defines a disclosure

policy Polt'?Ka which he sends back to Alice. Polic’EgoltE’Ka defines the conditions under
which Bob is willing to disclose his credentials.

5. Upon receiving Bob’s policvj’olgkﬁ‘, Alice selects from her credential wallet a qualified

set of credentials fd?olt'?ka, denoted b)(jh,.’jm(PoISK"‘). If the selected set of credentials
can be disclosed without any constraint, then Alice send&dk to Bob. Otherwise,
Alice sends her credential’s disclosure policy back to Behrathe stage 3 described
above. In this case, Bob acts as in stage 4.

6. Uponreceiving Alice’s credentials, Bob first checks thidity of each of the credentials
using the issuers’ public key, then he checks the compliahtiee set of credentials with
his policy. If the different verifications are valid, Bob skrhis set of credential to Alice.

7. Upon receiving Bob’s credentials, Alice first checks thidity of each of the credentials
using the issuers’ public key, then she checks the comm@iafit¢he set of credentials
with her policy. If the different verifications are valid, ié sends (finally!) the requested
resource to Bob.

As described above, the traditional approach for trust tiggion is based on the exchange of
credentials such as X.509 attribute certificates [93] anidl $Rrtificates [67]. This approach
suffers from at least two shortcomings:

e cyclic policy interdependency suppose that Alice has a credenu'aRl,A‘fka) that she
is willing to disclose if and only if she gets a proof that Bodisrnredentiat(Rz,Agkb),
and at the same time Bob has creder(t{az,Agkb) but is willing to disclose it if and only
if he obtains a proof that Alice has credenti;aRl,AfK'"). Using the traditional negotia-
tion protocol described above, the negotiation would fatgduse neithex(Rl,AfK”‘) and
c(Rz,Agkb) can be disclosed before the other. This happens even thdloghing Alice
and Bob to exchange botth,Afka) andc(Rz,Agkb) would not violate their respective
disclosure policies. This scenario corresponds to the bedcayclic policy interdepen-

dency problem, which clearly cannot be solved as long as #getration protocol is
based on the exchange of digital credentials.

e data minimization: trust negotiation often occurs in environments where tingapy of
communicating entities is critical. The privacy princiggédata minimization, also re-
ferred to as thelata quality principlg]72], states that only strictly necessary information
should be collected for a given purpose. From this persgectiie standard approach
for trust negotiation is not optimal. In particular, corsidhe following scenario: as-
sume that the policy associated to the resource request&mblbys fulfilled either by
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credentialc(Rg,Agkb) or by credentiat(R4,A§kb), and assume that that Bob has access

to c(Rg,Ag’kb). According to the data minimization principle, the trusgogation proto-
col should allow Alice to know that Bob is compliant with heoligy without knowing
the specific credential he possesses. Obviously, this td@achieved as long as the
negotiation protocol requires the disclosure of credésatia

A number of advanced credential systems and associateocptstcan be used to overcome
the limitations of the standard approach in trust negatmati Oblivious signature-based en-
velopes[110, 111], hidden credentials [92, 42], and sdwetishakes [20, 49] allow to address
the cyclic policy interdependency problem. Furthermawsgether with oblivious attribute cer-
tificates [107], private credentials [44], anonymous creidds [46, 47, 51, 115, 9] and zero-
knowledge proof protocols, they can be used to addressugaraguirements of the data min-
imization principle. In [109], Li et al. show that these ceetial systems and the associated
protocols allow to address some limitations in traditioinast negotiation. However, they can
be used only as fragments of a trust negotiation processinktance, a protocol that can be
used to handle cyclic policy interdependencies shouldYeked only when such cycles occur
during a trust negotiation process. They introduce a tragbtiation framework is which the
diverse credential systems and the associated protoaolsecaombined, integrated, and used
as needed.

In [92], Holt et al. formalize the concept of hidden credelstiand propose a trust negotia-
tion protocol that allows to overcome the two shortcomingtimed above. In the following
section, we propose a further improvement of their protosatg our policy-based public-key
encryption primitive.

2.5.2 Cryptography-Based Negotiation Protocol

Consider the protocol sketched by Figure 2.5. As in the basgotiation protocol, the entities
Alice and Bob identify each other through their public kegkg and pky, respectively. Their
interactions are described below:

1. Bob initiates the negotiation by sending the public kéy corresponding to his private
key slk,. If Alice is willing to interact with Bob, she sends back thabtic key pky
corresponding to her private key,. The public keypk, will be used by Bob to encrypt
the request he wishes to send to Alice.

2. Bob encrypts his request with respect to poﬁ’@é’ka and public keypk, using a policy-
based public-key encryption algorithm. Then, he sends ¢kalting ciphertexC, to
Alice. Here, poIicyPoIt'?Ka specifies the conditions under which Alice is authorized to
have access to the content of Bob’s request.
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Alice Bob
(Pka, Ska) (Pko, Sky)
pko
pka
Cp = EnCI’yptPOnga’pl%(reqUES):
Cp, Pol

Decryptqjl ..... jm(PO|§ka),s|~’a(Cb) = request

Ca = Encrypt (responsg

PoI2*  pl,
Ca, PolP®

Decryptc_ C,) = response
]

l,...,jm(Polé’kb»sh)(
more interactions

Figure 2.5: Negotiation protocol using polic-based pukby encryption

3. Upon receiving the cipherteg,, Alice uses her private kegk;, and a qualified set of
credentials for pO|iC)PO|SK3 to decrypt it and get Bob’s request in cleartext.

4. If Alice is willing to respond to Bob’s request, she ends/per response to Bob’s re-
guest with respect to policyolf',i’kb and public keypk, using a policy-based public-key
encryption algorithm. Then, she sends the resulting ctpke€,; back to Bob. Here,
policy Pol;ffkb specifies the conditions under which Bob is authorized t@lz@eess to the
content of the response as well as the conditions under vBobhis authorized to know
that Alice is compliant with pO|iC)PO|Ska.

5. Upon receiving the ciphertext;, Bob uses his private kesk, and a qualified set of
credentials for poIic;lDoI;'ffkb to decrypt it and get Alice’s response in cleartext.

6. Alice and Bob may have further interactions between edivéro

The protocol described above is almost similar to the on@gsed in [92]. The difference
is that instead of using pseudonyms for identification psgsowe use the public keys of the
communicating entities. This allows us to rely on a collasiee policy-based encryption
scheme, as compared with the encryption scheme used in [Si2hvsuffers from potential
collusion attacks.

An illustration of our negotiation protocol is given below.
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Example 2.1 Consider a set of credential issuers= {l1,12,13,14,15} and assume that Alice
has been issued the credenta':ﬁRl,Afka), while Bob has been issued credentiedRz,ASkb),
C(Rg,Agkb) and¢(Ry, Af{kb). Assume, for instance, that Bob wishes to have access tcdigen
resource that is under the control of Alice. Finally, assuilmat the trust negotiation protocol
between Alice and Bob is subject to the following constgaint

¢ In order for Bob to be authorized to have access to the regdasisource, he must have
access to credential(Rs, AS) together with eithet(Rq, AP®) or ¢(Rs, AP).

¢ In order for Alice to be able to know the request of Bob, shetmage access to either
credentialg(Ry, A™®) or credentialg(Rp, AP).

e In order for Bob to be authorized to know the fact that Alices la@cess to credential
¢(Ry, AP, he must have access to credentid,, AD®).

e In order for Alice to be authorized to know the fact that Bols la@cess to credential
c(Rz,Agkb), she must have access to credem(ﬂl,Afka).

As explained above, by using the standard approach, whitlased on the mutual exchange
of credentials, Alice and Bob do not manage to successfuilghfthe negotiation protocol.
Moreover, the exchange of credentials allows Alice to krtmvact that Bob is compliant with
the policy associated to the requested resource and théfp@edentials she has access to. On
the contrary, our protocol, depicted in Figure 2.6, allowssuccessfully achieve the negotiation
while respecting the privacy principle of data minimizatidJsing the proposed protocol, the
interactions between Alice and Bob are as follows:

1. Bob initiates the negotiation by sending his public key. pkAlice is willing to interact
with Bob, she sends back her public key.pk

2. Bob encrypts his request with respect to policyﬂ%l: (Ry, APK) v/ (R, AP} and pub-
lic key plg using a policy-based public-key encryption algorithm. hiee sends the
resulting ciphertext gto Alice.

3. Upon receiving the ciphertext,CAlice uses her credentia;l(Rl,Afka) and her private
key sk to decrypt it and get Bob’s request in cleartext.

4. If Alice is willing to respond to Bob’s request, she entsyer response to Bob’s request
with respect to policy P&I® = (Ry, AD®) A (Rs, AP®) A ((Ry, AR®) v (Rs, AP%)) and pub-
lic key plg using a policy-based public-key encryption algorithm. Mhehe sends the
resulting ciphertext gback to Bob.

5. Upon receiving the ciphertext;CBob uses his private keyskogether with the cre-
dentialsc(Rz,Agkb), C(Rg,Agkb> and c(R4,A§kb) to decrypt it and get Alice’s response in
cleartext.
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Alice Bob
(Pka,ska) (Pko,sky)
o(Ri,AP) C(Ra.AD®) |, ¢(Rs, AS) , G(Ru, AJ®)
pko
pka

Polfe — (Ry, APR) v (Ry, AR
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Figure 2.6: An illustration of our negotiation protocol

2.5.3 Concealing Sensitive Policies

In the negotiation protocol proposed in the previous saci#dice and Bob exchange the poli-

cies according to which their sensitive resources are etetly In some scenarios, the ex-
changed policies can be considered as sensitive resoweeslalndeed, a policy specifying a

sensitive credential can be seen as a 'red flag’ to attackeasimg that the resource it protects
is valuable. The form of the policy or the number of condiidgihcontains can also leak infor-

mation. As for standard resources and sensitive credsnsiath policies need to be carefully
protected through other policies. In some cases, the psliteed even to be partially or fully

hidden from other users.

In [92], Holt et al. suggest to simply hide the policy accoglto which a message is encrypted.
Consequently, the recipient has to try the decryption wiitkha possible combinations of the
credentials he has access to. The encryption scheme prbpgddolt et al. suffers from at
least two shortcomings: 1) the size of the ciphertext alltives recipient to guess the form
of the policy and the number of conditions it specifies, 2) i@pient is provided a way to
recognize correct decryption of elements in the ciphertéx{42], Bradshaw et al. describe
an encryption scheme that, in addition to improving the grenince of the scheme of [92],
overcomes these two shortcomings.

The solution proposed in [42] still suffers from an addiabshortcoming. Indeed, the result-
ing ciphertext allows to know the exact number of conditispscified by the policy according
to which a message was encrypted. In order to overcome thrécsiming, the authors pro-
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pose to add bogus elements to the ciphertext. In additionéecoming the collusion attacks
and improving the performance of the encryption and de@wylgorithms, our policy-based
public-key encryption scheme is such that the ciphertersdwt allow to know neither the
number of conditions specified by the policy nor the form & fiolicy.

2.6 Conclusion

In this chapter, we addressed the collusion attacks fronechwvimay suffer the policy-based en-
cryption primitive presented in Chapter 1. We formally deéirthe policy-based public-key
encryption primitive and the related security model. Wepoised a provably secure implemen-
tation of the proposed primitive using bilinear pairinggpelliptic curves. Finally, we showed
how the policy-based public-key encryption primitive canused in the context of automated
trust negotiation to overcome the cyclic policy interdegemcy problem while adhering with
the privacy principle of data minimization.

After having studied the policy-based encryption in Chaftand its collusion-free version in
Chapter 2, we address in the following chapter the policsebasignature primitive.
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CHAPTER 3

Policy-Based Signature

3.1 Introduction

One of the most significant contributions of the concept difljaekey cryptography is the digital
signature primitive, whose original goal is to reproduce ltlandwritten signature in the digital
world. Once we addressed the policy-based encryption fivierin Chapter 1 and its collusion-
free version in Chapter 2, we focus in this chapter on thecpddased signature primitive.
While the trustworthiness of a signature is based on theiiyesf the signer in standard and
identity-based signature schemes, it is based on its camg@iwith a policy fulfilled by digi-
tal credentials in policy-based signature. The shift fréva identity-oriented approach to our
policy-based approach is discussed below.

A standard digital signature scheme allows an entity to ggae signature on a message in a
way such that the signature is valid with respect to a puldicikand only if it was generated
using the corresponding private key. In other words, a \&fidature proves that the message
has originated from an entity having access to the privajedssociated to the public key
according to which the validity of the signature is consatker Traditionally, the verification
of the validity of a signature is often combined with the fieation of a public-key certificate
that guarantees the relationship between the public kegrditw to which the signature is
verified and the identity of the signing entity. Digital sggare schemes together with public-
key certification provide (identity-based) authenticatimtegrity and non-repudiation.
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The concept of identity-based cryptography, first formedialby Shamir in 1984 [137], repre-
sents an elegant alternative to public-key certification.identity-based signature scheme al-
lows to generate a signhature on a message so such that iy igadial with respect to the identity
of the entity that generated it. In fact, an identity-basgdature scheme is simply a signature
scheme where the public key of an entity is directly derived its identity. The correspond-
ing private key is generated by a central authority, calledape key generator. In contrast with
identity-based encryption, efficient solutions for idgnthased signature schemes were quickly
found by the research community [71, 69]. Recently, Bel&tral. demonstrated that identity-
based signature schemes can be constructed from any camasignature scheme [30]. As
for the standard digital signature primitive, an identiysed signature scheme provides both
integrity and (identity-based) authentication. Howeitedtpes not provide non-repudiation be-
cause the private key of an entity is also known by the prikategenerator.

The identity of an entity is generally not sufficient to det@ring the trustworthiness of the
signatures it generates. This is especially true in theextbmf large-scale open environments
like the Internet, as in such environments, interactionsrobccur between entities from dif-
ferent security domains without pre-existing knowledgeaéh other. As for authorization, an
increasingly popular approach consists in expressing tagglirements through policies ful-
filled by digital credentials. Consequently, both standard identity-based signature schemes
need to be used in combination with a mechanism that provesdmpliance of the signer
with a trust establishment policy defined by the verifier & $ignature. The standard approach
is that the verifier of the signature first receives a set ofl@enéials from the signer. Then, it
verifies the validity of each of the received credentialsl fimally checks that the received set
of credentials is effectively a qualified set of credentfalsthe policy. According to this ap-
proach, at least two separate mechanisms are requiredvm@rioust establishment together
with integrity and non-repudiation.

Private Key

Set of Credentials

Public Key

Policy

Message Valid / Invalid

+ Signature

Message

Figure 3.1: Policy-Based Signature

The goal of our policy-based signature primitive is to aghientegrity, non-repudiation and
trust establishment in a logically single step. A policyséd signature scheme allows an entity
to generate a signature on a message with respect to a pegliarid a policy so that the
signature is valid if and only if the entity has access to dlified set of credentials for the
policy as well as to the private key corresponding to the ymsddlic key. The validity of the
signature provides thus a proof of the compliance of theesigvith the policy according to
which the signature was generated. An illustration of odicgebased signature primitive is
shown in Figure 3.1.
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The policy-based signature primitive has to fulfill the &lling requirements:

e proof of compliance the validity of a signature generated using a policy-basgaature
scheme represents of proof of compliance of the signer Weélpolicy according to which
the signature was generated. In other words, the signawaid if and only if it was
generated using a qualified set of credentials for the policy

e non-repudiation: the validity of a signature generated using a policy-basigdature
scheme is also defined with respect to a public key. A validatigre can be generated
only by an entity having access to the corresponding prkeyeThis requirement aims at
preventing an entity from denying previous commitmentsabioas agreed upon through
the signature procedure.

e integrity : as for conventional digital signature, this requiremengivpnts a signed mes-
sage from an accidental or malicious alteration during#sgmission.

e credential ambiguity: a valid signature provides a proof that the signer is coamphvith
the policy according to which it was generated. In the caserakhe policy consists of
disjunctions of conditions, the verifying entity shouldthe able to know which specific
credentials were used to generate the signature.

e performance: in contrast with the policy-based encryption that can bgl@mented using
a basic identity-based encryption scheme, a concrete imgitation of the policy-based
signature primitive cannot be achieved using an identityelol signature scheme. Indeed,
while conjunctions can be achieved using multiple sigrestudisjunctions cannot be re-
alized. Intuitively, the disjunction structure in a polisysimilar to the ring structure in
ring signatures [131]. An elegant method should be foundftoiently adapt the ring
structure to the context of complex policies formalized amotone Boolean expressions
written in standard normal forms.

e provable security: a policy-based signature scheme has to be provably seculer u
a well-defined strong security model that takes into comatttn the specific features
of policy-based signature. Here, we consider existentiéngeability against chosen
message attacks in the random oracle model.

In this chapter, we formalize the concept of policy-basephaiure, we propose a provably
secure policy-based signature scheme and prove its ussfuthrough the description of an
original application scenario. The rest of the chapter gmnized as follows: in Section 3.2 we
discuss related work. In Section 3.3, we formally define tbkcp-based signature primitive
and present the related security models, namely unforiigadmainst chosen message attacks
and credential ambiguity. In Section 3.4, we first describepairing-based policy-based sig-
nature scheme. Then, we discuss its consistency and effydierfiore proving its security in the
random oracle model under the assumption of the hardnes® GIDXHP problem. Finally, in
Section 3.5, we present an original form of certificatededabroof-carrying proxy certificates,
which can be realized using the policy-based signatureifiven
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3.2 Related Work

The policy-based signature primitive allows to sign a mgeseth respect to a policy represent-
ing an access structure defining the conditions under whielsigner of the message is trusted.
A couple of advanced signature primitives dealing withefi#int forms of access structures can
be found in the literature. In this section, we discuss tieveat ones and compare them with
our policy-based signature primitive.

Certificateless and Self-Certified Signatures

In [5], Al-Riyami et al. describe a certificateless signatacheme based on the identity-based
signature scheme of [90], without formally proving its setgu A certificateless signature
scheme allows to merge the functionality of the standardaligignature primitive with the
one of certification verification. In other words, it allowsgerform signature verification and
certification verification in a logically single step. Infoally, this primitive is for the certifi-
cateless public-key encryption primitive what our polizgsed signature primitive is for our
policy-based public-key encryption presented in Chapter 2

The concept of self-certified signatures, first presentdd 6], shares with the policy-based
signature and the certificateless signature primitivediea iof combining the functionalities of
the verification of a 'standard’ digital signature with theriication of certification information.
Indeed, in self-certified signatures, the signer first gatesra temporary signing key using his
long-term signing key and his public-key certification inf@tion together. Then, it signs a
message and certification information using this temposagying key. In the verification
stage, both the signature on the message and certificagarnacked together.

Self-certified signatures are extended to multi-certiftcasignature whereby multiple certifi-
cates are verified together with the signature. The muftif@ation signature scheme described
in [106] can be seen as a policy-based signature scheme whkcees are restricted to con-
junctions of credentials. However, multi-certificatiogmsatures cannot support disjunctions of
credentials while respecting the credential ambiguityprty. In other words, the policy-based
signature primitive can be seen as a generalization oteetified signatures that supports both
disjunctive and conjunctive authorization structures.

Ring Signatures and ldentity-Based Ring Signatures

The concept of ring signatures was first introduced by Rieesi. in [131]. A ring signature
allows a member of an ad-hoc collectionfisers, denoted byt = {uy,...,un}, to prove that
amessage is signed by a usgrfor somex € {1,...,N}. In other words, a valid ring signature
represents a proof that it was either generatedihyr by up, ..., or byuy. Furthermore, the
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ring signature ensures that the verifier has no better wayésgwhich specific member of the
setw is the actual author of the signature. The latter propertaiedsigner ambiguityand is
intuitively similar to the credential ambiguity properntyhich has to be fulfilled by policy-based
signature schemes.

The concept of identity-based ring signatures, first ada@by Zhang in [150] and further stud-
ied by Lin et al. in[113, 89, 56], combines the concepts ohtdg-based cryptography [137]
and ring signatures in that the public keys of the ring memmlaee directly derived (generally
through a hash function) from their respective identifiansile the corresponding private keys
are issued by a central private key generator. We refer tdereto [55] for a comprehensive
summary of the so far existing work on identity-based rirgnatures. As the identifiers can
be replaced by any type of assertions, an identity-basegdsignature might be used to con-
struct a policy-based signature scheme where policiesesteated to disjunctions of atomic
conditions fulfilled by credentials delivered by a cenzadl credential issuer. Some of the ex-
isting identity-based ring signature can even easily beredéd to support multiple credential
issuers. However, as long as the credentials (signing leegs3hared by credential issuers and
legitimate holders, the non-repudiation property reqliog the policy-based signature prim-
itive cannot be achieved. More precisely, a ‘basic’ idgnltihsed ring signature that is used
to achieve the functionality of policy-based signature (folicies limited to disjunctions of
conditions) suffers from the collusion attacks as disctigs€hapter 2.

Our work on policy-based signature owes much to the reseaoch on identity-based ring
signatures in general and in particular to the solutionsqarted in [150, 113]. While, identity-
based ring signatures and policy-based signatures areptadly different, they somehow are
functionally similar. Indeed, a policy-based signaturbesne can be seen as a collusion-free
version of a basic identity-based ring signature schentesletended to support general-form
Boolean expressions written in standard normal forms. htregt with the schemes presented
in [150, 113], our policy-based signature scheme is supddsy formal security models and
proofs. The latter owes much to the technique presented8htfBprove the security of the
identity-based ring signature of [150]. Our reductionistqf can be easily adapted to prove the
security of the signature scheme of [113].

Threshold Signatures and Identity-Based Threshold Signatres

As for threshold decryption schemes, discussed in Sect®riie motivation behind threshold
signature is'to share the power of a cryptosystenypically in applications where a group of
mutually 'suspicious’ entities with potentially 'confliag’ interests must cooperate to achieve
a common goal [62]. More precisely, a threshold signatunese allows a pre-defined set of
usersu = {ug,...,Un} to receive 'shares’ of a private signature key in such a wat; tfor some
parametek such that X< k < n, any subset of users can collaborate to create a valid signature
on a message, whereas any collectiok ofl or fewer users cannot. Threshold signatures have
widely been addressed in the literature, and a number ohsehbave been proposed; we refer
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the reader for example to [40] for a discussion on the valubreshold signatures.

While a policy-based signature primitive allows to generatsignature on a message with re-
spect to an access structure defined through a credensiet ipmlicy formalized as a monotone
Boolean expression written in a standard normal form, astiolel signature scheme allows
to generate a signature on a message according to a strdetimed through &k, n)-secret
sharing scheme. Ak, n)-threshold structure can be easily expressed as a monotmledh
expression written in a standard normal form as well. A nunob&lentity-based threshold sig-
nature schemes have recently been proposed in the literatuch as the one described in [12].
By analogy with identity-based ring signature schemesudised above, one might think that
an identity-based threshold signature scheme can be seepaiky-based signature scheme
whereby policies are restricted to monotone Boolean egpas that are equivalent to threshold
structures. This is not true because the intuition behiedtity-based signature schemes is to
define the group of userg through an identity from which will be derived the public kaesed

to verify the validity of the generated threshold signasurehile the corresponding private key
(which might be compared to a credential) is splitted adogrdo an adequate secret sharing
scheme and distributed among the userg inActually, what is needed is a threshold signature
scheme for which the signature is performed with respedtg¢adentities of the members of

so that these identities can be replaced by the assertiengied by a policy.

Now that we have discussed related work, we formally defieetilicy-based signature prim-
itive in the following section.

3.3 Formal Definitions

3.3.1 Policy Model

Our policy model for policy-based signature is exactly $amio the policy model used for the
policy-based public-key encryption primitive in Sectio82

3.3.2 Policy-Based Signature

A formal definition of policy-based signature is given beiow
Definition 3.1 A policy-based signature schemédenoted byOLBS, is specified by six algo-
rithms: Setup, Issuer-Setup, KeyGen, CredGen, Sign and Verify.

e Setup. On input of a security parameter k, this algorithm genesatee system public
parameterse including the different spaces, groups and public funcitmat will be
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referenced by subsequent algorithms. Furthermore, itiips@a public key space , a
message space and a signature space.

e Issuer-Setup . This algorithm generates a random master keywsd the corresponding
public key R for credential issuerd € 1.

e KeyGen. This algorithm is run by an end user to generate at randomieape key sk
and the corresponding public key pk

e CredGen. On input of the public key Rof a credential issuergl € 1 and an assertion
APk ¢ [0,1}*, this algorithm returns the credentig(Rq, APK).

e Sign. On input of a message M, a private key sk and a set of credeptithis algorithm
returns a signature.

e Verify . On input of a message M, a signaturea public key pkand a policy PoP*, this
algorithm returns eithefT (for valid) or L (for invalid).

Remark 3.1 In the Sign algorithm defined above, whenever=sisk, or the set of credentials
p is such thap # PolP%, the output of theverify algorithm is_L. To avoid this trivial case, we
consider, from now on, that sk sk, and the set of credentials is such thatp E PolP%. In
other words, algorithnsign takes as input the private key,sknd a qualified set of credentials
Gj,.....jm(PoIPk), for some set of indicesi{§ {1,...,m}}7 .

A POLBS scheme has to satisfy the standard consistency constaint i

(0] :Signqjl,..,,jm(POlpK")7SKJ(M) = Verifypo|pm)7pKJ(|\/|,0) = T, fOI’ some {J| € {1, cee, m}}|m:]_

In the following, we describe our security models RIDLBS schemes.

3.3.3 Security Model

As for standard digital signature scheme®@_.BS scheme has to fulfill the security require-
ment of unforgeability. Besides, in order to be complianttmthe privacy principle of data
minimization, aPOLBS scheme has to fulfill the credential ambiguity property.Ha follow-
ing, we formally address the two requirements respectively

The standard acceptable notion of security for standardhsiige schemes is existential unforge-
ability against chosen message attacks [86]. Thereforeewusire the same security notion for
POLBS schemes. The definition of existential unforgeability ddmaturally be adapted to the
particular setting of policy-based signature PALBS scheme is such that a user, be it an end
user or a credential issuer, must not be able to generatédssigthature on a message if one of
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the two following cases occurs: i) he does not fulfill the ppkccording to which the signature
has to be generated, ii) he does not have access to the kexatorresponding to the public

key that will be used to verify the validity of the signaturkssume, for instance, that a user
Alice, receives a message, from user Bob whose public kelisthat is signed with respect

to a policyPolPk using aPOLBS scheme. Two attack scenarios should be considered:

1. Athird-party, say Charlie, who has 'somehow’ access taalified set of credentials for
PolP% tries to generate a valid signature on the message on betdibo For example,
Charlie may represent a collusion of the different credgngsuers specified biolPko,
As Charlie has not access to Bob’s private ks, he must not be able to successfully
generate a valid signature. Because Charlie is not thertegjit signer of the message he
will be calledOutsidet

2. Bob does not have access to a qualified set of credentiafoficy PolP% and tries to
generate a valid signature on the message accordifgl®. As Bob does not fulfill
PolPk, he must not be able to successfully generate a valid signaithough he has
access to the private kesk,. As opposed to the Outsider adversary, Bob will be called
Insider.

Thus, we define existential unforgeability iBOLBS schemes in terms of an interactive game,
denotedEUF-Pol-CMA* (whereX = | for Insider adversaries arnxl= O for Outsider adver-
saries), played between a challenger and an adversarymfafadiefinition of theEUF-Pol-CMA*
game is given below.

Definition 3.2 The EUF-Pol-CMA X game consists of three stagesstup, Queries and Forge,
which we describe below:

e Setup. On input of a security parameter k, the challenger doesdheving

Run algorithnsetup to obtain the system public parameters
Run algorithmssuer-Setup N times to obtain a set of credential issuers {l1,...,In}
Run algorithrmKeyGen to obtain a public/private key paiipk;, sk)

P wbd PR

Give to the adversary the parametarsthe public key pkand the public keys of
the different credential issuers includediin

e Queries. The adversary performs adaptively a polynomial numberratle queries
which we define below. By "adaptively”, we mean that eachyqoery depend on the
challenger’s replies to the previously performed queries.

e Forge. Once the adversary decides that feeries stage is over, it outputs a message
Mg, a policy Pofkf and a signatures;, and wins the game iferifypolfpkf pkf(Mf,cf) =T.
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During theQueries stage, the adversary may perform queries to two oraclesalbed by the
challenger. On one hand, a credential generation oracleotieth byCredGen-O . On the other
hand, a signature oracle denoted Bign-O . While the oracles are executed by the challenger,
their input is specified by the adversary. The two oraclesdaftned as follows:

e CredGen-O. On input of the public key fof a credential issuerde 1 and an assertion
APk run algorithmCredGen on input of the tuplgR¢, AP%) and return the resulting
credentialg(Rg, APK).

e Sign-O.Oninput of a message M and a policy Pbland a set of indice§j1, . . ., jm}, first
run algorithmCredGen once or multiple times to obtain the qualified set of creddsti
Gjy...jm(POIP¥), then run algorithmsign on input of the tuplgM, sk, gj, _j,(PolP¥))
and return the resulting output to the adversary.

The oracle queries made by the adversary duringQberies stage are subject to some restric-
tions depending on the type of adversary. In fact, we distsigtwo types of attackers:

e for X =1, the adversary is given, in addition to the parameters mtediby the challenger
during Setup, the private key sk An adversary of this type is not allowed to obtain

(through queries to oracleredGen-0) a qualified set of credentials for the policy {BBI

e for X = O, the adversary is given, in addition to the parameters mtedi by the chal-
lenger duringSetup, the master keys of the different credential issuers iregduid 7. An
adversary of this type does not have access to the privatskend do not need to
perform queries t@redGen-O.

Obviously, an adversary, be it insider or outsider, is ndbaked to perform a query to oracle
Sign-O on the tuple( M, Polfpk‘).

In the following, we provide a formal definition f@UF-Pol-CMA* securePOLBS schemes.

Definition 3.3 The advantage of an adversasy* in the EUF-Pol-CMAX game is defined to be
the quantity Adyx = Pr[2* wing. APOLBS scheme i€UF-Pol-CMA* secure if no probabilis-
tic polynomial time adversary has a non-negligible advaetan theEUF-Pol-CMAX game.

Intuitively, the credential ambiguity property that shdude fulfilled by POLBS schemes is
equivalent to the signer-ambiguity property supportediby signature schemes [131]. For-
mally, we define credential ambiguity against chosen mesattgcks foPOLBS schemes in
terms of an interactive game (denoted @A-Pol-CMA), played between a challenger and an
adversary, which we define below.
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Definition 3.4 TheCrA-Pol-CMA game consists of three stageXetup, Challenge and Guess,
which we describe below.

e Setup. On input of a security parameter k, the challenger doesahewing:

1. Run algorithnsetup to obtain the system public parametears
2. Run algorithmssuer-Setup N times to obtain a set of credential issuers {l1,...,In}

3. Give to the adversary the parametersas well as the public and master keys of the
different credential issuers included in

e Challenge . The adversary chooses a messagg, lé pair of keyg pken, Sken) and a policy
Pol(f’r‘fc'“ on which he wishes to be challenged. The challenger doeslibeving:

1. Fori=1,...,m, pick atrandom{' € {1,...,m},

2. Run algorithnCredGen m times to obtain the set of credentials j&h(Polgfch),

3. Run algorithnsign on input the tupléMch, pkeh, Skeh, POlCh,ngh j%h(Pol(f’;fCh)) and
return the resulting output to the adversary.

e Guess. The adversary outputs a tuplgy, ..., jm), and wins the game (fjﬁh, L) =
(jl?"wjm)-
In the following, we provide a formal definition f@rA-Pol-CMA securePOLBS schemes.

Definition 3.5 The advantage of an adversafyin the CrA-Pol-CMA game is defined to be the
quantity Ady, = Max;{|Pr[ji = j — %l}, where the parametersirare those defined by the

challenge policy P@ch'“. A POLBS scheme i<rA-Pol-CMA secure if no probabilistic polyno-
mial time adversary has a non-negligible advantage inGh&-Pol-CMA game.

Now that we have formally defined policy-based signaturetaedelated security model, we
propose in the following an elegant and relatively efficipalicy-based signature scheme the
security of which is proved in the random oracle model.

3.4 A Pairing-Based Implementation

3.4.1 Description

Our POLBS scheme consists of the algorithms described below.
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e Setup. On input of a security parametierdo the following:
1. Run algorithnBDH-Setup on inputk to generate outputy, G1,GT,e,P)
2. Define three hash functiondy : {0,1}* — G1,H1:{0,1}* — Z’a andH,: G, — Z’a
3. Letr = (q,Gl,GT,e,P,n, Ho,Hl,Hz).

e Issuer-Setup . Let7 = {ly,...,In} be a set of credential issuers. Each credential issuer
Ik € 1 picks at random a secret master Ry Zg and publishes the corresponding public
keyR¢ = s¢-P.

e KeyGen. This algorithm picks at random a private k&ly, € Zg and computes the corre-
sponding public keyk, = sk, - P.

e CredGen. On input of the public ke of issuerl, € 1 and assertioAPk: € {0, 1}*, this
algorithm outputs;(Re, APki) = s, - Ho(APK),

e Sign. On input of a messagkl, a private keysk, and a qualified set of credentials
1. Fori=1,...,m, do the following:
(a) Pick at randony; € G4, then compute; j,+1 = e(P,Y;)
(b) Forl = ji+1,....m,1 ... jij—1 modm + 1), do the following:
.. Computert;| = Hﬂllle(RKi,l.kaO(AiF:Ilka))

ii. Pick at randonY;; € G, then compute; ;.1 =e(P,Y;)) *tiHll(MHX” Il
. mj;
(c) ComputeX; j; =Y —Ha (M| j, [mI[i]} 1) (34 ¢(Res ;o AP )

2. Computer =37, 3™, Y j, then comput& = (sk; +Ha(Y))~*-P
3. Returno = ([[x; j]"2,]™,Y,2)
e Verify. Leto = ([[xi7,-]’]-“‘:1]i”;1,Y, Z) be a signature on messaljeaccording to policy
PolPk and public keypk,. To check the validity of5, do the following:
1. Computer; j = ﬂlgile(RKi,j’k,Ho(Aip;f‘k)) (forj=1,....mandi=1,...,m)
2. Computeng = e(pky +Hz(Y)-P,2)
Hy (M| [|ml| j |]i
3. Computens = 124111 % j] andaz = e(PY) x|, ﬂrj“zlrml( .1
4. If ap = e(P,P) anda1 = ay, then returnT, otherwise return_

Remark 3.2 The intuition behind ousign and Verify algorithms is as follows:

1. Each conjunction of conditio nli('xi,,-,k,Aipr is associated to a tag ;.

2. For each indice i, the set of tag{su}?‘:l is equivalent to a set of ring members. The
signature key of the ring member corresponding to thetfagonsists of the credentials

{Q(Re; 1 AP T
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3. The generated signature corresponds to a set of ring siges which validity can be
checked using the global 'glue’ value Y. The latter can bemaed only by a user
having access to a qualified set of credentials for policy’fol

4. The element Z represents the [151] short signature on ahgeWw using the private key
sk,. Thereforeo proves that the entity whose public key i, jgkcompliant with PoPks,

3.4.2 Consistency and Efficiency

Our POLBS scheme satisfies the consistency constraint thanks to ftbeiiog statements:

= e(pky+Ha(Y) - P,Z) = e((sk+ Ha(Y)) - P.(ski+ Ha(Y)) *-P)=e(PP)  (3.1)

I _ oY )t (wheremes = %) 52

3
3

az = Ax[][[T ]1( .5 Imiiin; (whereh = e(PY))

;:|3 [

—

-1
[I_l X j+1+e(PY, J)_l*XLl*e(PaYim)_l]
— ]:

A flaen
*[uﬂxi,j]*[e(P,ilezlYi,j)]‘l:A*al*rl (3.3)

3

= A%

3

Table 3.1: Computational costs of d®®LBS scheme

Sign | (zM[1+ 3T A+ mp))).pat ($y (m — 1+ max(m j))).ach
+H(m+1).mur+ (51, 3T my).mur + (5 (M — 1)) .expr
Verify | (3+ 30y 3L mj).pa+ (S m).expr +muy
+em=1+3M,2(m-1)+ 37 mj)).mur

In Table 3.1, we summarize the computational costs (in thesta@ase) of o uPOLBS scheme.
We consider the computational costs of our algorithms imseof the following notationspa
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the pairing,ad; the addition in the groufs;, mu; the scalar multiplication in the grou@,
mut the multiplication in the grougst, expy the exponentiation in the grou@r. As for
POLBE andPOLBEpk schemes, we ignore here the costs of hash computations.

The essential operation in pairing-based cryptographgiisng computations:

e our Sign algorithm requires a total of™;m + "y ¥, M j pairing computations.
Note that the values;; does not depend on the signed mesddgeThus, they can be
pre-computed by the end user, cached and used in subsedgratuses involving the

corresponding credential-based conditiondeQ,),ﬁk,Aip,KJk).

e our Verify algorithm requires a total of 8 3" ; Z?llmJ pairing computations. Two of
them are used for the verification of the glue vatyef which the pairinge(P, P) can be
pre-computed.

Let I; denote the bit-length of the bilinear representation of lement of groupG; (i = 1,2).
The bit-length of a signature produced by ®@LBS scheme is equal toy " ; my).It + 2.11.
Observe that thanks to the adopted ring structure, theHewfghe signature does not depend
on the valuesn; j i.e. the number of conjunctions inCENF-form policy. This property cannot
be achieved using, for instance, the ring structure of teatity-based ring signature scheme
proposed in [150].

3.4.3 Security

In the following, we study the security properties of ®@LBS scheme. We first address the un-
forgeability our scheme, respectively, against Insidatticks (Theorem 3.1) and against Out-
sider’ attacks (Theorem 3.2), then we discuss the credemtibiguity property (Theorem 3.3).

Remark 3.3 As in the security analysis of olROLBE scheme (Section 1.4), we denote by
my ., My and my, respectively, the maximum values that the quantitiesraychm j can take
respectively in the considered policies.

Theorem 3.1 Our POLBS scheme i€UF-Pol-CMA! secure in the random oracle model under
the assumption thaDHP is hard.

Proof Theorem 3.1 is a consequence of Lemma 3.1. O

Lemma 3.1 Let 2° be anEUF-Pol-CMA' adversary with advantage Agv> € when attacking
our POLBS scheme. Assume that adversary has running time 4. and makes at most.q
gueries to oracleCredGen-O, s queries to oracleSign-O, go queries to oracle bl and q
gueries to oracle kil Then, there exists an adversary the advantage of which, when attacking
CDHP, is such that Ady. > 9/(100agg""™ 3™ 11("M)).
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Assuming that g Max{2m, ,m,, 2my ,qst1 } ande < 32(q; + 1—my,,my)/q, the running time
of adversarya ® is such that {. < (3291 +4)t,- /€.

Proof  Our proof of Lemma 3.1 is inspired by the method described8],[which in turn

is based on the oracle replay technique [127]. Informallyaipolynomial replay of the attack
with different random oracles, we allow the attacker to éotgo signatures that are related so
that the attacker is able to solve the underlying hard prolf&bHP in our case).

Let 2° be anEUF-Pol-CMA! adversary with advantage Agv> € when attacking ouPOLBS
scheme. Assume that adversaryhas running timeé;- and makes at most queries to oracle
CredGen-O, (s queries to oraclSign-O, qg queries to oraclély andq; queries to oraclél;. In
the following, we construct an algorithm® that usesz ° to mount an attack againGDHP.

TheEUF-Pol-CMA' game between the challenger and algoritihfrstarts with theSetup® stage
which we describe below.

e Setup®. The challenger gives to adversary the BDH parametergq, G1,Gt,e P) as
well as aCDHP-instance P, a- P,b- P) = (P, Py, P,) for these parameters.

Before interacting with adversary®, algorithmz*® does the following:

1. Choose the valugs € {1,....my,}, j* € {1,...,my} andn¥. j. € {1,....m\}
2. Pick at random the values. . € {1,...,N} andl jo € {1,...,0o}, for k=
1,...,n]i.oij. / ’

3. Pickatrandomy, ;. , € Zg, fork=2,...,n¥. ;., then computé. ;. ; = z:l"zj' O jok

The interaction between algorithmm® and adversaryz® consists of three stagesetup®,
Queries® andForge®, which we describe below.

e Setup°. Algorithm 4 °* does the following:

1. Let?® = (q,G1,GT,eP,n,HS,H3, Ho) be the system public parameters, where the
oraclesHg andH7 are controlled by algorithna®, Hz : G1 — Zg is a public hash
function, the tupléq, G1,Grt,e,P) is given to algorithma ® in the Setup® stage, and
the valuen € N* is chosen by algorithna ®. Algorithm 2°* controlsHJ andH; as
follows:

— For the random oraclelg, algorithm.2* maintains a list of tuple$A;, Ho i, Al
which we denoteH(')'St. The list is initially empty. Assume that adversary
makes a query on assertigf ¢ {0,1}*, then adversary: ® responds as fol-
lows:

(a) If APk gppears on the Ii$’t|(')iSt in a tuple[A;,Ho,,A ], then returrHo,
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(b) If pk, = pk and APk does not appear oH/S and APk is thel?, . ;-th
distinct query to oracléig, then computdﬁop =TI s - -(P2—05 . e -P),

% .,» and add the entrfAPk Ho | null] to H"St

(c) If pky= pk; andApku does not appear dﬂ"St andAPk is thel? ;. -th dis-
tinct query to oracléi; (for k> 1), then computh. ok (r;l.lJ 1k6i'.7j.7k).
P, returnHo, ., and addAP%, Ho)s P k,rK‘lJ ) % o O HES!

(d) Otherwise, pick at randome Z¢, returnA - P and addAPK, A - P, A] to H{S!

returnHo

oo’

Note thatH§ is such thati'.J. = |-|:l"i’" e(RKi.}j,k, Ho(Aﬁk‘j. ) =€e(P.ab-P).

— For the random oraclel}, 2°* maintains a list of tuple§M,,x,,m, i, j),Ha,]
which we denoteH'l'St. The list is initially empty. Assume that adversary
makes a query to the random orakl@ on input(M,x,m,i, j), then algorithm
4° responds as follows:

(@) If (M,x,m,i, ) already appears oH'liSt in a tuple[(M,x,,m, i, j;),Hw,],
then outputy
(b) Otherwise, pick at randoH € Zg, outputH and add[(M,x,m,i, j),H]
to Hjist
2. Define the set of credential issuers- {l4,...,IN} as follows:

— Fork € {K,. '« }» the public key ol is R¢ = r - P for some randomly chosen
re € Z* In thls case, the master keylfissc =rae Z*

— Fork € {1,...,N}\ {K} j. .}, the public key ofl is R¢ = s¢ - P for some ran-
domly chosen master key € Z

3. Run algorithmKeyGen to obtain a public/private key pafpks, sk)
4. Give the parameters® and the credential issuers’ public kejR¢ }N_; to 2°

e Queries °. Adversary4 ° performs a polynomial number of oracle queries adaptively.

e Forge®. Algorithm 2° outputs a messagdd;, a policy Polfpkf and a signatures. The

adversary wins the game\i'farifypolrpkf pkf(Mf, of)=T.

During theQueries® stage, adversary ® can make the queries of its choice to two oracles,
denoted byCredGen-O° andSign-O°, controlled by adversary ® as described below.

e CredGen-O°. Assume that adversam/” makes a query on a tupl&,A). Let[A,,Ho, A
be the tuple fronH(')'St such tha®, = AP% then algorithma ® responds as follows:

1. Ifi= Ii‘.7j.71 andk € {Ki'.7j.7k}, then report failure and terminate (evanteq)
2. If1 ;«réli‘.7j-.71 andk € {Ki'.J.?k}, then return(r¢A,) - PL = (r¢a) - Ho,; = S - Ho,
3. Ifke{l,...,N}\{K}. j. \ }, then returrsc - Ho,
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e Sign-0°. Assume that adversar® makes a query on a tup{&, PolP%). Algorithm 2
responds as follows:

1. Pick atrandonf ; € Z¢ , andY; j € G1 (j =1,...,mpandi=1,...,m)

2. Computer; j = ﬂzl'le(RKi,j,k,H(;(Aﬂ‘fk)) (j=1,....mandi=1,....,m)

3. Forj=1,....m —1andi=1,...,m, compute the valug ;.1 = &P ) *Tihjjj,
then computéy j 1 = Hi(M||x; j-1/|ml|i]j+1) . In order to compute the valug;,
algorithm 2 ° refers to the IistH'liSt. If (M,xij,m,i,]) appears or1|-|'1ist in a tuple
[(Mi, %, my, iy, ji),Hy,], then algorithma® setsh; j = Hy,. Otherwise, it picks at
randomH € Z;, setsh; j = H and adds the tuplgM, x; j,m,i, j),H] to H}'s".

4. Letx 1 = &(P.Ym) + T andhi 1 = H(M]|x 1/|m]ji[|1), then
(@) If(M,x 1,m,i,1)already appears on the Il'slﬁiSt inatuple[(M,,x,,m,i;,1),Hy,]
such thaty, # h; 1, then report failure and terminate (event referred tagg.
(b) Otherwise, add the tup[éM,x; 1,m,i,1),h; 1] to HYSt,

5. Computey = 37, 57, Yi j andZ = (sk,+Hz(Y)) - P, then return the signature
0 = ([xj][24)"4,Y,2) to adversarya®.

Remark 3.4 Without loss of generality, we assume that adverggtalways makes the appro-
priate query to the random oracleg-bn assertion A% before making any query involving’
to oraclesCredGen-O° andSign-0°.

In the following, we analyze the simulation described above

Let » be the whole set of random tapes that take part in an attackisrsarya ©, with the
environment simulated by algorithm®, but excluding the randomness related to the orégle
The success probability of adversary in forging a valid ring signature scheme is then taken
over the spacéw,H7). Lets be the set of successful executions of adversstythen the
following holds

Advgze =Pr[(w,H]) €s] >¢€ (3.4)
We define the eventsy and £, as follows:

e Zoisthe eventthat adversas/ succeeds in forging the signature= (x| ;|7*,]™,Y", Z")

without making a query to the random orakEl¢ on at least one of the tuplésls, x}:j ,myi,j)

e £/ is defined to be the event that evenj, occurs at one of the queries made by adversary
4° to the oraclesign-O°.
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Then, the following statements hold:

Prieg| <
(0] < <

Let s’ be the set of successful executions of adverseryor which it has made queries to the
random oracléd; on the all the tuple(st,><{7j,m,i, i), then the following holds

Pr[(w,H;) €s'] = Pr[—~£o).Pr[=zg].Pr[(w,H3) € s]
> (1-”“””).(1-%).5 (3.6)

LetQq,...,Qq denote the different queries made by adversgtyo the random oraclel;. We

denote byQp, ; (for Bij € {1,...,01}) the query made by adversany’ to the random oracle
H3 on the tuple(M¢, X ;,mi, j). Leti'd andj'? be the indexes such that for 4il j) # (i'%, j'9),
Bi,j < Bjia jla. The valueByq jio is called theast-query index

We definesémI o o be the set of executions frosi whose last-query index jq jiq. Since
Y|

Bia jla may range betweefd < = m,,m, andq, this gives us a partition of in at least
g1+ 1—Bclasses.

We definez; to be the event that algorithm® obtains a successful executioml,Hil) €

5[’31 , for some last-query indeﬂilIGI jla after invokingt; times adversarys © with randomly
ila jla ’

chosen tuplesx ,H7).

In the particular case whete = (Pr[»,H;) € s'])~%, and sincg1— %)X < e1 (for X > 1),
the following statement holds

Pri£g =1— (1—Pr[(w,H}) esNt>1—-e 1> g (3.7)

We define the set of last-query indexes which are more likely to appear a®fedt

7 ={Bjla ju st. Pr(w,H}) € 5[’3in " |(w,H?) € 5] >y}, wherey = 2(ql+711—[3)
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Lets; ={(w,H3) € Sﬁlﬁq 1 St Bila jia € 7 } be the subset of successful executions corresponding
id.j
to the set7. Since the subsets%_Iq " are pairwise disjoint, the following holds
id,j

Pri(w,Hi) € 5l(w,H]) €] = 5 Prl(w,H]) €sp,  Mw,H) €]
Bi'Q,jlqej !
= 1- Z Pr[(w,H?7) ESéilq _|q|(w,HI) €s']
Bilq,jlq¢j .
1 1
> 1—(=—— A 3.8
> 1-(5-bhyz; 38)
Leto = (1—Mam) (1 %).s.y, then equation (316) leads to the following statement
Pr[(w,H]) € Séi|q‘j|q] = Pr{(w,H]) € 5’]‘Pr[(w,HI) € Séilq‘jlq |(w,H]) € 5/]
> q (3.9)

Given that the oracléi; can be written as a paiifs, hjq jiq), WhereH; corresponds to the
answers for all the queries to oradtg except the quer®s,, 1, whose answer is denoted as
i, j

hilq7j|q, we define the S@Bilq 9 as follows:
QBilq_’jlq = {(w,(|:|1, hilq7jlq)) €s'st. Prhilq,jlq [(w,(l:h, hilq7jlq)) € 5éilq)jlq] >0—a}

According to the splitting lemma (Lemma 0.1), ®e 2a the following statements hold

\ (w,(ﬂl,hilqjlq)) S QBilq_’jlq’ Prhi'Q,jlq [(W,“:'l,hilq?jlq)) S Séﬂq_’ﬂq] 2 a (310)
~ ~ a 1
Pr[(w,(Hl,hiqulq)) S QBilq,jlq ‘(w,(Hl,hiquIq)) S Séilq_jlq] Z 8 = é (311)

Now, assume that evemt; occurs and that the successful executjert, (H{,hi, jia)) is in
s,. Let £ be the event that algorithm*® obtains, for some last-query ind@ﬂ*q jlas

o6 1 (L 2 2 1 i : i
cessful executiofiw ,(Hl,hi,qJ,q)) € QBillq.jlq such thahi,qJ,GI # hi'q,j'q’ after invokingt, times

a suc-

adversarya°, with fixed (w?, I:|11) and rahdomly chosehyq jiq. In the particular case where

tz= (o — )%, the following holds

Prizs] =1—(1— (a— %))tz >1-el> g (3.12)

Consider(w?, (Hll,hi}q.jlq)) and (=, (H{,hg, jia))» the two successful executions of the attack

obtained by algorithnz ® if eventsz4 and £, occur. For the two considered executions, the
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random tapes are identical, whereas the answers of the random otétl® the queries of

adversaryz ° are identical only until the que@Bl :
ilg Bl Iq

Let o} = ([xl J]]_1]{“11,Y1 Z1) ando? = ([x? J]T‘zl]{“zl,Yz Z?) be the signatures forged by ad-
versary4° through the two considered successful executions resplgctiWith probability
greater thanm, we havem! = m? = mandm! = n? =m (i = 1,...,m). In this case, the

following statements hold

2. ht; =h?; (forj # j'9 andi #i'9) andhi, ja 7 ha, i

The fact thatrliL andof2 are valid policy-based signatures leads to the equalRyY? — Y1) =

W R
||$q1{;q 1939 \With probability greater than/pg""™, we havetf. j» = Tiaja. In this case,

note that adversary ° does not make a query to oracteedGen® on aSSGI"[IOI’A| (event
Zered dOES NOt OCCUr). This case leads to the equaligyis = e(P,ab- P), and soY2 Yl=
(h1 —h2, .- (ab-P).

Iq qu ilg qu

To summarize, with probabilitr[2 * wing|, algorithm2 * succeeds to obtaab- P by comput-
ing the quantity(h, o haq J.,q)—1 - (Y2 —=Y?1). From statements (3.7), (3.8), (3.11) and (3.12),
we have 7

1

—_— ° i 9
Advﬂ. _ Pr[ﬂ WInS] 2 100:{3\//\”1\/ . zrl/lll(ml\/> .

Forqg > Max{2my,m,,2m,,0s01 } ande < 32(q; +1—m,,my)/q, the running time of adver-
sary4° is such that the following holds

1 4 32Acu+1-
e = (+t)te = (2 + Vg < (2 3R Iomamy))

32CI1+4,[
a—1/q € € I

Lgo

Remark 3.5 Our security reduction does not depend on the parameter®m the other hand,
it depends exponentially on the parameters\nand m, which needs further improvement.
Finally, note that the ID-based ring signature presenteflbil] is not supported by any security
arguments. Our proof could be easily adapted to realize tissimg proofs. In fact, the ID-
based ring signature of [151] is almost similar to our signet algorithm when used in the
particular case where policies are such thagm=m, = 1.

O
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Theorem 3.2 Our POLBS scheme i€UF-Pol-CMAC secure in the random oracle model under
the assumption thak -+ 1)-EP is hard.

Proof The security of our schen®OLBS in the EUF-Pol-CMA® game is equivalent to the se-
curity of the short signature scheme presented in [151Jad¢h the outsider adversary succeeds
in forging aPOLBS scheme if and only if it succeeds in generating a validorresponding

to a Valid([[XiJ]T}:lHn:l,Y) associated to the pair of keypk;,sk). As the adversary has ac-
cess to the master keys of the different credential issitsris able to generate a valid tuple
([[xu]?‘:l]i“;l,Y) corresponding to any policy associatedote. Therefore, the adversary needs
to be able to generate a [151] short signatur® arsing the protected private ksl. The short
signature of [151] is proved to be secure in the random oraciéel under the assumption that
the (k+ 1)-EP problem is hard. O

Theorem 3.3 Our POLBS scheme i€rA-Pol-CMA secure in the random oracle model.

Proof  Let Mch be the message amidn = (¢f]2;]™,,Y", Z") be the signature which the
adversary is challenged on in ti@&@A-Pol-CMA game. OurPOLBS scheme is such that the
following holds

Hz (M| XM iflj—1 o
1. chf; _ e(P:YLj—l)*Tij(_l hll |,]71HmH|H] ) for i 7& chh_|_1 andxicr;

jenea = (P

_ M, jeh
2. YN = 5[5 Yo+ i = He Ml M52 - (5, €(Re g, A )]

SinceY; anthi;l are chosen at random frofh;, andH; is assumed to be a random oracle,
we have thakﬁj andY®" are uniformly distributed irGt andG; respectively. If(j1,..., jm)

is the tuple output by the adversary in tgA-Pol-CMA game, then we haver|ji = jiCh], for
i=1....m
O

Now that we have formalized the concept of policy-basedatigne and proposed a provably
secure policy-based signature scheme using bilineangaiover elliptic curves, we present in
the following section an application of this primitive inetlcontext of proxy certification.

3.5 Proof-Carrying Proxy Certificates

The concept of proxy certificates, first formalized in [128]pws an end user to delegate some
responsibility to another user, called agent, so that ttterl@aan perform certain actions on
behalf of the former. A proxy certificate is a certificate thatcontrast with the public-key
certificates issued by trusted certification authoritieg@nerated by an end user. It represents
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the signature of the end user on a message that typicallpiosnthe identity of the end user
himself, the public key of the agent and a set of statemeiiitsiig the terms of the delegation.
It allows the agent to authenticate with other users as ifai$ the end user when performing
the delegated actions. Proxy certification has been suggyést use in a number of appli-
cations patrticularly in distributed computing environrteewhere delegation of rights is quite
common. Examples include grid computing [23], mobile agdat e-commerce [57], and mo-
bile communication [54]. More recently, an X.509 certifegirofile for proxy certificates was
proposed in [140]. In this section, we introduce an advarioad of proxy certificates which
are generated using the policy-based signature primitive.

Whenever an agent wants to perform an action on behalf of dmuser, it must prove that it is
authorized by the end user to perform the action on its befdlfs is achieved by providing
a valid proxy certificate and by proving the possession ofpgheate key corresponding to
the agent’s public key specified by the certificate. Furttteenthe agent has to prove that
the end user is compliant with the authorization policy agged to the action it wants to
perform. As already mentioned in this thesis, an incredgipgpular approach consists in
using authorization policies fulfilled by digital credeads. The traditional approach consists in
that the end user gives the agent a qualified set of credefdiathe policy. The agent provides
this set of credentials together with its proxy certificafBise entity that is in charge of making
the authorization decision is called the verifier. The fattet only has to check the validity
of each of the received credentials, but also it has to cheakthe received set of credentials
fulfills the authorization policy associated to the reqadsiction.

End User Agent Verifier

proxy certificate + credentials

request + proxy certificate + credentials

:> verify proxy certificate ‘s validity
le———> verify credentials’ validity

D check compliance with policy
response

Figure 3.2: Proxy certificates: standard approach

The standard approach, depicted in Figure 3.2, suffers fhoe® shortcomings:

¢ verifying the validity of the proxy certificate and the vatidof the different credentials
separately is a burden for the verifier.

e we believe that managing the end user’s credentials andn @ compliance with an
authorization policy should not be the role of the agent.
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e proving the compliance of a user with a credential-baseityptirough the disclosure of
a qualified set of credentials is not optimal from a privacinpof view. More precisely,
it is not compliant with the privacy principle of data minimaittion according to which
only strictly necessary information should be collectedfgiven purpose. For instance,
assume that the authorization policy requires the possessiat least one credential
belonging to a set of multiple credentials. Then, accordmghe data minimization
principle, the verifier should not know more than the fact the end user is compliant
with the policy. In other words, the verifier should not knowiah specific credential
fulfilling the authorization policy is held by the end user.

In this section, we present an advanced form of proxy ceaté callegoroof-carrying proxy
certificates In contrast with the standard proxy certificates that areeggted using standard
(public-key) signature schemes, the proposed certifiategenerated using a policy-based
signature scheme i.e. a signature scheme for which thatyadia generated signature proves
the compliance of the signer with a credential-based politsing this special form of proxy
certificates, the end user does not disclose any of its ctieadkerit uses them to generate a proof
of compliance with the verifier's authorization policy. Ba#ss, the agent does not have to deal
with the end user’s credentials. It just provides its proaifrying proxy certificate (in addition
to proving the possession of the private key correspondirthe agent’s public key specified
by the certificate). Finally, the verifier just needs to wetiie validity of the received proxy
certificate with respect to its policy i.e. the verificatiohtlee validity of the proxy certificate
and the authorization decision making are performed in e#dly single step.

The rest of this section is organized as follows: we desdhieegeneral setting of our proof-
carrying proxy certification mechanism in Section 3.5.1. Skection 3.5.2, an illustration of
our approach is given through the description of an apptinatcenario. In Section 3.5.3, we
discuss some approaches related to our concept of progfisggproxy certification.

3.5.1 General Setting

The setting for proof-carrying proxy certification is sianlto the one defined for the policy-
based signature primitive. Four types of players are censdl end users, credential issuers,
agents and verifiers (service providers). We consider apkéy infrastructure where each end
user holds a pair of key9k,, sk;). An end user is identified by its public kek,. We consider

a set of credential issuers= {ly,...,In}, where the public key ok, for k € {1,...,N}, is
denotedR¢ while the corresponding master key is denoded We assume that a trustworthy
value of the public key of each of the credential issuers mknby the end users. Any cre-
dential issuetyx € 1 may be asked by an end user to issue a credential correspaiodinset
of statements. The requested credential is basically tfiatisignature of the credential issuer
on an assertion denotéd*:. Upon receiving a request for generating a credential cerise
APk 3 credential issudg first checks the validity of the assertion. If it is valid, thig returns
the credentiat(R¢, APk). Otherwise]y returns an error message.
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Each service provider defines an authorization policy faheaction on a sensitive resource
it controls. When an end user wants to interact with the sergrovider (verifier) through an
agent, it first generates a pair of keffsks, sky) for the agent. Then, it specifies the content
of the proxy certificate - a message, dend#dcontaining the end user’s public kek,, the
public key of the agenpk, and the delegation constraints. Finally, the end user géeer
signature on the content of the proxy certificate using ecpdbased signature algorithm.

When the agent decides to interact with the verifier, it pitesiits proof-carrying proxy cer-
tificate along with a proof of possession of the private &kycorresponding to the public key
pk, contained in the proxy certificate. The verifier first chedles delegation constraints spec-
ified by the proxy certificate to be sure that the agent is albly the end user to perform the
requested action on its behalf. Then, it checks the validfitihe signature on the content of
the proxy certificate using the verification algorithm of tleed policy-based signature scheme.
This algorithm takes as input the proof-carrying proxy ifiegte, the end user’s public keyk,,
and the authorization polidyolP%. At the end, the verifier obtains a proof that the agent whose
public key ispk; is allowed by an end user whose public keylkg to perform the action on its
behalf and that the end user is compliant with the authaomatolicy specified by the verifier.
The interactions between the end user, the agent and tHierare depicted in Figure 3.3.

End User Aagent Verifier

proof-carrying proxy certificate

request + proof-carrying proxy certificate

> verify proxy certificate's validity
response

Figure 3.3: Proof-carrying proxy certificates

The policy-based signature scheme used for the generdtimoaf-carrying proxy certificates
allows to meet the required security/privacy properties:

e unforgeability: the signature on a proof-carrying proxy certificate mustogovalid with
respect to policyPolPk if the signer does not use the private k& or a qualified set of
credentials for policyPolPk. In other words, on one hand, the agent cannot obtain a valid
proof-carrying proxy certificate with respect to poliBplPk from a user that does not

have access to the private kely,, and, on the other hand, the end user cannot generate

a valid proof-carrying proxy certificate with respect to ipglPolP% if it does not have
access to a qualified set of credentials for the policy.

e credential ambiguity: in the case where there exists multiple qualified sets afengals
for policy PolP% a valid proxy-carrying proxy certificate must not revealiethspecific
set of credentials has been used to generate the certificate.
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In the following section, we describe a sample scenaristithting the concept of proof-carrying
proxy certificates.

3.5.2 An Application Scenario

Consider the following scenario: a researcher (end usemjsita perform some operations on
various hosts on a scientific computation oriented grid remwvnent. The operations can be
executed independently, can depend on each other, or carebeated only at specific periods
of time. From its laptop the researcher wants to submit a murabrequests to the destination
hosts and have the operations executed while he is doing thiings including being offline.
For each request, an authenticated connection needs tdadidisised with the corresponding
destination host. An authorization policy is associatedh® operations and the researcher
has to prove his compliance with the policy in order for themions to be permitted. The
researcher delegates the management of the differenttmper&o one or more agents.

Currently, authorization in grid environments is identitgsed. The researcher whose pub-
lic/private key pair is denotebky, sk;) holds an X.509 certificate binding his global identity to
his public key. In order to make the agent act on his behalfdmerates for the agent a random
pair of keys denotedpky, sky). Then, he issues an X.509 proxy certificate [140] assoctated
the generated key pair. The certificate contains in addtbadhe agent’s public kepk,, a set
of statements indicating the valid operations that the tigeallowed to perform on behalf of
the researcher, as well as a restricted validity period. dutbentication of the agent is there-
fore based on its key pair, the proxy certificate generatethéyesearcher and the public-key
certificate of the researcher. Authorization to performectr task is based on the identity of
the researcher (taken from his X.509 certificate) as wellnathe statements within the proxy
certificate.

As explained in [23], an identity-based approach to auttation and authentication for large
grids "will not provide the scalability, flexibility, and ea of management that a large grid needs
to control access to its sensitive resources”, while a ptpfised approach where properties
are carried by digital credentials is more appropriate clartific grids for instance, properties
may include whether the requesting agent is acting on beliafprofessor, a student or an
administrator, whether the agent is acting on behalf of a begraf a particular research project
whose membership list is not maintained locally, whetheragent is acting on behalf of a
researcher from academy or indusetg.

In the credential-based approach, the agent needs to dravéts owner (the researcher) is
compliant with a specific credential-based authorizatiohcy in order for the operations to

be executed. Using standard credential systems such a9 AtBibute certificates, the agent
needs to have access to the credentials of its owner to moh@necessary authorization ar-
guments. For example, assume that a policy requires tharods® to be either a research staff
member of compan}{ or companyY. Suppose that the researcher is employed by comgany
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he consequently has been issued a credential of thedid] = ¢(Ix, pk, : employeg In ad-
dition to the proxy certificate, the researcher gives to fenathe credentiaredy. During the
authentication and authorization phase, the agent subnatidition to its proxy certificate, the
researcher’s credentiated;. The remote host where the operation needs to be executed doe
the following: 1) check the validity of the proxy certificatising the public keyk,, 2) check

the validity of credy using the public key of the ‘trusted’ credential issuer, Bck whether

the provided credential fulfills the authorization poliey the requested operations. If all the
validity checks are successful, the task is executed. @tkeyan error message is returned.

Using proof-carrying proxy certificates allows to combihe werification of the validity of the
proxy certificate and the authorization decision makingwag that improves the privacy of the
researcher. In fact, instead of using a standard signathienge, the researcher generates the
agent’s proxy certificate by running a policy-based sigreatigorithm on input of his private
key sk, his credentiatred; and the policy (Ix, pk, : employegV (ly, pk, : employeg. The
new proxy certificate carries in addition to delegation tighthe authorization arguments nec-
essary for the execution of the operations. Hence, instepdriorming three validity checks,
the remote host needs just to verify the validity of the proagtificate with respect to the policy
‘credy or credy’ using the researcher’s public kegk,. Furthermore, thanks to the credential
ambiguity property, the remote host will not know whethes #igent is acting on behalf of a
companyX or companyy.

3.5.3 Related Approaches

The intuition behind the concept of proof-carrying proxytieates comes originally from
proof-carrying codes [121]. The latter is a technique tlaat lse used for safe execution of un-
trusted code. In a typical scenario, a code receiver estadia set of safety rules that guarantee
safe behavior of programs, and the code producer createmalfeafety proof that proves, for
the untrusted code, adherence to the safety rules. Themgteeser is able to use a proof
validator to check that the proof is valid and hence the wtédicode is safe to execute.

By analogy with proof-carrying codes, a proof-carryinghaarttication mechanism based on
higher-order logic was presented in [7]: the client degidecess must construct a proof using
his attribute certificates, and the server will simply chéwok validity of the proof. The logic-
based approach leads to a simple and efficient solutionnbegrates different authentication
frameworks including X.509 and SPKI/SDSI. However, thip@ach cannot be used in the
context of proof-carrying proxy certification because iedaot provide a signature scheme
fulfilling the required properties.

Providing a privacy preserving proof of compliance with adential-based policy is a prob-
lem that has been studied in recent literature. In [9], Baakeal. exploit cryptographic zero-
knowledge proofs to allow requesting users to prove thdieeghce with a credential-based pol-
icy. The proposed solution provides better privacy guaesithan our concrete implementation
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of proof-carrying proxy certificates as the users may priveg tcompliance while preserving
their anonymity. However, as the described protocol rexguinteraction between the creden-
tials holder (end user) and the verifier, it can not be diyeesled to implement proof-carrying
proxy certificates. An interesting line for future reseavabuld be to exploit the Fiat-Shamir
heuristic [70] to transform their interactive protocolsima signature scheme that could be used
to implement proof-carrying proxy certificates.

3.6 Conclusion

In this chapter, we formally defined our policy-based sigrafnd the related security models.
We proposed a provably secure policy-based signature schising bilinear pairings over
elliptic curves. We finally proposed a novel form of proxytderates, called proof-carrying
proxy certificates, based on our policy-based signaturaifwe. In the following chapter, we
summarize the research work presented in this thesis aodssiguture research directions.
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Conclusion

The last chapter of this manuscript summarizes the mairnribotibns and discusses future
research directions. It consists of two parts: while in tihgt fpart we discuss the theoretical
aspects of our research work, we discuss in the second partdposed applications of policy-
based cryptography.

Theory

The theoretical part of this thesis consists of the threasadéscussed below:

e formal definitions: we formalize the concept of policy-based cryptographydoyrially
defining three policy-based cryptographic primitives: ippbased encryption, policy-
based public-key encryption and policy-based signatuseekch of these primitives, we
define the related security notions. While the security nsdssociated to our encryp-
tion primitives consider indistinguishability againsoden ciphertext attacks, the security
model associated to our signature primitive considersteximl unforgeability against
chosen message attacks. By extending well-establishedityemodels for asymmetric
cryptographic schemes, we came up with new models that dedso the particular
setting of policy-based cryptography.

An interesting line of future research would be to define aded policy-based crypto-
graphic primitives with more sophisticated features. Irtipalar, a possible extension
of our primitives would be to consider hierarchies of crdagnssuers. From this per-
spective, the extension of the concept of hierarchicaltilebased cryptography to the
policy-based setting seems to be a promising directionuiré research.
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e implementations for each of the defined policy-based cryptographic priregi we pro-

posed an implementation based on bilinear pairings ovigtielturves. Bilinear pairings
recently proved to be extremely useful in cryptography kisatio a set of properties that
cannot be achieved using standard cryptographic prinsitive addition to being a new
approach in cryptography, our policy-based cryptographimitives can be seen as an
other illustration of the usefulness of bilinear pairinlyforeover, as discussed in the dif-
ferent chapters of this thesis, our schemes are at leasficésréfas the related schemes
found so far in the literature.

The essential operation in pairing-based cryptographgiisng computation. The design
of policy-based cryptographic schemes presented in thi@gkensures that the total num-
ber of pairing computations depends linearly on the numberealentials specified by a
policy according to which a message is encrypted or signétioAgh such operation can
be mathematically and practically optimized, it still hade minimized in future designs
of policy-based encryption and signature schemes. Iniaddib computational costs,
bandwidth consumption need to be taken into account duhieglésign of cryptographic
schemes. The properties of bilinear pairings and the adqgikcy model whereby poli-
cies are written in standard normal forms allowed us to aerably reduce the size of the
ciphertexts and signatures produced by our policy-baseypetion and policy-based sig-
nature schemes respectively. Ideally, policy-based giony and policy-based signature
schemes should generate constant-size ciphertexts aratigigs. Two starting points on
this line of research would be, on one hand, the research eodonstant-size hierarchi-
cal identity-based encryption schemes [37] and, on ther dtdued, the constant-size ring
signature scheme derived from the anonymous identificattbeme proposed in [64].

security proofs. we prove the security of our policy-based cryptographiesses under

the associated security models in the random oracle moded r@&ductionist security

proofs of our policy-based encryption scheme and policsedgpublic-key encryption

scheme rely on the Fujisaki-Okamoto transformations, edethe reductionist security
proof of our policy-based signature scheme follows theleregplay technique.

Although sufficient in the context of this thesis, our redoiist security proofs remain
theoretical. A further improvement of our security anaysiould be to consider the
concept of practice-oriented provable security, firstadtrced by Bellare in [25]. The
idea is to explicitly capture the quantitative aspects alus¢y, such as the number of
cycles of adversary computation the scheme can withstatie:@ize of the used security
parameter. Along the same lines, the reductionist prodie tdeveloped need to preserve
as much as possible the strength of the mathematical prshileenhardness of which
guarantees the security of the proposed policy-basedamyggphic schemes. In other
words, one needs to develop tighter reductions, since thestty affects the practical
efficiency of the proposed schemes with respect to the cthsreurity level.

Finally, the security proofs proposed in this thesis ardgpered in the random oracle
model. Another interesting direction for research woulclf®on evaluating the security
of policy-based cryptographic schemes with respect totded’ models without random
oracles.
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Now that we summarized our theoretical contributions asduised some related future direc-
tions, we turn to possible applications of policy-basegtwgraphy as presented in this thesis.

Applications

In this thesis, we described the following applications aligy-based cryptography:

e controlling access to XML documents the most intuitive application of policy-based
encryption is as an enforcement mechanism of access cquiioles. In this context,
we presented a framework for controlling access to relex$4d documents using our
policy-based encryption primitive. In contrast with thgegpaches found in the literature,
ours allows an entity to delegate all or part of its policya@nément process to trusted
third parties, while enhancing the privacy of data cons@mEor the sake of simplicity,
the framework presented in this thesis deals with the mastapresentation of XML
documents. As future work, one can extend the framework ppat advanced access
control features such as policies associated to specifibwts of an XML document,
policies associated to DTDs, and policies with differemgagation options.

e sticky privacy policies. we showed how our policy-based encryption primitive can be
used to implement the sticky policy paradigm, which can besgtered as one of the
fundamental principles of privacy protection over the tngt. Naturally, the policy-based
encryption primitive is to be used in combination with otheols such as refinement
checking algorithms, auditing and monitoring techniquessted platformsegtc.

e establishment of ad-hoc communitieswe presented an application scenario where the
policy-based encryption primitive is used to achieve myvanhanced establishment of
ad-hoc communities. More precisely, we showed that thecudat features of policy-
based encryption allow to meet the privacy requirement td danimization according
to which only strictly necessary information should be edtéd for a given purpose. The
presented approach can be extended to support any kindled@demmunities such as
the ones formed in peer-to-peer networks.

e automated trust negotiatiort our policy-based public-key encryption allows to over-
come the collusion attacks that are inherent to our origppty-based encryption prim-
itive. We showed how the proposed scheme can be used to selwgtlic policy inter-
dependency problem in the context of automated trust regii while improving the
solutions found in literature.

e proof-carrying proxy certification : we presented a novel form of proxy certificates,
called proof-carrying proxy certificates, which is basedoam policy-based signature
primitive. As for standard proxy certificates, a proof-gang proxy certificate allows an
entity to delegate responsibility to another entity so the&n perform certain actions on
its behalf. Additionally, the proof-carrying proxy certéite proves the compliance of the
first entity with a specific trust establishment or authdra@apolicy.
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Our concept of policy-based cryptography can be viewed twesextend as a generalization
of the concept of identity-based cryptography. Indeeddantity-based cryptographic scheme
is a policy-based cryptographic scheme whereby policiesrestricted to single conditions
fulfilled by identity-based credentials. As mentioned byaiir in [137], identity-based cryp-
tography is "ideal for closed groups of users such as thewives of a multinational company
or the branches of a large bank, since the headquarters @btperation can serve as a key
generation center”. In large-scale open environmentsthlikelnternet, the identity attribute
either is insufficient or irrelevant for authorization amdst establishment and should be re-
placed by policies fulfilled by assertion-based credesitielom this perspective, policy-based
cryptography can be viewed as an alternative for identéityelnl cryptography that better copes
with the specific requirements of such environments. Rmalbth identity-based and policy-
based cryptography should be considered as a good compleiteaditional symmetric and
asymmetric cryptography.
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