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Abstract—Voice spam is a significant problem worldwide. In
this paper, we observe some aspects of the voice spam ecosystem in
Europe using a telephony honeypot with 800 phone numbers from
8 European countries over a period of 3 years. Unlike previous
honeypots, the numbers were never assigned to a real user before
being added to the honeypot.
The specific nature of this honeypot allows us to focus on
illegitimate calls. Indeed, as the numbers were never used by
real users, no consent to telemarketing has ever been given.
In particular, we present an experiment we conduct on
National Do-Not-Call (DNC) lists and the effects of registering
to such lists. We find that the phone numbers added to DNC
lists receive a lower number of spam calls both in Spain and
the UK. However, we also show anecdotal evidence that the DNC
list in the UK is abused by spammers. Finally, we discuss the
effectiveness of DNC lists by reviewing various implementation
challenges and comparing the existing approaches.

I.

I NTRODUCTION

Unwanted phone calls may take many forms, both in terms
of call content (e.g., telemarketing campaigns, market research
and surveys or various scams) and in terms of call format (e.g.,
calls from live agents, calls playing pre-recorded messages,
one-ring (ping) calls, abandoned (silent) calls).
Such calls have been a major problem in many countries
since years, and have impelled governments and regulator
bodies to take countermeasures to protect consumers’ choices
for their privacy and peacefulness [8], [20], [28], [30]. However, despite these countermeasures the amount of unwanted
calls have been on the rise, leading to millions of consumer
complaints [19], [29], [36].
A common initiative that is adopted by many countries is
the establishment of a National Do-Not-Call list – an opt-out
mechanism for consumers– to avoid unsolicited telemarketing
and sales calls. These lists are often enforced by regulations,
and the companies that violate the DNC lists (i.e., calling a
phone number registered to the DNC list without consent)
are fined [22], [25], [31]. Unfortunately, this countermeasure
is only effective against legitimate telemarketing campaigns,
whereas scammers (especially from overseas call centers) and
other abusive and illegitimate companies usually ignore the
DNC list or find ways to avoid regulations (such as using
‘front’ companies or spoofing caller ID) [21], [22], [25], [39].
Moreover, DNC lists have been frequently subject to dispute
and criticism about their effectiveness [24], [27], [42].
There were even cases where the DNC lists were leaked
to 3rd parties, invading the privacy of thousands of users [10],

[25]. Indeed, some consumers report that registering a number
to the DNC list increases the amount of spam it receives [13],
[32]. However, it is often difficult to identify if this increase
is only a perception, if there is a real correlation, or finally, if
the registration to the DNC list is the cause of the increase of
unwanted calls (as some users seems to believe).
In this paper, we make an overview of the current DNC
list practices in Europe, and present our findings from a
telephony honeypot that we have been operating for the last
3 years. Our honeypot is made of 800 fixed phone numbers
from 8 European countries which are directed to an Asterisk
server. Our honeypot did not receive a high volume of calls
because of its particular nature: unlike previous honeypots,
the numbers were never assigned to real users before being
added to the honeypot. However, this made possible to perform
an experiment designed to test the effectiveness of DNC
lists. In particular, while we show that, overall, the phone
numbers registered to the DNC list receive a lower amount
of spam, we also observe a clear abuse of the DNC list in
the United Kingdom. We then study the different DNC list
implementation choices in Europe and conclude that such
abuses can be prevented with better practices in relation to
the distribution, maintenance and the coverage of the lists.
In summary, we make the following contributions:
• We deploy the first telephony honeypot that aims to observe voice spam in Europe, in particular unwanted calls
performed without user consent. Our honeypot covers 8
countries and has been running for 3 years.
• By registering some of the honeypot numbers to the
DNC list of their respective country, we analyze the
effectiveness of these lists, and, in particular, we identify
a clear effect in Spain and UK.
• We give a comparative analysis of the DNC list practices
in 6 of the 8 countries, and discuss the possible problems.
• Finally, we present our observations on two spam campaigns (one in Spain and one in UK) that are captured by
our honeypot.
II.

H ONEYPOT SETUP

Telephony honeypots aim to collect data on the incoming
phone calls received by a set of phone numbers. The phone
numbers are usually directed to an IP based telephony server
(IP-PBX) that uses a set of phone lines to receive calls and
allows to process them (e.g., answer, record, forward). As
opposed to the spam call complaints reported by consumers,

telephony honeypots provide complete data with high accuracy
on the time and metadata of the call [35].
The phone numbers that will be assigned to a telephony
honeypot can be chosen in different ways, depending on the
purpose of the honeypot. For instance, the phone numbers that
have been returned by consumers due to high spam volume
(also called dirty numbers) would allow the honeypot to collect
high number of calls, especially the calls targeting various
telemarketing lists. On the other hand, use of clean phone
numbers (that were never assigned to a user) may allow to
observe calls that are randomly targeted. Note that, it is always
possible to ‘seed’ (i.e., advertise) the clean phone numbers in
various platforms (e.g., online social networks, questionable
websites [34]) to attract more calls from spammers, however,
we did not perform this. In addition, a telephony honeypot can
be either interactive (i.e., responding to the call and interacting
with the caller) or low/no interaction (i.e., not responding to
the calls, or passive response).
In our experiment, we deploy a no interaction honeypot
with 800 phone numbers from 8 European countries. The
phone numbers were provided by Voxbone1 via a SIP trunk
linked to our telephony server. Each country has a consecutive
range of 100 numbers, which are all fixed phone numbers
belonging to the same geographical area (Table I). In other
words, our honeypot numbers differ only by the last 2 digits
in their respective countries.
Incoming calls that are received at the honeypot are first
answered with a ring tone that continues for 12 seconds.
Afterwards, a busy signal is emitted for 10 seconds and the
call is terminated. Note that the calls can also be terminated
by the calling party before termination on our side, and the
related information will be logged.
As all our honeypot numbers are clean (i.e., they had
never been used after their allocation by the regulator), no one
ever gave consent to any telemarketing or advertisement calls.
Therefore the numbers should not be in any telemarketing list.
However, we expect that our honeypot may receive several
type of calls:
• Telemarketing calls that target phone numbers without
user consent (cold-calls).
• Calls that do not require user consent (e.g., in some
countries, calls from non-profit organizations or survey
calls).
• Calls that aim to scan phone numbers and identify if the
numbers are currently in use.
• Calls intend to scam phone users (e.g., ping or callback
scam, technical support scams, vacation scams).
We also inspect the phone number allocations at each
country, in order to find if our honeypot numbers are part of a
large or a small block of phone number allocation. This may
have an effect as the larger the allocated number range is, the
more likely nearby numbers would be used by real users and be
registered for telemarketing. A possibility is that, telemarketers
would then target the whole range. Table I shows that in
Germany our honeypot is part of a much smaller allocated
number range compared to other countries.
1 www.voxbone.com

TABLE I.

G EOGRAPHICAL AREA , S IZE AND DATE OF THE ALLOCATED
NUMBER RANGE THAT CONTAINS OUR HONEYPOT NUMBERS . DATA WAS
OBTAINED FROM REGULATOR ’ S DECISIONS DOCUMENTS OR
HTTPS :// WWW. WHITEPAGES . COM .
City

Country
Luxembourg
Belgium
UK
Italy
Germany
France
Netherlands
Spain

Luxembourg
Ghent
Leeds
Florence
Stuttgart
Nimes
Tilburg
Toledo

Allocated
block size
10.000
10.000
10.000
N/A
1.000
10.000
10.000
10.000

Allocation date
by the regulator
>2011
2007
2007
2010
N/A
2010
N/A
N/A

A. Do-Not-Call List Experiment
The clean phone numbers in our honeypot were not advertised (seeded) in any way, however, in 6 of the 8 countries
(except Italy and Luxembourg), we registered 10 randomly
chosen phone numbers to the Do-Not-Call (DNC) lists of the
corresponding countries. Registration dates were from January
16 to 21, 20152 .
The aim of this experiment is twofold. First, we want to
see if registering to DNC lists work as intended (i.e., reduces
the number of spam calls), and second, we want to see if DNC
lists are abused by fraudsters as ‘calling lists’. As our numbers
are clean, we can observe the abuse of DNC lists with higher
confidence, because we avoid most of the noisy spam calls
that are not related to DNC list registration. We will discuss
this experiment and results in Section IV.
III.

OVERVIEW OF COLLECTED CALLS

From January 2015 to March 2018, our honeypot received
2770 calls to 800 numbers. However, some of these calls were
possibly misdials, as also observed in [18], [35]. We assume
that, if a source number has called only a single destination
number (during the lifetime of the honeypot), but the calls
occur multiple times in the same day, these calls are likely to
be misdials from genuine users who repeatedly try to reach
the callee. Eliminating those leaves us with 1978 calls, where
55 of them have anonymized caller IDs.
As seen in Table II, our honeypot did not receive a large
number of spam calls, probably because it is a small honeypot
only made of clean numbers. However, distribution of calls
over the week look similar to previous studies [35], [45],
concentrated on working days and hours (Figure 1). Moreover,
we notice large scale spam campaigns in Spain and in the
United Kingdom, as we will discuss next.
A. Observations on two spam campaigns captured by honeypot
1) Spain: The calls we received from Spain were initiated
from 122 distinct source numbers to 95 honeypot numbers.
However, most of the source numbers (97) actually generated
less than 10 calls. On the other hand, 2 source numbers were
responsible for the 20% of the calls. These were landline
numbers from Balearic Islands and belong to the same number
range except the last 2 digits. Moreover, our honeypot has
2 In France, our numbers remained registered to the DNC list (‘Pacitel’) only
until February 2016, due to the introduction of a new DNC list (‘Bloctel’) on
this date.

TABLE II.

N UMBER OF CALLS RECEIVED BY THE HONEYPOT PER
COUNTRY.

Country

Number of Calls

Number of Calls

Germany
Italy
Netherlands
Luxembourg
France
Belgium
United Kingdom
Spain
450
400
350
300
250
200
150
100
50
0

300
250
200
150
100
50
0

MON

Number of calls
received
3
14
33
59
73
162
216
1418

TUE

Ratio of
domestic calls
100%
78%
60%
36%
77%
72%
96%
99%

WED
THU
FRI
(a) Day of Week

Ratio of calls
with same area code
0%
0%
0%
0%
3%
25%
82%
1%

SAT

SUN

209
203
195
219
249
247

Fig. 2. Voice call graph of a spam campaign observed in Spain. The two
green nodes represent the source numbers, blue nodes represent the honeypot
numbers. Node labels represent the last 3 digits of the respective phone
number.

the same area code with the honeypot numbers, which is a
common technique used by spammers to increase the probability of the call to be answered [14], [16], [17], [23]. We also
found online complaints about this source number in the same
time frame, such as [12]:
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
(b) Hour of Call

Fig. 1. Day and time information for all received calls. (Calls in each country
are considered in their corresponding time zone.)

received calls from these numbers for more than two years
(since June 2015). While the originating numbers may be
spoofed, the fact that the same numbers have been used for
such a long period strongly indicates that those calls belong
to the same call campaign.
The voice call graph of these two source numbers (Figure 2) shows that most of their target destinations were in
common. As another interesting finding, all the calls were
terminated either on the 6th or the 7th second of the 12second ringing period. By looking up the numbers on the
online complaint websites3 , we found many fraud complaints,
which indeed mention one-ring calls and silent calls.
As the source numbers are domestic and do not belong
to premium rate number ranges, these calls are not likely to
aim for callback scams [44]. However, it is possible that the
spammers are scanning certain number ranges to identify the
phone numbers that are currently in use. This information can,
for example, be used to create target lists for scam calls, or to
determine which domestic number ranges are unused and can
be abused for international revenue share fraud [44].
2) United Kingdom: In the United Kingdom, we observe
a 2-week call campaign (07/24/2015 to 08/06/2015) where a
single source number made 174 calls to 40 honeypot numbers
(on average 4.3 calls per number). This source number share

Advertisement asking if you’re the homeowner [...]
in reality they’re claiming to be a electrical company
asking you to pay a delayed bill completely fake do
not answer or call back
We then check the owner of the source number [40]
and find out that the company provides phone services for
banking, insurance, health and other professional services. As
our honeypot numbers were not assigned to any user, and thus
cannot be registered to any business or telemarketing list, these
calls are indeed very likely to be abusive.
IV.

as
http://stopting.es,
www.guiatelefonicainversa.es

www.responderono.es,

T HE DNC L IST E XPERIMENT

As our honeypot received only a small number of calls,
our DNC list experiment did not yield statistically significant
results in most of the countries, except in in Spain4 and UK5
where we observe that DNC list numbers receive significantly
lower number of calls. However, in the United Kingdom, we
also observed a case where the DNC list was abused and there
were calls specifically to the numbers we registered to it.
A. Effectiveness of DNC lists
Table III shows the statistics for calls that are received
by DNC list and non-DNC list numbers in Spain and UK.
Performing a t-test on the statistics shows that there is a
statistically significant difference between the amount of calls
received by these group of numbers (for the significance level
of 0.05, p < 0.0001 and p = 0.0079 for Spain and UK6
respectively). In fact, in Spain, 5 honeypot numbers that have
never received any calls, were among the DNC list numbers.
4 Lista

3 such

201
206
236
183
202
204
177
230231 185 187 208
189
232
220 238
235 168 233169229 181
174
166
200 228205
227
167
188
161 221
256
182
180 173
176
198 163
234255 239 819
223
833 165
179
199 237
250
225 210
171
192
258
254
211
259
160 222 245
170 218
243253
175
196252
214 178 212 213246226
241
216248 244 193
186
194217 197
251
240
164

Robinson, www.listarobinson.es
Preference Service, www.tpsonline.org.uk
6 In this t-test, we exclude the abuse event observed in the UK (Table IV).
5 Telephone

TABLE III.

E FFECTIVENESS OF DNC LISTS IN S PAIN AND UK.

Spain
UK
UK (excl. event from Table IV)

Avg # of calls to numbers
and (95% Confidence Interval)
in DNC list
not in DNC list
0.9 (±0.8)
15.5 (±0.6)
1.6 (±0.3)
2.1 (±0.4)
00
0.2 (±0.2)

B. Abuse of DNC list in the UK
In the United Kingdom, we registered 10 randomly chosen
honeypot numbers to the Do Not Call list on January 16, 2015.
Approximately 2,5 years later (on July 7, 2017), we observed
a sequence of consecutive calls targeting all those numbers in
order (but none of the numbers that were not registered) in
an half an hour period. As the numbers registered in DNC list
were randomly selected, a coincidence is highly unlikely (both
probabilistically, and in terms of being a simple number range
scanning attempt). Note that, except single calls to 2 of the
phone numbers, these honeypot numbers did not receive any
calls previously. Moreover, during this half-hour period, there
was no other call to the rest of the 90 numbers.
As shown in Table IV, all the calls were ringing for a
maximum of 2 seconds and were only separated by a few
minutes from each other. Moreover, 4 months after from this
incident, another batch of calls were made to a subset of the
DNC list numbers.
An interesting observation is that, the calls originate from
different caller IDs (7 unique caller IDs in total). However,
all the caller IDs belong to the allocated ranges of the same
telecom operator [40]. It is possible that the spammers use
multiple caller IDs (and maybe caller ID spoofing) to reduce
the number of complaints (from DNC list subscribers) per
source number in an attempt to avoid attracting the attention
of the regulator [37].
These calls may also intend to identify active phone
numbers (i.e., assigned to a user). Again, we found several
online complaints7 about the originating numbers, reporting
missed calls and silent calls, especially in the early morning
hours. In fact, some users were not able to make sense of the
calls, for instance, one user states the following8 :
Has called a few times at 5am, but why, I’m not
going to buy anything at that time, is it a faked Caller
ID who hasn’t bothered to check the actual time in
the UK?
Such ping calls are very difficult evade since the fraudsters
can use autodialers and VoIP technology to generate large
number of calls with very small cost [46]. Moreover, they can
spoof the caller ID to avoid detection [43].
Although our experiment only provides anectodal evidence
on the abuse of DNC lists, there are several factors that relate to
the DNC list implementations, which may prepare the ground
for such abuses. In fact, from a fraudster’s point of view DNC
list numbers are interesting, as users may not expect to be a
victim of fraud, or may be less accustomed to it, and they may
have a higher likelihood of calling back.
7 From websites such as www.tellows.co.uk, http://findwhocallsyou.com,
www.shouldianswer.co.uk.
8 Comment collected from digcaller.co.uk.

TABLE IV.

S EQUENTIAL CALLS RECEIVED BY THE HONEYPOT
NUMBERS THAT WERE REGISTERED TO THE D O N OT C ALL LIST.

07/07/2017
07/07/2017
07/07/2017
07/07/2017
07/07/2017
07/07/2017
07/07/2017
07/07/2017
07/07/2017
07/07/2017

06:19:35
06:23:02
06:26:26
06:29:59
06:33:13
06:36:43
06:40:29
06:43:58
06:47:10
06:50:30

44124XX29132
44162XX70017
44190XX90242
44161XX80876
44120XX65019
44208XX91314
44208XX91314
44208XX91314
44124XX29132
44124XX29132

Honeypot
number
44113XXXX563
44113XXXX576
44113XXXX581
44113XXXX589
44113XXXX601
44113XXXX613
44113XXXX623
44113XXXX637
44113XXXX645
44113XXXX654

11/09/2017
11/09/2017
11/09/2017
11/09/2017

16:25:23
16:27:50
16:32:20
16:33:08

44208XX91314
44190XX90242
44208XX53765
44124XX29132

44113XXXX563
44113XXXX589
44113XXXX645
44113XXXX654

Caller ID

Date

Ring dur.
(seconds)
2
0
0
2
1
1
0
0
1
1
0
0
0
0

In the next section, we will analyze the implementation
challenges of DNC lists, and compare the practices employed
in several European countries.
V.

A NALYSIS OF NATIONAL D O -N OT-C ALL LIST
PRACTICES

Consumers tend to have a number of expectations from
national DNC lists. For instance, they often think that the
list is maintained by the government, and registering to the
list will protect them from all types of unwanted calls. Another common misconception is that the DNC list provides
a system to block calls, whereas it’s just a list of numbers
that telemarketers should refrain from calling. Thus, DNC list
implementations may not always match the expectations of
the consumers, especially if the implementation details are not
clearly understood.
Some of the design choices that need to be considered
while establishing a national DNC list are:
• List maintainer: The national DNC lists are often enforced by government’s regulatory bodies, however, they
may not always be maintained by the same entity. Instead
the maintenance of the list can be assigned to an independent organization (which may have commercial interests),
or to a non-profit third party.
• Coverage of the list: As we mentioned earlier, DNC
lists cannot prevent all unwanted calls, as the illegitimate
parties will ignore them anyway. However, there are
usually further restrictions on the coverage of DNC lists.
• Access to the list: Often, users subscribing to the DNC
list are requested to give various personal information
such as name, home address and email, in addition to
the phone numbers. As all this information is stored in
the DNC list, distribution of the list therefore becomes
a sensitive issue. In many countries, telemarketing companies are allowed to download the whole DNC list, for
a few thousand Euros per year. On the other hand, some
countries employ the ‘list washing’ technique [25], where
telemarketers send their phone number lists and the DNC
list maintainer cleans (or highlights) the numbers that
should not be called.
• Membership renewal: DNC lists may require the renewal of membership periodically, or make the registration permanent (unless the user explicitly removes the
number from the list).

TABLE V.

C OMPARISON OF DNC LIST PRACTICES IN SIX E UROPEAN COUNTRIES .

Coverage
United Kingdom [9]

Direct and live telemarketing calls

Spain [6]

Commercial communications

France [1]

Calls intended to offer or sell a product

Belgium [5]

B2B and B2C telemarketing

Germany [3]

Unwanted advertising

Netherlands [4]

Commercial, ideological or charity calls

USA [7]

Sales calls (incl. robocalling)

Canada [2]

Telemarketing calls (incl. robocalling)

Maintainer
Private sector,
enforced by regulator
Private sector, enforced by
data protection agency
Private sector,
enforced by regulator
Private sector,
enforced by government
Non profit organization
based on federal data protection act
A third party organization
Federal consumer
protection bureau
Private sector,
enforced by regulator

• Time to take effect: Depending on how frequent the
telemarketers receive the DNC list updates (or has to
“wash” the list), a user may need to wait for a certain
time before his registration takes effect.
• Penalty on violation: Violation of the DNC list usually
results in a penalty to be imposed on the company.
However, regulators may not always deal with all the
consumer complaints they receive about DNC violations.
Moreover, it is often difficult to identify the bad actors
from user complaints. Even when they are identified, the
penalties may not be enough to deter them from calling
the DNC list numbers.
Table V gives an overview of the different DNC list
implementations around Europe, and also in the US and
Canada for comparison. First, we can see that most of the DNC
lists (except in Netherlands) only protect against commercial
telemarketing calls, excluding opinion surveys, donation calls
and market research. Moreover, in the UK, the coverage is
only limited to live telemarketing calls, while robocalls that
deliver prerecorded messages are not included. On the other
hand in Belgium, business phone numbers are also allowed to
be registered to the DNC list.
Second, in most of the countries DNC lists are maintained
by private sector (usually by an organization called the ‘digital
marketing association’, an association of telemarketing companies), although regulatory bodies handle the consumer complaints and the legal enforcement of the list. However, there
may always be a conflict of interest between such marketing
associations and regulators [15], [26], which may decrease the
effectiveness of DNC lists. In addition, as the regulatory body
may not be able to process all the consumer complaints, there
is often a gap between complaints and lawsuits, and consumers
may find the complaint process inefficient [33].
Another common practice is to make DNC lists downloadable by telemarketing companies. This practice could put consumers’ privacy at risk, as the lists often also include additional
information about consumers. The DNC list regulations usually
state that the disclosure or sale of the list to external parties are
not allowed [11]. However, this may be very difficult to detect
and prevent, if the lists are downloadable by third parties.
While the second option, list washing, seems to be a better
alternative to provide access to the DNC list, it can still be
abused. For instance, a company with a very large target phone
number list may abuse the list washing process to actually

Distribution of the list

Time to take effect

Membership
renewal

Download

28 day

Not required

Download

3 months

Not required

List washing

Within 1 month

Every 3 years

Download

5 working days

Not required

List washing

N/A

Not required

Download

6 weeks

Not required

Download

31 days

Not required

Download

31 days

Not required

identify the DNC list numbers.
Overall, we believe that careful consideration of these
issues may help to improve consumers’ DNC list experience,
and reduce possible abuses like the one we observed in
our honeypot. Moreover, employing telephony honeypots to
observe the calls received by DNC list numbers may help the
regulators notice significant violations in a faster way, and to
take action before waiting for consumer complaints.
VI.

R ELATED W ORK

Telephony honeypots have been frequently used to observe
and better understand the voice spam landscape. Gupta et al.
uses a no interaction honeypot located in the US, which
received 1.3 million calls from 250K source numbers to
39K honeypot numbers over 7 weeks [35]. The calls are not
answered, but directly terminated with a busy tone. As the
honeypot uses ‘dirty’ numbers, seeding of the numbers is
not required. By correlating the source numbers with other
complaint datasets, authors identify and analyze calling patterns of different spam types. They also find that the number
blocks that have been allocated for a longer duration receive
more spam calls compared to the newly allocated blocks.
Another work [18] uses a mobile phone honeypot that received
hundreds of fraudulent SMS and phone calls over 7 months.
The honeypot is located in China and uses 8 mobile phone
numbers from various operators. The numbers are seeded in
different ways (via publishing them on social networks, using
them with the phones that installed mobile malware known
to leak data, and calling phone numbers that are known to
be abusive) to compare the efficiency of seeding techniques.
Finally, Sahin et al. analyzes the use of chatbots as high
interaction honeypots to fight against voice spam [45].
In addition to the honeypot based studies, Tu et al. [46]
presents a taxonomy of existing voice spam countermeasures
and evaluates them. In [38], authors aim to reveal the techniques used by technical support scammers, by analyzing the
phishing websites and interacting with the scammers on the
phone. A more recent study analyzes the effectiveness of
phone number blacklists that are used by various smartphone
applications [41]. Authors find that more than 55% of spam
calls in the United States can be prevented by using such
blacklists.
On the other hand, our study focuses on the effectiveness
of National Do-Not-Call lists that are enforced by regulations.

Our honeypot is also different in the sense that it contains
only clean phone numbers (as opposed to dirty), and it covers
8 European countries (instead of targeting a single country),
which allows the comparison of different DNC list practices.

[13]
[14]
[15]

Finally, few studies focus on the factors that affect people’s
decision in signing up for DNC lists. Varian et al. analyze
the demographic patterns of consumers signing up for the
national DNC list in the US [47], [48]. Authors find that large
households have lower sign-up frequency, whereas households
with higher income and education level have higher registration
rates. Their study also estimates the economic benefits of the
DNC list for consumers, and it concludes that the popularity of
DNC list will critically depend on how it is implemented and
enforced. A similar study [49] follows up with a larger dataset
of DNC list registrations. It shows that the demand for DNC
registration increases in regions that have higher heterogeneity
in ethnicity, education and religion.
VII.

C ONCLUSION

In this paper we studied the effectiveness of the Do Not
Call lists, in particular using the data from a 3 year long
honeypot deployment with phone numbers from 8 European
countries. We reported both positive effects (reduced spam
calls) as well as abuses (DNC list used to target calls). We then
compare the DNC list implementations among those countries.
We believe that repeating this experiment on a larger scale
might be an interesting future work. In particular, a larger
honeypot with both dirty and clean phone numbers would
allow to better compare the telephony abuse targeting all
numbers. Also, registering more honeypot numbers, and in
particular dirty numbers, to the DNC lists would allow to better
evaluate DNC list effectiveness.
VIII.
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