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ABSTRACT
Internet of Things (IoT) offers new opportunities for business, technology and science but it also raises new challenges in terms of
security and privacy, mainly because of the inherent characteristics
of this environment: IoT devices come from a variety of manufacturers and operators and these devices suffer from constrained
resources in terms of computation, communication and storage.
In this paper, we address the problem of trust establishment
for IoT and propose a security solution that consists of a secure
bootstrap mechanism for device identification as well as a message attestation mechanism for aggregate response validation. To
achieve both security requirements, we approach the problem in
a confined environment, named SubNets of Things (SNoT), where
various devices depend on it. In this context, devices are uniquely
and securely identified thanks to their environment and their role
within it. Additionally, the underlying message authentication technique features signature aggregation and hence, generates one
compact response on behalf of all devices in the subnet.
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1

INTRODUCTION

The Internet of Things (IoT) has been a major phase in the evolution
of computing and communication technologies in the last decade.
Thanks to the seamless integration of a variety of devices with the
physical environment, IoT offers new opportunities for business,
technology and science but it also raises new challenges in terms
of security and privacy. These challenges often are about classical requirements such as authentication, data security, malware
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detection and denial of service prevention. The novelty of these
problems in the IoT setting is due to some inherent characteristics
of the new environment:
• Diversity of sources: The devices involved in IoT originate
from a huge variety of vendors, as opposed to previous evolutionary phases like the early Internet, the mobile communications, the cloud computing, etc. Similarly, the services
deployed on these devices are operated by a large number of
parties. The variety of both vendors and operators obviously
does not increase the level of trust and integrity guarantees
that can be expected.
• Computational constraints: Although IoT covers a wide range
of devices, most IoT scenarios involve some devices with very
low storage and processing capacity. The design of security
and privacy solutions for IoT is thus severely impacted by
the computational constraints of these devices.
• Lack of governance: The difficulty of establishing global security infrastructure that already affects the current Internet
is increased in the case of IoT due to the sheer diversity of
parties involved in the provision and operation of services.
In this paper, we focus on the basic problem of trust establishment in IoT by taking into account the aforementioned challenges.
The first requirement of a trusted operation in IoT is the proper
identification of the origin of messages transmitted by the devices,
albeit a basic security requirement, such identification is not always possible in IoT due to the dynamic and often self-organizing
nature or applications. In typical IoT settings, the seamless integration of devices with the environment does not allow for classical
registration and setup procedures that would help to configure
authentication mechanisms, such as credentials, certificates, etc. In
less dynamic scenarios where setup procedures for security can
be afforded, one still has to face additional difficulties due to the
diversity of sources and lack of governance. Hence, the straightforward authentication based on Public Key Infrastructures (PKIs) is
not applicable in most IoT settings.
As a first step towards trust establishment in IoT, we propose a
dynamic security scheme that consists of:
• A secure bootstrap mechanism that allows for device identification without complex setup operations;
• A message attestation mechanism that allows for the aggregate authentication of messages transmitted by a set of
devices.
This solution mainly addresses the data origin authentication problem as part of local communications in confined environments such
as smart home, smart vehicle, smart wearables and body networks.
Further extensions of the solution can easily be envisioned in order
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to address the problem of secure end-to-end communications across
IoT.
The proposed solution combines the use of identity-based cryptography to achieve a certificate-less secure bootstrap and a multisignature primitive to obtain a verifiable aggregate response from
multiple devices within the confined environment.
In the next section, we carefully state the problems and challenges that bring device identification and message attestation in
IoT. In Section 3, we present our idea to overcome previously exposed concerns. In Section 4, we define our scheme for secure
bootstrap and aggregate response authentication in IoT. We also
give a construction of such scheme that is then proven secure in the
random oracle model. In Section 6, we give a concrete application
of our scheme in the context of smart transportation.

2

PROBLEM STATEMENT

One of the fundamental security issues raised by the IoT is the
problem of identity management. Device identification is a wellknown and widely-studied problem. However, existing solutions
are unfortunately not adapted to the IoT context as this raises
some new challenges for this problem. A first challenge comes
from the observable increase in the number of devices and in their
diversity. The variety of devices’ origins due to the presence of
numerous manufacturers and operators on the market makes the
identity assignment task difficult as each device should be uniquely
identified. Unlike cellular telephone systems where there are a few
well established manufacturers that are thus somehow trustworthy,
the IoT environment involves devices coming from a large number
of different operators and various manufacturers. Moreover, IoT
might come from unknown origins and start transmitting without
initial registration or clearance phase.
On the other hand, Public Key Infrastructure (PKI) has been
developed for certificate-based identity authentication. However,
some cases (not necessarily in the IoT environment) have shown
that such frameworks are not always manageable and even implementable. For instance, PKI for the Secure Border Gateway Protocol (S-BGP)[6, 17] met practical limitations. Since BGP counts on
routers from many organizations believing and passing along information they receive, multiple attacks threaten it. Security solutions
for BGP require PKI; however, the latter has a noticeable impact
on the performance of BGP [19]. In the IoT context, organizational
obstacles could also be encountered when designing a global PKI
where certification authorities would not be easily recognized and
accepted.
Additionally, PKI raises new technical problems for IoT. Devices
may be limited in terms of computation, communication and storage resources, and cannot easily implement this technology. Indeed,
the size of PKI certificates can be too large for such devices. Another issue comes from neatly naming identities when creating
certificates. For instance, traditional X.509 PKIs look too complex
in defining appropriate distinguished names for numerous parties.
Device identities become meaningless in global IoT.
To summarize, while device identification and authentication are
considered as an old problem, classical solutions unfortunately fall
short in the context of IoT. We propose to consider this problem in a
confined environment defined as SubNet of Things (SNoT) whereby
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Figure 1: Secure bootstrap and verifiable data management
in SNoT.

devices of each subnet converge to a central node connected to the
Internet. For instance, one SNoT can represent a smart home gathering several automated home electronic devices sending various
messages to the controller of this home.
Figure 1 illustrates the concept of secure communication in IoT
being first approached locally in SNoT and further extended to
the global space. Local communication alludes to data exchanges
between some devices and one central node. These parties form a
kind of confined environment, thus creating a local subnet in the
global space.
The notion of local environment raises two security requirements:
• Secure bootstrap: The challenge is to assign locally unique
identities to devices to ensure robust and reliable authentication.
• Verifiable data management: Once the confined environment
is defined and devices receive the identities, the devices can
exchange messages with the central node who acts as a
controller of the subnet. In this context, we are interested in
validating one global response by all devices in the subnet
rather than individual authentication of each response. This
aggregate response should be complete with respect to the
functions of the devices in the subnet.

3

IDEA OF THE SOLUTION

As previously mentioned, we propose to address the problem of
identity and message authentication in IoT at a local level. Instead
of considering devices in the global space, we take the direction of
SNoT that approaches the issues in a local context. We determine
subnets as confined environments such as smart city, smart home,
smart vehicle, human body network, etc.
To address the problem of secure bootstrap, we start by assigning
each device one role within the SNoT. Thus, a device does not
receive a global identification, but one depending on its subnet.
Moreover, devices form an apparent set linked to their environment.
Hence, messages generated by devices would be authenticated
on behalf of this environment, and not of each device separately.

Lightweight Secure Bootstrap and Message Attestation in the Internet of Things
Indeed, from an external point of view, only the environment’s
identification is accessible but not the devices’ ones.
An example to illustrate our idea occurs in the area of smart
health care. Multiple medical machines monitor patients’ vital activities to allow efficient and reliable health checking done by the
hospital staff. Nevertheless, medical machines are provided by external manufacturers with no necessarily clear identification. When
medical equipment is acquired by a hospital, it is distributed to the
operation rooms, patient rooms, etc. Some machines are dedicated
to one and only one room. Hence, the latter forms a proper confined
environment, and the hospital is able to give an identity to these
machines in function of their environment and role.
Another example takes place in the area of smart transportation.
An Electronic Control Unit (ECU) is an embedded system that
controls one or more electrical systems or subsystems in a transport
vehicle, such as engine control module or transmission control
module. An ECU participates to the good operation and safety
of the vehicle by transmitting responses on its current condition.
Since up to 100 ECUs can be embedded into smart vehicles, a batch
response generated on behalf of all the ECUs might be more suitable
than individual responses created by each ECU.
The idea to enable secure bootstrap in our solution is done by
identifying devices regarding their credentials. More precisely, credentials of a device refer to the environment in which this device
is installed as well as its role in this environment. By using such
credentials, the identity of a device is thus locally unique.
To avoid the use of bulky certificates, secure bootstrap in the
proposed local context can be efficiently achieved through IdentityBased Signatures (IBS) [18]. Indeed, IBS schemes by default set the
device’s identity as its public key, and the corresponding private key
is generated according to this identity. Nevertheless, this does not
resolve the second problem on which we focus, namely aggregate
response validation. In more details, IBS schemes only allow for
individual signature generation and would require the verification
of each signature.
Alternatively, Multisignature (MS) schemes [3, 12, 14, 15] allow
multiple devices to jointly sign a same message and obtain an
aggregate signature on this message on behalf of all the devices. The
final signature has the desirable property of compactness: its size
should not be linear in the number of signing devices. Unfortunately,
existing MS schemes are based on the use of PKIs and thus, devices’
authentication would be based on digital certificates which make
the communication inefficient and unpractical for IoT.
We therefore propose to take advantage of the two previously
presented primitives to achieve security and efficiency. The solution
is a 2-level hierarchical Identity-Based Multisignature scheme that
would assign credentials to environments at the first level and
the environments themselves would generate credentials for their
devices (level 2). Additionally, as its name implies, the proposed
mechanism allows for the aggregation of signatures originated from
all devices in a same environment.
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4

SECURE BOOTSTRAP AND AGGREGATE
RESPONSE PROTOCOL
4.1 Overview of the Scheme
The protocol for secure bootstrap and aggregate response validation
involves three distinct parties that are the following:
• Environment: An environment is a well-defined confined
subnet. We can describe it as a universal entity in the whole
Internet such that it creates a local frame in the global space.
For instance, a subnet can represent a smart vehicle or a
hospital room as previously illustrated in Section 3. The
environment receives an identifying information that is used
to create its private key.
• Devices: Devices join environments and are assigned identities regarding their environment and the role that they
perform. Their signing keys are created regarding such credentials by the environment in which they are located. Their
task is to generate a response one after the other using the
responses of the other devices embedded into the same environment. The result calculated on behalf of all the devices
is an aggregate response that is forwarded to a response
collector for validation.
• Response Collector: The response collector is responsible for
validating the aggregate response generated by the devices
embedded into a same environment. The response is verified
regarding a given message that should have been used by all
the participating devices. The response collector is not a designated party; it could be anyone since only public elements
are required to proceed the validation of the response.
The protocol for secure bootstrap and aggregate response validation splits into the following three phases:
Device Setup: During this phase, devices are securely assigned
unique identities and receive relevant key material when
joining their environment. On the other hand, the environment itself is also given some key material from an off-line
Trusted Third Party (TTP) who is not involved in any other
steps of the protocol.
Aggregate Response Generation: Devices are asked to sign
a message sequentially. The resulting signature is seen as
their batch response. It is calculated according to the response collector’s request.
A first device receiving the request signs a message using its
own signing key and forwards the resulting signature σi,1
to a second device. The latter uses its individual signing key
and the previous signature σi,1 to generate its signature on
the same message and forwards it to a third device. From
there, the process is repeated: a device takes as inputs its
own signing key, the previous signature σi,j−1 received from
the previous device and the same message to create its own
response.
The last created signature σi,l , where l is the number of devices in the environment, is set as the aggregate response on
behalf of all the signing devices. The response is not a simple
combination of individual responses from these devices. The
device who generated σi,l stores it until a response collector
asks for it.
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(D )

• KeyGen2 (params,ski ,I j ) → ski,j . This algorithm is run
(E )
by the environment with identity Ii for a device with

Devices

(D )

identity I j

TTP

. On inputs the public parameters params, the
(D )

private key ski of the environment, and the identity I j of
a device located in the environment, it outputs the signing
key ski,j for this device. We suppose that the environment
runs this algorithm once the device is installed in it. The
signing key ski,j is given to the device.
Aggregate Response Generation.
• Signj (params,ski,j ,σi,j−1 ,m) → σi,j . This algorithm is

,
,

,

(D )

run by the device with identity I j

,
,

Environment
Is

, a valid signature
on message ?

in the environment

(E )
with identity Ii . On inputs the public parameters params,
the signing key ski,j of the device, the signature σi,j−1 gen(D )
erated by the previous signing device with identity I j−1
in the same environment (for j = 1, σ0,i =⊥ since there is

no previous signature), and a message m, it outputs the
signature σi,j . The signature σi,j is forwarded to the next

,

(D )

signing device with identity I j+1 in the same environment.
Aggregate Response Validation.
(E )
(D )
• Verif(params,Ii , {I j }j ∈[1,l ] ,σi,l ,m) → {"Accept", "Reject"}.
This algorithm is run by the response collector that could
be anyone since only the public parameters and identities
(made public) are required. Let l be the number of devices
in the same environment. We suppose that the response
collector knows the identities of the devices and of their
environment. On inputs the public parameters params,
(E )
the identity Ii of an environment, the set of identities

Response collector

Figure 2: Scheme overview with an environment, three devices and a response collector participating.
Aggregate Response Validation: This part is executed by
the response collector. It could be anyone since no secret
elements are required to run the validation process. The response collector receives the aggregate response σi,l and
verifies its validity. If the result is positive, then the response
is a valid signature on a certain message (the same one for
all the devices).
Figure 2 illustrates the scheme where an environment, three
devices and a response collector participate. More details on the
components (keys and signatures) are given in the next section.

4.2

Definition of the Scheme
(D )

In the following, the identity I j
(E )
Ii

refers to the role of the device

and the identity
refers to the identifying information of the
environment. We assume that all the identities are unique. The
2-Identity-Based Multisignature scheme (2-IBMS) contains the following six algorithms:
Device Setup.
• Setup(λ) → (params,msk ). This algorithm is run by the
TTP. On input the security parameter λ, it outputs the public parameters params and the master secret key msk. The
public parameters params are made public to the multiple
devices (the signers), environment and response collector.
The master secret key msk is kept secret by the TTP.
(E )
• KeyGen1 (params,msk,Ii ) → ski . This algorithm is run
by the TTP. On inputs the public parameters params, the
(E )
master secret key msk and the identity Ii of an environment, it outputs the private key ski for this environment.
The private key ski is forwarded to the environment.

(D )

{I j }j ∈[1,l ] of the devices in this environment, a multisignature σi,l corresponding to the signature generated by
the l-th (last) device in this environment, and a message
m, it outputs either "Accept" or "Reject".
Correctness. For all (params,msk ) ← Setup(λ), keys ski ←
(E )
(D )
KeyGen1 (params,msk,Ii ) and ski,j ← KeyGen2 (params,ski ,I j )
for j ∈ [1,l], and message m, if the l − 1 signatures are generated as
σi,j ← Signj (params,ski,j ,σi,j−1 ,m) for j ∈ [1,l −1], and if the multisignature is generated as σi,l ← Signl (params,ski,l ,σi,l −1 ,m),
(E )

then Verif(params,Ii

4.3

(D )

, {I j

}j ∈[1,l ] ,σi,l ,m) → "Accept".

Construction of the Scheme

4.3.1 Preliminaries.
Bilinear Maps.
Let G and GT be two multiplicative cyclic groups of prime order p
according to the security parameter λ. Let д be a generator of G. Let
e : G × G → GT be a bilinear map with the following properties:
• Bilinearity: ∀u,v ∈ G,∀a,b ∈ Zp , e (u a ,v b ) = e (u,v) ab .
• Non-degeneracy: e (д,д) , 1GT .
G is said to be a bilinear group if the group operation in G × G and
the bilinear map e are both efficiently computable. We can easily
see that e is symmetric since e (дa ,дb ) = e (д,д) ab = e (дb ,дa ).
Computational Diffie-Hellman (CDH) Assumption.

Lightweight Secure Bootstrap and Message Attestation in the Internet of Things
The CDH problem is as follows. Let G be a group of prime order
p according to the security parameter λ. Let a,b ∈R Zp and д be a
generator of G. If an adversary A is given a CDH tuple (д,дa ,дb ),
it remains hard to compute дab ∈ G. The CDH assumption holds
if no Probabilistic Polynomial-Time (PPT) adversary A has nonnegligible advantage in solving the CDH problem.

device generates the aggregate elements:

(1)

(2)

• Setup(λ) → (params,msk ). The TTP setups the protocol
as follows. Given the security parameter λ, let G,GT be
two cyclic (multiplicative) groups of prime order p. Let д
be a generator of G and e : G × G → GT be a bilinear
map. The TTP picks at random α, β ∈R Zp and computes
h 1 = дα and h 2 = д β . Let H 1 ,H 2 ,H 3 : {0, 1}∗ → G be
three cryptographic hash functions seen as random oracles.
Finally, the TTP sets the public parameters as params =
(p,G,GT ,e,д,h 1 ,h 2 ,H 1 ,H 2 ,H 3 ) and the master secret key as
msk = (α, β ).
(E )
• KeyGen1 (params,msk,Ii ) → ski . The TTP generates the
(E )

private key ski for an environment with identity Ii
∈
(E )
(1)
∗
α
{0, 1} as follows. It computes дi = H 1 (Ii ) and Ci = дi ,
(2)

and sets Ci

= β. It sets the private key of the environment
(E )

(1)

(2)

as ski = (Ci ,Ci ).
(D )
• KeyGen2 (params,ski ,I j ) → ski,j . The environment genwith identity Ii

(D )

erates the signing key ski,j for a device with identity I j ∈
{0, 1}∗ located in it as follows. It parses its signing key ski as
(1) (2)
(Ci ,Ci ). It computes дj

=

(1)

Si,j−1 · Bi,j =
(2)

=

(2)

Si,j−1 · Bi,j =

j
Y

Pj

(1)

j ′ =1
j
Y

(2)

j ′ =1

Bi,j ′ = д

(1)

computes дm = H 3 (m) and its individual elements Bi,j =
t

дmj · ski,j and Bi,j = дt j . For j = 1, we recall that σi,0 =⊥.
Thus, the first device to sign sets its individual signature as
(1) (2)
σi,1 = (Bi,1 ,Bi,1 ).

jα

· дi ·

j
Y
β
дj ′

j ′ =1

Pj

t′
j ′ =1 j

(1)

(D )

{I j

(2)

}j ∈[1,l ] of the devices in this environment, the multisig(1)

(2)

nature σi,l = (Si,l ,Si,l ) (i.e. the signature generated by the
(D )
l-th (last) device with identity Il ), and a message m, the
response collector checks whether the following equation
holds:
(1)

(2)

(E )

e (Si,l ,д) = e (H 3 (m),Si,l ) · e (H 1 (Ii

),hl1 ) · e (

l
Y
j=1

(D )

H 2 (I j

),h 2 ).

If the above equation holds, then the response collector outputs "Accept"; otherwise, it outputs "Reject".
Correctness. Let l be the number of devices in the same environ(E )
(D )
ment with identity Ii , {I j }j ∈[1,l ] be the set of identities of the
(1)

(2)

devices in this environment, σi,l = (Si,l ,Si,l ) be the multisignature
and m be a message.

(1)

e (Si,l ,д)

=
=
=

Pl

e (дm j=1
Pl

tj

· дil α ·

l
Y
β
дj ,д)
j=1

tj

e (дm j=1 ,д) · e (дil α ,д) · e (

l
Y
β
дj ,д)
j=1

e (дm ,д

j=1 t j

Pl

) · e (дi ,дl α ) · e (

l
Y

дj ,д β )

j=1

=

(E )

I j in the environment with identity Ii signs the message
m ∈ {0, 1}∗ as follows. It picks at random t j ∈R Zp and

tj′

and sets the signature as σi,j = (Si,j ,Si,j ).
(E )
(D )
• Verif(params,Ii , {I j }j ∈[1,l ] ,σi,l ,m) → {"Accept", "Reject"}.
Let l be the number of devices in the environment. Given
(E )
the identity Ii of the environment, the set of identities

(E )

the environment with identity Ii as ski,j .
• Signj (params,ski,j ,σi,j−1 ,m) → σi,j . A device with identity
(D )

′

Bi,j ′ = дm j =1

(2)

(1) C
= Ci ·дj i ,
(D )
identity I j in

(D )
H 2 (I j ) and ski,j

and sets the signing key of the device with

(1)

=

Si,j

Si,j

4.3.2 Construction. The 2-Identity-Based Multisignature scheme
(2-IBMS) construction in the random oracle model is inspired from
the IBMS one presented by Gentry and Ramzan [10]. However,
in the latter, no hierarchical organization is supported. Our main
challenge is thus to integrate a 2-level hierarchy composed by the
TTP as the root, then the environments held by this TTP at level
1 and finally the devices embedded in the environments at level 2.
Our 2-IBMS construction is as follows:
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=

e (дm ,Si,l ) · e (дi ,hl1 ) · e (
(2)

(2)

l
Y

дj ,h 2 )

j=1

(E )

e (H 3 (m),Si,l ) · e (H 1 (Ii

),hl1 ) · e (

l
Y
j=1

(D )

H 2 (I j

),h 2 )

(2)

(1)

(2)

Given the signature σi,j−1 = (Si,j−1 ,Si,j−1 ) from the previous signing device in the same environment, for j > 1, the

5 PROTOCOL EVALUATION
5.1 Security Model
Our security model for a 2-IBMS scheme follows the one in [13]
defined for a Multi-Key Hierarchical Identity-Based Signature (MKHIBS) scheme. Let B be a challenger interacting with an adversary
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A. We define the success probability of A in winning as follows:
Pr [(params,msk ) ← Setup(λ),

(D )∗

I = IJ
for some J ∈ [1,l]. From the simulation of H 3 , we have
H 3 (m∗ ) is a uniform element in G not depending on дa . However,
(D )∗ b
for j , J , we have H 2 (I j
) = (дb )v j for some value v j from

ski ← A OKeyGen1 (_) (params),
{ski,j ← A OKeyGen2 (_,_) (params)}j ∈[1,l ] ,
(m,σ ) ← A OSign (_,_,_) (params) :
(E )

Verif(params,Ii

(D )

, {I j

(E )

(D )

,I j

(E )

(E )

put of KeyGen1 (params,msk,Ii
(E )

(D )

and I j

and produces the out-

), OKeyGen2 takes as inputs iden-

and produces the output of KeyGen2 (params,
(E )

KeyGen1 (params,msk,Ii
(E )

дab

,m,σ ) < Q] < ε (λ)

where OKeyGen1 takes as input an identity Ii
tities Ii

(D )∗ b
)

the list of the outputs from queries to H 2 ; and for J , H 2 (I J

}j ∈[1,l ] ,σ ,m) → "Accept"

∧(Ii

(D )

),I j

), and OSignj takes as inputs iden-

(D )

tities Ii and I j and message m, and produces the output of
Signj (params,ski,j ,σi,j−1 ,m). Q denotes the set of pairs (m,σ ) where
(E )

(D )

A obtained a signature σ on m under identities Ii and I j by
querying OSignj . We say that a 2-IBMS scheme is secure against
forgery under chosen message and chosen identity attacks if ε (λ)
is negligible.

5.2

Sketch of the Security Proof

Let A be an adversary that wants to break the 2-IBMS scheme in
the random oracle model. A challenger B interacts with A in order
to solve the CDH problem. B is given a CDH tuple (д,дa ,дb ) such
that h 2 is set to be equal to дb . The goal of B is to output дab . B
controls the hash functions H 1 , H 2 and H 3 .
Let c ∈ [1,q H2 ], where q H2 is the maximum number of queries
to H 2 made by A. When A makes the c-th distinct query to H 2
(D )
(D )
(D )
on input I j , then B sets I = I j . If I j = I , then B includes дa
when computing the answer in G for a H 2 ’s query. Otherwise, B
simply computes a random element of G.
B chooses a random element coin ∈R {0, 1}, so that Pr [coin =
0] = 1 − 1/q H3 , where q H3 is the maximum number of queries to
H 3 made by A. If coin = 0, then B includes дa when computing
the answer in G for a H 3 ’s query. Otherwise, B simply computes a
random element of G.
(E )
(D )
When A requests query to OKeyGen2 on Ii and I j , B returns an answer comprising the element дb if and only if I j , I .
Otherwise, B aborts.
(E ) (D )
(D )
A can request a query OSignj on Ii , I j and m. If I j = I and
coin = 0, the output from a query to H 3 embeds дa . Moreover, B
(D )
cannot compute the signing key corresponding to the identity I j
(D )

because дab appears. Nevertheless, the outputs from queries to H 2
and H 3 might cause some cancellations that help B for computing
a valid signature.
(1)∗ (2)∗
Eventually, A outputs a multisignature σ ∗ = (Si,l ,Si,l ) on
(E )∗

(D )∗

m ∗ , Ii
and I j
for j ∈ [1,l] (for some value l). If σ ∗ is a valid
multisignature, then it should satisfy the following equation:
(1)∗

(2)∗

(E )∗

e (Si,l ,д) = e (H 3 (m∗ ),Si,l ) ·e (H 1 (Ii

),hl1 ) ·e (

l
Y
j=1

where h 1 = дα and h 2 = дb . Let Pr [σ ∗ is valid] ≥ ε. If coin∗ = 0 or
(D )∗
I , Ij
for an index j ∈ [1,l], then B aborts. Let coin ∗ = 1 and

(D )∗

H 2 (I j

),h 2 )

(дb )v

=

recover дab

for some value v. Thus, B can
from A’s
·
output and its knowledge of the outputs from queries to H 2 and H 3
if and only if A’s forgery is a valid multisignature. Therefore, if B
does not abort, then it can extract the value дab with probability at
least ε.

5.3

Performance

In the above construction, the size of the public parameters is constant. In addition, the private key ski generated for an environment
and the signing key ski,j generated for a device have both constant
size. Since involved entities have limited storage capacities, such
result makes the construction practical.
Informally, the size of the multisignature linearly depends on
the size of the group formed by all the devices’ identities. The
response collector must know at least the identity group description
to perform its auditing task. However, we might suppose that the
group does not change for a long time or has a short description. The
same hypothesis was observed in [8, 16] for Identity-Based Group
and Ring Signatures (IBGS and IBRS resp.). Similarly to previous
works, we omit this cost, and thus the size of the multisignature
does not depend on the number l of devices. Therefore, we reach the
significant requirement for communication among IoT devices, that
is exchanging compact components from device to device. Pairing
computation, that is the most costly operation, is not required to
generate the signature. Only multiplications and exponentiations
in G happen, that have cheaper operational costs compared to the
ones for pairings.
(E )
While the response collector has to keep all the identities Ii
(D )

and I j , where j ∈ [1,l], we suggest that they are small elements in
{0, 1}∗ . The verification only requires a constant number of pairing
operations to be performed. The main operation costs come from
multiplications and exponentiations in G.
Following the example of ECUs embedded in a vehicle, the response collector requires the identities of the vehicle and of all the
ECUs with respect to their specific role. A "luxury" car is composed
of 100 ECUs. Therefore, the response collector must store around
100 identities per vehicle. Let N be the number of vehicles to be
audited. The response collector must keep N ∗ (100 + 1) = 101N
identifying elements.
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APPLICATION: TRANSPORTATION

We propose to illustrate our 2-IBMS scheme ensuring secure bootstrap and aggregation response validation in the case of smart
transportation. We consider the scenario of periodic motor vehicle
inspection.
Assume that a motor vehicle factory designs, manufactures and
sells vehicles on the automotive market. Each vehicle from this
factory is considered as a confined environment and retains a main

Lightweight Secure Bootstrap and Message Attestation in the Internet of Things
embedded system defined with a unique identity corresponding
to this vehicle. The factory acts as the off-line TTP and delivers
private keys to the vehicles.
A vehicle in this factory is equipped with multiple ECUs with
various functionalities such as engine control module, powertrain
control module, transmission control module, brake control module
and so on. Thanks to our solution, each ECU is assigned a unique
identity with respect to its role (e.g. transmission control module)
and its environment (vehicle ID).
At the inspection phase, ECUs reply one after the other to the
inspection request by signing their answer. The last participating
ECU computes the aggregate response which is further forwarded
to the inspector (e.g. the police officer). The latter finally verifies
the multisignature: the vehicle passes the inspection only if the
received multisignature is successfully validated.
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RELATED WORK

Boneh and Franklin [4] succinctly showed that an Identity-Based
Encryption scheme implies a signature scheme. Some papers [1, 7]
suggest how to transform a classic signature scheme into an IBS
scheme using some certification method. A classic MS scheme may
be extended into an IBMS scheme [9]. However, the multisignature is not compact since the certificates must be included in each
signature. Another attempt tries to aggregate the signatures in
the certificates [5]. However, the public keys embedded into the
signatures cannot be aggregate. Therefore, it appears that there is
no simple transformation of a compact signature scheme into an
identity-based one [2].
The IBMS scheme in [2] enables the signing keys to be generated
regarding identities of parties and the latter compute a multisignature together. However, the set of identities of the signers are
known in advance since the set is needed as input for the signature
generation algorithm. There is no hierarchy since all the parties
are at the same level. An IBMS scheme is given in [10] as a base for
an Identity-Based Aggregate Signature scheme. The signers create
their own signatures and then aggregate them at the end to obtain
the multisignature. This can be done sequentially, taking as input
the signature of the previous signer to generate the signature of
the current signer. Again, no hierarchy can be supported.
A HIBS scheme have been defined along with the corresponding
security model in [11]. The number of levels in the hierarchy is
arbitrary. A MK-HIBS scheme in [13] considers a hierarchy of the
parties. A TTP plays the root as in our case. Using our context, the
environment would be met just below the TTP. Instead of having
all the devices as siblings, the sequence that they form can be
translated as a hierarchical path, the first device being just below
the environment, the second device under the first device, and so
on, until the last device at the bottom of the path.
The following results are inspired from [13] where l devices
participate in signing. Table 1 compares the computational costs
in schemes in [2, 10, 13] and ours. The results for the MK-IBMS
scheme [13] are for a 1-level hierarchy. Let "S" be for signing and
"V" be for verification. Let "Mult" be the number of multiplications
in G, "Exp" be the number of exponentiation in G, "Pairing" be the
number of pairing computations in GT , "Hash" be the number of
hash operations, "mMult" be the number of modular multiplications
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Table 1: Computational Costs for IBMS Schemes
IBMS
[2]
Mult
Exp
Pairing
Hash
mMult
mExp

IBMS
[10]

S

V

l (l + 1)
l2 + l − 1
2l

l −1
l
2

S
3l − 2
2l
0
l

V
l −1
0
3
l +1

MK-HIBS
[13]
S
V
l l −1
2
0
0
3
l l +1

our
2-IBMS
S
V
3l
l
2l
1
0
4
l l +2

and "mExp" be the number of modular exponentiations. Let l be
the number of signing devices.
Schemes in [2, 10, 13] do not involve a hierarchical organization
of the parties. If we extend our SNoT context to the aforementioned
schemes, then environment and devices are at the same level such
that the environment does not participate in the generation of the
signatures. Hence, results in [2, 10, 13] do not actually take into
account the presence of the environment; while in our scheme, the
environment acts as the parent of the devices and thus this incurs
light additional costs. More precisely, one extra computation per operation in the signing and verification processes are due to the extra
level in the hierarchy induced by the environment compared to the
results in [13]. Nevertheless, in [13], no locally unique identification
of the devices is possible. Therefore, our scheme remains efficient
and practical while satisfies the concern of secure bootstrap in a
confined environmental context.
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CONCLUSION

Trust establishment in IoT is a major concern due to the diversity
of device origins, computational and communication constraints,
and lack of governance. In this paper, we addressed the above problem by assigning local identities to devices based their role and
environment and by generating a compact unique response for
the environment. The newly proposed scheme includes a secure
bootstrap mechanism for device identification as well as a message attestation mechanism for aggregate response validation. The
presented solution is provably secure in the random oracle model.
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