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Roadmap

“ First Part
» M2M communications & Internet of Things

" Second Part
» Smart City

" Discussion with Audience
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Roadmap

" Introduction
» Evolution of Internet
» Internet of Things
» Machine to Machine communication
» Smart city initiatives

" Three Fundamental Operations

= Uniform Data Exchange & Management of Connected Things
" Communication Network for loT

" M2M Data Processing for Smart City Applications

" loT Architecture

" Standards in loT
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Evolution of Internet
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Connecting Things (1/3)

battery life

ELLWPTIC
CEOVETRY
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©’ conneceD’ [l =

Traditional Connected

Source: Roberto Minerva, “From M2M to Virtual Continuum”, ICCE 2015, Las Vegas
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Connecting Things (2/3)

PARENTING in 1984 77 | PARENTING in 2014

Did Vou REAUN Woush Yyour | Did You REALU brvsh your

feeth or did you Just teeth or did o st
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mokee it seem Lie you ddT | moke it seem like Youdid?
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wol. [Tworld.c

Source: htto.//www.itworld.com/
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Connecting Things (3/3)

Smart Things Automate the Home

Wireless diaper

Sleeping baby's diaper tells
you it's wet before the
wetness wakes your baby.

Gardening

Sensors that track mois-
ture send messages when
it's time to water the plart.

Preventing
damage

Alarms

Wireless smoke and carbor-monoxide
sensors sound alarms and also alert

you by phone or email.

Lights

Room lights sense the presence of your
phone and tum on when you enter.

Child and elder care

A door sensor can send a text to say
that someene has entered the house
or is active in a particular room.
(Grandpa is up from his nap).

Smart thermostat

Pipes can report leaks.

Appliance sensors
A washing machine can
text you that it's time to put
clothes in the dryer.

Source: market-intel.info

Homeowners can
control heating and
cooling remaotely.

Kitchen help

An oven can send a text to say that
the cooking time you set has elapsed
or that the turkey has reached the
temperature you chose.
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Sometime Soon
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What your Internet of Things is saying about you...
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What is IoT?

/ It*s Clinical
Platform-as-a it ; and
Connectivity

It"s a Data

Aggregation

Source: IDC Health Insights

=
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M2M/IoT Definitions
[ ——

A global network infrastructure,
linking physical and virtual objects
through the exploitation of data

capture and communication

capabilities el

[EU FP7 CASAGRAS] e
MTC

A form of data communication which
involves one or more entities that do

not necessarily need human
interaction
Adu;ncing Technology
for Humanity
M2M / N
Information exchange between a I

Subscriber station and a Server in the
core network (through a base station)
or between Subscriber station, which
may be carried out without any human
interaction [IEEE 802.16p]

loT

/ A global infrastructure for the information

society, enabling advanced services by

interconnecting (physical and virtual) things
based on, existing and evolving,
interoperable information and
communication technologies [ITU-T Y.2060]
M2M (service layer)
»Qnsidered as a key enabler for loT

M2M
'Ers_l///%\\'\
W\ ¥

World Class Standards

Communication between two
or more entities that do not
necessarily need any direct
human intervention

loT

a world-wide network of interconnected
objects uniquely addressable, based on
standard communication protocols
[draft-lee-iot-problem-statement-05.txt]
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Contribute Your loT Definition

Define loT

Towards a Definition of the Internet of Things (loT)

¢IEEE Define: loT \

— Contribute to the ever-changing definition of loT
RS ST e iot.ieee.org/definition

Source: IEEE loT initiative, http://iot.ieee.org/definition.html
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M2M Communications

" On a very simple terms

» Data communication among the physical things which do not need
human interaction.

= Examples:
» Data communication between things and a server.
» Thing to thing communication either directly or over a network.

15-Nov-2015 2015 IEEE Winter Academy on Internet of Things -p12 E U R E C O M



M2M Models

Application

M2M M2M

Application

M2M
Application

M2M
Application

M2M
Application

Communication
Network

Communication
Network

Communication
Network

Gateway

M2M
Device

M2M
Device

M2M
Device

M2M
Device

M2M
Device

Source: ETSI

API

Service Capabilities

CommbUnication
Network

Gateway

M2M

Device
M2M M2M
Device Device

M2M
Device
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loT ecosystem

" To achieve the loT ecosystem
» Things need to be connected to software

» Things need to be made available to be used together
as a system

= M2M architecture and protocols address the first item

" Second item is a challenge
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Smart City

" Brief Introduction

" More discussion later

15-Nov-2015 2015 IEEE Winter Academy on Internet of Things
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Smart City - Motivation

= Urban population is expected to grow by an estimated 2.3 billion in the
next 40 years, having almost 70% of the world population living in cities
by 2050.

" This poses diverse challenges

» public safety, transportation management, waste disposal, noise, air and water
pollution and more

= Smart City — a promising solution
» To provide advanced services to the citizens
» Enabled by Information and Communication Technologies (ICT).
» Drives competitiveness, sustainability and improves quality of life.

" |[EEE Smart City Initiative [1]

[1] http://smartcities.ieee.org/
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Smart City

= Smart city mainly focuses on applying the next-generation information

technology to all walks of life, embedding sensors and actuators to [2]
» Smart homes

Heath-care centres

Smart power grids

Roads & transportation systems

Water systems

» Qil and gas pipelines

YV V V V

" Internet of Things (loT) and Machine-to-Machine (M2M) communication
are the essences to achieve that.

" |BM Smarter Planet Initiative [3]

[2] Yongmin Zhang, Interpretation of Smart Planet and Smart City [J]. CHINA INFORMATION TIMES, 2010(10):38-41.

[3] http://www.ibm.com/smarterplanet/us/en/?ca=v_smarterplanet
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Libelium Smart World Infographic

Libelium Smart World

according to climate conditions and
unexpected events like accidents or
Smartphones Detection Electromagnetic Levels traffic jams.
Detect iPhone and Android devices and in Measurement of the energy radiated H H

general any device which works with Wifi or by cell stations and and WiFi routers. Smart ngh“ng

Bluetooth interfaces, Intelligent and weather adaptive lighting

Perimeter Access Control Traffic Congestion

Access control to restricted areas and detection Monitoring of vehicles and pedestrian
of peaple in non-autharized areas. affluence to optimize driving and walking
routes.

Air Pollution

Cantrol of CO, emissians of factories, pollution
emitted by cars and toxic gases generated in
farms.

in street lights.

Intelligent Shopping

Getting advices in the point of sale
according to custorer habits, preferences,

Forest Fire Detection

Menitoring of combustion gases and preemptive

fire conditions to define alert zones. Radiation Levels presence of allergic components for them
or expiring dates

Distributed measurement of radiation Levels
in nuclear power stations surroundings to
generate leakage alerts

Wine Quality Enhancing
Monitering soil meisture and trunk diameter
invineyards to control the amount of sugarin
grapes and grapevine health.

Noise Urban Maps

Sound monitoring in bar areas and
centric zones in real time.

Il ==

Offspring Care

Control of growing conditions of the offspring in
animal farms to ensure its survival and health.

Sportsmen Care

Vital signs monitoring in high performance
centers and fields.

Structural Health

Monitoring of vibrations and material conditions
in buildings, bridges and historical monuments.

Water Leakages

Detection of liquid presence outside tanks
and pressure variations along pipes.

Vehicle Auto-diagnosis
Waste Management Information collection from CanBus to

Detection of rubbish levels in containers send real time alarms to emergencies
to optimize the trash collection routes. or provide advice to drivers.

Smart Parking Item Location

Monitoring of parking spaces availability
in the city.

Search of individual items in big surfaces
like warehouses or harbours.

Quality of Shipment Conditions Water Quality Golf Courses ’é\ :

Manitaring of vibrations, strokes, container openings Study of water suitability in rivers and the Selective irrigation in dry zones to » ;\\
or cold chain malntenance for insurance purpases sea for fauna and eligibility for drinkable reduce the water resources required in l|bel|

use. the green. www.libelium.com

Source: http://www.libelium.com/libelium-smart-world-infographic-smart-cities-internet-of-things/
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Roadmap

" Introduction
" Three Fundamental Operations

® Uniform Data Exchange & Management of Connected
Things

® Communication Network for loT

" Discovery

" M2M Data Processing for Smart City Applications
" loT Architecture

" Standards in loT
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Three Fundamental Operations

" Collection of data
> Sensor based collection

" Processing the data
» Semantic reasoning
» Machine learning

= Control
» Through actuation

» E.g. automatically switching on fog lamp in a vehicle when fog is
detected
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Wait, it is not so simple

" Heterogeneity
» Sensors belong to different domains
» Sensors use various technologies to communicate
» What about actuators?

" Management of connected objects
» Concerns due to high mobility
» Naming and addressing billions of objects
» Discovery of objects

"  Choice of communication network

" Processing
» Utilizing semantic web technologies
» Cloud platform?
» Why not do it in an M2M gateway (Fog platform)?

= Standardization efforts
» Efforts by oneM2M
» EURECOM contribution to oneM2M MAS (WG5), W3C WoT Interest Group

15-Nov-2015 2015 IEEE Winter Academy on Internet of Things -p21 E U R E
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Roadmap

" Introduction
" Three Fundamental Operations

® Uniform Data Exchange & Management of Connected
Things

® Communication network for loT

" Discovery

" M2M Data Processing for Smart City Applications
" loT Architecture

" Standards in loT
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Uniform Data Exchange with Things

" Requirement from a smart city perspective
» Heterogeneous and multimodal things
» Can not have one API per thing to exchange data
— Need a uniform data exchange mechanism
» Sensor measurement alone has no value

— Need additional side information like unit, timestamp, type of
sensor
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Sensor Markup Language (SenML)

" Uniform way to exchange sensor “metadata’.

" Represents simple sensor measurements and device
parameters.
» Sensor measurement, name, id, unit, timestamp etc.

" Implementation using JSON/CBOR/XML/EXI.

" Server can parse several SenML metadata at the
same time.

Source: Media Types for Sensor Markup Language (SENML) draft-jennings-core-senml-02
https://tools.ietf.org/pdf/draft-jennings-core-senml-02.pdf
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SenML Extensions for Actuators

" No markup language for actuators
» Extend capabilities of SenML for actuators
» Uniform way to exchange actuator “metadata” [4]

" Used to send commands to actuators
» Switch on/off a light, reduce the speed of motor etc.

" Advantage

» Uniform mechanism to interact with both sensors and
actuators.

[4] Datta, S.K.; Bonnet, C.; Nikaein, N., "CCT: Connect and Control Things: A novel mobile application to manage M2M
devices and endpoints," Intelligent Sensors, Sensor Networks and Information Processing (ISSNIP), 2014 IEEE Ninth
International Conference on, pp.1,6, 21-24 April 2014
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Roadmap

" Introduction
" Three Fundamental Operations

® Uniform Data Exchange & Management of Connected
Things

® Communication Network for loT

" Discovery

" M2M Data Processing for Smart City Applications
" loT Architecture

" Standards in loT
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50 Billion Connected Objects

During 2008, the number of [URII¥eR ...

connected to the Internet exceeded the
onearth

number of [eeJsllS

2010
2015

By 2020 there
will be YIS

Cisco’s Projections For The Internet of Things

3.00% 60
2.25% 45
1.50% 30
0.75% 15
0.00% 0
2012 2013 2014 2015 2016 2017 2018 2019 2020
© Penelration (%) B Connecled Objects (Billions)
Source: Cisco
—
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Managing Connected Objects

" Objective: Ensuring flexibility, scalability and
dynamicity

" Already developed solutions
» Representation of objects for efficient management [5]
— Both smart and legacy ones

» Framework for connected object management
» OMA LwM2M Technical Specifications based API

[5] Datta, Soumya Kanti; Bonnet, Christian, “Smart M2M Gateway Based Architecture for M2M Device and Endpoint
Management," IEEE International Conference on Internet of Things 2014, Taipei, Taiwan, 1-3 September 2014.
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Connected Object Management Framework

Application

Layer

M2M Device Management
Framework

L
Read Writ A Service
.ea . . rie . Discover Notification ccess Enablement
Configuration | Configuration Control Layer

Resource

Resource

Configuration

Configuration

Description Description Reso"'"_’e Storage Layer
| Configuration Storage API
F 3

CoRE Link based
configuration

1 CoRE Link

Proxy-out Proxy-in based Proxy Layer
configuration
A
W ¥
Legacy_Mzm Smart M2M Device Perception Layer
Device

Source: Datta, S.K.; Bonnet, C., "A lightweight framework for efficient M2M device management in oneM2M
architecture," in Recent Advances in Internet of Things (RIoT), 2015 International Conference on, pp.1-6, 7-9 April 2015.
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Description of Layers

" Layers and their functionalities are implemented as RESTful web services.

" Perception layer
» Contains the real M2M devices containing sensors, actuators or RFID tags as
endpoints.

" Proxy Layer —

» Unique & novel aspect of the framework to allow management of legacy M2M devices

» Current standardization efforts do not consider such scenarios but inclusion of legacy
devices into loT ecosystems is crucial.

» The proxy layer is composed of two RESTful web services — proxy-in and proxy-out to
manage sensors and actuators respectively.

» The proxy layer creates the CoRE Link based configurations and is responsible for
registering and un-registering legacy devices.

» The proxies are dependent on the communication protocol used by the legacy devices.
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Description of Layers

" Configuration Storage Layer

>
>
>

Contains “Configuration Storage API”.

The smart devices directly connect to this API during the bootstrap phase
It extracts the resource descriptions from the devices or (proxies in case of
legacy devices).

The layer houses a database and stores the device, endpoint and
configuration resources in separate tables.

The API translates the CoRE Link based descriptions to appropriate
storage format. This layer also keeps track of the configuration “lifetime”
attribute.

During that period, if it does not receive an announcement that the device is
still present or configuration update, it will delete that device configuration.

O

oM
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Description of Layers

= Service Enablement Layer —
» Allows the end users to
— Read, write & update configurations
— Enable device discovery
— Receive notification
— Implement proper access control.

» These capabilities correspond to OMA LwM2M Technical
Specifications

» Allow remote management of M2M devices from mobile devices of
end users.
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Different Phases of Operation

" Bootstrap phase
» Perform necessary provisioning

= Client registration phase
» Registration of objects to the framework

" Service enablement phase
» Enables M2M device management
» Allows end users to discover configurations
» Configuration(s) update

" Information reporting phase
» Enable observe, notify functions for selected M2M devices
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Registration Phase

M2M Device

M2M Device Management Framework

Smart

Legacy Proxy Layer Configuration Storage API

Database

GET — Registration Request

=
B

Response — Request Approved

POST — CoRE Link based descriptions (JSON)

and configuration

Response — Registration Successful

Registration Request

Request Approved

Raw configuration

CoRE Link based

descriptions = and configuration

Registration

Successful

Store device, endpoint

resource descriptions

Store device, endpoint

resource descriptions
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" Questions???

=
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Roadmap

" Introduction
" Three Fundamental Operations
= Uniform Data Exchange & Management of Connected Things

" Communication network for loT
» Bluetooth Low Energy (BLE)
» Low Power Wireless Personal Area Network (LoOWPAN)
» Low Power Wide Area Network (LPWAN)
» Cellular technologies
» Fog Networking

= Discovery

= M2M Data Processing for Smart City Applications
" loT Architecture

= Standards in loT
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When Connection Matters ...

During 2008, the number of [iRliE
connected to the Internet exceeded the

onearth

number of [eeJsllS

2003
2010
2015
By 2020 there
will be Siels]llifela®
Cisco’s Projections For The Internet of Things
3.00% 60
2.25% 45
1.50% 30
0.75% 15
0.00% 0
2012 2013 2014 2015 2016 2017 2018 2019 2020
© Penetration (%) B Connected Objects (Billions)
Source: Cisco
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Bandwidth vs Range

SOURCE: PETER R. EGLI 2015 htip://'werw.slideshare.net/PeterR Egll/Ipwan

= 802.11ac )
L 56
i 802.11ad
5 802.11n 4G )‘
O |------ === e e
L 802.11a 16 ) !
— 802.11b |
I |
- 802.11g 26 ) .
ﬂ | |
— | |

| i |
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J
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“ ) : k 80215.4 :
: |
RANGE CAPABILITY
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Where Does the Technologies Fit?

®  ©

Local Area Network

Low Power Wide Area

Cellular Network

Short Range (LPWAN) Traditional
Communication Internet of Things M2M
40% 45% 15%
Well established standards o pov::::zl:tumptlnn Existing coverage
In building Positioning High data rate
Battery Live High data rate Autonomy
Provisioning _ Emerging standards Total cost of ownership
Network cost & dependencies
Bluetooth w“ e« oRa . ‘1 o
Paat sz ) LORa )\=8®- 3%/ e G
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Wireless Technologies for loT

= forecast breakdown for various wireless technologies for
use within loT over the next decade

35 |

30

25

20 |

15 |

Fixed & short
range

10 |

2615 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025
Billion global connections, 2015-2025

Source: Billion Global Connections, Machina Research, May 2015
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GSMA Global Mobile Economy report

= GSMA'’s recently published Global Mobile Economy report provides a view of
the growth of cellular IoT connections until 2020.

(Connections M)

Global growth of cellular M2M

% of Total Connections

l-llllll

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

1
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BLE is Powering loT

" BLE or Bluetooth Smart (Version 4.0+)
» Power and application friendly version of Bluetooth
» Initially proposed in 2010 (V 4.0)
» Latest specifications came in 2014 (V 4.2)
» Specifically built to power constrained devices used in loT

= Key Features
» Version 4.2 supports IPv6
» Very low duty cycle achieves an overall low power consumption
» Provides multi-vendor interoperability
» Security with 128-bit AES encryption
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BLE enabled loT

" Devices
» Wearable devices
— Fitness bands
— Smart watches
— Heart rate monitors
» Sensors
— Proximity sensors
» Gesture-based controlling devices
— Fin
= Applications
» UriBeacon (formerly known as Physical Web, from Google)

— Novel protocol to discover things around “ME” (in a spatial sense)
— Periodically transmits an URL to access the thing using BLE
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LoWPAN

" ltis alow cost communication network enabling wireless
connectivity in applications with limiter power and relaxed power
throughput requirements.

= Comprises of M2M devices conforming to IEEE 802.15.4-2003
standard.

= Key characteristics of IEEE 802.15.4 devices
» Designed for short range and low bit rate communication
» Designed to be low power and low cost
» Constrained in terms of computational power, memory and battery
» Note: these devices tend to be unreliable
— Unreliable radio connectivity, battery drain
— Physical tampering

Source: RFC 4919
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6LoWPAN

" |ETF defined a system to adapt IPv6 and higher level
protocols to small devices.

® Originated from the idea that

» |P should be applied to low power and constrained (M2M) devices
which are essential building blocks for loT.

= Advantages of IP technology
» Existing and well-known technology
» Open specifications
» Pervasive nature
» |P enabled devices can readily connect among each other

Source: RFC 4919
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Thread

= |Pv6 based free protocol running Thread can support many popular
over 6LOWPAN application layer protocols and platforms
> Uses IEEE 802.15.4 with mesh (" awpication ) (%)

communication

= Provides cloud access and AES )‘

(( _
encryption _( P )_

e

(

Ci”u.ar!.—,h!.1|.1|:.-'_'-..'.’.| ANo:

" Intended for communication of
smart home devices over a )—
EEE 802.15.4 MAC )

network

= Supports 250 devices per network

. IEEE 802.15.4 PHY
* Thread group includes ( ) )
» Nest (Google), Samsung, ARM, Freescale A software upgrade can add Thread
Semiconductor, Silicon Labs to currently shipping 802.15.4 products

Source: http://threadgroup.org/portals/0/documents/thread_introduction_website_7-15-14.pdf
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Further Reading

" RFC 4944 - Transmission of IPv6 Packets over IEEE 802.15.4
Networks

" RFC 6282 - Compression Format for IPvé Datagrams over IEEE
802.15.4-Based Networks

" RFC 6775 - Neighbor Discovery Optimization for IPv6 over Low-Power
Wireless Personal Area Networks (6LoOWPANSs)
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= LWPAN - Low-Power Wide-Area Network

O
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LPWAN Enabled loT use cases

= Utility meters
" Vending machines

" Automotive loT
» Fleet management
» Smart traffic including real time traffic information to the vehicle

= Security monitoring and reporting

O

oM
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LPWAN loT Requirements

" Objective: support massive volume of M2M deployment

" Key requirements
» Long battery life — industry target 10 years of battery operation
» Low device cost ~ $5
» Low deployment cost — in terms of both software and hardware

» Full coverage — things deployed to both indoor and outdoor
environments

» Scalability — support Billions of things
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LPWAN Features

JWL i
== [ﬁ ' Bt 8
- Lj« A
3
Long Range Max Lifetime Multi-Usage
0 Greater than cellular O Low power optimized 0 High capacity 0 Minimal infrastructure
0 Deep indoor coverage 0 10-20yr lifetime a Multi-tenant 0 Low cost end-node
0 Star topology 0 =10x vs cellular M2M 2 Public network 0 Open SW

Source: LoRa Alliance

=
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Two Main Areas of Application

Fixed, Medium-High Long Life, Battery Powered
Density Connections Applications
« Alternative to cellular M2M  When loT scenarios demand
connections longer range than legacy
- Deployment in smart cities technologies.
« Use cases » Use cases
- Street light control * Wide area water quality
» GPS based asset tracking monitoring

« Smart farming

Source: Link Labs white paper — A Comprehensive look at Low Power, Wide Area Networks
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Candidate Technologies at a Glance ...

clean NB LTE-M LTE-M EC-GSM 5G
SIGFOX LoRa slate Rel.13  Rel.12/13  Rel.13  (targets)
D D
— oy oy
O (o s =1 5G
BEC0N LoRa oo lte Ite Esm:
Range (outdoor) <13km <11km <15km <15km <11km <15km <15km
MCL 160 dB 57 dB 164 dB 164 dB 15A dR 164 dB 164 dB
Spectrum Unlicensed  Unlicensed Licensed Licensed Licensed icensed
Bandwidth 900MHz 900MHz 7-900MHz  7-900MHz 8-900MHz  7/900MHz
100Hz <500kH 200kHzor 1.4 MHzor shared
dedicated shared stared shared
Data rate <100bps <10 kbps <50kbps <150kbps <1 Mbps 10kbps <1 Mbps
Battery life >10 years >10 years >10 years >10 years >10 years >10 years >10 years

Availability @ay Today 2016 2016 2016 EDyﬂnd 2020

Source: Nokia Networks white paper, LTE-M — Optimizing LTE for the Internet of Things
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Two Sub-Categories

" Proprietary LPWAN technologies
» Ex: SigFox, LoRa.
» Deployed in the license exempt bands.

" Licensed Cellular loT technologies (being standardized
by 3GPP)
» LTE-M, an evolution of LTE optimized for loT in 3GPP RAN.

» Extended Coverage GSM (EC-GSM), an evolutionary GSM
approach.

» Narrowband (NB) radio interface (Clean Slate Cellular l1oT), part of
RAN Rel. 13 standardization, provides two solutions

— NB Cellular IoT solution based on narrowband FDMA in the
uplink and narrowband OFDMA in the downlink.

— 200 kHz narrowband evolution of LTE-M (NB-LTE).
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= SIGFOX

=
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SIGFOX Features

" Uses a patented radio technology based on Ultra Narrow-Band
(UNB).
» The SIGFOX UNB radio communication uses the unlicensed ISM bands.

" Up to 140 messages per thing per day.

= Payload size
» Uplink -12 bytes/message.
» Downlink — 8 bytes/message.

= Wireless throughput up to 100 bits/second.

" Message exchange

» For a thing to send messages using SIGFOX, it requires integrating a
compatible and certified modem.

» To receive the messages from the thing, it requires integrating with the
SIGFOX servers.
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SIGFOX — Some Drawbacks

= Size of downlink message (8 Bytes) limits
» Scope of reconfiguring devices
» Firmware upgrade
» Provisioning

" No link adaption mechanisms available
» Does not have any fallback mechanisms
» Robustness gets compromised
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" LoRa - Technology to watch
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LoRa

)

LoRa Alliance

Wide Area Networks for loT

Source: https://www.lora-alliance.org/
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LoRa Technology

Seamless
Intended for interoperability

 Wireless e Secure bi-  No need for
battery directional complex
operated communication Installations.
Things in any « Mobility « Freedom to
loT network. . Localization users,
services (a dev_elopers and
must-have for businesses.
Industry 4.0
applications)



Three Classes of Things

« Allow for bi-directional communications and must be supported by all things.
» Downlink only available after TX.

» Most power efficient communication class.

» Example — battery powered sensor.

J
 Class A with scheduled receive slots. h
* In order to open the scheduled receive window, it receives a time
synchronized beacon from a gateway.
« Example — battery powered actuators. )
\
» Class A with maximal receive slots i.e. things which listen continuously.
« Intended for things directly connected to Mains (no shortage of power).
_/
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Network Architecture

Concentrator Network Application
End Nodes /Gateway Server Server

et
trach?ng 3

smoke alarm

watar =
metar

trash container

3G/
Ethernet
Backhaul

vending
rachine

=

gas maonitoring

LoRa® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload
AES Secured Payload

Source: LoRa Alliance Whitepaper

=
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LoRa in loT Ecosystem

%-&

[ LoRa Gateway }

Devices

Consumer ]

™ E

M2M/loT
Applications

Service
Providers

SMS

Serviceé

Push Notification

S
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Localization (1/2)

" An inherent property of LoRa is the ability to linearly
discriminate between frequency and time errors.

" LoRa is the ideal modulation for radar applications and
Is thus ideally suited for ranging and localization
applications such as real-time location services.
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Localization (2/2)

= QOffers ability to locate long range sensors with high accuracy — within 7
meter up to 10KM.

" Opens up new localization based loT applications.

Rescue
Tracker

15-Nov-2015 2015 IEEE Winter Academy on Internet of Things -p65 EURE C O M
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" Cellular for loT
» EC-GSM
> LTE-M
> NB-LTE
> NB-CloT
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Cellular for loT

T

GLOBAL
L REAER™

e

FOR IOT

| ECOSYSTEM_

L FLEXIBILITY

Source: Accelerating IoT, Ericsson

=T

QUALITY OF
~W.SERVICE

E SRR Eak I

| SCALABILITY

s

__ SECURITY |
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Key Requirements for Cellular loT

" To enable C-loT services and compete with non-cellular
technologies, following key requirements must be met
» Long battery life
» Full coverage
» Scalability i.e. supporting huge volume of connected things
» Low cost of things & their deployments
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EC-GSM: Extended Coverage GSM

" Essentially an upgrade of GSM using one carrier for loT

" Coverage enhancement of 20 dB - repetition
= Expected with 3GPP Release 13 (Q1, 2016)

" Legacy GSM based things need additional hardware
support to operate with EC-GSM
» not just a simple software upgradation
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When they all hung out in the basement ...

Source: That 70’s Show
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We Need Extended Coverage

MBE DRI"-I"ES: loT COVERAGE
SITE GRID !

|

|

:

Extended +20 dB i

LI | NS rgrg——— e I s
: >l
|

| |
| |
| |
| |

r
EXTENDED COVERAGE GSM (EC-GSm)* |/

+ Extends coverage by an additional -I&Gdﬁ ;

+ Achieved by:
- Repetition of transmissions
» New control channels

= New access procedures

(o) +20 dB

Source: Accelerating 10T, Ericsson
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What EC-GSM can offer to loT Ecosystem?

EC-GSM
ENABLES AND HALLENGING LOCATION SUCH AS INDOOR

IMPROVES IOT _ NDERGROUND BASEMENT

APRLICATIONS
o EXTENDS COVERAGE OF LOW RATE

APPLICATIONS BY +20 DB

Source: Accelerating 10T, Ericsson
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EC-GSM Unique Advantages

= Ecosystem is in place

" Fast time to market loT solutions
= Easy to deploy

" Low cost

= Stable
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LTE-M

" LTE-M: Optimizing LTE for loT connectivity in 3GPP
RAN.

" First released in Rel. 12 in Q4 2014.

" Further optimization will be included in Rel. 13 with
specifications complete in Q1 2016.

" LTE-M provides 15dB additional link budget enabling
about seven times better area coverage capacity on the
existing LTE catrier.
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Coverage Enhancement

Combination of Techniques

Power boosting of
data and reference
signals

Repetition or
retransmission

Relaxing
performance
requirements
(e.g. by allowing
longer
acquisition time
or higher error

rate)
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NB-LTE

" NB-LTE provides 20dB additional link budget enabling
about ten times better area coverage

" Supported by Ericsson, Intel, Nokia

15-Nov-2015 2015 IEEE Winter Academy on Internet of Things -p76 E U R E

O

oM

tip o lis



NB-LTE Deployment Options

= Standalone in a dedicated carrier (e.g. GSM bands)
» Utilizing the bands currently being used by GERAN systems

® Guard band of LTE bands (with no extra guard band
required)
» Utilizing the unused resource blocks at the edge of an LTE channel

" In channel within LTE carrier
» Utilizing resource blocks within a normal LTE carrier
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Narrowband Cellular loT (NB-CloT)

" Promoted by Huawei, Vodafone

" Deployment options
» Standalone in a dedicated carrier
» Guard band of LTE bands

" Note: Non LTE backward compatible, different
numerology w.r.t. LTE
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Key Features of Clean Slate Solution

" loT network can be deployed in a very small bandwidth (180 kHz
downlink, 180 kHz uplink)

» Offers a wide range of deployment options.
» Supports a huge number of terminals per cell (tens of thousands).

= Optimized for ultra-low terminal cost (< $5)
» Removes unnecessary complexity not required for loT applications.

» Designed with ground-up approach to deliver the required performance for
loT at very low cost.

» Reduce potential IPR licensing costs

= Optimised for very long terminal battery life (> 10 years)
» Supports very low duty cycle modes, while things remain connected to network.
» Supports both scheduled and event driven traffics.
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When Comparing ...

NB-LTE

(~ )
Allows a high re-use of
already existing LTE

network technology for
both infrastructure and

(~ ™)
Requires dedicated
investments for

chipset.
. y,
4 )

Favours fast adoption

& maximize economies
of scale

network infrastructure
and chipsets

. J

( A

Requires creation of a

. J

new ecosystem

. J
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Cellular loT — Concluding Notes

" The solutions for LTE-M and EC-GSM will equally operate in
spectrum shared with existing LTE or GSM networks.

= LTE-M and NB-LTE would be supplementary solutions addressing
different use cases with higher capacity on LTE-M and slightly
lower cost and better coverage on NB-LTE.

" NB-LTE will provide superior technology that leverages existing
investments and an existing ecosystem, which are the key
prerequisite for enabling the cellular loT.
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Further Reading

" Introduction to “Clean-Slate” Cellular loT radio access
solution by Huawei and Neul
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" Fog Networking
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From Cloud to Fog

" Witnessing a Paradigm Shift
" But why?

Source: Datta, S.K.; Bonnet, C.; Haerri, J., "Fog Computing architecture to enable consumer centric Internet of Things services,"
in Consumer Electronics (ISCE), 2015 IEEFE International Symposium on, pp.1-2, 24-26 June 2015

15-Nov-2015 2015 IEEE Winter Academy on Internet of Things -p 84 EURE C O M

Scphia Antipolis



Explosion of Things at the Edge

n 03
Q,l_ (.q. Frade.
e
{ ¥

N

M2M/loT
® Applications
Consumer I
Devices
Service

Providers ]

(ffﬂi"-.
ARALLY

?

= SMS

*  Push Notification
Servicgs

[ 30-50 Billion by 2020 ]
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A Closer Look at Edge Devices ...

" Nature
» Powerful as well as constrained devices
» Dense
» Highly distributed
» Majority of them are mobile

" Some applications need
» Real time operation with very low latency and high QoS
— Highly autonomous and interactive driving
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Fog Networking Characteristics

" “Fog” characteristics
» Proximity to end-users, dense geographical distribution
» Open platform, Support for high mobility

= Value addition
» Provide consumer centric services with reduce latency and improved QoS

Intelligence at

‘THE EDGE’ >/
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Benefits

= Utilizing the Fog computing platforms, loT applications and services
could be operated from edges of networks as well as from end devices
like access points, set top boxes, Road Side Units (RSUs) and M2M
gateways.

= Such efforts in turn reduce latency, improve QoS, and allow real time data
analysis with actuation resulting in superior user experience and creation
of consumer centric loT products.

= Additionally Fog computing saves bandwidth as data are processed at the
edge of network, promotes distributed architecture.

" Due to dense geographic coverage and distributed operations, “Fog”
promotes fault tolerance, reliability and maintains scalability of the
system.

Source: Datta, S.K.; Bonnet, C.; Haerri, J., "Fog Computing architecture to enable consumer centric Internet of Things services,"
in Consumer Electronics (ISCE), 2015 IEEE International Symposium on, pp.1-2, 24-26 June 2015
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Concluding Note

" Cloud and Fog can co-exist

Core
A ibib

Locations
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Roadmap

" Introduction
" Three Fundamental Operations

® Uniform Data Exchange & Management of Connected
Things

® Communication Network for loT

" Discovery

" M2M Data Processing for Smart City Applications
" loT Architecture

" Standards in loT
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Discovery

= Search X
- .y mﬂ Smf;ﬂﬂﬂﬂ ‘ﬁ'*
functionalities A L e
- I V2 e .
provided to A o ,_.jums,h
Humans o T
ﬁé" g Joft ME* Gﬂﬂ\la--&'?"“’ﬂm; o
>Goog|e A ﬁﬂ}%n Q 3 /NS ;%;F'ﬁ[?l__‘:' 3
i pese e v,
>Yah00 s ﬁw ‘gje\ @\?.. v ﬁ& nn it A H
> Bing @ DL SR e 2l
| smsﬁ“|°"--fﬁ?7ﬁmmﬁg

a [ fald
" Search Engine for "8 Ea: 5 i 08T GG
things?

Source : www.iotdex.com
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Discovery Categories

" Scenarios

» Search around “ME”
— UriBeacon, NFC

» Search in the network
— mDNS, SSDP

» Search in a directory
— CoAP

» Search across peers
— DHT based

» Search for metadata

» Semantic based search

Sources -
https://www.w3.org/WoT/IG/wiki/Discovery_Categories_and_Tech_Landscape
https://github.com/w3c/wot/blob/master/TF-DI/Interactions.md
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Search Engine Based Discovery Framework

Application

Layer

Discovery Framework

Service
. Beacon Based . . Access
Subscription Advertisement Search Notification Control Enablement
Layer
Configuration Search Engine Indexing API Lifetime Discovery Layer
Registry
Configuration Registry API
Proxy Manager for Communication Technologies and Protocols
Proxy Layer
Proxy-in Proxy-out Proxy-in Proxy-out Proxy-in
’) — —
C M =
Temp. Sensor Air conditioner RFID Tag Light Switch Light Sensor Perception Layer
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The Three Layers (1/2)

" Proxy layer

» Enable discovery and interaction with smart and legacy things regardless of
communication technology and protocols.

" Discovery layer

» Configuration registry: manages registration, un-registration of things and
provides storage of configurations.

» Indexing API: registered things are indexed to expedite the search
operation.
» Search engine
— Receives the discovery request (keywords/parameters) from clients
— Extracts indices
— Provides look up facility (discovers the matching things)
— Ranks the results based on relevance, availability, access control policies.

» Lifetime: A time period through which resources remain discoverable
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The Three Layers (2/2)

" Service enablement layer

» Exposes discovery layer functionalities through RESTful
web services.

» Enforces strict access control policies.

» Provides subscription and notification facilities.
» Includes semantic components for discovery.
» Incorporate security mechanisms
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" We can deploy things & M2M gateway
» Exchange uniform metadata
» Manage as well as discover the things
» Communication and networking aspects

" These things generate data

" What can we do with the data
» How to get meaning out of data
» Understand the context
» Combine data from different domains
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Roadmap

" Introduction
" Three Fundamental Operations

® Uniform Data Exchange & Management of Connected
Things

® Communication Network for loT

" Discovery

" M2M Data Processing for Smart City Applications
" loT Architecture

" Standards in loT
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M2M Data Processing for Smart City Applications

= Same sensor can be used in
» Different contexis
» Across different domains

» E.g. — Accelerometer in smartphones can be used to judge road
conditions as well as determining earthquakes

" Smart city comprises of several domains
» There are rules associated with the knowledge of the each domain

" What if you want to build applications combining
several domains
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Semantic Reasoning

" Use of semantic reasoning to enrich M2M data
» First step — SenML to add some side information

» Second step — decorate the M2M data with additional semantic
reasoning

" Link the data with the meaning
» From the point of view of different domains
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M3 Approach

N\
" The M3 (Machine to Machine Measurement) approachs;afm
> Enrich M2M data with semantic web technologies [7] e
» The M3 ontology: A hub for cross-domain ontologies and datasets
— e-Health: weather, recipe, health
— Smart city: weather, home automation, transport, vacation
— STAC (security): sensor, cellular, web, mobile phone
» LOR (Linked Open Rules): share and reuse domain rules m’\(%))\

" M3 integrated in a semantic-based M2M architecture

M
" Prototype: http://sensormeasurement.appspot.com/ W

[7] Gyrard, A.; Bonnet, C.; Boudaoud, K., "Enrich machine-to-machine data with semantic web technologies for
cross-domain applications," Internet of Things (WF-1oT), 2014 IEEE World Forum on, pp.559,564, 6-8 March 2014

15-Nov-2015 2015 IEEE Winter Academy on Internet of Things -p 100 E U R E C O M



How to Combine loT Data?

A

i

if data >= 39 then flu
&& domain == health

M2M
data (1)

data=39"C

sensor= thermometer

domain=health

data=39°C

sensor= thermometer

domain=weather

Suggest you ingredients or
recipe according to diseases
and the weather

M2M
data (1)

+
M2M data (2)

Semantic

i+

Source: Gyrard, A.; Bonnet, C.; Boudaoud, K., "Enrich machine-to-machine data with semantic web technologies for cross-domain

3 = Health ontol ; .
> New concept = flu kil dian a:" Ingredients - diseases
Semantic Semantic Rule (3) Domain D -
.~ A |, Domain
M2M data (2) New domain concept ontology (4) dataset 1 (5)

Reasoning (7) |e———

Cross domain
applications (6)

Semantic Rule (3)

Domain

New domain concept |

ontology (4)

If data >= 39 then hot
&8 domain == weather
=> New concept = hot

weather ontology
(hot is related to
season)

applications," in Internet of Things (WF-1oT), 2014 IEEE World Forum on, pp.559-564, 6-8 March 2014

| Domain

eather + health
+ ingredient

dataset 2 (5)

Ingredients - season
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Architecture of M3 Framework

| Application Layer Parse & Display results |
A
Query & result
¥ S—
Knowledge query SPARQL |[ SPARQL |[ Web |[ M3 SPARQL -LOR Eﬁ'ﬂo
. . . . dataset dataset
layer endpoint || _engine || service queries
R - Rule-based M3 rul /JﬂtE'SEtS (LOD)
easoning layer engine rules ¢ Ontologies (LOV)
: k‘-x'i'“:les (LOR)
Knowledge M3 ontologies Mapping | [ Extraction Extract S
management M3 rules domain
layer M3 datasets Update | Cleaning | knowledge
a8 Ic-T )
ﬁtlon
data emplate ul
Persistence layer ||+ ﬂf-Ef d (tatsset ontulugun_ =

Tr| plestore
Yy

Data acquisition M3 M3
layer converter | | ontology

3

Sensor data (SenhL)

Physical devices

Perception layer
P Y (Sensors, actuators, RFID tags, etc.)
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loT Application Template Generation

" A template is generated based on
» Type of sensor (e.g. temperature)
» Associated domain
— E-Health for body temperature
— Weather for outside temperature

" Template contains
» Ontologies, datasets, rules and generic sparqgl query
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Deployment

® Cloud based approach

» This stores all the templates needed to build various kinds of
applications for loT.

» Developed using Apache Jena framework.

" Mobile application / Gateway (Fog approach)

» A lightweight version of the M3 is implemented into Android
powered smart devices.

— The Jena Framework can not be directly integrated into smart
devices. AndroJena is used instead.

— The requirements for the smart devices is different where only
one application template is required and can be easily
downloaded from the cloud.

— The smart devices need not have the entire set of loT
application templates.
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Integrating M3 into Constrained Devices

Applicatio
template

L1

2) Download and store:
- M3 ontologies and datasets

2) Sensor - M3 SPARQL query
+ domain - M3 rules
v
3) Convert, Reason Smart device
2) Provisioning and Query phase
phase (Data acquisition + Parse suggestion
i knowledge query + [ ™| -
reasoning layer)
3.a) Persistence 3.c) Reasoning layer:
layer: M3 Converter Rule-based engine
A 4 Y
1) Discovery 3.b) Knowledge query 4) Actuation
phase layer: SPARQL engine phase

Source: Datta, S.K.; Gyrard, A.; Bonnet, C.; Boudaoud, K., "oneM2M Architecture Based User Centric IoT Application Development,"

in Future Internet of Things and Cloud (FiCloud), 2015 3rd International Conference on, pp.100-107, 24-26 Aug. 2015
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" Questions???

=
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Roadmap

" Introduction
" Three Fundamental Operations

® Uniform Data Exchange & Management of Connected
Things

® Communication Network for loT

" Discovery

" M2M Data Processing for Smart City Applications
" loT Architecture

" Standards in loT
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loT Architecture

Consumer Subsystem

Administration Subsystem

Full Resources Configuration

- Resources Configuration Mgt.

-Name + Ids Allocation

Consume Data 25 Discovery
Actuation (Query/Push) R?sources
Discovery - Access Control Mgt.
e £ I
| Access Control F
A
4
Data Data RFsmrce Generation
Processing and Storage Processing Discovery subsystem
& Naming config.
Storage Subsystem 1
\ @
—
Collection Proxies o
A 4
Getwork Subsystem \
Proxy [« »| Agent
N . y
Generation Subsystem \
Data Data LOC;‘
Actuation Generation Config.

ATA

A
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Roadmap

" Introduction
" Three Fundamental Operations

® Uniform Data Exchange & Management of Connected
Things

® Communication Network for loT

" Discovery

" M2M Data Processing for Smart City Applications
" loT Architecture

® Standards in loT
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It’s Sort of a War ...

EURECOM

s ¢
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loT Standardization Activities

Data
collection

Platforms

Comms
Protocols

Wirsloess
(L1/L2)
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SDOs and Alliances

A

®
IEEE 5mnmnn? EEE ¢ industrial intemet
ASSOCIATION U CONSORTIUM

ALLSEEN
%E ALLIANCE

Open Mobile Alllance

l:t OmQ :\;’p OPEN

INTERCONNECT

CONSORTIUM ™"

World Class Standards

//

Alliance
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General oneM2M Architecture

IN-CSE
Infrastructure
£
Node [IN) M3
Framework
A
Infrastructure domain
__________________________________________________________________ "nglddnmam
ASN-AE

Application

Sarvice ASN-CSE
Node (ASN) ) M3 .. .

Actuation Provision | Discovery
Framework
F 3
\ 4 L 4
MMN-CSE

Middle M2M Device M2M Device .
Node (MN) Discovery Management M2M Proxy-in | M2M Proxy-out

Physical Temperature . . v

things Sensar Light Sensor Air Conditioner Fog Lamp
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oneM2M Architecture Elements

" Elements of each domain consists of
» Application Entity (AE)
— Contains the application logic for end-to-end M2M solutions.
— E.g. application for automated driving or fitness monitoring.
» Common Service Entity (CSE)
— Represents a set of common functions of the M2M ecosystem.
— E.g. discovery, management
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Application Service Node (ASN)

" Contains at least one AE and CSE.

" Equivalent to a mobile application running in smart
devices.

" ASE-AE

» May implement a user interface

*= ASN-CSE

» Modules for discovery, provisioning etc.
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Middle Node (MN)

" Contains only CSE and not an AE.
" Equivalent to M2M gateway.
" Communicates with infrastructure node and ASN.

" MN-CSE implements
» Dynamic object discovery
» Management framework
» Security and access control
» M2M data management
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Infrastructure Node (IN)

" It provides M2M services in the infrastructure domain.
" Contains a CSE and zero or more AE.
" Interacts with one or more MN(s) and ASN(s).

" Equivalent to a cloud system.
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Limitations in Current Standards

" Existing standards (W3C, ETSI M2M, oneM2M) lack

» A common format or syntax to describe sensors, measurements,
units and domains.

» Interoperable and standardized domain knowledge (ontologies,
datasets and rules).

» Semantics components are not explicitly described in M2M
architectures.

» Uniform methods to interpret high level abstraction from M2M data.

Source: Gyrard, A.; Datta, SK.; Bonnet, C.; Boudaoud, K., “Standardizing Generic Cross-Domain Applications in
Internet of Things," 39 IEEE Workshop on Telecommunication Standards: From Research to Standards, Part of IEEE
Globecom 2014, 8 December 2014.
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Vision to Standardize the M3 Approach

" Describe sensor measurements in a uniform way
» Utilize Sensor Markup Language and our proposed extensions.

= Standardize common domain ontologies for loT
domains

» Tackles the interoperability issues related to combining cross
domain knowledge.

" Interpreting M2M data based on Sensor based Linked
Open Rules (S-LOR)

» Enables efficient sensor-based domain knowledge interoperability to
combine rules, ontologies and datasets.

" Already proposed to oneM2M MAS group.

O

oM
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Peek into W3C WoT

" Interest Group wiki page
> http://www.w3.org/WoT/IG/wiki/Main_Page

" | co-ordinate the Task Force on Discovery & Provisioning
» http://'www.w3.org/WoT/IG/wiki/Discovery TF
» http://'www.w3.org/WoT/IG/wiki/Provisioning

= A Working Group on Web of Things is under preparation.
» http://www.w3.org/WoT/IG/wiki/Proposals_for WoT WG_work_items
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First Part over

= Shading lights on some specific points
» Uniform data exchange with Sensor Markup Language
» Management framework for smart and legacy things
» Communication networks
» Resource discovery
» Data processing at cloud and constrained devices
» Standards

" Any Questions???
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Issues not discussed in the tutorial

" In-depth discussion on privacy, security and trust
" Provisioning

" Global access
» Naming, announcement

= Ubiquity
» Mobility, service continuity

" M2M data management
» Data life cycle

= Consumer centric loT application
" FI-WARE Generic Enablers
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Second Part

Smart City Challenges

What We Need
Use Cases

Conclusion
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City Challenges (1/3)

" Rapid Urbanization
» 6.3 Billion people to live in cities and surrounding areas by 2050
— Increases pressure on city infrastructure
— Makes it harder to maintain quality of life

" Energy
» Demands 60-70% of world’s energy
— Power cuts
» Emission of green house gases
— Manage carbon footprint

" Water resource
» Consumption is around 60% of world’s water
— 20% results in water leak
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City Challenges (2/3)

" Urban traffic related
» Congestion due to increase in vehicles
— Creates poor traffic flow
— Increases fuel consumption
» Pollution
» Creates a negative experience altogether

" Parking problem
» People looking for parking creates additional traffic congestion
» Limited parking places
— Waste of time and fuel to find a parking
» Loss of revenue and local business
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City Challenges (3/3)

" Public safety
» Remote monitoring of public attractions, homes, other places

» Place with poor records become unattractive for citizens &
businesses

— In turn it slows the growth

= City lighting
» Problem with maintenance
— Physical inspection
» Lights are not intelligently operated
— Intensity remains the same throughout the night
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Traditional Approach of Cities

" Local city Govt. makes independent investments for
» Traffic management
» Waste collection
» Pollution control
» Parking management

" This creates silos
» No sharing of infrastructure, sensor data etc.
» No sharing of expertise, information, intelligence
» Sometimes redundant investments

" The approach is fragmented and has very limited
efficiency
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Conclusion

15-Nov-2015

2015 IEEE Winter Academy on Internet of Things

-p 129

rrrrrrrrrrrrr



What We Need...

‘Smart’ solutions are instrumented, interconnected and intelligent

9

Event capture and filtering for Any to any linkage of people, Deep discovery, analysis and
fimely response process, and systems forecasting

Source: IBM Corporation

=
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Second Part

Smart City Challenges

What We Need

Use Cases

> loT based waste collection
> loT based pollution monitoring

Conclusion
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Let’s Look at Use Cases ...

» Traffic information « Traffic sensors & control
- e(all » Street lighting

» Infrastructure monitoring
_ , » Trash and waste containers
VEhICle tE|EmatICS » Hlectric » Public events - location services
- Water » Advertising displays
- Gas » ATM’s, Vending machines
* Heat » Smart parking smart Clty

» Infrastructure & production

smart metering v

« Motorcycles, Bicycles - Earthquake sensors
- Cars » Avalanche and flooding
» Truck Trailers » Heating and AC

» Shipping Containers « Equipment status
» Kids, Pets » Forest fires

» Insurance - valuable assets * Air pollution environ ment

- Find My Stuff . . :
tracking & industrial

» Medical wearable's mHea |th
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loT Based Waste Collection

"/: City Cloud receives SenhML metadata fmrn—\"
Sensors.

+ Benefits from LoRa technology.
« M3 framework determines which bins are full.
«  Optimized route for collection truck.
Mo S

LoRa
Gateway

Connected
] ‘ waste vehiclke
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loT Based Pollution Monitoring

Installation of environment sensors: Air/pollution
air, light, humidity, noise, etc. sensor
Benefits include: Monitoring/control

of applications
+ Leverages parking sensor

infrastructure Moise
» Provides valuable data for sensor
improving analytics City Wi-Fi

applications and forecasting

Gateway

Temp/humidity Light
sensor Leak sensor

. detection

=
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Still....

" Massive adoption of lIoT for smart city is not yet a
reality

" Inhibitors
» Technology — fragmented solutions
» Standard — no clear winner
» Business — no proper business plan
» No consumer centric ecosystem
» Government policies
» Privacy
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How Can Standards Help?

" Open data, interoperability
" City centric solutions

" Engaging all players of the loT market
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Second Part

= Smart City Challenges
" What We Need
" Use Cases

® Conclusion
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Second Part Complete

" Focused discussion on
» Smart city challenges
» Uses cases and how M2M/loT technologies are powering them
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Connect with Me ..

T
Dankie Gracias
s o
CHHLHDDM rciﬁHTakk

Koszonjlk Terima kasih
_Grazie Dzigkujemy Dékojame

Ilukuy.mu. Vielen Dank Paldies
Kiitos Taname teid HIH

ThankYbuM
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® Email: dattas@eurecom.fr
" Telephone: +33658194342
" Twitter: @skdatta2010

" Webpage: http://sites.google.com/site/skdunfolded
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