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Embedded Systems Are Everywhere

by Wilgengebroed on Flickr [CC-BY-2.0]
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Smarter & More Complex

Ry

=7 The Internek
of THINGS
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CONNECT

by Wilgengebroed on Flickr [CC-BY-2.0]
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Interconnected

{JSON;

RESTful API

by Wilgengebroed on Flickr [CC-BY-2.0]
—
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Many Examples of Insecure
Embedded Systems

e Routers

@ [ & www.devityso.com2013/1

Base'c-!“on the source c-:_ocié-al-‘_the HTML pages andéome Shodan search resulis

D-Link devices are likely affected:

e DIR-100
DIR-120

DI-624S

~ DI-524UP

DI-604S

DI-604UP

DI-604+

o TM-G5240 b

/
e ° o @

Additionally, several Planex routers also appear to use the same firmware:

e BRL-04R
¢ BRL-04UR
« BRL-04CW

You stay classy, D-Link.
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Many Examples of Insecure
Embedded Systems

* Routers
. Networked printers at risk
* Printers (30/12/2011, McAfee Labs)
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Many Examples of Insecure
Embedded Systems

» Routers
Cisco VoIP Phones Affected By

* Printers On Hook Security Vulnerability
(12/06/2012, Forbes)
* VoIP : -

1 -
y | N
\ . _‘—__-—ﬁ__'—"_‘———_.
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Many Examples of Insecure
Embedded Systems

* Routers

. Hackers Reveal Nasty New Car
* Printers Attacks — With Me Behind The
Wheel (12/08/2013, Forbes)

 VoIP | |
O t.. ‘-\: r:-:' (5 e l[-"
e Cars
-
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o Pri
* VO

Many Examples of Insecure

nters

P

e Cars

* Drones
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Embedded Systems

 Routers

Hacker Releases Software to Hijack
Commercial Drones

| § B0 489 people like this. Be the first of your friends




Many Examples of Insecure
Embedded Systems

 Routers

* Printers Qe
* VoIP b
» Cars

The Internet

~

* Drones

CONNeECT
¢ LI I | THE WOELD
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Many Examples of Insecure
Embedded Systems

« Routers
 Printers
* VoIP

» Cars

* Drones

- Each of the above is a result of individual analysis
- Manual and tedious efforts — Does not scale
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The Goal

Perform a large scale analysis
to gain a better understanding
of firmware problems
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The Problem With
Large Scale Analysis

» Heterogeneity of

« Hardware, architectures, OSes
« Users, requirements
« Security goals
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The Problem With
Large Scale Analysis

» Heterogeneity of
« Hardware, architectures, OSes
« Users, requirements
« Security goals

 Manual analysis does not scale, it requires
» Finding and downloading firmware
« Unpacking and initial analysis
» Re-discovering a similar bugs
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Previous Approaches

» Test on real devices [Bojinov09CCS]

« Accurate results
« Does not scale well
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Previous Approaches

» Test on real devices [Bojinov09CCS]

« Accurate results
« Does not scale well

« Scan devices on the Internet
 Large scale testing [Cui10ACSAC]

- Can only test for known vulnerabilities
- Blackbox approach

* More is too intrusive [Census2012]
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Our Approach to The
Large Scale Analysis
* Collect a large number of firmware images
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Our Approach to The
Large Scale Analysis
* Collect a large number of firmware images

» Perform broad but simple static analysis
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EURECOM firmware - od

sssssssssssssss



Our Approach to The

Large Scale Analysis
* Collect a large number of firmware images
» Perform broad but simple static analysis
« Correlate across firmwares

« Advantages

* No Iintrusive online testing, no devices involved
» Scalable
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Our Approach to The
Large Scale Analysis
* Collect a large number of firmware images

» Perform broad but simple static analysis
« Correlate across firmwares

« Advantages

* No Iintrusive online testing, no devices involved
» Scalable

 Many challenges remain
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Mainstream Systems
Have Centralized Updates

15

Welcome to Ubuntu { -"'._ J K 'Eﬁwmm Windows Update - :l.ﬂ[iﬂanl'-C‘mlL:im L=
. Since this version of Ubuntu was released, thesesoftwareup Fie Bl Wew. Toos Hep

issued. ﬂ

L oatred P Home

“!_‘Idl:rl‘ﬂ- plate
& Distribution updates [ Software Update
5 iﬂmcg& E‘E’: i about package New software is available for your computer. Trstal updates for your compster
L O = If you're not ready to install now, you can use the Software Update r
— Files shared between update-notifier \ prefecence to chec for apdates fater, 1 mpomant update | 1 important
update-notifier-commaon (Size: 48 kB) B ovaldae update selectsd,
Install | |Name Version iSize 8 optional updates £ MB
i iDVD Update 7.0.1 20.2 MB are avadabie
iMovie Update i ;
¥  iMovie Upd 7.1 46.1 MB
arageBand Update = ;
™ GarageBand Upd 4.1 47.0 MB
™  iPhoto Update 7.1 61.8 MB
iLife Support h .
™ iLifes 8.1 10.3 M8
= it recent check for updates:  Today af 517 &M
2 dates h b lected. 100 kB This update supports system software components shared by all iLife '08 MES were nsaled '-!"I-I'E'q‘l | “:I 405 PN
— updates have beenselected, W applications, improves overall stability, addresses a number of other minor issues, Wiry upoate istory
and supports general compatibility issues. It is recormmended for all users of iLife £ B LA Fite Wradowes and ot peockicis
i from Microsolt Lipdate
b Description of update
it ol o ahon friee softeane from Mcrosoft Update.
| Settings...| Wk fiere [or detaks.

Mote: Use of this software is subject to the original Software License Agreement{s)
that accompanied the software being updated. A list of Apple SLAs may be found
here: http:/ /www.apele.com/legal/sla/.

( qQuit ) € Install5items )

] L2
I
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Challenge: Embedded Systems
Update Sources are diverse

 Public site

 Manufacturer web site
« FTP site

« Hidden site
« Accessed by firmware update utility

» Restricted site
» Request-only updates

 Delivery on other media (CD-Rom, ..

» Firmware only delivered on device
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EURECOM

S o p h i a toi

Challenge: Embedded Systems
Update Mechanisms are diverse

A3
Battery info.
INFO. button Normal disp.
External Speediite control
Camera user setting
Clear settings

=
¢ Firmware Ver.1.2.4

Canon

Firmware Update

Want to upgrade your camera?

&

View Raleal[l---
\

firmware

-1- Siatch DN Hhe Frirder.
-2-Click on "Download” bulton to stadt the firmsare downloading.
-3 % ait the Printhead Up/Dowe printhead movemand befors pristing.

4-Click an the “Exit" button ko esit the apphication

|E walis Pebbis

Information

Donmnloading done.
‘ktait the Printhead Up/Down printhiesd

Scanning for Log Output...

Output. Log Directory Aroot/stelogs
Start testing...

Sealools Express

vA3AZA1CORE Build Date: Mar 28 2812
Searching for available devices:

: ST91208827A%5
t asdf1234

Model Number
Serial nmber

Drive in Test.

rnuare Download



Collecting a Dataset

* No large scale firmware dataset yet

« As opposed to existing datasets in security or othe
research areas
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Collecting a Dataset

* No large scale firmware dataset yet

« As opposed to existing datasets in security or othe
research areas

« We collected a subset of the firmwares
available for download
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Collecting a Dataset

* No large scale firmware dataset yet

« As opposed to existing datasets in security or othe
research areas

« We collected a subset of the firmwares
available for download

 Still many firmwares are not publicly available

EURECOM firmware - od

sssssssssssssss



Collecting a Dataset

* No large scale firmware dataset yet

« As opposed to existing datasets in security or othe
research areas

« We collected a subset of the firmwares
available for download

 Still many firmwares are not publicly available
— www.firmware.r@roject
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Challenge:
Firmware ldentification

«— Clearly a Firmware
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http://www.firmware.re/

Challenge:
Firmware ldentification

«— Clearly a Firmware Clearly not a Firmware —
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Challenge:
Firmware ldentification

«— Clearly a Firmware Clearly not a Firmware —
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Challenge:
Firmware ldentification

* E.g., upgrade by printing a PS document

X CentreWare -
Internet Services @ @l
XEROX Phaser 6250  Prrtee ndex

TR e |

kevingeIs0
DNS:  kevint6250 File Download

supportofiice
1 15[,_"— = ES fect a prin t ﬂ'_,rﬁl & [ PostScript, POF, PCL or Plain Text } and !
—_— ik R 'll' il 0 Lt

Phaser 6250
j| Print information Fage
4+ __| Print Saved Jobs

iq Print Immed tl_l

] Print Demo Pages T
] Print Color Samplers
] Print Configuration Pag Jab Name:

‘igure 4: Select the firmware update file and press the green button to send it.
—
—
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

ZIP
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

-
O T a

EXE PS
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

=
/ 2P
N o
/
—=
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

—
P T,
4 7

Printer driver
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

=
/ I,
v o .
- e
L ASCII85

Printer drlver
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

- f—
= ASCII85

s
Printer driver
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

E / ZP
EXE
i Binary patch? < . hsoms
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

;% / ZIP \
EXE
= - Update executable’?
i P
iy Binary patch? < @ ASCIIBS
Printer d;f:/er
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Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

EXE L@PS \
= Update executable? e;
T / ASCII85
p Binary patch? <
Printer drlver Whole EW image? -— -

EURECOM firmware - od

,,,,,,,,,,,,,,,



Challenge:
Unpacking & Custom Formats
 How to reliably unpack and learn formats?

" f.rmyvare upd”ates often are P - Sy
russian dolls v o .

== Update executable? ‘85 /
—_ P v~ . o4
inter

» Sometimes result of T e T@* woms
UnpaCklng |S JUSt a Whole FW image? ELE
binary data blob
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Our Approach to
Unpacking & Custom Formats
» Often a firmware image is just a binary blob
 File carving required
« Bruteforce at every offset with all known unpacker
« Have good heuristics when to stop carving
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Our Approach to
Unpacking & Custom Formats
» Often a firmware image is just a binary blob
 File carving required
« Bruteforce at every offset with all known unpacker
« Have good heuristics when to stop carving

 We compared existing tools and used BAT
(Binary Analysis Toolkit)

» Supports recursive extraction and carving
- Extended it with multiple custom unpackers
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Challenge:
Scalablility & Computational Limits

« Unpacking and file carving is very CPU
iIntensive

EURECOM firmware - od

sssssssssssssss



Challenge:
Scalablility & Computational Limits

« Unpacking and file carving is very CPU
iIntensive

« Results in millions of unpacked files

« Manual analysis infeasible

* One-to-one fuzzy hash comparisonis CPU
intensive
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Challenge:
Scalablility & Computational Limits

* Fuzzy hashing becomes difficult with lots of fils
CPliTime

150 y

850 d

26k 130k > # firmwares
EURECOM firmware - ad
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Challenge:
Results Confirmation
* An issue found statically

« Cannot guarantee exploitability
« May not apply to a real device
* E.g., vulnerable daemon present but never startec
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Challenge:
Results Confirmation
* An issue found statically

« Cannot guarantee exploitability
« May not apply to a real device
* E.g., vulnerable daemon present but never startec

e |Issue confirmation is difficult

« Requires advanced analysis (static & dynamic)
« Does not scale for heterogeneous firmware
« Often requires real embedded devices
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Architecture

Firmware
Datastore

il .
=\l|,
2 |




Architecture

Internet

Crawl
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Firmware
Datastore

B

\—

—

Public Web Interface

Submit

-
-

2

L —
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—




Architecture

select firmware from your computer

Firmware

Public Web Interface
Submit

Internet
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Architecture

Internet

Crawl

Firmware
Datastore

select firmware from your computer

Submit

Public Web Interface

-

Master
| Distribute

Workers

Firmware
Analysis |
Cloud ‘
\
\

Password
Hash Cracker

|
|
|
|
|
Unpacking |

Static Analysis
Fuzzy Hashing'

Data Enrichment

Firmware
Analysis &
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Crawler

» Multiple seeds

 FTP-index engines

« Google Custom search engines
« Several download techniques

« WGET scripts
« Beautiful Soup scripts

« 7959 K collected files, 1.8 TB of disk space
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www.Firmware.RE (beta
Will provide Unpacking and Analysis

B firmware - 21 - ree oniine ... |

o firmware.re v€| ® (B coogle Q & & d

Upload

Info To start, drag-n-drop firmware here or

Examples

select firmware from your computer

=
=
£
o
z
g
m
£
n
.
5
4
=2
8

3 Blog | W Twitter | ® contact@firmware.re | % Google groups | & TeS | @ Privacy policy




www.Firmware.RE (beta)
Will provide Unpacking and Analysis

I firmware - 2. - Free Online Firm...

[ @ www firmware.re v@| @ B Google Q| 4

Info To start, drag-n-drop firmware here or

Examples

select firmware from your computer

=
=
£
o
z
g
m
£
n
Pan
5
4
=2
8

 Blog | W Twitter | 5 contact@firmware.re | % Google groups | & TeS | @ Privacy policy



http://www.Firmware.RE/

Unpacking

759 K total files collected

EURECOM firmware - od

fffffffffffff


http://www.Firmware.RE/

Unpacking

759 K total files collected

i Filter non firmware

- 172 K filtered interesting files f
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Unpacking

759 K total files collected

i Filter non firmware

« 172 K filtered interesting files

i Random selection

« 32 K analyzed
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Unpacking

759 K total files collected

i Filter non firmware

« 172 K filtered interesting files

i Random selection

« 32 K analyzed

l Successful unpack

» 26 K unpacked (fully or partially)
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Unpacking

759 K total files collected

i Filter non firmware

« 172 K filtered interesting files

i Random selection

« 32 K analyzed

l Successful unpack

» 26 K unpacked (fully or partially)

i Unpacked files

« 1.7 M resulted files after unpacking
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Static Analysis

» Misconfigurations
- Web-server configs, Credentials, Code repositories
« Data enrichment

 Version banners — Software packages and
versions

- Keywords — Known problems (e.g., telnet, shell,
UART, backdoor)

 Correlation/clustering
« Fuzzy hashes, SSL certificates, Credentials
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Example: Correlation

» Correlation via fuzzy-hashes (ssdeep, sdhash

~ Firmware 1

8
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Example: Correlation

» Correlation via fuzzy-hashes (ssdeep, sdhash

~ Firmware 1
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Example: Correlation

» Correlation via fuzzy-hashes (ssdeep, sdhash

~ Firmware 1

Firmware 4

/ Firmware 5
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Example: Correlation

» Correlation via fuzzy-hashes (ssdeep, sdhash

Firmware 4

_ Firmware 1
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Example: SSL certificates

« SSL cert correlation + vulnerability propagatiol
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Example: SSL certificates

« SSL cert correlation + vulnerability propagatiol
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Example: SSL certificates

« SSL cert correlation + vulnerability propagatiol

Vendor A
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Example: SSL certificates

« SSL cert correlation + vulnerability propagatiol

Vendor A
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Example: SSL certificates

« SSL cert correlation + vulnerability propagatiol

i ey l
b2} Ed
P27 ; l\

Vendor A
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Example: SSL certificates

« SSL cert correlation + vulnerability propagatiol
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Example: SSL certificates

« SSL cert correlation + vulnerability propagatiol




Example: SSL certificates

« SSL cert correlation + vulnerability propagatiol




Results: Summary

« 38 new vulnerabilities (CVE)
 Correlated them to 140 K online devices

 Affected 693 firmware files by at least one vuli
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"Chamber of Horrors”

» Several recently build images with linux
kernels, busybox older than 9 years

« Similar "debug” backdoor daemon in
networking, home automation equipment

» Forgotten or backdoor entries in
authorized keyfdes
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"Chamber of Horrors”

* Linux kernel older than 4 years compiled by
root on a machine with public IP accepting SSI
connections (GPS/Aerospace manufacturer)

* Discovered vulnerability in wireless fireworks
system, implemented PoC attack [3]
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Contributions Summary

 First large-scale static analysis of firmwares
» Described the main challenges associated

« Shown the advantages of performing a large-
scale analysis of firmware images

* Implemented a framework and several efficien
static techniques
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Conclusions

A broader view on firmwares

* Not only beneficial

« But necessary for discovery and analysis of
vulnerabilities

« Correlation reveals firmware relationship

« Shows how vulnerabilities reappear across
different products

« Could allow seeing how firmwares evolve
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Conclusions

* There are plenty of latent vulnerabilities

« Security

» Tradeoff with cost and time-to-market
« Clearly not a priority for some vendors
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Thank you

* To our advisors, Aurélien and Davide

To our friends and families
» To the SECURE 2014 organizers

 To everybody who is submitting firmware to us

 To you for listening to this talk :)

firmwrare - 3%

EURECOM firmware - od

sssssssssssssss



The End

Questions?

{name.surname}@eurecom.fr
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