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1. Security and privacy issues in OSNs
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2. Design Principles & Contribution

e Decentralization
- P2P architecture - Friends cooperate

e Cooperation enforcement

e Leveraging existing Trust * Privacy Trusted

|d System

- Social trust = trusted link - Simple anonymous routing

- Friend = neighbor - Based on trusted links

- Trust strength = link weight - Group Encryption

3. Architecture & Feasibility
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4. Open Questions & Future Work
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