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Abstract enforcement mechanism when there is no trust relationship.

Protocols ensure that service providers can only cash the de-

This paper introduces and solves a security problem of posit in case of misbehavior and that users are not traceable.
pervasive computing: how to define authorizations for off- As stated in requirement 1, the verification of users’ rights

line interactions when trust relationships among entities do can be performed without any communication with a third
not exist. A new type of capability is proposed to assure party system.

that user interactions are not traceable and that misbehav-  gsection 2 gives a precise description of the scenario with

ing users automatically lose some money they deposited agespect to the problem and analyzes the limitations of ex-

a guarantee of their loyalty. The solution inspired by elec- jsting access control solutions in the light of this scenario.

tronic cash is based on a new version of the cut-and-chooseThe solution is described in Section 3 in terms of a proto-

protocol adapted for open environments. col in three phases. The security of this scheme is discussed
in Section 4. More details on this work are available in a re-
search report [2].

1. Introduction

: . o o 2. Pervasive Computing Scenario
The pervasive computing paradigm is exploding in pop-

ularity as one of the main applications taking advantage The scenario envisioned in this paper consists of sev-

Of ad\I/_anced mo|b|l(;a a||1d W|reltesfs communication thhnOI?.'eraI pervasive computing environments (PCE) as shown in
gl(?[.& ar?.ﬁ ica e_l edp oym((jan 0 tr;]ervaswe compoJ er apﬂ," igure 1. Each PCE includes a set of appliance servers
cations still heavily depends on the assurance of essentia S1.S,---.5.) and an Access Control Authority (ACA).

security properties for users and service providers. Apart , dynamic user population called visitorg( Vs - - -, V)

fr(_)ml security exp(_)sutres due to th_e underly|?g m_oEne a?ld randomly visits PCEs and requests services from appliance
wireless communications, pervasive computing INNErently ¢ ors “The ACA of each PCE is in charge of providing

brings up some issues that are relevant to security: visitors rights to access servers. In order to suit the possi-
1. Lack of infrastructure or off-line operation with re- bly large coverage of each PCE and the limited transmission

spect to the infrastructure. capabilities of pervasive servers, the access control solution
2. Lack of organization or self-organization, hence lack does not require on-line connectivity between the servers
of a priori trust among parties. and the ACA. However, servers periodically need a way

to exchange some data with the ACA. For instance, once

. In this paper we tackle both problgms through .the de a day, coffee machines provide data to the ACA via the sup-

sign of an access control scheme suited to pervasive com- . . i

: S port personnel. Since servers cannot communicate with the
puting. We focus on limiting the access to low-value ser-

. : - ACA in a timely and interactive way, we qualify the inter-
vices (printers, coffee machines, etc.) that are freely offered’_ _. . o .
. X : . . actions asoff-line. Each user can establish interactive ex-
to users visiting some environment. In line with require-

ment 2, a deposit is used to guarantee the correct behaVg:hanges with the server he/she is in touch with. Another

. : e . characteristic of this environment is the lack of a priori trust
ior of untrusted users. Money is envisioned as a universal - .

between servers and visitors. Servers do not trust visitors
1 Institut Euécom’s research is partially supported by its members: and pOSS|ny are not even able to |dent|fy them.

Bouygues Elecom, Cegetel, Franceélecom, Hasler Foundation, Hi- The access control in such pervasive computing scenario
tachi, STMicroelectronics, Swisscom, Texas Instruments, and Thales cgn pe illustrated by an example as follows.




PCE, PCE, 3. Solution: One-time capabilities

ACA/O\ Sz D (;‘: Our solution consists of a capability scheme based

: o on an enhancement of the electronic cash with a new
\Y 33/ . O .~ . ’ ) -
S0 O, T e T penalty mechanism. The resulting one-time capabil-
4 D O\' ity (OTC) scheme offers the following features:
: e One-timeeach capability or access right can be used at

most once. It allows a fine control of users right with-
out relying on time or revocation.

0 L
~e..--"PCE,

Figure 1. Pervasive computing scenario

e Untraceable the scheme ensures that users cannot be
traced by the environment when behaving fairly.

2.1. Example o Off-line: access to services is done locally without re-
quiring to establish a connection with some trusted

A visitor arrives at the gate of a shopping mall (PCE) that third party.
provides some free services (e.g. printers, coffee machines, ¢ Penalty in order to deter misbehaving visitors from
and network access points). Once the visitor is through ~ attempting to use an OTC more than once, a deposit
the registration he/she passes near a wireless sensor acting €nsures that any cheater will lose money. The service
on behalf of the ACA. The sensor loads the visitor's per- provider is assured that he will receive money in case
sonal device with a set of rights based on the visitor's at- of misbehavior and visitors are assured that the deposit
tributes (e.g. location, profile). Using the rights he/she thus ~ cannot be cashed when they behave fairly.

obtained, the visitor can access various services. The main £ the sake of simplicity, the OTC mechanism presented

security goal in this context is to prevent the visitor from i this short paper does not properly address privacy. The

unauthorized access to services even when the services afg,sic solution can however easily be enhanced with untrace-

provided by off-line devices. ability based on Chaum’s blind signature [3] technique at
the expense of increased computational complexity. The so-
lution consists of three phasesapability creationthat in-

2.2. Existing Approaches cludes the deposit mechanisatcesso resources, ande-
tection of double ust penalize cheaters.

A large part of common approaches to control access
rely on identity (e.g. access control lists, identity certifi-
cates) but identity is often meaningless in pervasive com-
puting. The simple public key infrastructure (SPKI/SDSI)
[7] allows for the verification of a party’s credentials with-
out explicit identification. However, this approach also re-
quires some infrastructure to certify credentials.

3.1. Penalty without Hierarchical Relationships

In the OTC mechanism, a new type of electronic check
serves as a deterrent against double use of a one-time capa-
bility. Unlike classical electronic checks [8], the new type of
e-checks included in the OTC must allow for the verification
of the issuer’s signature without revealing this signature that

When privacy is a major concern, [1] presents digital cre- engples one to cash them. A new signature scheme thus has
dentials with selective disclosure and Idemix [5] offers an g pe used whelr signs the e-check, when ACA verifies the
interesting approach to create non-transferable anonymousignature, and when ACA cashes the e-check. This mecha-
multi-show credentials. Both approaches need some formpism is a substitute for the signature of on-line as well as
of infrastructure for authenticating users receiving rights.  gff-line e-checks. For the sake of simplicity this paper only

Electronic cash [4, 6] can be viewed as a one-time ca- presents a basic scheme where e-checks are on-line pay-
pability when the amount is replaced by some authoriza- ment orders:V orders his bank to transfer some amount
tion. As an anonymous scheme suitable for off-line transac-from his account to ACA's account.
tions, electronic cash nicely meets the requirements of per- During the creation of a one-time capability, can
vasive computing. The main deterrent to double spending inprove to ACA that a secrell | H(K) € HK where
this scheme is based on the disclosure of cheaters’ identityH K = {H(K1), H(K2), -, H(K,)} wil be re-
by the banking organization. In pervasive computing envi- vealed in case of double use. A filled e-check is de-
ronments, the disclosure of the identity is not an efficient fined asfc = SIGNy..k(V, AC A, amountnb) where nb
deterrent against double use of credentials because there is the check number and where ACA airdcould be re-
no formal relationship between the service provider and theplaced by the account identification of ACA and,
users. respectively. This filled e-check is created during an



on-line interaction with the bankl” provides as de- V sends ACA the data required to create the one-time capa-
posit a signed e-checkc = SIGNvy(fc, HK). This bility. Before releasing the one-time capability, ACA veri-
deposit can only be cashed by ACA when one of the se-fies the e-check..

cretK | H(K) € HK is known. Hence a valid e-check is 14) ACA—V RCN where|R| = ﬁ2|

the combination of a deposit and one of the correspond—The ACA chooses randomly a subgethalf of the set\)
ing secretsve = {sc, K}. for verification purposes and requedtsto send details on
how eachmn; | i € R is constructed.

3.2. Phase 1: Capability Creation 15)V — ACA ¢, di,ei, Ky VieR B
m; Vje R (RUR=N)
During this phase the ACA provides a set of OTC to a V discloses the details to construct each| ¢ € R for ver-
visitor entering the PCE. The main purpose of the proto- ification purposes.
col in this phase is twofold: to prove the ACA that it will 1 6) 4 A computes m; frome;, d;, e;, Ki,nb Vi € R

be able to cash the e-check if the visitor misbehaves (uses . ? ‘
the OTC more than once) and to assure that the ACA can- ~ ACA verifies H(Ki?) € HKn VieR
not cash the e-check if the visitor properly behaves. These ACA verifies  mpy = H(my||mz|| - ||mn)

purposes are fulfilled by a new mechanism that allows the When allm; | i € R are well-constructed, there is a high

ACA to verify that the contents of the e-check are valid and probability (see Section 4 for a discussion on the security

that the capability includes a valid signature of the e-check evaluation) that othem; | i € R contain a secrek(;|i € R

that can be revealed only in case of misbehavior by the vis-usable to generate a valid e-check from the deposit.

itor. o . o ) 1.7) ACA computes mp = H(mz || - - || mz, ,,) and
Authentication is optional in this protocol. Any entity HE g = {H(K), - H(Kr )}

able to provide an e-check can receive some rights. How- ! "/

ever, some authorizations can be restricted to visitors with

specific attributes (e.g. employee of a partner company).

The following protocols do not address this point.

LetV defineasefv = {1,2,---,n} that will be used in
two cut-and-choose protocols [4] during the creation of one- 1.8) V. — ACA  sc = SIGNv(fe, HKg) .
time capabilities and during the access to resources. The set’ Signs the set of unrevealed secrets resulting in the deposit
sizen is a Security parameter (See Section 4) that has to be combined with one of the SeCITéIS} i €R
to become a valid e-check.

1.9) ACA -V  capability =
SIGNaca(mpg, rights, validity)

wherery, -+, 7,2 € R
Both VV and ACA only keep unrevealed secrefs € N)
to build the one-time capability and the deposit. The ACA
requests the deposit.

1.1) V generates K; € (0,1))  Vie N
V computes HKy = {H(K1), -, H(K,)}

Ky, -+, K, are kept secret by” and the set/ Ky will be The ACA stores the deposit and provides the one-time ca-
disclosed by during further steps of the protocol. pability to V. As with the simple public key infrastructure,
1.2) V generates my = H(ma|[ma] - - [[mn) rights are application specific and their representation is out

where mi = H(ai|[by) " of the scope of this paper.

where a; = H((¢; @ data;)||d; . . -

Where by = H(((;Hei) Jld:) 3.3. Phase 2: Service Access with Capability

where data; = {K;,nb} Vie N

In the second phase of the OTC protocol, the visitor
uses the OTCs to access resources. The resource access
takes place off-line, that is, the serv8rcannot rely on
the ACA to verify the OTC. When the visitor proves that
it knows the secret corresponding to the capability, part of

‘d.: e l . 2-1 H
nurr;lbers.FlZ7_|el < (O’hl) _and.cz < éoil) ' Inl (:rllec_tcrionltg:t 1Ethe information to retrieve the signature is provided to the
cash, a simriar mechanism IS used to reveal e Identity Olge e This information is not sufficient to get a valid sig-

c_he_aters. Here, becaus_e ofthe Iacl_< of_organizati_on, the idenhature of the e-check but prevents double use of the OTC.
tity is useless and a valid e-check is directly available when

V cheatsdata; contains a secrek; |« € N and arefer- 2.1)V — S request, capability

ence to a deposit (check number: nb). A valid e-check is ob-V requests to access a resource and provides the one-time
tained by combining this secret and this deposit. capability proving that the request is authorized.

This construction is necessary for preventing double use of
capabilities. It assures thétta; can only be revealed when

¢; and(¢; @ data;) are known, i.e. when the capability has
been used twice (see Step 3.2).d;, ande; are random

13)V — ACA  HEKy,my, fe 22)S -V TcR where|T| =



S starts a challenge-response based on a second cut-andigh probability that the embedded electronic check will be
choose protocol: it randomly chooses a sulBdhalf of revealed. Two security parameters have to be evaluated:

the setr?) and sends it t’. - nis the number of steps in the first cut-and-choose pro-

23) V-5 (Ci &) datai),di, b; Vie 7: B B tocol.

Cir€irdj vj €T (TUT = E) - lis the size of the one-way function outputs.
V reveals half the information for the sét to prove that . . .
it can constructm 5. However, S has no way to get any Probability of undetectable double-use the main at-
data; | i € R and thus cannot collude with ACA to cash the tack against this scheme, a visitor can try obtaining a valid
e-check. This step achieves two goals: it allos$o ver- capability that does not embed a valid signature on the de-

ify that the visitor knows the secret corresponding to the ca- POSit. The capability creation protocol ensures that the se-
pability and cause¥ to reveal some information that is not  crets of half the set are verified. Thus, when an attacker
sufficient to get a valid e-check but that would forbid dou- ries to generate a capability that will never reveal a valid

ble use. e-check, he has to provide/2 invalid secrets. The proba-
2.4) S computes m; from (¢, & data;),d;.b; Vi€ T ikylty that the ACA does not verify one of those invalid data
S computes m; frome;, e;, a; VieT )
S verifies  mp = H(mp,|| -+ |mr, ) _ 3 3- 1 Gy
_ _ =" P2use = : . n - |
wherery, -+, 7,9 € R n n—1 3+1 n
This step allowsS to verify that the visitor knows the secret valid m; valid e
. . . 1 ma valid m, /2
corresponding to the capability before authorizing resource
access. It is possible to set the probability of the successful at-
tack at an arbitrary small value by choosing the right value
3.4. Phase 3: Detection of Double Use for n. For instance, ifv = 100, pastack = 2.

Impact of multiple usesince each server keeps track of

This phase is necessary to identify and punish visitors capabilities it already received, double use attempts per-
that have used a OTC more than once. Penalty is postponedfbrmed with the same server will be detected by the server
as long as the servers have not sent data to the ACA. Vis-tself. Double use of an OTC with different servers is post-
itor access logs will be provided in batch by servers to the poned but will be detected by the ACA and enable penal-
ACA. When the use of the same OTC appears in more thanties. However, when the same OTC is used more than twice
one server's log, the ACA will be able to retrieve the sig- with different servers, only one e-check can be cashed as
nature of the e-check embedded in the OTC and to cash thegart of the penalty mechanism. The degree of the penalty

e-check. (the amount of the e-check) should thus be set sufficiently
3.1) S, — ACA ¢; ® data; Yie Ty high in order to eliminate possible advantages of multiple
. ' VieTe (Ts, UTs = R) uses beyond the double use.

Periodically, when the servé; is on-line, it sends relevant Probability of penalty disclosuret is important to pro-
data to the ACA. The séfts, has been randomly chosen by tect the \{lSltqr against a maI|C|qu§ service p.ro'wder trying to
S, and is different for each server and for each capability, 98t @ valid signature for an existing deposit in order to re-
As long asV does not cheat, those data are useless. trieve a val|_d e-check. The attacker has to find a vadid
corresponding to an embeddédk;) wherei € R. The
3.2) S, —» ACA ¢; ®data; Vi€ Ts, - B birthday attack is not relevant in this case and the probabil-
Ci VieTs, (Ts.UTs. = R) ity of a successful brute force attack against the hash func-
If the same one-time capability has been used with serversion is:
S1 and S, there is a high probability tha#i such that

n
i € Ts, andi ¢ Ts,. Thuse; and(c; @ data;) are known Pdisclose = 5 - 2~
and ACA can retrievélata; and the secrek’;. This secret ~~ hash
combined with the deposit is a valid e-cheeck:= (sc, K;) Bl

whereH(K;) € H K. This e-check can be cashed. Protection of the visitorit is important to assure that

a visitor's capabilities and corresponding secrets cannot be

4. Security Evaluation disclosed by intruders since based on this information an in-

truder could get a valid e-check. It is also necessary to pre-

Protocols described in Section 3 define a solution to vent any operation that could cause unintended double use

avoid double use of one-time capabilities in off-line con- by the visitor. A tamper-resistant module such as a smart
text. When a capability is used more than once, there is acard could be used to protect a visitor's secrets.



5. Conclusion and Future Work

welcomes him and delivers capabilities. We are working on

automatic mechanisms to forbid visitors from obtaining nu-
This paper proposes a solution for access control in per-merous capabilities.

vasive computing environments. We suggest one-time capa-

bilities whose validation does not require any on-line com- References
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